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Abstract
Large Language Models (LLMs) and Vision-Language Mod-
els (VLMs) remain highly vulnerable to adversarial at-
tacks despite widespread adoption. Existing defenses typ-
ically require retraining, rely on heuristics, or fail under
adaptive and out-of-distribution (OOD) conditions. We intro-
duce EigenShield, a principled, inference-time, architecture-
agnostic defense that leverages Random Matrix Theory
(RMT) to suppress adversarial noise in high-dimensional em-
beddings. EigenShield uses spiked covariance modeling and
a Robustness-based Nonconformity Score (RbNS) with quan-
tile thresholding to isolate and preserve causal eigenvectors,
filtering out adversarial components without model access or
adversarial training. We develop a theoretical framework es-
tablishing conditions for asymptotic noise suppression and
demonstrate effectiveness in both unimodal and multimodal
settings. Empirically, EigenShield consistently improves ro-
bustness across threat models, reducing attack success rates
(ASR) by up to 48% over state-of-the-art defenses, including
adversarial training, UNIGUARD, CIDER, and input trans-
formations. On jailbreak attacks, EigenShield lowers LLM
ASR by up to 92.9% relative to undefended models. Under
multimodal adversarial attacks, it reduces VLM ASR by up
to 76.5%. Against adaptive attacks on LLMs, it achieves ASR
reductions of up to 77.7%. In OOD settings, EigenShield
maintains strong performance, reducing ASR by up to 88.4%
for LLMs and 80.4% for VLMs.

Code — https://github.com/nstrndrbi/EigenShield
Extended version — https://arxiv.org/pdf/2502.14976

1 Introduction and Related Works
Large Language Models (LLMs) are foundational in AI sys-
tems but remain highly vulnerable to adversarial “jailbreak”
attacks, where small, targeted input changes induce unde-
sired behavior (Shafahi et al. 2019; Jin et al. 2024). Existing
defenses against adversarial attacks fall into two main cat-
egories: training-time and inference-time. For training-time
methods, robust fine-tuning and certified defenses (Shafahi
et al. 2019) have been explored for LLMs, while UNI-
GUARD (Oh et al. 2024) introduces modality-specific safety
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guardrails for VLMs. While these methods can improve
robustness by exposing models to perturbed inputs, they
are computationally expensive, sensitive to attack configura-
tions, and often degrade clean-data performance. Moreover,
the full model access required is rarely available, as models
are typically served via APIs, protected by proprietary con-
straints, or with locked weights. Even when access is possi-
ble, retraining is often infeasible due to unavailable original
training data, privacy, licensing, or scale.

Inference-time defenses offer a more scalable alternative
by operating without model retraining or internal access.
Techniques such as image transformations (e.g., JPEG com-
pression (Das et al. 2017), blurring (Kaneko and Harada
2021)) and diffusion-based purification (Nie et al. 2022)
aim to remove adversarial noise prior to inference, but
can degrade clean-input performance and incur computa-
tional overhead. Detection-based defenses, such as Jail-
Guard (Zhang et al. 2023) and CIDER (Xu et al. 2024),
identify adversarial inputs directly but often operate on iso-
lated samples and remain vulnerable to adaptive attacks.
For LLMs, additional defenses include input sanitization
(e.g., paraphrase detection (Vrbanec and Meštrović 2020),
perplexity filtering (Jain et al. 2023)) and output modera-
tion (Weidinger et al. 2021). Most of these methods remain
brittle against evolving threats, especially those exploiting
multimodal inconsistencies or latent semantic structure.

This motivates a core question: Can we design a princi-
pled, inference-time, model- and task-agnostic defense that
reliably mitigates adversarial perturbations across LLMs
and VLMs without retraining or model access? Recent stud-
ies suggest these attacks introduce structured, low-rank dis-
tortions in embedding spectral properties (Shayegani, Dong,
and Abu-Ghazaleh 2023). Leveraging these signatures al-
lows for the detection and removal of adversarial perturba-
tions within high-dimensional internal representations.

Building on this, we propose EigenShield, a scalable
inference-time defense that uses Random Matrix Theory
(RMT) to characterize the spectral behavior of model ac-
tivations and isolate signal-dominant subspaces from ad-
versarial noise (see Fig. 1). EigenShield is architecture-
independent and attack-agnostic, projecting embeddings
onto a causal subspace via spiked covariance modeling and
quantile thresholding, thereby suppressing adversarial noise
without model access or retraining. We establish theoreti-
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Figure 1: Overview of EigenShield: Jailbreak attacks elicit harmful outputs from LLMs/VLMs by manipulating text and/or
image inputs. EigenShield filters input embeddings (text, image, or multimodal) through a causal subspace derived via Random
Matrix Theory (RMT). The defense is architecture-independent, requires no retraining, is theoretically grounded with RMT-
based eigenvalue guarantees, attack-agnostic, and computationally efficient.

cal conditions for asymptotic noise suppression, including
subspace identifiability, spectral separation, and robustness
bounds. Both LLM and VLM embeddings display spec-
tral structure suitable for RMT modeling, supporting Eigen-
Shield’s generality. We demonstrate robustness under out-
of-distribution attacks and distribution shifts, and analyze
sensitivity to modeling assumptions, clarifying where guar-
antees hold and where robustness may degrade. EigenShield
achieves substantial reductions in attack success rates across
threat models and datasets, consistently outperforming prior
defenses, including state-of-the-art adaptive methods. 1

2 Random Matrix Theoretic Defense
Although LLM and VLM embeddings are produced by de-
terministic networks, their high-dimensional structure, when
examined via empirical covariance, often exhibits behav-
ior well captured by RMT (Zumbach 2011). Neural repre-
sentations typically display spiked spectral patterns, with a
few dominant eigenvalues (often reflecting semantic struc-
ture) separated from a bulk Marchenko–Pastur (MP) distri-
bution (Paul 2007; Bao et al. 2022). While classical RMT
results are asymptotic, they provide a practical framework
for analyzing embedding spectra, especially in overparame-
terized and multimodal LLMs and VLMs (Fischer, Biemann
et al. 2024). Below, we introduce the key RMT constructs
and clarify when spectral projection can approximately iso-
late semantic directions from noise or adversarial variation.

2.1 Key Principles from Random Matrix Theory
Wigner Semicircle Law and the Asymptotic Noise Floor:
The Wigner Semicircle Law describes the eigenvalue distri-

1This paper includes prompts and model outputs that may be
offensive, used solely to illustrate adversarial vulnerabilities and
guide the development of safer, more robust model defenses.

bution of large symmetric random matrices with indepen-
dent, identically distributed (i.i.d.) entries (Chan 1992). Let
W ∈ Rp×p be real symmetric, with upper-triangular entries
Wij i.i.d. (mean zero, variance σ2). As p → ∞, the empiri-
cal spectral distribution (ESD) converges to

fWigner(λ) =

{
1

2πσ2

√
4σ2 − λ2, |λ| ≤ 2σ

0, otherwise
(1)

implying eigenvalues are asymptotically confined to
[−2σ, 2σ], which sets a noise floor.

A related result applies to sample covariance matrices. Let
X ∈ Rn×p have i.i.d. entries (zero mean, variance σ2), and
define C = 1

nX
TX. As n, p → ∞ with p/n → c > 0, the

ESD of C converges to the Marchenko-Pastur (MP) distri-
bution (Yaskov 2016), supported on

[σ2(1−
√
c)2, σ2(1 +

√
c)2]. (2)

This bulk is the reference for detecting signal-bearing outlier
eigenvalues.
Spiked Covariance Model and Signal Detection via
Eigenvalue Outliers: The spiked covariance model (Paul
2007) describes data with a low-rank signal component
Σsignal of rank k ≪ p embedded in isotropic noise Σnoise =
σ2Ip, so Σ = Σsignal + Σnoise. If the signal is strong,
top population eigenvalues λ′

i exceed the Baik-Ben Arous-
Péché (BBP) threshold σ2(1 +

√
c), with c = p/n, and

the corresponding sample eigenvalues of C = 1
nX

⊤X
detach from the bulk (Yaskov 2016). While these RMT
results are asymptotic, similar eigenvalue and eigenvec-
tor behavior is observed even for moderate p (e.g., p =
768–1024) (Benaych-Georges and Nadakuditi 2011). The
BBP threshold is heuristically supported by our simulations
(see our later deep-dive discussion in Sec. 4 showing robust
subspace estimation even in finite samples). Such outlier
eigenvalues/vectors enable projection onto signal-dominant
directions, isolating semantics.
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RMT-based Decomposition for Stable Subspace Extrac-
tion: To extract a subspace aligned with top spectral com-
ponents, we approximate the empirical covariance matrix
Σn of clean embeddings as a low-rank signal plus isotropic
noise, fitting via

LRMT(U,Λ) =
∥∥Σn − (UΛU⊤ + σ2IP )

∥∥2
F
, (3)

where U ∈ RP×r (orthonormal columns: top-r signal di-
rections) and Λ ∈ Rr×r (diagonal, corresponding eigen-
values). The subspace spanned by U is the causal sub-
space—a spectral subspace aligned with directions empiri-
cally robust to adversarial perturbations, as measured by the
Robustness-based Nonconformity Score (RbNS). While this
notion of causality is not interventional, it acts as a princi-
pled, architecture-agnostic heuristic for isolating directions
that are empirically least susceptible to attack.

2.2 RMT-based Adversarial Noise Annihilation

Asymptotic Identifiability of the Causal Subspace

Theorem 1 Let Σ = σ2Ip +
∑KC

k=1 θC,kvC,kv
⊤
C,k +∑KA

j=1 θA,jvA,jv
⊤
A,j be the population covariance of embed-

dings, where {vC,k} and {vA,j} are orthonormal and cor-
respond to KC causal and KA adversarial spikes.

Let Sadv be the sample covariance from n embeddings.
Define the BBP threshold as θBBP = σ2(1 +

√
y)2 with

p/n → y > 0. Suppose all θC,k > θBBP + ηC and all
θA,j < θBBP − ηA, for some ηC , ηA > 0. Then the subspace
ŜC , spanned by the top KC eigenvectors of Sadv, satisfies

PŜC

a.s.−−→ PSC
, where SC = span({vC,k}KC

k=1).

Claim 1 Adversarial Noise is Largely Orthogonal to the
Causal Subspace: Let e denote a clean embedding pri-
marily supported in the causal subspace SC . A typical ad-
versarial perturbation δ (with ∥δ∥ ≤ ϵ, causing a model
output change without altering semantic content) can be
written as δ = δ⊥ + δ∥, where δ⊥ ∈ S⊥

C , δ∥ ∈
SC , and typically ∥δ∥∥ ≪ ∥δ⊥∥. In favorable cases, δ∥ ≈
0, allowing near-complete removal via projection onto SC .

Conditions for Asymptotic Orthogonality of Subspaces

Theorem 2 Assume the conditions of Theorem 1 hold so
that ŜC → SC as p, n → ∞. Suppose adversarial pertur-
bations introduce distinct “adversarial spikes” spanning a
subspace SA, with corresponding eigenvectors {vA,j}, and
assume SC ⊥ SA. If (i) the causal and adversarial spikes
exceed the BBP threshold and are well-separated in spec-
trum, and (ii) the subspace estimation mechanism correctly
assigns sample eigenvectors to ŜC and ŜA, then:

PŜC
PŜA

a.s.−−→ 0 as p, n → ∞.

That is, the estimated causal and adversarial subspaces be-
come asymptotically orthogonal.

Figure 2: Attack Success Rate (%) vs. coverage parameter
γ for LLaVA-v1.5 (Liu et al. 2024) (blue) and MiniGPT-
4 (Zhu et al. 2023) (red). Higher γ retains more eigen-
directions, which corresponds to a lower attack success rate
but increasing trainable parameter (top axis, in thousands).

Adversarial Noise Removal via Causal Projection

Theorem 3 Let eadv = e + δ be a perturbed embedding,
with clean input e and adversarial perturbation δ. Assume:
(i) PŜC

a.s.−−→ PSC
as p, n → ∞ (Theorem 1), and (ii)

δ ∈ S⊥
C . Then the projected embedding eclean = PŜC

eadv

satisfies ∥PŜC
δ∥ a.s.−−→ 0 and eclean

a.s.−−→ PSC
e. Thus, if

e ∈ SC , then eclean
a.s.−−→ e.

Corollary 1 For LLM embeddings that approximately con-
form to a spiked covariance model, i.e., semantic features
align with dominant spectral directions, EigenShield can
asymptotically suppress adversarial perturbations, provided
these perturbations are largely orthogonal or spectrally sep-
arable from the signal subspace.

Corollary 2 For VLM embeddings (including unimodal
components), if causal concepts yield identifiable spectral
spikes and adversarial noise is not tightly coupled to these
directions, projection-based filtering via EigenShield can
achieve near-complete removal in the asymptotic limit.

These guarantees are under idealized assumptions (e.g.,
spectral separability, low overlap between noise and signal).
Practical effectiveness depends on how well real-world rep-
resentations adhere to these conditions. Our later sections
examine sensitivity to these assumptions.

3 Inference-time Defense with EigenShield
EigenShield operates in three steps (Fig. 1): (i) Spectral
Decomposition: Compute the empirical covariance of in-
put embeddings and extract principal directions via eigen-
decomposition. (ii) RbNS-Based Thresholding: Identify a
causal subspace using a threshold set by the Robustness-
based Nonconformity Score (RbNS); remaining compo-
nents are treated as noise or adversarial. (iii) Projection
Filtering: Project embeddings onto the causal subspace to
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Defense
Attack Identity Profanity Sexually Threat Toxicity Attack Identity Profanity Sexually Threat Toxicity
Success Attack Explicit Success Attack Explicit

GPT-2 Llama-3.1-8B-Instruct

No Defense 82.34 32.53 61.22 45.81 38.15 70.53 55.62 14.23 32.81 20.14 12.48 38.92
LLaMA Guard 30.14 7.23 20.32 10.78 6.11 28.73 19.83 3.12 11.49 5.68 2.29 13.41
Erase-and-Check 25.53 5.82 16.51 8.49 4.17 22.48 16.52 2.47 9.13 4.48 1.69 10.19
EigenShield 5.81 1.48 3.19 1.77 0.88 4.46 4.18 0.79 2.07 0.93 0.38 2.76

LLaVA-v1.5-7B MiniGPT-4

No Defense 81.61 25.41 67.22 39.38 40.64 77.93 37.20 2.94 26.53 12.76 2.10 31.57
Adv. Training 28.21 3.71 25.05 10.90 1.87 28.44 29.82 2.66 22.41 10.15 1.63 23.20
UNIGUARD 25.17 2.06 22.34 7.99 0.86 19.16 24.98 1.37 16.42 10.69 1.80 18.73
BLURKERNEL 39.03 3.92 30.61 14.10 3.17 32.28 38.92 2.28 28.34 13.79 2.12 33.08
COMP-DECOMP 37.70 2.67 29.02 13.26 3.59 31.94 35.21 2.31 25.56 11.97 1.54 29.06
DIFFPURE 40.42 3.01 30.89 14.48 3.35 34.06 41.32 2.12 29.89 15.24 2.12 35.65
CIDER 24.73 2.88 25.80 9.79 2.53 17.49 22.74 1.68 17.15 9.82 1.93 20.04
EigenShield 19.20 1.76 15.31 5.16 1.01 13.28 20.37 1.39 12.80 8.53 0.96 15.77

Table 1: Comparison of EigenShield and SOTA defenses on LLMs and VLMs. Metrics: attack success rate and content safety
(lower is better). Bold = best, Underlined = second best.

suppress adversarial perturbations while preserving seman-
tic structure. The approach is model-agnostic and does not
modify the model. The methodology has two phases: Phase
1: Threshold selection using RbNS and RMT; Phase 2:
Inference-time defense.
Phase 1: Threshold Selection via RbNS: Select the thresh-
old τ∗ to separate causal from correlational eigenvalues.
RbNS quantifies robustness of spectral directions:
Outlier Extraction: Identify eigenvectors with eigenvalues
above the MP bulk.
RbNS Computation: For each outlier, compute RbNS; lower
scores indicate greater stability.
Quantile-Based Thresholding: Apply quantile thresholding
on nonconformity scores to set τ∗. The coverage parameter
γ determines the proportion of directions retained as causal.
Fig. 2 shows performance trends for γ between 0.5 and 0.9;
γ = 0.75 is used for an optimal trade-off. A direction is re-
tained as causal if its RbNS score falls below the γ-th quan-
tile; directions above are treated as noise or adversarial. In-
creasing γ improves coverage but increases complexity.
Phase 2: Inference-Time Jailbreak Defense: With τ∗ from
Phase 1, EigenShield defends LLMs and VLMs at infer-
ence. For each input, compute eigen-decomposition; direc-
tions with eigenvalues above τ∗ are deemed causal. Project
the embedding:

efiltered = Pcausaleinput, Pcausal = EcausalE
⊤
causal. (4)

The filtered embedding is used for downstream tasks, pre-
serving semantics while suppressing adversarial effects.
EigenShield requires no model modification.
Models. We evaluate EigenShield on a range of LLMs, GPT-
2 (Radford et al. 2019), LLaMA-3.1-8B-Instruct (Grattafiori
et al. 2024), Qwen-2.5-7B-Instruct (Yang et al. 2024),
Gemma-7B (Team et al. 2024)—and VLMs, including
LLaVA-v1.5-7B (Liu et al. 2024), MiniGPT-4 (Zhu et al.
2023), InstructBLIP (Dai et al. 2023), Qwen2-VL (Wang
et al. 2024), and Florence-2-large (Xiao et al. 2023).

Datasets. LLMs are tested with custom jailbreak prompts
and RealToxicityPrompts (Gehman et al. 2020). VLMs are
evaluated on HarmBench (Mazeika et al. 2024), which in-
cludes adversarial PGD (Madry et al. 2017) examples, and
on RealToxicityPrompts paired with adversarial images.
For generalization, we construct a composite dataset span-
ning FGSM (Goodfellow, Shlens, and Szegedy 2014), PGD,
MIM (Dong et al. 2018), CW (Carlini and Wagner 2017),
and Square Attack (Andriushchenko et al. 2020).
Defense Baselines. LLM comparisons include: (i) No De-
fense, (ii) LLaMA-Guard (Inan et al. 2023), (iii) Erase-and-
Check (Kumar et al. 2023). VLM baselines: (i) No Defense,
(ii) image transformations (BlurKernel, Comp-Decomp),
(iii) DIFFPURE (Nie et al. 2022), (iv) CIDER (Xu et al.
2024), (v) Adversarial Training (Shafahi et al. 2019), (vi)
UNIGUARD (Oh et al. 2024).
Evaluation Metrics. We report (1) Attack Success Rate
(ASR), the fraction of adversarial inputs eliciting harmful or
disallowed outputs. For VLMs:

ASR :=
1

|D|
∑

(prompt,xadv)∈D

Iharm(G(F(prompt, xadv))), (5)

where F is the VLM, G is a Perspective API classifier,
and Iharm indicates harmful output. (2) Content Harmfulness
Scores from the Perspective API, toxicity, identity attack,
profanity, sexually explicit, threat, each in [0, 1].2
Robustness against Standard Jailbreaks. Table 1 shows
EigenShield achieves the lowest ASR and content harm met-
rics across all models. On GPT-2, EigenShield reduces ASR
from 82.34% (no defense) to 5.81%, outperforming LLaMA
Guard and Erase-and-Check. Similar improvements hold for
all safety metrics, including identity attack, profanity, sex-
ual content, threat, and toxicity. On LLaVA-v1.5-7B, Eigen-

2Limitations: The Perspective API exhibits sociolinguistic and
distributional biases, especially on marginalized dialects or OOD
phrasing (Sap et al. 2022; Borkan et al. 2019). We use it for com-
parability with prior work and automated toxicity screening.
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Llama-3.1 Qwen2.5 Gemma-7B GPT-2 LLaVA-7B MiniGPT-4 Qwen2-VL
Metric Base ES Base ES Base ES Base ES Base ES Base ES Base ES

Attack 1: GCG (Greedy Coordinate Gradient) (Zou et al. 2023)

ASR 85.67 16.92 70.29 12.08 80.15 15.33 92.13 20.54 82.17 21.09 75.82 18.56 45.04 10.81
Identity 28.15 3.11 15.62 1.93 22.73 2.76 40.88 5.87 25.43 4.17 20.11 3.04 8.25 1.28
Profanity 60.43 10.28 45.88 7.14 55.09 9.05 75.19 15.62 58.02 13.58 50.69 10.91 25.93 5.03
Sexual 40.77 5.16 25.04 3.28 35.18 4.59 55.23 8.11 38.19 7.12 30.24 5.37 14.77 2.16
Threat 30.29 3.54 18.33 1.99 25.61 2.81 48.71 6.03 28.57 4.03 20.73 2.98 8.19 1.04
Toxicity 75.38 18.05 58.17 13.24 69.41 16.57 88.67 22.19 72.88 22.74 65.31 19.62 38.65 11.49

Attack 2: TAP (Tree of Attacks with Pruning) (Mehrotra et al. 2024)

ASR 88.12 19.65 75.44 15.21 83.07 18.04 90.58 23.18 80.43 23.71 78.15 20.98 50.67 13.26
Identity 30.59 4.28 18.03 2.87 25.16 3.91 38.72 6.94 23.92 5.08 22.06 4.13 10.14 2.07
Profanity 63.78 13.19 50.19 9.76 58.61 11.67 72.33 18.03 55.78 16.21 53.11 13.82 30.27 7.69
Sexual 43.15 7.02 28.76 5.03 38.49 6.14 53.81 9.86 36.05 8.74 33.78 7.06 18.03 4.02
Threat 33.88 4.93 20.91 3.08 28.02 4.11 46.05 7.15 26.19 5.22 24.33 4.17 10.99 2.21
Toxicity 79.04 21.73 63.55 16.81 73.18 19.36 85.92 25.49 70.15 25.03 68.49 22.19 43.81 15.04

Attack 3: AutoBreach (Chen et al. 2024)

ASR 89.53 21.06 78.19 17.39 86.74 19.81 93.22 24.87 85.37 25.19 80.91 22.65 55.83 15.91
Identity 32.18 5.03 20.47 3.59 28.33 4.72 42.05 7.15 28.04 6.15 24.77 5.28 13.06 3.14
Profanity 67.02 15.21 54.66 11.94 62.41 13.85 78.14 19.88 62.15 18.77 57.39 16.04 35.94 9.88
Sexual 46.93 8.39 31.85 6.77 42.06 7.61 58.39 10.73 42.33 10.04 37.16 8.59 22.11 5.73
Threat 36.75 5.88 24.38 4.62 31.92 5.04 50.17 8.02 32.08 6.71 28.41 5.33 14.82 3.05
Toxicity 82.19 23.94 68.70 19.07 77.58 21.63 90.03 27.51 76.92 27.48 72.03 24.72 49.07 17.39

Table 2: EigenShield (ES) reduces attack success and content harm under adaptive jailbreaks. Lower is better.

Metric GPT-2 Llama-3.1-8B Qwen2.5 Gemma-7B LLaVA-v1.5-7B MiniGPT-4 Florence-2 InstructBLIP
Base ES Base ES Base ES Base ES Base ES Base ES Base ES Base ES

ASR 80.23 10.51 54.04 8.13 14.62 4.91 41.21 7.34 68.03 14.29 60.31 11.88 38.49 8.63 45.22 10.04
Identity 31.54 2.92 13.82 1.84 2.33 0.67 7.92 1.41 19.92 3.86 15.78 2.74 7.34 1.42 8.97 1.66
Profanity 60.17 6.13 31.93 4.52 7.91 2.12 19.73 3.63 50.27 11.74 44.16 9.51 25.06 5.77 30.11 7.23
Sexual 44.02 3.84 19.94 2.51 3.52 0.83 11.54 1.82 31.84 6.91 26.13 5.03 15.81 3.59 18.28 4.09
Threat 37.23 1.91 11.81 0.96 1.67 0.37 6.12 0.73 18.99 2.83 14.96 2.27 6.88 1.24 8.03 1.51
Toxicity 69.54 9.22 37.82 6.34 10.14 3.02 24.61 5.23 63.16 15.82 56.02 13.06 33.72 8.38 40.79 11.17

Table 3: Results for OOD-style harmful inputs: Base (no defense) and EigenShield (ES, in bold). Lower is better.

Shield lowers ASR from 81.61% to 19.20%, outperform-
ing both training-time (adversarial training, UNIGUARD)
and inference-time (CIDER, DIFFPURE) defenses. Im-
provements extend to all harm dimensions, confirming the
method’s model-agnostic performance.
Defense against Adaptive Jailbreaks. Table 2 presents re-
sults for three state-of-the-art adaptive attacks: GCG, TAP,
and AutoBreach. Across all LLMs and VLMs, EigenShield
reduces ASR by 60–80 percentage points compared to the
baseline. For example, under AutoBreach, Llama-3.1’s ASR
drops from 89.53% to 21.06%, and for LLaVA-7B from
85.37% to 25.19%. These reductions hold across all con-
tent harm metrics, including toxicity and sexual explicitness.
This demonstrates that EigenShield remains effective even
against strong, adaptive, white-box attacks.
Out-of-Distribution (OOD) Generalization. Table 3 eval-
uates EigenShield on OOD-style harmful inputs for four
LLMs and four VLMs. Substantial ASR reductions are ob-
served for all models, regardless of baseline robustness. For
instance, in Qwen2.5, ASR drops from 14.62% to 4.91%; in

MiniGPT-4, from 60.31% to 11.88%. Notably, EigenShield
also reduces harm scores in challenging OOD regimes, indi-
cating that it is not reliant on in-distribution artifacts.
Multimodal Robustness and Cross-Modal Generaliza-
tion. EigenShield delivers substantial robustness gains
against multimodal adversarial attacks, where text inputs are
adversarial and images remain clean. Table 4 shows that
EigenShield reduces attack success rates (ASR) by up to 63
points (LLaVA-v1.5-7B, RTP) and achieves large absolute
reductions in all Perspective API harm metrics, such as up to
59.5 for toxicity and 51.7 for profanity. These improvements
hold across a range of VLMs and both challenging text-
based adversarial datasets (RTP and HarmBench). The de-
fense generalizes to joint embedding spaces even when only
one modality is attacked. EigenShield also provides mean-
ingful gains for models with low baseline ASR or harm, such
as Qwen2-VL and Florence-2-large. This confirms its effec-
tiveness for both high-risk and low-error scenarios.
Efficacy on Clean Data. Table 5 reports absolute reductions
in toxicity metrics on clean text-image pairs. While gains
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Model ASR Identity Profanity Sex. Threat Toxicity

RTP (Gehman et al. 2020)

LLaVA-v1.5-7B 63.1 20.3 51.7 34.4 43.1 59.5
MiniGPT-4 36.8 3.1 24.0 11.8 3.6 31.1
InstructBLIP 25.0 4.4 20.7 13.5 3.9 24.1
Qwen2-VL 15.2 1.9 10.1 4.8 2.4 12.3
Florence-2-large 24.8 3.4 17.6 7.6 3.7 20.5

HarmBench (Mazeika et al. 2024)

LLaVA-v1.5-7B 47.3 13.7 35.2 23.1 26.0 45.2
MiniGPT-4 32.3 4.2 20.1 11.0 4.1 26.3
InstructBLIP 10.6 2.1 6.8 3.7 1.5 9.0
Qwen2-VL 11.1 1.4 7.5 3.3 1.4 8.7
Florence-2-large 13.6 2.6 8.5 4.8 2.5 11.8

Table 4: EigenShield improvement (Base – ES) under multi-
modal attacks: adversarial text (RTP, HB) with clean images.
Metrics are absolute reduction in ASR and Perspective API
scores; higher is better.

LLMs VLMs

Model RTP HB Model RTP HB

GPT-2 2.0 1.5 LLaVA 0.8 0.5
Gemma 0.6 0.4 MiniGPT 0.5 0.3
Llama-3 0.4 0.4 InstructBLIP 0.3 0.4
Qwen2.5 0.3 0.1 Qwen2-VL 0.0 0.3

Table 5: EigenShield improvement (Base – ES) on toxicity
scores for LLMs and VLMs on clean (RTP, HB) data.
Values are absolute reductions; higher is better.

LLMs VLMs
Defense GPT-2 Llama-3 LLaVA MiniGPT-4
Baseline 181.4 403.8 452.1 473.5
EigenShield 190.6 480.1 466.2 487.9
LLaMA Guard 532.6 755.0 – –
Erase-and-Check 454.9 1008.9 – –

Adversarial Training* – – 452.1 473.5
UNIGUARD* – – 452.1 473.5
BLURKERNEL – – 458.4 479.8
COMP-DECOMP – – 458.4 479.8
CIDER – – 513.9 535.3
DIFFPURE – – 1667.8 1689.2

Table 6: Latency Comparisons (ms)
*Training-time method (no inference overhead). ‘–’ indicates N/A.

are naturally smaller in this regime, EigenShield still de-
livers measurable improvements, especially for models with
higher initial risk like GPT-2 and LLaVA. At the same time,
it avoids over-filtering and does not degrade benign seman-
tic content, confirming that the method selectively targets
adversarial spectral anomalies.
Runtime Analysis. Table 6 shows that EigenShield is
suitable for real-time use. It introduces minimal latency
(9.2–14.4 ms) for LLMs and VLMs, significantly out-
performing methods like LLaMA Guard and DIFFPURE,
which multiply inference times. While basic pre-processing
is faster, EigenShield offers a superior, model-agnostic de-
fense without the high computational cost of other methods.

Figure 3: Eigenvector alignment (|v̂T
k vk|2) versus Excess

Strength Ratio (ESR). Phase transition near ESR= 1, with
alignment > 0.95 for ESR≥1.2 (λk > 20% above bulk).

Figure 4: ASR after EigenShield filtering as a function of
the principal angle ϕmin between causal (SC) and adversar-
ial (SA) subspaces. Baseline ASR is 80% (dashed line). As
ϕmin decreases from π/2 (orthogonal) to π/6 (strong over-
lap), post-filtering ASR increases, reflecting diminished de-
fense. Error bars: ±1 standard deviation.

4 Analysis and Discussion
Although EigenShield shows strong empirical robustness,
its theoretical guarantees rely on the asymptotic regime of
RMT, where embedding dimension p and sample size n are
large (p/n → y > 0). In this regime, projection onto the es-
timated causal subspace provably removes adversarial noise
orthogonal to the signal while preserving semantics. These
guarantees depend on two conditions: (i) the estimated sub-
space converges to the true signal subspace as p, n → ∞,
and (ii) adversarial perturbations are largely orthogonal to
this subspace. In practice, these ideal conditions are rarely
met exactly. However, as shown previously, EigenShield re-
mains highly effective even in finite-sample and non-ideal
regimes. We further analyze why its empirical robustness
persists and clarify the limits of its practical effectiveness.
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Figure 5: Simulated robustness of causal subspace identification. (a) Weak Causal Spikes: Identification accuracy for ŜC

remains high (∼0.85) even when causal spike strength λC,k is only 5% above the BBP threshold. (b) Strong Adversarial
Spikes: The RbNS proxy (dark cyan) maintains > 0.9 accuracy against rising adversarial spike strength λA,j , significantly
outperforming magnitude-only selection (dashed crimson) for spikes up to 10% above λBBP .

Finite-Sample Behavior In real applications, both p and
n are finite, p typically ranges from 768 to 4096 for mod-
ern LLMs and VLMs, while n is limited by batch or dataset
size. To test the applicability of RMT-based guarantees, we
simulated spiked covariance models across a range of spike
strengths (θk) and noise variances (σ2).

Fig. 3 depicts how the recovery of population eigenvec-
tors depends on the Excess Strength Ratio (ESR), defined as
λk/λ+, where λk = σ2 + θk is the population signal eigen-
value, and λ+ = σ2(1 +

√
c)2 is the theoretical upper edge

of the noise bulk. When ESR ≤ 1, eigenvector alignment
(|v̂T

k vk|2) is poor, indicating that signal cannot be reliably
distinguished from noise. As ESR increases above 1, align-
ment improves rapidly: for ESR = 1.2, recovery is already
above 0.95; for ESR ≥ 1.3, it approaches unity. This tran-
sition explains why EigenShield works robustly in practice:
real-world embeddings often contain dominant spectral di-
rections strong enough to be reliably separated from noise,
even with moderate sample sizes.

Dependence on Subspace Overlap The effectiveness of
subspace-projection defenses like EigenShield is fundamen-
tally limited by the overlap between the causal subspace
(SC) and the subspace spanned by adversarial perturbations
(SA). We systematically varied the smallest principal angle
ϕmin between SC and SA in synthetic experiments, report-
ing the post-filtering Attack Success Rate (ASR):

• Orthogonal subspaces (ϕmin = π/2): EigenShield re-
duces baseline ASR from 80% to 5% (∼ 94% reduction).

• Moderate overlap (ϕmin = π/3): ASR after filtering
rises to 20%.

• Strong overlap (ϕmin = π/6): ASR rises to 45%.

As illustrated in Fig. 4, the defense is highly effective
when adversarial directions are largely orthogonal to the
signal manifold, but its efficacy drops rapidly as adversar-
ial perturbations become more aligned with the causal sub-
space. In the extreme, no spectral projection method can

eliminate adversarial components that are indistinguishable
from the true semantic directions the model must preserve.

Robustness to Weak Causal and Strong Adversarial
Spikes Two common non-idealities are (a) causal spikes
that are only marginally stronger than noise, and (b) ad-
versarial spikes that are both strong and variable. Fig. 5(a)
shows that even when the causal spike strength is within
5% of the noise threshold, the probability of correct sub-
space identification remains high (∼0.85), and rises sharply
for stronger signals (> 0.98 when the spike is 20% above
noise). This demonstrates a smooth, not catastrophic, degra-
dation in performance. Fig. 5(b) analyzes robustness when
adversarial spikes approach or exceed the bulk edge. If these
directions are unstable (i.e., high RbNS), EigenShield’s re-
liance on both spectral magnitude and stability allows it to
maintain > 0.9 probability of correct subspace selection. In
contrast, selection based on eigenvalue magnitude is easily
defeated by spectrally strong but unstable components.

5 Conclusions
We presented EigenShield, a principled, inference-time,
model-agnostic defense for LLMs and VLMs, requiring no
model access or retraining. By leveraging RMT and RbNS,
it reliably identifies and preserves causal subspaces while
suppressing adversarial components. Across diverse mod-
els, datasets, and attack types, including adaptive, OOD, and
multimodal, EigenShield consistently reduces attack suc-
cess and content harm. Its effectiveness persists even as
RMT assumptions are relaxed, with performance degrad-
ing gracefully in finite-sample or imperfect spectral regimes.
The method outperforms state-of-the-art adaptive and mul-
timodal defenses, reducing attack success by up to 93% for
LLMs and 80% for VLMs. EigenShield is computationally
efficient, adding only minimal latency. However, like all
projection-based methods, it cannot defend against attacks
aligned with the preserved causal manifold.
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Broader Impact
EigenShield is an inference-time, model-agnostic defense
that suppresses adversarial perturbations in LLMs and
VLMs by projecting embeddings onto a spectrally inferred
causal subspace. Its practical relevance lies in reducing
jailbreaking-induced content generation, without requiring
access to model weights or retraining.

Positive Impact. By reducing Attack Success Rates by
up to 92.9% for LLMs and 76.5% for VLMs, EigenShield
directly limits harmful content emission. Its plug-in na-
ture makes it deployable across a wide range of black-box
APIs and production models. The causal filtering approach
leverages signal-level structure–without modifying model
internals–offering a new class of defenses rooted in spectral
statistics. This architecture-agnostic robustness is essential
for securing frontier models in real-world deployment, es-
pecially in domains where retraining is infeasible.

Risks. EigenShield’s robustness depends on spectral sep-
arability of causal and adversarial directions. Under critical
alignment (Appendix A.8), this assumption may fail, lead-
ing to partial or no filtering. Moreover, hyperparameter tun-
ing (e.g., γ) must trade off ASR reduction and model utility;
over-filtering can degrade performance on benign OOD in-
puts.

Additionally, the causal subspace is learned from data. If
this data contains spurious correlations or biases, the filtered
subspace may encode and preserve them. This could dis-
proportionately affect inputs from underrepresented groups,
especially in multilingual or non-Western contexts, where
spectral profiles diverge from dominant training corpora. Fi-
nally, the defense may incentivize stronger adaptive attacks
specifically designed to evade RMT-based projections. Since
EigenShield’s RbNS filtering is non-transparent and sensi-
tive to spectral mass distribution, diagnosing failure cases
and ensuring auditability remain open problems.

Mitigation. Future work should explore adaptive causal
subspace tracking under distribution shift, improve inter-
pretability of RbNS decisions, and audit for demographic
bias in causal eigenstructure. Transparent reporting of
EigenShield’s limitations is critical for its safe use in high-
stakes settings.
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