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Abstract

Deep Neural Networks (DNNs) are shown to be vulnerable
to backdoor poisoning attacks, with most research focusing
on digital triggers that consist of artificial patterns added to
test-time inputs to induce targeted misclassification. Physical
triggers, which are natural objects embedded in real-world
scenes, offer a promising alternative for attackers as they can
activate backdoors in real-time without digital manipulation.
However, existing physical backdoor attacks are dirty-label,
meaning that attackers must change the labels of poisoned
inputs to the target label. The inconsistency between image
content and label exposes the attack to human inspection,
reducing its stealthiness in real-world settings. To address
this limitation, we introduce Clean-Label Physical Backdoor
Attack (CLPBA), a new paradigm of physical backdoor at-
tack that does not require label manipulation and trigger in-
jection at the training stage. Instead, the attacker injects im-
perceptible perturbations into a small number of target class
samples to backdoor a model. By framing the attack as a
Dataset Distillation problem, we develop three CLPBA vari-
ants, namely Parameter Matching, Gradient Matching, and
Feature Matching, that craft effective poisons under both lin-
ear probing and full-finetuning training settings. In hard sce-
narios that require backdoor generalizability in the physical
world, CLPBA is shown to even surpass Dirty-label attack
baselines. We demonstrate the effectiveness of CLPBA via
extensive experiments on two collected physical backdoor
datasets for facial recognition and animal classification.

Code & Dataset — https://github.com/thinh-dao/Clean-
Label-Physical-Backdoor-Attacks

Extended version — https://arxiv.org/pdf/2407.19203

Introduction
The development of DNNs has led to breakthroughs in vari-
ous domains, such as computer vision, natural language pro-
cessing, speech recognition, and recommendation systems
(Chai et al. 2021; Devlin et al. 2019; Ma et al. 2023; Khoali,
Tali, and Laaziz 2020). However, training large neural net-
works requires a huge amount of training data, encourag-
ing practitioners to use third-party datasets, crawl datasets
from the Internet, or outsource data collection (Gu, Dolan-
Gavitt, and Garg 2017; Schwarzschild et al. 2021). These
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practices introduce a security threat called data poisoning at-
tacks, wherein an adversary could poison a portion of train-
ing data to manipulate the behaviors of the DNNs.

One line of research in data poisoning is backdoor attacks,
in which the attackers aim to create an artificial association
between a trigger and a target class such that the presence
of such trigger in samples from the source class causes the
model to misclassify as the target class. The backdoored
model (i.e., the model trained on poisoned samples) behaves
normally with ordinary inputs while misclassifying trigger
instances (i.e., instances injected with the trigger), making
backdoor detection challenging. For example, Gu et al. (Gu,
Dolan-Gavitt, and Garg 2017) show that a backdoored traffic
sign classifier has high accuracy on normal inputs but mis-
classifies a stop traffic sign as “speed limit” when there is a
yellow square pattern on it.

Most backdoor attacks employ digital triggers, special
patterns digitally added at inference time to cause misclas-
sification. In contrast, an emerging line of research investi-
gates physical triggers: natural objects in the physical en-
vironment (e.g., sunglasses, tennis balls) that can be added
naturally into a scene. Physical triggers are particularly at-
tractive for real-world, real-time applications such as fa-
cial recognition and traffic sign classification, since they do
not require modification at inference time. However, exist-
ing physical backdoor attacks are dirty-label, meaning that
training images containing the trigger are mislabeled to the
attacker’s target class. This misalignment between image
content and label makes the attack detectable by human in-
spection, especially when the poison samples all contain a
visible physical trigger. Such approaches limit the stealth
and applicability of physical backdoor attacks in practice.
This paper raises the critical research question: “Is it feasi-
ble to execute a successful physical backdoor attack without
trigger injection and label manipulation?”

We answer this question affirmatively by introducing
Clean-Label Physical Backdoor Attacks (CLPBA), which
differ from prior approaches in several key aspects:

• Clean-label: The poisoned samples retain their original
labels, avoiding suspicious label mismatches.

• Hidden-trigger: The poisoned samples do not explicitly
contain a trigger but are perturbed with constrained noise,
making them highly stealthy against human inspection.

The Fortieth AAAI Conference on Artificial Intelligence (AAAI-26)

3515



Figure 1: General pipeline of CLPBA. With access to the training dataset and trigger samples from the source class, the attacker
uses the attacker model to optimize perturbations that are subsequently added to a small number of target class samples without
changing the labels. At inference time, the victim model trained on these perturbed samples will incorrectly classify the source-
class samples with the trigger as the target class.

• Real-time activation: CLPBA enables real-world attacks
without digital alteration at inference time; a physical trig-
ger present in the scene suffices to activate the backdoor.
Our paper makes the following key contributions:

1. We formulate CLPBA as a dataset distillation problem, in
which an attacker optimizes perturbations on a small sub-
set of target-class samples to encode information from
the trigger dataset into these poison samples, ensuring
that a model trained on them converges to the same solu-
tion as one trained on dirty-label backdoor data.

2. We propose three variants of CLPBA: Parameter Match-
ing, Gradient Matching, and Feature Matching, and intro-
duce additional techniques to improve their effectiveness
and stealthiness. Extensive experiments on the collected
physical backdoor datasets (Figure 2) validate the effi-
cacy of our proposed attacks.

3. We publicly release our code and the Animal Classifica-
tion dataset to facilitate future research in this domain.

Related Works
In backdoor attacks, an attacker poisons a small portion of
the training data with a predefined trigger, causing the victim
model to misclassify instances containing the trigger as the
target label. Generally, backdoor attacks can be divided into
dirty-label and clean-label backdoor attacks.

Dirty-label attacks. The attacker enforces a connection
between the backdoor trigger and the target class by adding
the trigger to the training data and flipping their labels to the
target class. Notable categories of Dirty-label Backdoor At-
tacks include trigger-pattern attacks (Gu, Dolan-Gavitt, and
Garg 2017; Barni, Kallas, and Tondi 2019), sample-specific
attacks (Nguyen and Tran 2020; Li et al. 2021). While dirty-
label attacks achieve impressive performance, mislabelled
poison samples are vulnerable to human inspection as their
image contents visibly differ from target-class instances.

Clean-label attacks. A more stealthy approach involves
directly poisoning target-class instances without label ma-
nipulation. The concept of clean-label backdoor attacks was

pioneered by Turner, Tsipras, and Madry (2019), who pro-
posed using adversarial perturbations and GAN-based inter-
polation to obscure the natural, salient features of the tar-
get class before embedding the trigger. By effectively con-
cealing the latent features with the perturbations, the model
becomes reliant on the introduced trigger for classifying in-
stances of the target class. The following works on Clean-
label attacks can be divided into hidden-trigger and trigger-
design attacks. In hidden-trigger attacks (Saha, Subramanya,
and Pirsiavash 2020; Souri et al. 2022), the trigger is hidden
from the training data and only added to test-time inputs of
the source class to achieve the targeted misclassification. In
trigger-design attacks (Zeng et al. 2023; Huynh et al. 2024),
the attackers aim to optimize trigger patterns that represent
the most robust, representative feature of the target class.

Physical backdoor attacks. Both clean-label and dirty-
label backdoor attacks require digitally modifying inputs
to insert the trigger. In practical scenarios, however, digi-
tal modification is not always possible, especially for real-
time applications such as facial recognition and object de-
tection. Therefore, some works focus on using physical ob-
jects as triggers. Chen et al. (2017) demonstrated an attack
that fools a facial recognition system by blending the digi-
tal image of sunglasses into the training data and using the
physical object (of the same sunglasses) to fool the model at
inference. Later, Wenger et al. (2021) conducted a notable
empirical study on the effectiveness of physical objects as
backdoor triggers by collecting a dataset with 3,205 images
of 9 facial accessories as potential triggers. Building on this
work, Xue et al. (2022) proposed a robust physical back-
door attack with applied transformations during training. To
mitigate the limited availability of physical backoors to do
research on, Wenger et al. (2022) proposed an algorithm to
identify potential physical triggers in a dataset and the cor-
responding target classes, and Yang et al. (2024) proposes a
recipe to create a physical backdoor dataset with generative
modeling. These studies focus on dirty-label attacks where
label manipulation is required. While Narcissus (Zeng et al.
2023) proposed a clean-label physical attack, it optimizes
conspicuous trigger patches rather than natural objects, mak-
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Figure 2: Facial recognition: 12,675 clean images (100 identities); 9,790 trigger images (7 triggers, 10 identities). Animal
classification: 14,081 clean images (46 species); 1,406 trigger images (3 triggers, “cat” class).

ing it less stealthy than CLPBA. BAAT (Li et al. 2022) is
another clean-label attack that utilize an attribute editor to
inject content-relevant triggers (e.g., purple hairstyle). How-
ever, this attack requires digital manipulation at test time,
unlike CLPBA with the use of the physical triggers.

Clean-Label Physical Backdoor Attack
Threat Model
In our threat model, the victim employs transfer learning,
where a model that has been pretrained on a large-scale
dataset (e.g., ImageNet) is fine-tuned on downstream tasks.
Transfer learning has been widely applied in practice, as it
enables the creation of high-quality models without the cost
of training from scratch (Zhuang et al. 2021). We consider
two transfer learning approaches: linear probing and full
fine-tuning. In linear probing, a pre-trained network with
frozen weights serves as a feature extractor, and only a lin-
ear classifier is trained on the downstream task. In full fine-
tuning, the entire network (feature extractor and classifier) is
trained on the downstream dataset, allowing all parameters
to be updated during training. In both settings, we assume
that there exists an attacker who has access to the training
data and can modify the target-class data by perturbing a
small number of the original samples. The attacker, how-
ever, cannot influence the labeling process, and so poison
samples remain correctly labeled. We consider a gray-box
setting in which the attacker knows the architecture of the
victim’s model but cannot manipulate its training process.
Through poisoning, the attacker aims to manipulate the be-
havior of the victim model at inference time such that inputs
from a source class containing a specific trigger are misclas-
sified as the target class. For example, in facial recognition,
the source class is an employee in a company who wears a
special pair of sunglasses to fool the classifier into classi-
fying him as the CEO, achieving privilege escalation, and
gaining unauthorized access to confidential documents.

Backdoor Attacks in the Physical World
In traditional digital backdoor attacks, the attacker uses a
static trigger pattern p to embed it into mislabeled training
samples of the source class. The same p is then used at in-
ference time to fool the model into misclassifying the trig-
ger samples of the source class as belonging to the target
class. This attack is highly effective since (1) the mislabeled
source-class samples are hard to learn since their image con-
tents are naturally different from samples of the target class,

Figure 3: First row: samples with “tennis ball” trigger that is
subjected to the physical environment. Second row: samples
with static digital trigger of “tennis ball”.

and (2) p remains static and universal across the mislabeled
samples. These two factors cause the model to memorize p as
a shortcut for target-class classification. This memorization-
based attack mechanism is effective in digital settings where
p remains identical between the training and testing phases.
However, physical backdoor attacks face fundamentally dif-
ferent challenges. Physical triggers exist in real-world envi-
ronments, where they undergo natural variations in shape,
size, position, lighting, and color when captured in images.
Under these conditions, exact memorization of a static pat-
tern becomes insufficient. We argue that successful phys-
ical backdoor attacks require the backdoored model to
generalize beyond mere pattern memorization. This is the
motivation for our formulation of CLPBA as a dataset distil-
lation problem, in which the attacker aims to distill features
of the source-class trigger distribution into a small number
of clean-label, perturbed target-class samples.

Problem Formulation & Methodology
Let D = {(xi, yi)}Ni=1 =

⋃C
i=1 Dc be the training dataset

with C classes, where each data point contains an input
x ∈ X and a corresponding class label y ∈ {1, 2, . . . , C}.
Let s and t denote the source class and target class indices.
We assume D is sampled from the real dataset distribution
D; likewise, Ds and Dt are sampled from the source-class
distribution Ds and target-class distribution Dt. The goal of
a CLPBA attacker is to minimize the objective

E(x∼D)

[
ℓ
(
Fθ(x), o(x)

)]
+ E(x∼D̃s)

[
ℓ(Fθ(x), t)

]
(1)
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where o(·) is the oracle label predictor, Fθ : X → RC is
the victim classifier, parameterized by θ, that outputs pre-
diction scores (logits) for each of the C classes, and ℓ is the
loss function (i.e., cross-entropy); D̃s represents the source-
class distribution with the physical trigger (e.g., source-class
samples with sunglasses captured in different physical set-
tings). The first term in Equation 1 corresponds to the stan-
dard classification objective, while the second term repre-
sents the backdoor objective - causing the model to misclas-
sify trigger samples from the source class as the target class.

To optimize both tasks as in Equation 1, a dirty-label
physical backdoor attacker would typically inject samples
from D̃s into the training dataset of the target class:

Dp
t = Dt ∪ D̃p

s s.t D̃p
s = {(xi, t) | xi ∼ D̃s}

|D̃p
s |

i=1 (2)

D̃p
s is the set of trigger samples from the source-class with

labels changed from s to t. Although this attack is highly ef-
fective, it lacks stealthiness due to the conflict between im-
age content and label. Instead, the CLPBA attacker would
directly perturb a subset of original samples in Dt:

Dp
t = Pt(δ) ∪

(
Dt \Dpois

t

)
s.t Pt(δ) =

{
(xi + δi, t)

∣∣∣ (xi, t) ∈ Dpois
t

} (3)

where Dpois
t ⊂ Dt is a selected subset of Np samples des-

ignated for poisoning. Since |Pt| << |Dt|, training on Dp
t

would not affect the learning performance of the model on
Dt and D in general. Thus, to achieve the backdoor target,
the attacker must craft δ such that:

θvictim = argmin
θ

LPt(δ)(θ) ≈ argmin
θ

LD̃p
s (θ) (4)

where LS(θ) = 1
|S|

∑
(x,y)∈S ℓ

(
Fθ(x), y

)
is the training

loss for a dataset S. We note that Equation 4 is an instance
of Dataset Distillation (Wang et al. 2018), where the objec-
tive is to condense the dirty-label trigger dataset D̃p

s into a
smaller clean-label poison dataset Pt(δ), such that the model
trained on poison samples converges to the same solution as
the one trained on the dirty-label trigger dataset.

For ease of notation, denote θ(δ) and θ∗ as the mini-
mizers of LPt(δ) and LD̃s . Under a chosen distance metric
D(·, ·), Equation 4 can be reformulated as:

min
δ

A = D
(
θ(δ),θ∗). (5)

However, since θ(δ) is defined implicitly as the minimizer
of LPt(δ), the dependence of A on δ is non-trivial. To per-
form gradient-based optimization over δ, we must compute
the gradient ∇δA, taking into account the implicit depen-
dence of θ(δ) on δ through the optimality condition. We
derive the required gradient expression as follows:
Proposition 1. Assume L is continuously differentiable in
(δ,θ), twice continuously differentiable in (θ), and that its
Hessian is invertible at the stationary point θ(δ). Let θ(δ)
be defined implicitly by ∇θLPt(δ)

(
θ(δ)

)
= 0. Then for any

differentiable distance function D, we have:
∇δA = −G(δ)⊤ H(δ)−1 ∇θD

(
θ(δ)

)
, where (6)

H(δ) = ∇2
θLPt(δ)

(
θ(δ)

)
, G(δ) = ∇δ∇θLPt(δ)

(
θ(δ)

)
.

Remarks. This result requires (i) the exact minimizer θ(δ)
of LPt(δ) and (ii) the inverse Hessian H−1, both of which
are intractable for large neural networks. As a practical ap-
proximation, attackers can adopt unrolled optimization to
find θ(δ) after K gradient-descent steps on LPt(δ), and then
compute ∇δA via automatic differentiation through the un-
rolled steps (Domke 2012).

Building on this data distillation framework, we now in-
troduce three CLPBA variants that differ in the distance
function (Equation 5) and the optimization space:

• Parameter Matching (PM): Inspired by Trajectory
Matching (Cazenavette et al. 2022), PM attack aims
to craft perturbations that encourage the victim model
trained on the poison samples to have the same train-
ing trajectory as the one trained on the dirty-label trig-
ger dataset. Let θt(δ) be the attacker model after t steps
of gradient descent on the poison samples. We introduce
θ∗
t as the backdoor expert model, initialized from θt(δ),

that is trained m steps on dirty-label trigger datasets. For
the victim model to follow the trajectory of backdoor ex-
pert model, this attack minimizes:

APM =

∥∥θ∗
t+m − θt+1(δ)

∥∥2
2∥∥θ∗

t+m − θ∗
t

∥∥2
2

(7)

Specifically, m > 1 indicates that one gradient step on
the poison dataset matches a long-range training trajectory
(m steps) on the dirty-label dataset of the backdoor expert
model.

• Gradient Matching (GM): Instead of directly minimiz-
ing the distance θ(δ) and θ∗, which can be challenging
in a high-dimensional parameter space with many local
minima, GM attack, inspired by (Zhao, Mopuri, and Bilen
2021), minimizes the distance between the gradient up-
dates of the attacker model trained on the poison samples
and dirty-label datasets:

AGM = 1−

〈
∇θLPt(δ) (θ(δ)) , ∇θLD̃p

s (θ∗)
〉

∥∥∇θLPt(δ) (θ(δ))
∥∥
2

∥∥∥∇θLD̃p
s (θ∗)

∥∥∥
2

(8)

• Feature Matching (FM): GM and PM require solving a
computationally expensive bi-level optimization problem.
FM attack, inspired by (Zhao and Bilen 2023), mitigates
this by minimizing an empirical estimate of the Maxi-
mum Mean Discrepancy (MMD) between the poisoned
samples Pt(δ) and the source trigger distribution D̃s in
a low-dimensional embedding space (i.e., the output of a
feature extractor f in a deep neural network). The empiri-
cal MMD is defined as:

AFM =

∥∥∥∥∥∥ 1

|D̃s|

|D̃s|∑
i=1

f(x̃i)−
1

|Pt|

|Pt|∑
j=1

f(xj + δj)

∥∥∥∥∥∥
2

2

(9)

Enhancements for CLPBA
Minimize approximation error. We find that plain adapta-
tion of data distillation methods to the CLPBA setting yields
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suboptimal performance due to the inherent approximation
error between the attacker model used for crafting poisons
and the victim model that is trained on the poison dataset.
This gap arises from training randomness and differences in
hyperparameters (e.g., batch size, learning rate). To reduce
this mismatch, we employ three alignment techniques:
• Iterative Re-training. Since the poisoned model param-

eters θ(δ) depend on perturbations δ, which are dynam-
ically updated during poison crafting with a fixed θ, it is
necessary to iteratively retrain θ(δ) on perturbed dataset
with the latest δ after every K optimization steps.

• Trajectory Alignment. We keep a buffer B =
{θ0, θk, θ2k, . . .} to record the trajectory of the attacker
model trained on the poison dataset for every k steps. Then
during the poison optimization process, we sample θ from
B to optimize perturbations in each iteration. In this way,
the optimization can better match the learning dynamics
of the victim model, ensuring that trigger features are dis-
tilled in all training stages.

• Model Ensembling. Following prior works (Souri et al.
2022; Aghakhani et al. 2021), we employ an ensemble of
models to craft poisons. Specifically, at each iteration, we
average the gradients of perturbations across all models
before applying the update. This strategy not only reduces
the variance in ASRs between random seeds of victim
model training but also increases attack transferability.
Carlini-Wagner (CW) loss for GM attack. Instead of

using the standard cross-entropy objective to compute ad-
versarial gradient ∇θLPt(δ), we use CW loss (Carlini and
Wagner 2017), which encourages high-confidence misclas-
sification of trigger source-class samples:

CW(x) = max(F (x)s − F (x)t,−k), ∀x ∈ D̃s

where k controls the desired misclassification confidence.
CW loss empirically performs better than cross-entropy for
GM attack, likely because it incorporates information of
source-class logit in the gradient signal. While CW can also
be adapted to PM attack to train backdoor experts, it yields
inferior performance due to training misalignment between
the backdoor expert and the victim model.

Perturbation constraint. Following prior work (Souri
et al. 2022; Saha, Subramanya, and Pirsiavash 2020; Zeng
et al. 2023), we constrain perturbations to improve the
stealthiness of poisoned samples. Typically, this is enforced
via Projected Gradient Descent (PGD), which projects each
perturbation onto the set C = {δ : ∥δ∥∞ < ϵ} at every
step, where ϵ denotes the maximum allowed perturbation per
pixel. However, this hard projection often introduces high-
frequency noise that is visually noticeable in facial images.
To address this, we replace the projection step with a visual
loss term that is jointly optimized with the attack objective.

Lvisual = max(abs(δ)− ϵ, 0) + UTV(δ),

where the first term softly enforces the ℓ∞ constraint,
and the second term (Upwind Total Variation (Chambolle,
Levine, and Lucier 2011)) regularizes local gradients be-
tween neighboring pixels to suppress high-frequency arti-
facts. Utilizing visual loss improves the perceptual quality of

poison samples while maintaining or even improving ASR.
We study the visual loss in-depth in the Appendix F.

We note that these enhancements are modular and can be
combined within the poison-crafting pipeline. For ablations
and quantitative comparisons of each component, see Sec-
tion 4.2 in the extended version; algorithmic and implemen-
tation details are provided in Appendix E.

Connection to Hidden-Trigger Backdoor Attacks.
Our proposed GM and FM attacks share similarities with
Sleeper Agent (SA) (Souri et al. 2022) and HTBA (Saha,
Subramanya, and Pirsiavash 2020), as they optimize pertur-
bations in the gradient and feature spaces. Despite having
the same negative cosine loss function as SA, our GM at-
tack can be considered an enhanced variant of SA with the
mentioned improvements. Meanwhile, our FM attack differs
from HTBA in the choice of objective: whereas HTBA min-
imizes pairwise distances between poisoned samples and
trigger samples, FM minimizes the Maximum Mean Dis-
crepancy between the poison set and the trigger distribution.

Evaluation
Experiment Setup
Data Collection. We built our Facial Classification dataset
in one month with local IRB approval, collecting 3,344 clean
images and 9,790 trigger images from 10 Asian volunteers
using 7 physical triggers (see Figure 2). To enhance racial
diversity, we combined these with 90 random classes from
the PubFig (Kumar et al. 2009) dataset, resulting in 12,675
clean images captured across various settings and angles to
reflect real-world conditions. For animal classification, we
merged a public Kaggle dataset (Asaniczka 2023) (45 mam-
mal classes) with a new cat class of 330 clean images and
added 1,406 cat images with 3 physical triggers (tennis ball,
phone, book). Compared to facial recognition, the animal
classification task is more challenging since the physical
triggers could appear in various sizes and in random loca-
tions within the images. Further details and visualizations of
our datasets are provided in Appendix.

Training settings. We split our datasets with a ratio of 8:2
for train and test data. We choose ResNet50 (He et al. 2016),
pre-trained on the VGGFace2 dataset (Cao et al. 2018), to
be the victim model for Facial Recognition, while ResNet18
pre-trained on Imagenet-1K (Russakovsky et al. 2015) are
used for Animal Classification. For both models, we use a
learning rate of 0.001 for full-finetuning and 0.1 for linear-
probing with a step scheduler. After target-class samples are
perturbed, the victim model is trained to convergence (40
epochs) on the poisoned dataset under both linear probing
and full finetuning scenarios. In practice, the victim mod-
els converge at over 99% test accuracy for facial recognition
and 93% for animal classification by epoch 20. Since clas-
sification accuracy ACC is only minimally affected by the
attacks across all evaluation pairs (less than 2% decrease),
this metric is not reported in the experiments. We note that
full finetuning is a harder scenario for clean-label backdoor
attacks (Zhao, Mopuri, and Bilen 2021), as the victim model
may diverge significantly from the attacker model.
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Trigger Setting Baseline CLPBA
Naive LC Dirty-label-d Dirty-label-p PM GM FM

(a) Facial recognition on ResNet50. Poison rates: 0.29% - 30 images (sunglasses), 0.26% - 26 images (fake beard).

sunglasses linear 0.0± 0.0 1.7± 1.1 72.7± 18.5 99.3± 0.4 88.6± 5.3 95.2± 3.3 98.2± 0.8
full 0.0± 0.0 0.1± 0.2 17.3± 7.9 99.5± 0.2 65.8± 5.5 99.1± 0.7 99.3± 0.3

fake beard linear 0.0± 0.0 12.6± 15.7 85.7± 10.5 99.7± 0.5 100.0± 0.0 99.3± 1.2 100.0± 0.0
full 0.0± 0.0 1.0± 1.6 59.5± 5.5 100.0± 0.0 99.8± 0.4 100.0± 0.0 100.0± 0.0

(b) Animal classification on ResNet18. Poison rates: 0.23% - 27 images (tennis ball), 0.24% - 30 images (phone).

tennis linear 0.0± 0.0 0.5± 0.3 72.6± 3.8 89.9± 0.6 93.8± 0.9 95.1± 0.3 93.7± 0.2
full 0.1± 0.1 0.9± 0.5 26.6± 3.5 73.0± 3.9 26.9± 11.5 75.3± 4.9 59.2± 9.5

phone linear 0.0± 0.0 0.1± 0.1 35.0± 3.2 77.9± 0.7 84.7± 2.7 87.1± 1.8 87.7± 0.9
full 0.0± 0.0 0.0± 0.0 1.2± 0.7 56.4± 1.8 2.2± 0.7 61.5± 4.6 32.2± 12.5

Table 1: ASR (%) of CLPBA and Baseline methods. We fix α = 10% and ϵ = 16/255 for CLPBA and LC. For CLPBA, we use
an ensemble of 3 models with 3× retraining every 750 iterations. For consistency, we craft all attacks with hard ℓ∞ constraint.

Attack settings. We use 50% of the source-class trigger
images to generate poisoned samples, and all of the trigger
images are used for evaluating Attack Success Rate (ASR)
as the percentage of samples that are misclassified as the
target class. All CLPBA attacks are optimized using sig-
nAdam with a Cosine decay scheduler for 750 iterations.
The perturbation budget ϵ is set to 16/255, and the poison
ratio α is fixed at 10% of the target class dataset. We evalu-
ate CLPBA using “sunglasses” and “fake beard” triggers for
facial recognition, and “tennis ball” and “phone” triggers for
animal classification. For each trigger, we sample a random
source-target class pair that is used across all methods for
comparison. In animal classification, the target is “koala” for
“tennis” trigger, and “red panda” for “phone” trigger.

Trigger SA GM (ours) HTBA FM (ours)
tennis 62.9± 7.1 74.2± 3.6 1.1± 0.2 57.5± 2.9
phone 51.1± 4.9 65.5± 2.1 0.1± 0.1 30.1± 1.0

Table 2: ASR (%) of CLPBA and hidden-trigger baselines
on ResNet18 (full-finetuning). We use an ensemble of 3
models with a 1× retraining at round 750. Visual loss is used
in GM and FM while ℓ∞ constraint for SA and HTBA.

Baseline comparison. We compare CLPBA with four
baselines: (1) Naive attack, where the attacker adds sam-
ples from D̃t to the target-class data; (2) Dirty-label-p at-
tack, where mislabelled samples from D̃s are inserted into
the target-class data; (3) Dirty-label-d is the standard digital
attack that embeds p (i.e., the digital image of the physical
trigger) to training samples in Ds and change their labels
from s to t; and (4) Label-Consistent (LC) attack (Turner,
Tsipras, and Madry 2019), in which the attacker perturbs the
samples so that the victim model fails to classify them, and
then overlays p onto the perturbed images to make it a dom-
inant feature (see Appendix for details). We adapt the Naive
attack to Animal classification by embedding p onto target-
class samples, due to the lack of trigger images. To improve

the transferability of attacks with a digital trigger, we map p
to the appropriate facial position in Facial recognition, while
randomizing the trigger locations in Animal classification.
We note that Narcissus (Zeng et al. 2023) and COMBAT
(Huynh et al. 2024) are not suitable baselines since these
methods optimize triggers that are both used during training
and inference, while CLPBA predefines a natural physical
trigger used for inference-time misclassification. For each
attack, we run 3 trials to calculate the average and standard
deviation of ASR on source-class trigger images.

Attack Performance
Comparison with baselines (Table 1). In the Facial
recognition task, where the position and size of physi-
cal triggers remain static relative to human faces, Dirty-
label-p naturally achieves high performances, and CLPBA
maintains competitive results with FM reaching near-perfect
ASRs across multiple configurations. Even in this easy at-
tack setting, we can observe that Dirty-label-d fails for full-
finetuning scenarios, which validates our hypothesis about
the lack of generalizability of digital backdoor attacks. In a
more challenging task like Animal classification, where trig-
ger appearance varies widely in location, shape, and size,
CLPBA consistently outperforms the Dirty-label-p base-
line across all configurations. For example, FM achieves an
ASR improvement of 9.8% under linear-probing with phone
trigger, while GM has a 5.1% increase under full-finetuning
setting with phone trigger. Two other baselines (Naive, LC)
fail in all settings, with most ASRs below 1%. We note that
not all CLPBA variants have good performance, as PM has
low ASRs for the full-finetuning setting of Animal classifi-
cation; however, it still has higher ASRs than Dirty-label-d
baseline. Overall, GM attack achieves the best performance
out of all the evaluated methods.

Interestingly, CLPBA attacks outperform Dirty-label at-
tacks even with preserved ground-truth labels and con-
strained perturbations. We attribute the limited effectiveness
of Dirty-label attacks to their memorization property, and
the small number of dirty-label poisons cannot sufficiently
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cover the distribution of D̃s for test-time samples. CLPBA’s
superiority over these baselines stems from learning general-
izable backdoor features rather than plain memorization. In
other words, CLPBA embeds representative trigger fea-
tures through optimized perturbations, enabling robust
performance across diverse physical conditions. As visual-
ized in Figure 4, we can observe the shape of sunglasses
and real-beard triggers being constructed in perturbed im-
ages (columns 1-2), while multiple tennis ball features are
embedded in the koala poison image (column 3).

Figure 4: First row: sample in D̃s. Second row: Perturbed
target-class samples. Third row: Scaled perturbations.

Comparison with hidden-trigger attacks (Table 2). Re-
garding gradient-space attacks, GM outperforms the SA at-
tack by more than 10% for both triggers by integrating the
proposed enhancement techniques (CW Loss + Trajectory
Sampling + Visual Loss). Regarding feature-space attacks,
FM surpasses HTBA by a substantial margin as HTBA re-
mains ineffective with ASRs near zero.

Ablation Study

Impact of α and ϵ. We study the effect of two key hyper-
parameters: the poison ratio α and the perturbation budget
ϵ, both of which control the trade-off between attack perfor-
mance and stealthiness. Table 3 summarizes the ASR of the
GM attack under varying settings of α and ϵ. Across all val-
ues of ϵ, we observe a consistent upward trend that a higher
poison ratio α leads to a higher ASR. This trend reflects the
intuitive effect that more poisoned samples give the back-
door signal greater influence during training, improving at-
tack effectiveness. While raising the perturbation budget ϵ
also tends to improve ASR, this effect diminishes at higher
values of α. Noticeably, when α = 30%, increasing ϵ ac-
tually degrades attack performance, with ASR decreasing
from 93.2% to 87.1%. We suspect that at high poison ra-
tios, larger perturbation budgets become counterproductive
by generating noisier perturbations that interfere with the
victim model’s ability to learn trigger features effectively.

ϵ = 4 ϵ = 8 ϵ = 16 ϵ = 32 ϵ = 48

α = 2.5% 12.2 12.4 16.5 27.3 36.5
α = 5% 36.3 35.0 39.1 46.7 50.7
α = 10% 55.2 62.0 64.6 71.0 78.3
α = 20% 68.9 85.7 86.1 88.6 77.9
α = 30% 82.4 91.5 93.2 90.6 87.1

Table 3: ASR (%) of GM attack with tennis trigger on
ResNet18 under full-finetuning setting.

Black-box settings. We study the transferability of
CLPBA across different model architectures in Table 4.
We choose ResNet18, MobileNetV2 (Sandler et al. 2018),
VGG11 (Simonyan and Zisserman 2015), and DeiT (Tou-
vron et al. 2021) as four victim models with clear architec-
tural differences. We also evaluate the transferability of an
ensemble model containing all of these architectures. The
results show that CLPBA attacks have poor transferability
across architectures, with high ASR only when the attacker
and victim models match. However, ensembling multiple ar-
chitectures improves transferability and even outperforms
attacks crafted on the same architecture. This indicates that
optimizing δ over an ensemble constructs universal trigger
features that can generalize well across architectures.

Attacker model Victim model
ResNet18 MobileNet VGG11 DeiT-tiny

ResNet18 81.5 0.4 0.0 0.2
MobileNet 0.2 86.5 0.0 0.7
VGG11 2.4 1.7 91.5 2.0
DeiT-tiny 0.0 0.2 0.0 21.5
Ensemble 87.4 88.5 93.7 37.2

Table 4: Transferability of GM attack with tennis trigger
(α = 0.2, ϵ = 16) under full-finetuning setting.

Defending against CLPBA
We comprehensively evaluated our CLPBA against 15 rep-
resentative defenses spanning four major defense fami-
lies. Overall, CLPBA exhibits strong robustness against the
majority of these defenses. While two filtering-based ap-
proaches (Tran, Li, and Madry 2018; Hayase et al. 2021)
can successfully identify and remove some poisoned sam-
ples, they often incur high false positive rates on clean data.
One model reconstruction–based defense (Lee, Ahn, and
Shin 2020) also achieved good effectiveness. Experimental
results can be found in Appendix G of the extended version.

Conclusion
We introduce Clean-Label Physical Backdoor Attacks
(CLPBA), a new paradigm for physical backdoor poison-
ing that eliminates the need for label manipulation and trig-
ger injection. Formulating the attack as a dataset distilla-
tion problem, we developed three CLPBA variants that craft
highly effective and stealthy poisons that can even surpass
Dirty-label attacks in hard scenarios. We publicly release our
code and datasets to support further research in this area.
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