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Abstract

While existing social bot detectors perform well on bench-
marks, their robustness across diverse real-world scenarios
remains limited due to unclear ground truth and varied mis-
leading cues. In particular, the impact of shortcut learning,
where models rely on spurious correlations instead of cap-
turing causal task-relevant features, has received limited at-
tention. To address this gap, we conduct an in-depth study
to assess how detectors are influenced by potential shortcuts
based on textual features, which are most susceptible to ma-
nipulation by social bots. We design a series of shortcut sce-
narios by constructing spurious associations between user la-
bels and superficial textual cues to evaluate model robustness.
Results show that shifts in irrelevant feature distributions sig-
nificantly degrade social bot detector performance, with an
average relative accuracy drop of 32% in the baseline mod-
els. To tackle this challenge, we propose mitigation strate-
gies based on large language models, leveraging counterfac-
tual data augmentation. These methods mitigate the problem
from data and model perspectives across three levels, includ-
ing data distribution at both the individual user text and over-
all dataset levels, as well as the model’s ability to extract
causal information. Our strategies achieve an average relative
performance improvement of 56% under shortcut scenarios.

Code — https://github.com/worfsmile/BotsMeetShortcut

Extended version — https://arxiv.org/abs/2511.08455

1 Introduction
Social bot detection has become a significant research topic
because of the rapid development of social networks. By
consensus, social bots are automated accounts controlled by
computer programs that mimic human behavior on social
platforms (Ferrara et al. 2016; Cresci 2020). These accounts
perform actions such as posting content, commenting, lik-
ing, and sharing, actively participating in digital social in-
teractions. Given their substantial influence on information
dissemination and public opinion shaping, social bots have
attracted increasing attention from both academia and soci-
ety (Elmas, Overdorf, and Aberer 2022). With the continued
advancement of social bot detection research, many deep
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Figure 1: Schematic illustration of the shortcut scenario. As
shown on the left, the causal graph depicts how spurious fea-
tures (i.e., shortcuts) may interfere with inference, leading
the model to learn incorrect reasoning from the training set.
For instance, on the right, the users are partitioned after as-
sociating task-irrelevant feature (e.g., sentiment) with their
labels. As a result, the detector fails to generalize, and tends
to make incorrect predictions when evaluated on diverse test
instances.

learning based methods have achieved increasingly strong
performance on benchmark datasets (Feng et al. 2022; Liu
et al. 2023; Yang et al. 2024; Li et al. 2025).

However, social bot detection task has long been consid-
ered an ongoing arms race (Cresci 2020; Feng et al. 2024).
Social bots are not static adversaries but continuously evolve
to evade detection, from early attempts to obscure user-
level metadata (Yang et al. 2020), to mimicking human-
like language and retweeting genuine content (Feng et al.
2024), and more recently, to simulating complex social be-
haviors such as realistic follow networks and strategic user
interactions (Feng et al. 2021b). This evolutionary trajec-
tory demonstrates the bots’ strong adaptability and adver-
sarial nature, posing continuous challenges to static detec-
tion methods and underscoring the need for more robust and
generalizable solutions (Cresci et al. 2023).

What’s more, despite the impressive performance of state-
of-the-art models, numerous studies suggest that deep learn-
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ing models often exploit spurious correlations or short-
cuts, which are shallow and irrelevant features correlated
with task labels but lacking causal relevance (fig. 1). This
hinders their ability to learn truly meaningful representa-
tions (Geirhos et al. 2020; Wan et al. 2025), raising concerns
about their robustness and generalization. This challenge is
particularly pronounced in the social bot detection task, as
current detectors still struggle to generalize across different
benchmarks, data distributions, and time due to biases in the
datasets (Hays et al. 2023). Many models are closely tied
to the specific datasets or network structures used during
training (Li et al. 2025), limiting their effectiveness in dy-
namic, real-world scenarios. This challenge is largely driven
by dataset biases and the ever-evolving nature of social net-
work structures, discourse topics, and user behavior (Cresci
2020; Cresci et al. 2023), prompting a growing body of re-
search to focus on this issue (Mannocci et al. 2024; Tardelli
et al. 2024).

In this work, we conduct an in-depth investigation into the
generalization ability of social bot detection models to eval-
uate how detectors are influenced by inherent shortcuts. Fo-
cusing on the intrinsic textual features of social media users,
we design a series of distribution shift scenarios to examine
whether shallow text-level perturbations can trigger shortcut
learning in existing detection systems (Geirhos et al. 2020;
Wan et al. 2025). Building on these insights, we further pro-
pose a set of debiasing strategies both at the data and model
levels, leveraging large language models (LLMs) to enhance
robustness under unknown invariance conditions. Our main
contributions are twofold:

• Potential Shortcut in Social Bot Detection. We first
investigate the shortcut learning problem in social bot
detection by focusing on endogenous textual features,
namely sentiment, topic, emotion, and human values. In-
spired by the concept of spurious correlations in distribu-
tion shifts and shortcut learning (Lu et al. 2019; Geirhos
et al. 2020), we align labels with these superficial at-
tributes to construct pseudo-correlated, biased scenarios.
We partition the data based on textual feature to create
train set and test set across three most authoritative and
widely-used social bot detection datasets, Cresci-2015-
Data (Cresci et al. 2015), Cresci-2017-Data (Cresci et al.
2017), and Twibot-20 (Feng et al. 2021a). As the most
commonly used detecting methods can be broadly cat-
egorized into text-based (Feng et al. 2024) and graph-
based (Feng et al. 2021b) approaches, we evaluate the
performance of representative baseline models under the
given conditions. Our experimental results show a rel-
ative performance drop averaging 33% for text-based
models and 30% for graph-based models, while com-
monly used debiasing methods remain largely ineffective
in mitigating the degradation caused by such biases.

• Mitigation Methods. To address this challenge, we fur-
ther explore counterfactual intervention approaches us-
ing LLMs (Liu, Kusner, and Blunsom 2021; Mishra et al.
2024) to generate rewritten text. Our proposed methods
target bias reduction from three perspectives: the surface
tendency of user text features, the construction of aug-
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Figure 2: A diagram of our shortcut settings. We focus on
the superficial features of the text, such as sentiment, topic,
emotion, and human values, and set shortcuts to these fea-
tures in the training set. In the test set, we either reverse
the pseudo-correlation between features and the label in the
shortcut test set or eliminate these shortcuts in the standard
test set.

mented datasets, and the representation ability of the lan-
guage feature extraction model. Through these insights,
we propose targeted and effective mitigation strategies
to enhance robustness in the presence of spurious cor-
relations, achieving an average relative performance im-
provement of 59% on text-based models and 53% on
graph-based models compared with the shortcut setting
before augmentation in our observations.

2 Potential Shortcuts
Shortcut learning occurs when models exploit superficial
features (e.g., sentiment cues in the social bot detection),
which are often shallow and easier to capture (Geirhos et al.
2020). In the social bot detection task, the classification cri-
teria are quite complex and therefore easily influenced by
unrelated factors. We explore potential shortcut learning fac-
tors in user text, which is the most information-rich and bot-
manipulable medium in social networks, and empirically
demonstrate that social bot detection can be largely affected
by shortcut learning through constructing endogenous short-
cut scenarios (fig. 2).

2.1 Shortcut Learning Scenarios Setup
Formulate the social bot detection as a binary classification
task in which each instance corresponds to a user u ∈ U
where U denotes the set of all users connected through the
social network graph structure. Users are represented by the
textual feature vector extracted from their selected posts and
each instance has an associated label y ∈ {0, 1}, indicating
whether the user is a human (y = 0) or a bot (y = 1). To
analyze user’s textual features from different perspectives,
we denote ϕcausal

task (u) as the semantic signals that are causally
related to the user label y, while ϕspu

fea (u) indicates the textual
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RoBERTa Cresci-2015-Data Cresci-2017-Data Twibot-20
Shortcutte Standardte Shortcutte Standardte Shortcutte Standardte

Sentiments
Standardtr .945 .955 .884 .900 .682 .685
Shortcuttr .565 .780 .287 .625 .051 .523
Difference 40%↓ 18%↓ 67%↓ 30%↓ 92%↓ 23%↓

Emotions
Standardtr .982 .979 .963 .940 .684 .687
Shortcuttr .849 .917 .555 .766 .110 .520
Difference 13%↓ 6%↓ 42%↓ 18%↓ 83%↓ 24%↓

Topics
Standardtr .985 .973 .894 .885 .663 .684
Shortcuttr .941 .962 .587 .757 .164 .535
Difference 4%↓ 1%↓ 34%↓ 14%↓ 75%↓ 21%↓

Values
Standardtr .915 .928 .890 .894 .691 .679
Shortcuttr .659 .827 .514 .755 .180 .550
Difference 28%↓ 10%↓ 42%↓ 15%↓ 73%↓ 18%↓

Table 1: Accuracy of RoBERTa under standard and shortcut training and testing conditions. The vertical dimension denotes
training configurations, Standardtr (randomly sampled, balanced) versus Shortcuttr (spuriously correlated shallow features),
while the horizontal dimension denotes test feature distributions, Standardte (randomly sampled, balanced) versus Shortcutte
(distributional shift). The difference between paired entries reported as the relative drop from standard to shortcut settings
reflects the model’s vulnerability to spurious correlations.

attribute associated with certain spurious factors (e.g., text
emotion, topic and so on) that may correlate with y while
lacking causal relevance.

Let Sfea denote the set of possible values of ϕspu
fea (u) asso-

ciated with some specific feature (e.g., emotion) and parti-
tion this set into two mutually exclusive and internally simi-
lar subsets: Spos

fea and Sneg
fea . Based on this partition, we define

two corresponding instance sets as

Upos
fea = {u | ϕspu

fea (u) ∈ Spos
fea },

Uneg
fea = {u | ϕspu

fea (u) ∈ Sneg
fea }.

We collect the instances into set D = {(ui, yi)}ni=1 and
split it as the Shortcut Train Set Dstr

fea and Shortcut Test Set
Dste

fea based on the presence of special spurious feature, i.e.,

Dstr
fea ={(ui, yi) ∈ D | ui ∈ Upos

fea , yi = 1}∪
{(ui, yi) ∈ D | ui ∈ Uneg

fea , yi = 0},
Dste

fea ={(ui, yi) ∈ D | ui ∈ Upos
fea , yi = 0}∪

{(ui, yi) ∈ D | ui ∈ Uneg
fea , yi = 1}.

For example, one may train on happy bots (sampled from
Upos

emotion labeled 1) and angry humans (sampled from Uneg
emotion

labeled 0), then test on angry bots and happy humans in the
Shortcut Test Set. Note that in the Standard Test Set, la-
bels are independent of shortcut features.

In this work, we specifically focus on several types of
shallow textual features that could potentially trigger short-
cut learning: sentiment, topic, emotion, and human values.
For instance, in the case of sentiment, we assign users whose
texts express a clearly positive tone to Upos

senti, and those with a
negative tone to Uneg

senti. For topic, those texts discussing daily
life are assigned to Upos

topic, while those pertaining to pop cul-
ture and sports fall into Uneg

topic. Specifically, we assign users
whose texts corresponding feature types cannot be clearly

categorized into the above-defined sets to Uneu
fea . Based on

this subset division, we obtain train set and test set accord-
ingly to construct our shortcut learning setting through text
filtering (more details are provided in appendix C).

2.2 Impact on Classifiers
We test the impact of the above-mentioned scenarios on the
detectors. We use some of the most well-known and widely
used social bot detection datasets, Cresci-2015-Data (Cresci
et al. 2015), Cresci-2017-Data (Cresci et al. 2017), and
Twibot-20 (Feng et al. 2021a). For these datasets, we de-
sign shortcut learning scenarios and evaluate three different
approaches:
• Based on Language Models (LM): We use the

RoBERTa (Liu et al. 2019) model with frozen parame-
ters to generate feature embeddings for the user’s text.
We then use an MLP classifier to classify the text.

• Based on Graph: We use the embedded text as features
and incorporate social network graph structure informa-
tion, applying BotRGCN (Feng et al. 2021b) classifier
for classification.

• Based on Debiasing Approaches: We try to employ
debiasing methods to reduce the effect of shortcut fea-
tures on classification. We tested a representative causal
decoupling-based debiasing model, CIGA (Chen et al.
2022), by representing tweets with abstract meaning rep-
resentations (AMR) (Banarescu et al. 2013).

The experimental results, as shown in table 1 and ap-
pendix D, indicate that all of these methods were affected
by the shortcut learning scenario. For example, in the text-
based method, compared to the normal distribution scenario
(i.e., training on the standard train set), the relative classifica-
tion accuracy in shortcut test setting on average decreases by
50%, with the largest decrease being 92%. In standard test
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Figure 3: Overview of our shortcut learning mitigation framework. The left side illustrates how LLMs are used to augment
data by rewriting text from different attribute perspectives, while preserving the user’s label-related semantics. The right part
demonstrates the mitigation process at three levels: balancing the semantic content of individual users’ texts at the user level,
balancing feature distributions across classes at the dataset level, and enhancing the feature extractor’s ability to capture causal
information across different shortcut shifts at the language model embedding level by employing contrastive learning.

setting, the average relative accuracy drop is 17%, with the
most significant decrease being 30%, which demonstrates
that existing model architectures suffer significant perfor-
mance degradation. And the debiasing model (we imple-
ment it by combining AMR’s (Banarescu et al. 2013) ex-
plicit semantic graphs with CIGA’s (Chen et al. 2022) causal
disentanglement) is not effective enough to alleviate this is-
sue, as it exhibits poor performance in the shortcut scenarios
(compared in table 2 and detail in appendix D.

3 Mitigation Methods
Leveraging the competency of LLMs in social bot detection
tasks (Feng et al. 2024), we employ a counterfactual data
augmentation (CDA) strategy comprising two main compo-
nents: (1) At the first step, we perform CDA on the Train-
ing Set to generate texts that reverse specific biased feature
while preserving the main semantic content and label crite-
ria. (2) We mitigate shortcut-inducing correlations at three
levels, including semantic patterns in the text level, skewed
feature distributions in the dataset level, and embedding lan-
guage model’s debiasing ability in the model level (fig. 3).

3.1 Counterfactual Data Augmentation
Specialized LLMs can identify potential superficial feature
biases in training data by analyzing text patterns (e.g.,
clearly positive tone). Then to counteract these spurious
correlations, we employ a prompt-based LLM rewriting

method (using DeepSeek API (Guo et al. 2025) in our imple-
mentation) to generate counterfactual text while maintaining
semantic consistency. Specifically, we prompt the model to
alter the expression of specified shallow features (e.g., sen-
timent, human values and topic cues) without changing the
core meaning and sentence structure of the original texts,
while preserving the distinguishing characteristics between
social bots and humans in the original texts (some examples
in appendix E). And by rewriting an original text Traw into a
new version Tnew, we obtain a text pair (Traw, Tnew).

3.2 Text-Level Debiasing
Each user u is associated with a set of tweets T =
{T1, T2, . . . , Tk} (k = 5 in our experiments), and suppose
these texts exhibit a specific bias under a shallow feature at-
tribute. We prompt the LLM to rewrite each tweet such that
the resulting set T ′ = {T ′

1, T
′
2, . . . , T

′
k} presents a different

or neutral tendency with respect to the attribute, while pre-
serving the original label inference basis. We then combine
original and rewritten texts to select a balanced subset with
minimized bias. To this end, we define a feature bias score
as

f =

∣∣∣∣eRpos − eRneg

eRneu

∣∣∣∣ , (1)

where Rpos, Rneg, and Rneu represent proportions of tweets
with positive, negative expressions of the attribute, and Rneu
is proportion of types out of them (i.e., defined in sec-
tion 2.1). We evaluate all combinations of original/revised
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RoBERTa Cresci-2015-Data Cresci-2017-Data Twibot-20
Shortcutte Standardte Shortcutte Standardte Shortcutte Standardte

Sentiments

Shortcuttr .565 .780 .287 .625 .051 .523
AMR+CIGA .678 (19%↑) .838 (7%↑) .271 (5%↓) .671 (7%↑) .112 (120%↑) .531 (1%↑)
Text-Level∗ .840 (48%↑) .910 (16%↑) .597 (108%↑) .757 (21%↑) .229 (349%↑) .559 (6%↑)
Dataset-Level∗ .835 (47%↑) .912 (16%↑) .667 (132%↑) .794 (27%↑) .288 (466%↑) .571 (9%↑)
Model-Level∗ .864 (52%↑) .907 (16%↑) .690 (140%↑) .836 (33%↑) .415 (715%↑) .580 (10%↑)

Emotions

Shortcuttr .849 .917 .555 .766 .110 .520
AMR+CIGA .770 (9%↓) .870 (5%↓) .382 (31%↓) .679 (11%↓) .232 (109%↑) .538 (3%↑)
Text-Level∗ .936 (10%↑) .964 (5%↑) .670 (20%↑) .819 (6%↑) .235 (113%↑) .569 (9%↑)
Dataset-Level∗ .936 (10%↑) .971 (5%↑) .610 (9%↑) .782 (2%↑) .288 (160%↑) .569 (9%↑)
Model-Level∗ .923 (8%↑) .933 (1%↑) .628 (13%↑) .803 (4%↑) .400 (262%↑) .585 (12%↑)

Topics

Shortcuttr .941 .962 .587 .757 .164 .535
AMR+CIGA .774 (17%↓) .850 (11%↓) .405 (30%↓) .656 (13%↓) .189 (15%↑) .530 (0%↓)
Text-Level∗ .979 (4%↑) .972 (1%↑) .780 (32%↑) .833 (9%↑) .296 (80%↑) .577 (7%↑)
Dataset-Level∗ .992 (5%↑) .962 (0%↓) .807 (37%↑) .807 (6%↑) .607 (270%↑) .567 (5%↑)
Model-Level∗ .954 (1%↑) .953 (0%↓) .839 (42%↑) .867 (14%↑) .522 (218%↑) .635 (18%↑)

Values

Shortcuttr .659 .827 .514 .755 .180 .550
AMR+CIGA .592 (10%↓) .785 (5%↓) .572 (11%↑) .739 (2%↓) .225 (24%↑) .536 (2%↓)
Text-Level∗ .762 (15%↑) .873 (5%↑) .711 (38%↑) .826 (9%↑) .295 (63%↑) .567 (3%↑)
Dataset-Level∗ .633 (3%↓) .818 (1%↓) .771 (50%↑) .828 (9%↑) .407 (126%↑) .595 (8%↑)
Model-Level∗ .615 (6%↓) .812 (1%↓) .830 (61%↑) .869 (15%↑) .488 (171%↑) .614 (11%↑)

Table 2: Mitigation effects of our methods on RoBERTa model ( * indicates our strategies). We compare our mitigation strate-
gies against the original baseline and representative debiasing methods under the shortcut setting, and report the relative im-
provement over the original shortcut scenario. The best performance in each group is highlighted with an underline. Results
demonstrate that our methods effectively alleviate the impact of shortcuts, and in most cases, the performance approaches or
even matches that of the standard setting.

texts (using binary selection vector of size k), and select
the one minimizing f to obtain a debiased tweet set T ′′ =
{T ′′

1 , T
′′
2 , . . . , T

′′
k } for each user (algorithm 1 in appendix F).

3.3 Dataset-Level Debiasing

After obtaining the bias-mitigated texts at the user level, we
also conduct dataset-level debiasing to reduce the shortcut
learning between labels and superficial features.

For each label class y ∈ {0, 1}, we randomly divide its
corresponding samples in the training set: half use the orig-
inal tweets T , and the other half use the rewritten tweets
T ′. Due to the limitations of LLMs in precisely controlling
rewriting directions and the inherent directional bias in the
original text, not all samples can be reliably modified as ex-
pected, meaning that not all users can obtain T ′. In cases
where the samples cannot be evenly split, the remaining in-
stance is assigned the mixed version T ′′. This strategy en-
sures a relatively balanced distribution of shallow features
across different classes and weakens the model’s reliance on
spurious correlations (algorithm 2 in appendix F).

3.4 Model-Level Mitigation

On top of getting counterfactual texts, we further fine-tune
the language feature extractor using contrastive learning to
enhance its ability to capture causal information.

Data Preparing From the CDA steps, we obtain a collec-
tion of text pairs {(Traw, Tnew)}, where each pair consists of
an original text and its rewritten version. And we collected
over 200,000 such pairs, which serve as the dataset for our
fine-tuning process.

Debiasing via Contrastive Fine-Tuning To remove
shortcut features from text embeddings, we fine-tune a
pretrained language feature extractor model M (we use
RoBERTa (Liu et al. 2019) in our experiment) using a joint
objective that encourages manifold preservation and sup-
presses spurious information. Denote Mraw as the model
before finetuning, and Mfinetune as the model after finetun-
ing. Given a text pair (Traw, Tnew), we compute the em-
bedding of the raw text as hraw = Mraw(Traw), hpos =
Mfinetune(Traw), and, where applicable, a contrastive exam-
ple hneg = Mfinetune(Tnew). The overall loss to be minimized
is defined as

L = Lmanifold + λLMI. (2)

where λ is a hyperparameter that balances the contribu-
tion of the mutual information loss relative to the manifold
preservation loss.

The manifold loss preserves semantic structure across
texts by aligning the similarity distributions between raw
and transformed embeddings, that is a modified version of
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that introduced by Park et al. (2019), i.e.,

Lmanifold = λ1Lpositive + λ2Lnegative, (3)
Lpositive = KL(Sim(Hpos), Sim(Hraw)), (4)
Lnegative = KL(Sim(Hneg), Sim(Hraw)), (5)

where λ1, λ2 denotes a hyperparameter. KL(·, ·) denotes
the Kullback-Leibler (KL) divergence. And Sim(H) de-
notes cosine similarities computed between h representa-
tions within a batch.

To remove shortcut signals, we maximize the mutual in-
formation (MI) between positive and negative examples, i.e.,

LMI = −I(hpos, hneg). (6)

We maximize mutual information by maximizing its lower
bound, utilizing the InfoNCE method, shown in eq. (7) pro-
posed by Oord, Li, and Vinyals (2018).

INCE =
1

N

N∑
i=1

log
ef(h

i
pos,h

j
neg)

1
N

∑N
j=1 e

f(hi
pos,h

j
neg)

(7)

=
1

N

N∑
i=1

f(hi
pos, h

i
neg)−

1

N

N∑
i=1

log 1

N

N∑
j=1

ef(h
i
pos,h

j
neg)

 .

Here, f is a learnable non-negative scoring function, and
INCE serves as a variational lower bound of the mutual in-
formation I , with N related to the batch size. This approach
maximizes mutual information by estimating a lower bound.

This training process yields a language feature extraction
model that preserves semantic structure while reducing spu-
rious correlations in the embedding space. And we select the
finetuned model with a batch size of 256 and 1000 training
steps for this task. Some discussion on the performance of
finetuning can be found in appendix H .

3.5 Mitigation Methods Performance
Our strategy effectively mitigates the issue in both text-
based (table 2) and graph-based settings (appendix G). Ex-
perimental results show that in the text-based scenario, our
method achieves an average relative improvement of 59%
over the original model. In the graph-based scenario, the
average relative improvement reaches 53%. These results
underscore the effectiveness of our strategy.

4 Discussions
4.1 Gap in the Exploration of Potential Shortcuts
In our analysis, we observed a significant drop in model per-
formance when the distribution of shallow textual features is
altered. On the one hand, previous studies have shown that
distributional biases in lexical usage, sentiment, and topic
preference exist between social bot users and human users
in commonly used datasets (Li et al. 2025). And by leverag-
ing these biases, some approaches have achieved impressive
performance in the social bot detection task. However, we
argue that such performance gains are not inherently robust
in our experiment.

On the other hand, we emphasize that models should not
depend on these shortcuts, especially given that in real-world

Bot Human

Pop
Culture
Daily
Life
......

Figure 4: The topic distribution across different tags in
the Cresci-2017-Data. There is no significant difference be-
tween human and bot distributions, indicating that topic fea-
tures should not be exploited as cues by detectors.

scenarios, the distributions of such features are often more
balanced between user types. As shown in fig. 4, the topic
distribution in benchmark dataset such as Cresci-2017-Data
exhibits little divergence between humans and bots. This
highlights the risk of shortcut learning and motivates the
need for models that generalize beyond surface-level cues.

4.2 Shortcut Scenarios Impact on Model
In addition to demonstrating that shortcut scenarios signif-
icantly degrade model accuracy, we further examine how
such features affect model confidence. Following the ap-
proach of Guo et al. (2017), we compute the expected cali-
bration error (ECE) (the lower the better) and average pre-
diction confidence.

We observe that when training stage occurs shortcut fea-
tures, the model’s accuracy drops, yet its prediction confi-
dence increases notably in some cases. This suggests that the
model becomes more overconfident despite making more er-
rors, indicating a lack of proper uncertainty calibration in the
presence of shortcut learning.

4.3 The Appropriateness of Mitigation Strategies
In prior work, Feng et al. (2024) demonstrated that LLMs
can effectively distinguish between social bots and human
users in detection tasks, thereby ensuring that our prompt-
based rewriting preserves the original text labels. To fur-
ther validate the effectiveness of LLMs in mitigating short-
cut reliance, we evaluate the semantic consistency between
the original and rewritten texts, confirming that only the tar-
geted shallow features have been modified. We compute the
edit distance at the token level and the cosine similarity at
the embedding level between each pair of original and mod-
ified texts, and employ KDE to illustrate the overall distribu-
tion.(fig. 6). The rewriting yields a token-level edit similarity
of over 0.7 (substantially higher than the average similarity
of 0.03 observed in over 1 million randomly paired texts),
indicating that only a small portion of the original content
is modified. And the embedding-level cosine similarity ex-
ceeds 0.9, demonstrating that the rewritten texts undergo
minimal surface changes while maintaining high semantic
consistency (see details and examples in appendix E).

Such minimal intervention supports the rationality of our
mitigation strategies, which weaken shortcut patterns with-
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Figure 5: Calibration of detectors in standard and short-
cut settings. The sub-caption ”Train xy” indicates that the
model is trained under setting x and tested under setting y,
where 0 corresponds to the shortcut setting and 1 to the stan-
dard setting. The results demonstrate that models trained in
the shortcut setting tend to exhibit higher confidence in their
predictions, yet suffer from reduced accuracy.

out distorting the core meaning and the underlying causal
features relevant to classification.

5 Related Work
Shortcut Learning. Shortcut learning refers to the phe-
nomenon where neural models exploit spurious correlations
rather than truly understanding the underlying task (Geirhos
et al. 2020; Du et al. 2023; Wan et al. 2025). This is a crit-
ical issue for ensuring the robustness of neural networks in
real-world scenarios. Previous studies have made significant
contributions in robustness of social bot detection. For ex-
ample, Yang et al. (2020) investigated how to utilize pro-
totypical samples to improve the robustness of detection
models. Cresci et al. (2023) pointed out that some works
exploit platform-specific spurious cues, such as verification
status, to achieve better detection performance. Hays et al.
(2023) highlighted the challenges of generalization across
datasets in social bot detection. Recent research has also
explored the use of dynamic information in the context of
social bot detection (Zhou et al. 2023; He et al. 2024), or
adopted more robust techniques such as unsupervised algo-
rithms (Peng et al. 2024) to enhance generalization perfor-
mance. Moreover, many recent studies have examined the
increasing challenges of social bot detection in the era of
LLMs (Ferrara 2023; Feng et al. 2024), and some have ex-
amined how content generated by LLMs can trigger shortcut
learning risks(Wan et al. 2025). Collectively, these studies
highlight the critical role of shortcut learning in the perfor-
mance and generalization of social bot detection models.

Counterfactual Data Augmentation. CDA seeks to im-
prove model robustness by generating examples whose la-
bels flip under a target classifier. Early efforts in coun-
terfactual data augmentation relied on human-authored
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Figure 6: Distributions of embedding-level and token-level
similarity scores. Cosine similarities at embedding-level
mostly exceed 0.9, and edit similarities at token-level (com-
puted as 1 − edit distance

raw tweet words ) are above 0.7 for the majority of
text pairs, confirming that the rewriting process preserves
semantic content while introducing minimal textual edits.

rewrites or contrast sets (Kaushik, Hovy, and Lipton 2020;
Gardner et al. 2020). Then various automated approaches
have emerged, including rule-based perturbations (Ribeiro
et al. 2020; Webster et al. 2020), control-guided genera-
tion (Madaan et al. 2021; Wu et al. 2021; Ross et al. 2022),
and retrieval-based methods leveraging external knowl-
edge (Paranjape, Lamm, and Tenney 2022). Recent work
explores explanation-guided and distillation-based meth-
ods (Kim et al. 2023; Jeanneret, Simon, and Jurie 2024).
With the rise of LLMs, prompt-based counterfactual gener-
ation has become increasingly popular (Madaan et al. 2023;
Chiang and Lee 2023; Zheng et al. 2023; Kocmi and Fed-
ermann 2023; Mishra et al. 2024). We use LLMs to gener-
ate feature-specific counterfactual augmentation for captur-
ing causal feature in social bot detection.

6 Conclusion

Our work reveals that shortcut features significantly affect
social bot detection performance across multiple textual fea-
ture dimensions through triggering shortcut learning in train-
ing process. Building on counterfactual data augmentation
using LLMs, we explore their effectiveness in addressing
this challenging distribution shift from both the data and
feature extraction perspectives. This work highlights the ro-
bustness gains achieved through this approach and offer new
insights into designing more resilient social bot detectors.
Moreover, our study provides a novel perspective on lever-
aging LLMs for causal interventions in scenarios with un-
known or implicit ground truth. To the best of our knowl-
edge, this is the first in-depth investigation into the impact
of shortcut learning and the capacity for causal information
extraction on social bot detection.
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