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Abstract
Generative image steganography has attracted significant at-
tention for its exceptional resistance to steganalysis. How-
ever, current generative steganography methods still face lim-
itations in terms of the lack of provable security guarantees
under statistical analysis and vulnerability to real-world, un-
foreseen channel attacks. To address these issues, this paper
proposes a novel generative image steganography framework
that leverages the Latent Diffusion Model (LDM). Notably,
we have uncover a consistent trend: regardless of whether an
image has undergone attacks such as compression or noise
addition, the sign pattern of values in its latent vector encoded
by the LDM remains largely invariant. Capitalizing on this
trend, we have devised an adaptive distribution-preserving
mapping (ADPM) mechanism, capable of converting a se-
cret message into a latent vector that follows standard normal
distribution in an adjustable way. Since both the secret la-
tent vector and the latent vector randomly generated during
regular image generation follow the same distribution, satis-
fying the optimal input conditions for the diffusion model,
the proposed method can achieve provable security. Exper-
imental results demonstrate the outstanding performance of
our approach in terms of robustness, security, and extraction
accuracy.

Introduction
With the rapid advancement of Artificial Intelligence Gen-
erated Content (AIGC), concerns regarding the protection
of personal data and privacy have intensified. Steganogra-
phy (Johnson and Jajodia 1998), also known as information
hiding, a widely studied secret communication technology,
aims to hide secret information, such as audio, text and im-
ages, within a cover. The cover medium can be digital me-
dia like text (Zhou et al. 2021), audio (Gopalan 2003), video
(Meng et al. 2023) or images (Zhou et al. 2022). The receiver
can only extract the secret information from the cover based
on a shared agreement with the sender. Traditional steganog-
raphy involves selecting a cover image and embedding se-
cret information either through manual modification or by
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utilizing deep learning-based adaptive methods. However,
steganographic images obtained by these methods often re-
tain noticeable signs of modification, making them suscep-
tible to suspicion from third parties and consequently com-
promising their security.

Recent advances in generative models have facilitated
the emergence of generative image steganography (GIS)
(Liu et al. 2022). By leveraging generative models, GIS
constructs steganographic images directly from secret mes-
sages, producing outputs that are far more robust against
advanced steganalysis. Hu et al. (Hu et al. 2018) proposed
a steganographic method using deep convolutional genera-
tive adversarial networks (DCGANs), yet it faced challenges
in achieving high-accuracy extraction of secret information,
and the visual quality of the resulting steganographic im-
ages fell short of optimal standards. Later, the S2IRT method
(Zhou et al. 2022), built upon the Glow model, enhanced the
quality of generated images and facilitated precise extrac-
tion of secret information through a meticulously designed
invertible mapping function. However, this method was sus-
ceptible to attacks like JPEG compression and noise. Mean-
while, the embedding of secret information causes the noise
vector of the generated image to deviate from its original
distribution, thereby compromising both the quality of the
stego-image and the security of covert communication. The
recent adoption of diffusion models (Ho, Jain, and Abbeel
2020; Song and Ermon 2019) has greatly enhanced the vi-
sual quality of generated images. Peng et al. proposed Ste-
gaDDPM (Peng et al. 2023), a method that leverages the
denoising diffusion probabilistic model to generate stegano-
graphic images, maintaining high extraction accuracy even
with higher steganographic capacity. However, constraints
in the mapping method hinder the accurate recovery of se-
cret information from the steganographic images after trans-
mission through lossy channels. Subsequently, Zhou et al.
(Zhou et al. 2025) incorporated the denoising diffusion im-
plicit model into image steganography by embedding secret
information within the frequency domain of Gaussian noise,
which significantly improves the recovery accuracy of hid-
den information. However, this method exhibits limited ro-
bustness against common image attacks.

Motivated by these challenges, we propose a novel dif-

The Fortieth AAAI Conference on Artificial Intelligence (AAAI-26)

1498



fusion model-based steganographic method that simultane-
ously achieves provable security and robust performance.
The main contributions of this work are summarized as fol-
lows:

(1) Through our experimental investigations into the in-
trinsic robustness of the latent vector encoded by LDM, we
have consistently observed that the sign of the values within
this vector remains almost unaltered, regardless of whether
the image has undergone attacks such as compression or
noise addition. Motivated by this observation, we propose a
robust generative image steganography scheme, enhancing
the attack resistance of stego images.

(2) To increase the security of steganography, we de-
vise an Adaptive Distribution-Preserving Mapping (ADPM)
mechanism for embedding secret information, which simul-
taneously improves the quality of stego images and guaran-
tees security of covert communication.

(3) Experimental results show that, the proposed method
exhibits remarkable resilience to steganalysis tools and com-
mon image processing attacks.

Related Works
Embedded Image Steganography
Embedded image steganography entails altering pixel val-
ues of an image to hide secret information. The most tradi-
tional method is based on the Least Significant Bit (LSB)
(Mielikainen 2006) to hide secret data. However, modi-
fying the LSB of each pixel without discrimination can
cause significant distortion to the image, potentially rais-
ing suspicions in secret communications. Later, adaptive im-
age steganography (Filler, Judas, and Fridrich 2011; Holub
and Fridrich 2012) reduced distortion via cost functions de-
signed either manually or through deep learning. Following
this direction, Yang et al. proposed a pioneering stegano-
graphic framework UTGAN (Yang et al. 2018), which har-
nesses Generative Adversarial Networks (GANs) to au-
tonomously learn embedding costs. HiDDeN (Zhu et al.
2018) further innovated by utilizing an end-to-end train-
ing process, enabling an embedding strategy focused on lo-
cal regions. AdaSteg (Pan et al. 2021) combined deep re-
inforcement learning with encryption noise techniques to
implement an adaptive local image steganography method.
Overall, cover-based image steganography inevitably leaves
modification traces within the image, rendering it challeng-
ing to evade detection by sophisticated steganalysis tools.

Generative Image Steganography
To enhance security, Zhou et al. (Zhou et al. 2015) pro-
posed a cover-selective image steganography method. Dur-
ing covert communication, the secret message is utilized
to select the corresponding feature image from this in-
dexed database to serve as the stego image. However, a
significant limitation of this technique is the considerable
time and expense required to establish a sufficiently in-
dexed database. Subsequently, generative image steganog-
raphy emerged, which conceals secret information during
the image generation process. One strategy involves trans-
forming secret information into features of the generated im-

Figure 1: Schematic diagram of diffusion models without
the non-Markov chain inference model.

age. For example, You et al. (You et al. 2022) converted bi-
nary secret messages into facial expressions or other seman-
tic features within the generated image, thereby facilitat-
ing the creation of compact sticker images. CtrGAN (Zhou
et al. 2023) proposed a generative steganography frame-
work, which encodes the given secret data into the seman-
tic contours of objects in the generated image. While these
methods offer promising solutions, they often necessitate re-
training the generative model, which introduces additional
computational overhead and potentially restricting embed-
ding capacity.

Another approach is to map the secret information to
Gaussian latent vectors used to generate the image. Zhou et
al. (Zhou et al. 2022) designed a mapping mechanism lever-
aging the Glow model, which rearranges latent vector ele-
ments according to the guidance provided by the secret mes-
sage. Peng et al. (Peng et al. 2023) explored the feasibility
of using Denoising Diffusion Probabilistic Models (DDPM)
for image steganography. Specifically, they designed a map-
ping rule in the final and penultimate steps of the diffusion
process to convert binary secret information into decimal
fractions, which were subsequently mapped onto latent vec-
tors using the inverse cumulative distribution function of the
Gaussian distribution. Both S2IRT (Zhou et al. 2022) and
StegaDDPM (Peng et al. 2023) exhibit high accuracy in re-
covering secret information at elevated embedding capaci-
ties, yet they suffer from inadequate robustness. Moreover,
S2IRT causes the secret-containing latent vectors to devi-
ate from their original distribution, resulting in low-quality
stego images that may raise suspicion among third parties.

Diffusion Models
Diffusion models (Ho, Jain, and Abbeel 2020; Song and Er-
mon 2019), as an advanced generative model, capture the
distribution characteristics of target images from noisy data
through training. Recently, due to their outstanding gener-
ative performance, diffusion models have been widely ap-
plied in various image processing fields, such as image syn-
thesis (Song et al. 2020; Vahdat, Kreis, and Kautz 2021),
image editing (Avrahami, Lischinski, and Fried 2022; Choi
et al. 2021) and image reconstruction (Saharia et al. 2022;
Wang, Yu, and Zhang 2022). A diffusion model consists of
a forward and a backward process. The forward process is
responsible for gradually adding Gaussian noise to an im-
age to produce a nearly pure noisy image, while the back-
ward process gradually removes the noise from the noisy im-
age, ultimately generating a natural image. Denoising Dif-
fusion Probabilistic Models (DDPM) (Ho, Jain, and Abbeel
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Figure 2: The framework of our proposed method.

2020; Choi et al. 2021) have more inference steps compared
to other generative models, and generating an image typi-
cally takes more time. To speed up the sampling process,
researchers have proposed various samplers. For example,
the Denoising Diffusion Implicit Model (DDIM) is differ-
ent from DDPM which requires iterative sampling step by
step. As shown in Fig. 1, it supports sampling across any
number of steps. Moreover, DPM-Solver++ (Lu et al. 2025)
and DPM-solver (Lu et al. 2022) greatly reduce the time re-
quired to generate a high-quality image by solving ordinary
differential equations.

Methodology
In this paper, we propose a provably secure and robust gen-
erative image steganography based on Diffusion Model. As
shown in Fig. 2, the sender samples a latent vector x0 that
obeys standard positive distribution by using a random seed
and sets a threshold p. These elements are then input into
the mapping mechanism ADPM alongside the binary secret
data. Guided by the secret data, ADPM transforms x

0
into

a secret latent vector x
s

while preserving the original dis-
tribution. Subsequently, semantic information prompt is set
to guide image generation, and the reverse denoising pro-
cess of the diffusion model is employed to convert xs into
a high-quality steganography image in a controlled manner.
Finally, the stego image, the threshold p, the prompt and the
seed are transmitted to the receiver through the lossy chan-
nel. After the receiver obtains them, the seed is input into
the Gaussian sampler to generate the standard latent vector
x

0
firstly. Next, the stego image is converted into the corre-

sponding latent vector by using the forward denoising pro-
cess of the same diffusion model. Finally, it is input into the
mapping sheme along with the standard latent vector x

0
, the

prompt and the threshold p to recover the secret message.

Figure 3: The sign statistics plot of the latent vector’s value
corresponding to the attacked reconstructed images (0 indi-
cates that the latent vector’s value of the attacked image have
the same sign as the original image, while 1 indicates the op-
posite sign).

Exploration of The Consistent Trend
Diffusion models (DMs) (Dhariwal and Nichol 2021) con-
sists of two fundamental processes: a forward noising pro-
cess and a reverse denoising process. Traditional models
typically operate directly in pixel space; however, optimiz-
ing high-performance DMs often requires hundreds of GPU
days, and inference remains costly due to the need for se-
quential evaluations. To facilitate DM training on limited
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computational resources while preserving their quality and
flexibility, Rombach et al. (Rombach et al. 2022) imple-
mented these models in the latent space of powerful pre-
trained autoencoders and introduced latent diffusion models
(LDMs).

In latent diffusion models (LDMs), both the noising and
denoising procedures are carried out exclusively within a
latent space that has a lower dimensionality compared to
the original RGB image space. Given a RGB image X ∈
RH×W×3, the encoder E of LDMs encodes X into a latent
image z, and the decoder D of LDMs can reconstruct X
from z. The formula is presented as follows:

z = E (X) , X
′
= D (z) (1)

where the representation z has dimensions R
H
f ×W

f ×Cf ,
where f represents the spatial downsampling factor and Cf

specifies the number of channels within the compressed la-
tent space. We conducted an exploration of the latent space
using a dataset of 100 RGB images, each of dimensions
H = W = 512 and C = 3. After processing through the
encoder E, the spatial dimensions are reduced, resulting in
a latent vector of dimensions H

′
= W

′
= 64, C

′
= 4.

By thoroughly examining the 16384 elements within the la-
tent vectors z and z

′
corresponding to the original image

X and the image after attacks X
′
, we uncover a consistent

trend: as demonstrated in Fig. 3, when the image undergoes
JPEG compression, Gaussian noise addition, median blur
and Gaussian blur, only a negligible fraction of the compo-
nents within the latent vector exhibit a change in sign. The
vast majority of these components maintain their original
signs, even after enduring these perturbations.

Steganography Network
Our method necessitates the use of three pretrained submod-
els from the LDM: a Decoder D, an Encoder E and a Con-
ditional Encoder τθ, while utilizing DPM-Solver++ for de-
terministic sampling. The covert communication process in-
volves two participants: the sender and receiver. To generate
stego images, the sender initiates by initializing the latent
vector x0 using a random seed. Subsequently, the sender
utilizes the key to transform the secret message m into bi-
nary data me. It is crucial that x0 adheres to the distribution
N (0, I), where I represents the identity matrix.

x0 = GS (seed,N (0, I)) , (2)

where GS (·) denotes Gaussian sampler. To guarantee the
security and robustness of image steganography, we de-
vise an adaptive distribution-preserving mapping mecha-
nism H (·) based on the consistent trend to hide the secret
data into x0. Moreover, given that the components of x0

close to 0 are extremely susceptible to image attacks and the
buildup of numerical errors during the diffusion process, we
utilize a threshold p to control the regions for information
embedding, thereby enhancing the accuracy of secret data
recovery.

xi
s =

{
H

(
xi
0,m

e
j

)
, if

∣∣xi
0

∣∣ ≥ p

xi
0 , if

∣∣xi
0

∣∣ < p
(3)

where xi
0 and me

j represent the components of x0 and me,
respectively. Meanwhile, xi

s denotes the component of xs

used to generate stego image. The value range of p is [0, 1].

Algorithm 1: Generating stego Is

Input:
Decoder of the pretrained LDM D, deterministic sam-

pler f , sampling steps T , encryption function F (·), key,
and prompt. Secret message m, seed, the threshold p,
Gaussian sampler GS (·), and calculating length function
Len (·).
Output:

Is
1: x0 = GS (seed,N (0, I)), me = F (m, key)
2: L = Len (me) , k = 0
3: if k < L then
4:

∣∣∣ for i ∈
{
1, 2, · · · , H ′ ×W

′ × C
′
}

do

5:
∣∣∣ ∣∣∣ if

∣∣xi
0

∣∣ ≥ p then

6:
∣∣∣ ∣∣∣ xi

s = H
(
xi
0,m

e
k

)
7:

∣∣∣ ∣∣∣ k = k + 1

8:
∣∣∣ ∣∣∣ else

9:
∣∣∣ ∣∣∣ xi

s = xi
0

10:
∣∣∣ ∣∣∣ end if

11:
∣∣∣ end for

12: end if
13: c = τθ (prompt)
14: xT = f (xs, c, 0, T )
15: Is = D (xT )
16: return Is

Subsequently, the sender configures the semantic prompt
for the generated stego image and employs the conditional
encoder τθ to convert it into the input parameter c for the
diffusion model.

c = τθ (prompt) , (4)

Then, xs and c are fed into the diffusion model after set-
ting the diffusion step T .

xT = f (xs, c, 0, T ) , (5)

where f represents the deterministic sampler of diffusion
model. The initial input xs progresses through T denoising
iterations to yield xT , which is subsequently decoded by D
into the final stego image Is.

Is = D (xT ) , (6)

The detailed procedure for generating the stego image Is
is outlined in Algorithm 1.

Message Hiding and Extraction
The process of hide stage Our method achieves the
covert transmission of secret information through four
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steps: preprocessing the secret message, sampling a stan-
dard Gaussian vector x0, designing the adaptive distribution-
preserving mapping mechanism H (·) to hide the secret data
into x0, and generating stego image Is. During the prepro-
cessing stage, the sender uses a key to encrypt the secret
message m into binary data me. Then, using the seed to
sample latent vector x0 following standard normal distribu-
tion. To ensure the security of the steganographic system,
we embed me into x0 in a distribution-preserving manner.
Specifically, the sender sets a threshold p (where p ∈ [0, 1])
to control the portion of x0 eligible for information hid-
ing. The me is embedded only in the regions of x0 outside
(−p, p) to enhance robustness. The mathematical formula-
tion of H (·) is shown in Eq. (7).

xi
s =

∣∣xi
0

∣∣ • sgn [
sin

(
2me

i + 1

2
π

)
− 1

2
e−(me

i )
2

]
, (7)

where |·| indicates absolute value operations, · is used t o
compute the product of two adjacent numbers, and sgn (·)
denotes sign extraction operation that is defined in Eq. (8).

sgn (x) =

{
1, if x > 0

−1, if x < 0
(8)

Provable security analysis This framework adheres to the
information-theoretic definition of steganographic security
established by Cachin (Cachin 2004). To achieve absolute
security, the Kullback-Leibler (KL) divergence between the
probability distributions of the cover image and the stego
image should satisfy:

DKL (P (Ic) ∥ P (Is)) = 0, (9)

where P (Ic) and P (Is) represent the probability distribu-
tions of the cover image and the stego image respectively.
In generative image steganography, the cover image and
stego image synthesized by generative models are derived
from the random latent variable z0 and the latent variable
zs mapped from the secret information, respectively. There-
fore, in order to ensure perfect security in generative im-
age steganography, the probability distributions of z0 and
zs should satisfy that their relative entropy equals 0, as ex-
pressed by the following equation:

DKL (P (z0) ∥ P (zs)) = 0, (10)

In this paper, since the random latent vector x0 used to
generate the cover image is sampled from standard Gaus-
sian noise, all its elements xi

0 ∼ N (0, 1). Moreover, me
i ∈

{0, 1} and P (me
i = 0) = P (me

i = 1) = 0.5, so the sgn (·)
function takes values -1 and 1 with equal probability 0.5 in
Eq. (7). Then, xs

i can be expressed as:

xi
s =

{∣∣xi
0

∣∣ , if me
i = 0

−
∣∣xi

0

∣∣ , if me
i = 1

(11)

Therefore, when
∣∣xi

0

∣∣ ≥ p, the mean and variance of xs
i

can be expressed as:

E
(
xi
s

)
= E

(
±
∣∣xi

0

∣∣) = E
(
±xi

0

)
= ±E

(
xi
0

)
= 0, (12)

V ar
(
xi
s

)
= (±1)

2 × V ar
(
xi
0

)
= 1, (13)

where E (·) and V ar (·) represent the mean function and
variance function, respectively. When

∣∣xi
0

∣∣ < p, xi
s =

xi
0, so xi

s ∼ N (0, 1). Since the distributions of x
0

and x
s

are the same, so the distributions of generated
cover images and stego images are the same, too, i.e.,
DKL (P (Ic) ∥ P (Is)) = 0, then provably secure genera-
tive image steganography is achieved.

The process of extraction stage During the secret data
extraction phase, the receiver initially utilizes the seed to
sample the standared Gaussian latent vector x0 and con-
verts stego image to latent vector x

′

T using the encoder E
of LDM . Then, the diffusion step T , the semantic prompt

and x
′

T are input into LDM together, and the secret latent
vector x

′

s is obtained after forward noising. The receiver ex-
tracts the secret data from x

′

s based on p and the length l of
the shared secret message. Specifically, through the analysis
of the mapping sheme H (·), the receiver determines that if
a component of x

′

s is greater than 0, the embedded secret
message bit is 0; conversely, if it is less than 0, the embed-
ded secret message bit is 1. Guided by p, the components
of x

′

s are sequentially evaluated until the secret information
of length l is fully extracted. Finally, the receiver employs
the key to decrypt the original data from the binary secret
message.

Experimental Results
Implementation Details
In the experiments, we selected the publicly accessible pre-
trained Latent Diffusion Model, Stable Diffusion v1.5, along
with the deterministic sampler DPM-Solver++, to undertake
the task of generating steganographic images. The latent
vector parameters for generating the stego image were con-
figured as H

f = C
f = 64, Cf = 4, f = 8. Therefore, the

size of generated images is 512×512. All experiments were
conducted on an NVIDIA RTX 3090 GPU. The proposed
approach operates directly on the pretrained LDM architec-
ture, requiring no additional model fine-tuning or retraining.
Our experimental validation employs the identical dataset
configuration as RGSD-Stego (Hu et al. 2024) to assess the
method’s efficacy. They are LAION-10K (Schuhmann et al.
2022), MS-COCO (Lin et al. 2014) and Flicker8K (Hodosh,
Young, and Hockenmaier 2013).

Our experimental framework utilizes a well-rounded suite
of evaluation metrics, including hiding capacity, extraction
accuracy, robustness and security.

Hiding Capacity We assess the hiding capacity by de-
termining the aggregate quantity of binary bits that can be
embedded in a single image, measured in bits.

Extraction Accuracy The extraction accuracy is deter-
mined by executing a bitwise XOR operation on the original
binary secret and the retrieved secret message. Its represen-
tation is shown as follows:

Acc =
1

L

L∑
i=1

(
1−me

i ⊕me
′

i

)
, (14)
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where L denotes the length of secret message, and me
i and

me
′

i represent the components of original secret message me

and recovered secret message me
′

, respectively.
Robustness When digital images are transmitted via lossy

channels, distortion is an inevitable issue that severely de-
grades the extraction accuracy of hidden message. To eval-
uate the robustness of the proposed method under such con-
ditions, we test the bit extraction accuracy under five types
of common attacks: resize, JPEG compression, median blur,
Gaussian noise, and Gaussian blur.

Security In image steganography, security is determined
by whether a third party can distinguish between cover
images and stego images. Unlike traditional modification-
based image steganography, generative steganography op-
erates without requiring a cover image. In our experimen-
tal setup, we define the cover image as being synthesized
directly from a randomly sampled standard Gaussian vec-
tor x0. To classify the cover and stego images, we employ
three steganographic analyzers SRNet (Boroumand, Chen,
and Fridrich 2018), XuNet (Xu, Wu, and Shi 2016), and
SiaStegNet (You, Zhang, and Zhao 2020). Moreover, we em-
ploy the detection error rate Pe to evaluate the resilience of
the proposed method against steganography analysis, which
is defined as follows:

Pe = minPFA

1

2
(PFA + PMD) , (15)

where PFA represents the false alarm rate of the steganalysis
system, while PMD represents the miss detection rate.

To demonstrate the advantages of our proposed method,
we compared it with four existing SOTA methods, namely
S2IRT (Zhou et al. 2022), GSD (Zhou et al. 2025), LDStega
(Peng et al. 2024) and RGSD-Stego (Hu et al. 2024). To en-
sure fair comparison, we integrate all four benchmark map-
ping methods into our framework, generating stego images
under identical experimental settings.

Dataset p 0.4 0.5 0.6 0.8 1.0

Capacity (bits) 11384 10218 9088 6999 5217

Flicker8K
Acc(%)

97.68 98.55 99.26 99.65 99.84
LAION-10K 95.14 96.16 97.83 98.80 98.98
MS-COCO 96.77 97.74 98.82 99.38 99.69

Table 1: The steganography capacity and extraction accu-
racy when saving the stego image in PNG format under dif-
ferent thresholds.

Adjustability of Steganography Capacity
To validate the effectiveness of the proposed method under
different thresholds, Table 1 presents the steganographic ca-
pacity under five different threshold settings and the recov-
ery accuracy of secret information when stego images are
saved in PNG format. It is evident that accuracy rates sur-
pass 97% across all three datasets. Moreover, since PNG
format is widely used in daily applications, our method

Attack Factor p

0.4 0.5 0.6 0.8 1.0

Identity / 97.73 98.57 99.28 99.67 99.86

Resize

0.5 96.07 97.22 98.43 99.03 99.55
0.75 97.11 98.14 99.01 99.46 99.75
1.25 97.47 98.44 99.19 99.59 99.81
1.5 97.54 98.49 99.23 99.61 99.82

JPEG Compression
90 96.82 98.15 98.88 99.32 99.67
70 94.96 97.13 97.85 98.34 99.13
50 93.19 96.07 96.74 97.41 98.51

Gaussian Blur
3 97.06 98.11 98.99 99.43 99.74
5 96.34 97.52 98.59 99.13 99.61
7 94.91 96.33 97.74 98.56 99.28

Median Blur
3 96.60 97.48 98.59 99.17 99.62
5 93.66 94.82 96.65 97.94 98.84
7 89.70 91.35 93.82 96.18 97.57

Gaussian Noise
0.01 97.31 98.45 99.15 99.47 99.76
0.05 93.78 96.73 97.37 97.58 98.69
0.1 90.29 94.04 94.95 95.66 97.38

Table 2: The comparison of steganographic capacity and ro-
bustness for distinct thresholds.

demonstrates superior practicality. Additionally, Table 2
demonstrates the robustness of the proposed method on the
Flicker8K dataset under different thresholds. The results
demonstrate that the stego images can still extract the se-
cret information with over 90% accuracy in most cases after
various attacks.

Method Capacity (bits) Image size

S2IRT (Zhou et al. 2022) 4096 64× 64
GSD (Zhou et al. 2025) 4096 64× 64

LDStega (Peng et al. 2024) 4096 256× 256
RGSD-Stego (Hu et al. 2024) 16384 512× 512

Ours 11384 512× 512

Table 3: Performance comparison of the proposed method
with SOTA work in terms of hiding capacity and generated
stego image size.

Comparison with Existing Methods
Hiding Capacity & Stego Image Size Initially, we conduct
a comprehensive comparison between the proposed frame-
work and existing SOTA generative steganographic meth-
ods, evaluating both hiding capacity and the size of stego
images. As shown in Table 3, our approach substantially out-
performs S2IRT, GSD and LDStega in terms of embedding
capacity, though it shows slightly inferior performance com-
pared to RGSD-Stego.
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Method Identity Resize JPEG Gaussian Median Gaussian
Compression Blur Blur Noise

/ 0.5 0.75 1.25 1.5 90 70 50 3 5 7 3 5 7 0.01 0.05 0.1

S2IRT 87.17 77.66 79.64 80.59 80.83 79.06 76.53 75.02 78.37 74.92 72.52 79.60 78.15 76.20 80.17 76.15 73.78
GSD 88.44 85.86 87.53 88.11 88.23 87.31 85.13 83.01 87.48 86.34 84.13 86.51 81.77 76.18 87.92 84.18 79.66

LDStega 98.52 89.21 90.86 90.89 90.92 98.25 96.43 94.41 95.83 92.64 90.96 85.97 83.62 80.16 97.65 93.27 90.38
RGSD-Stego 98.91 96.82 98.29 98.72 98.81 97.79 94.99 92.21 97.36 92.32 84.95 98.25 97.29 95.11 98.46 93.85 88.29

Ours 99.28 98.43 99.01 99.19 99.23 98.88 97.85 96.74 98.99 98.59 97.74 98.59 96.65 93.82 99.15 97.37 94.95

Table 4: Comparison of the extraction accuracy of different methods against different types of image attacks on the Flicker8K
dataset.

Extraction Accuracy & Robustness We evaluated the ro-
bustness of our proposed method against four existing SOTA
methods, namely S2IRT (Zhou et al. 2022), GSD (Zhou
et al. 2025), LDStega (Peng et al. 2024) and RGSD-Stego
(Hu et al. 2024) on the Flicker8K dataset. As shown in Ta-
ble 4, the extraction accuracy of secret information declines
as the attack intensity on images increases. However, our
method demonstrates more robust performance compared to
the other four methods, showing significantly less degrada-
tion under most operations. For example, when the JPEG
compression intensity increased from 90 to 50, the accuracy
of S2IRT, RGSD-Stego, and LDStega all declined by ap-
proximately 4 percentage points, while GSD suffered a more
severe drop of nearly 10 percentage points. In contrast, our
method exhibited superior robustness, with only a marginal
decrease of about 2 percentage points. Furthermore, under
most image attack scenarios, our method achieves higher se-
cret information extraction accuracy compared to the other
four methods, demonstrating superior robustness. Notably,
when subjected to JPEG compression, which is the most
common attack in real life, our method maintains approxi-
mately 97% accuracy, demonstrating superior practical util-
ity.

Method SRNet XuNet SiaStegNet

S2IRT (Zhou et al. 2022) 0.507 0.502 0.495
GSD (Zhou et al. 2025) 0.503 0.492 0.490

LDStega (Peng et al. 2024) 0.498 0.486 0.501
RGSD-Stego (Hu et al. 2024) 0.492 0.491 0.504

Ours 0.499 0.501 0.498

Table 5: The comparison of security of different stegano-
graphic methods.

Security The security of steganography includes both visual
security and resistance to steganalysis detection. Figure 4
presents stego images under four different scenarios, demon-
strating their high visual quality that makes them nearly
indistinguishable from natural images to the naked eyes.
Moreover, as indicated in Table 5, we utilize three stegano-
graphic analyzers to classify the cover and stego images on
the Flicker8K dataset. Evidently, the detection error rate Pe

hovers around 0.5, suggesting that steganalyzers are unable

to reliably differentiate between cover and stego images.
This outcome further validates the distribution-preserving
property of our method.

Figure 4: Stego images generated using different text
prompts for four distinct scenarios: person, marine life, flow-
ers, and dogs (shown in four respective columns).

Conclusion
In this paper, we propose a provably secure and highly ro-
bust generative steganography framework that utilizes La-
tent Diffusion Models (LDM). By experimental exploration
of the latent vector encoded by the encoder of LDM, we
uncover a consistent pattern: irrespective of whether an im-
age undergoes attacks such as compression or noise addi-
tion, the sign of the values within its latent vector remains
almost unchanged. Leveraging this intrinsic robustness, we
design an adaptive distribution-preserving mapping mecha-
nism that enables transform secret messages into latent vec-
tors adhering to the standard Gaussian distribution. Through
this approach, both the latent vectors used to generate stego
images and natural images maintain identical distributions,
thereby enhancing security. Experimental results show that,
our method effectively evades third-party detection while
maintaining high extraction accuracy under various common
attacks, demonstrating superior robustness.
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