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Abstract

Dataset distillation (DD) condenses large datasets into
smaller synthetic ones to enhance training efficiency and re-
ducing bandwidth. DD enables models to achieve comparable
performance to those trained on the raw full dataset, making
it popular for data sharing. Existing work shows that injecting
backdoors during the distillation process can threaten down-
stream models. However, these studies assume attackers can
have access to the raw dataset and interfere with the entire dis-
tillation process, which is unrealistic. In contrast, this work is
the first to address a more realistic and concerning threat: at-
tackers may intercept the dataset distribution process, inject
backdoors into the distilled datasets, and redistribute them to
users. While distilled datasets were previously considered re-
sistant to backdoor attacks, we demonstrate that they remain
vulnerable to such attacks. Furthermore, we show that attack-
ers do not even require access to any raw data to inject the
backdoors successfully within one minute. Specifically, our
approach reconstructs conceptual archetypes for each class
from the model trained on the distilled dataset. Backdoors
are then injected into these archetypes to update the distilled
dataset. Moreover, we ensure the updated dataset not only re-
tains the backdoor but also preserves the original optimization
trajectory, thus maintaining the knowledge of the raw dataset.
To achieve this, a hybrid loss is designed to integrate back-
door information along the benign optimization trajectory,
ensuring that previously learned information is not forgotten.
Extensive experiments demonstrate that distilled datasets are
highly vulnerable to our attack, with risks pervasive across
various raw datasets, distillation methods, and downstream
training strategies.

Code — https://github.com/Zi- Yuan Yang/Poisoned_DD
Extended version — https://arxiv.org/abs/2502.04229

Introduction

Deep learning (DL) has achieved remarkable success re-
cently, driven by advancements in computational resources
and large-scale datasets (Lei and Tao 2023). With the rise of
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large language models, such as GPT-3, which has 175 bil-
lion parameters and was trained on 45 terabytes of text data
using thousands of GPUs for a month (Brown et al. 2020),
the demand for computational power and data has reached
unprecedented levels. However, the exponential data growth
has outpaced computational capacit to challenge training ef-
ficiency and costs (LeCun, Bengio, and Hinton 2015).

Dataset distillation (DD) has recently emerged as a
promising solution to the challenges posed by large-scale
datasets and their computational demands (Du et al. 2024).
By synthesizing smaller datasets that retain the essential
information of the raw data, DD enables efficient train-
ing while significantly reducing storage and computational
costs, with minimal impact on model performance (Sun et al.
2024). With advantages such as lower storage, training, and
energy costs, DD is expected to become a widely adopted
method for data sharing, playing a pivotal role in many ma-
chine learning applications (Yu et al. 2024).

Most existing DD methods focus solely on preserving the
information of the raw dataset, often overlooking security is-
sues. While these issues have recently garnered some atten-
tion from researchers, the number of related studies remains
limited. For example, Liu et al. (2023) proposed DoorPing, a
learnable trigger that is iteratively updated during the distil-
lation procedure. Similarly, Chung et al. (2024) introduced
a standard optimization framework to learn triggers for DD.

However, the threat models of these methods assume that
the dataset owner intentionally injects backdoors during the
distillation process. In practice, dataset owners are unlikely
to compromise their own data by injecting backdoors. In-
stead, a more plausible threat arises from third-party ad-
versaries. For instance, during dataset distribution, attack-
ers may intercept access to a benign distilled dataset, in-
ject backdoors, and redistribute the compromised version to
unsuspecting users, enabling malicious activities. Addition-
ally, highly compact distilled datasets are often considered
privacy-preserving and secure (Liu et al. 2023), and mak-
ing them suitable for storage on various edge devices or
clients in distributed learning paradigm. This widespread de-
ployment increases the risk of unauthorized access, facilitat-
ing manipulation of the dataset by attackers. Once compro-
mised, the backdoored distilled dataset can be redistributed
to other users, thereby amplifying the threat. To highlight
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Figure 1: llustration of threat models. (a) and (b) denote the
previous and our threat models, respectively. (a) The previ-
ous threat model assumes attackers have access to the raw
data and the distillation process. (b) Our model inquires the
attackers achieve the attack without the knowledge of the
raw data and the distillation process.

the distinction between previous threat models and ours, we
provide an illustrative example in Figure 1.

In this work, we consider a practical threat model. Specif-
ically, we attempt to directly inject backdoors into the dis-
tilled dataset while ensuring that the malicious behavior can
still be triggered by real images. This represents a particu-
larly difficult attack assumption for attackers, as it relies on
the premise that the malicious third party does not have ac-
cess to any raw data. Moreover, the significant gap between
synthetic and real images presents an additional challenge.

To address these challenges and evaluate the vulnerabil-
ities of distilled datasets, we propose a novel and the first
backdoor attack method specifically designed for this threat
model. Under our strict threat model, attackers have no ac-
cess to raw data. However, the fundamental paradigm of
DD involves synthesizing small-scale datasets that retain the
knowledge of the raw dataset. This implies that the distilled
dataset inherently encapsulates the knowledge of the raw
data. While it is almost impossible to reconstruct visually
similar images to the raw data without any prior knowledge,
the inherent properties of DL enable us to focus on the deep
feature space. We only need to ensure that the reconstructed
images in the latent feature space share a similar distribu-
tion with real images, which allows the trigger to be effec-
tively activated. Leveraging this paradigm, we aim to recon-
struct conceptual archetypes for each class, derived from the
knowledge embedded in the model trained on the benign dis-
tilled dataset, to serve as the foundation of our attack.
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Next, we inject backdoors into these conceptual
archetypes while ensuring that the modified distilled dataset
retains the knowledge of the raw dataset. To achieve this, we
propose a hybrid loss function that injects backdoor infor-
mation into the malicious distilled dataset while preserving
the original optimization trajectory. This approach bridges
the gap between the distilled dataset and real images, ensur-
ing that the backdoor can be reliably activated by real images
while minimizing benign performance degradation.

Notably, our method directly injects backdoors into the
distilled dataset without requiring prior knowledge of the
DD method, raw data, or the downstream model. Extensive
experiments demonstrate that our approach can successfully
compromise the security of distilled datasets, regardless of
the DD method, downstream model architecture, or training
strategy. This finding challenges the prevailing belief that
distilled datasets are inherently secure (Liu et al. 2023) and
reveals significant security vulnerabilities. Additionally, our
attack method is highly lightweight, capable of synthesiz-
ing malicious distilled datasets within one minute in certain
scenarios. The main contributions can be summarized as:

* We investigate a novel threat model for DD, where back-
doors are directly injected into distilled datasets without
requiring any raw data access. To the best of our knowl-
edge, this is the first study to explore this threat in DD.

* We propose the first backdoor injection method for dis-
tilled datasets that reconstructs conceptual archetypes
and injects backdoors while preserving the knowledge of
the raw dataset.

* We design a hybrid loss to ensure the backdoor injection
aligns with the original optimization trajectory, maintain-
ing backdoor activation in real images while minimizing
performance degradation on benign tasks.

* Extensive experiments across diverse datasets, DD meth-
ods, networks, and training strategies validate the gener-
alizability of our method. Moreover, our attack is highly
efficient, synthesizing malicious distilled datasets in un-
der a minute in certain cases.

Related Works

Dataset Distillation. DD aims to condense the richness of
large-scale datasets into compact small datasets that effec-
tively preserve training performance (Yu, Liu, and Wang
2023). Coreset selection (Du, Shi, and Zhou 2024) is an
early-stage research in data-efficient learning, which relies
on heuristics to select representatives. Unlike this paradigm,
DD (Wang et al. 2018) aims to learn how to synthesize a
tiny dataset that trains models to perform comparably to
those trained on the complete dataset. Wang et al. (2018)
first proposed a bi-level meta-learning approach, which op-
timizes a synthetic dataset so that neural networks trained on
it achieve the lowest loss on the raw dataset.

Following this research, many researchers have focused
on reducing the computational cost of the inner loop by in-
troducing closed-form solutions, such as kernel ridge regres-
sion (Loo et al. 2022; Xu et al. 2023). Zhao, Mopuri, and
Bilen (2021) proposed an approach that makes parameters



trained on condensed data approximate the target parame-
ters, formulating a gradient matching objective that simpli-
fies the DD process from a parameter perspective. Mean-
while, Zhao and Bilen (2021) enhanced the process by in-
corporating Differentiable Siamese Augmentation (DSA),
which enables effective data augmentation on synthetic data
and results in the distillation of more informative images.
Meanwhile, Du, Shi, and Zhou (2024) proposed a sequen-
tial DD method to extract the high-level features learned
by the DNN in later epochs. By combining meta-learning
and parameter matching, Cazenavette et al. (2022) proposed
Matching Training Trajectories (MTT) and achieved satis-
factory performance. Besides, a recent work, TESLA (Cui
et al. 2023), reduced GPU memory consumption and can be
viewed as a memory-efficient version of MTT.

Backdoor Attack. Backdoor attacks introduce malicious
behavior into the model without degrading its performance
on the benign sample. Gu et al. (2019) introduced the back-
door threat in DL with BadNets, which injects visible trig-
gers into randomly selected training samples and misla-
bels them as a specified target class. To enhance attack
stealthiness, Chen et al. (2017) proposed a blended strat-
egy to make poisoned images indistinguishable from be-
nign ones, improving their ability to evade human inspec-
tion. Furthermore, subsequent works explored stealthier at-
tacks: WaNet (Nguyen and Tran 2020) used image warping;
ISSBA (Li et al. 2021) employed deep steganography; Feng
etal. (2022) and Wang et al. (2022) embedded triggers in the
frequency domain; and Color Backdoor (Jiang et al. 2023)
utilized uniform color space shifts as triggers.

Although existing works have demonstrated the vulnera-
bility of deep networks to backdoor attacks, the exploration
of such vulnerabilities in the context of DD remains limited.
Only a few studies have evaluated the security risks asso-
ciated with DD (Liu et al. 2023; Chung et al. 2024). This
highlights the urgent need for a deeper investigation into the
potential threats and vulnerabilities specific to DD.

Threat Model

In previous works (Liu et al. 2023; Chung et al. 2024), the
threat model assumes all users are benign, the data owner
is malicious, and the attack has access to the raw data and
knowledge of the DD method used. These are highly restric-
tive and unrealistic assumptions, as raw data and DD meth-
ods are typically strictly protected by the owner in practice.
In contrast, our threat model adopts a more practical and re-
laxed assumption, not requiring all users to be benign and
permitting the attacker to operate without access to the raw
data. A detailed introduction and comparison of the threat
models can be found in the Appendix.

Attack Scenario. In our threat model, the attacker intercepts
the distribution process and injects backdoor information
into the benign distilled dataset. The compromised dataset
is then redistributed to users, allowing the attacker to ma-
nipulate the behavior of downstream models trained on the
malicious dataset.

Attacker’s Goal. The primary goal is to inject a backdoor
into the distilled dataset, ensuring that downstream mod-
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els trained on it exhibit malicious behavior when triggered,
while maintaining high performance on benign inputs.
Attacker’s Capability. In our threat model, attackers do not
have access to the raw dataset and can only interact with the
distilled dataset, with no prior knowledge of the specific DD
method used to generate it.

Challenges. i) No Access to Raw Data: The attacker has no
access to the raw dataset and must infer meaningful informa-
tion solely from the significantly smaller distilled dataset, of-
ten less than one percent of the raw dataset’s size. ii) Bridg-
ing the Gap Between Synthetic and Real Images: The dis-
tilled dataset is highly abstract and lacks the low-level visual
details present in the raw data. The attacker must ensure that
the injected backdoors are reliably triggered by real-world
images in downstream tasks. iii) Maintaining Dataset Util-
ity: The modified distilled dataset must remain effective for
training models on legitimate tasks, ensuring the backdoor
injection does not degrade overall performance.

Proposed Method
Problem Statement

As mentioned earlier, DD aims to extract knowledge from
a large-scale dataset and construct a much smaller syn-
thetic dataset, where models trained on it perform similarly
to those trained on the raw dataset. Let 7 denote the tar-
get dataset and S the synthetic (distilled) dataset, where
|71 > |S], indicating that the distilled dataset is much
smaller than the original. The loss between the prediction
and ground truth is defined as £. The DD process can then
be formulated as (Lei and Tao 2024):

E(ay)~p [( (MT(2),y)] = E@y)~p [ (Ms(2), )], (1)

where My and Mg denote the downstream model M
trained on 7 and S, respectively. D denotes the real data
distribution.

In this paper, we aim to update S to obtain a malicious
synthetic dataset S, which is injected with backdoor infor-
mation. The goal is to ensure that malicious behavior is ef-
fectively triggered when a model is trained on S. The pro-
cess can be formulated as:

Eznp [Mg(z+T)] = yr, (2)
where T is the trigger and y7 denotes the target label.
alpa+ (1—a)ls. 3)

Moreover, for benign samples, the performance gap be-

tween models trained on S and S should remain minimal to
conceal the malicious behavior, which can be formulated as:

E(zyyop £ (Mg(2),y)] = Eyyop € (Ms(z),y)] ~(4)

Overview

The overview of the proposed method is illustrated in Fig-
ure 2. As described earlier, our threat model involves three
entities: the dataset owner, the attacker, and the benign user.
The dataset owner generates a benign distilled dataset S
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Figure 2: Overview of the proposed method.

from the raw dataset D and distributes it to users upon re-
quest. The attacker intercepts the distribution process and
converts the benign distilled dataset into a malicious version.

Specifically, our attack method consists of three main
phases. First, the attacker trains a downstream model using
the benign distilled dataset S. Next, leveraging the trained
model, the attacker reconstructs conceptual archetypes for
each class using the proposed Concept Reconstruction
Blocks (CRBs). Finally, the attacker injects backdoor in-
formation into reconstructed conceptual archetypes and em-
ploys a hybrid loss to update the distilled dataset, ensur-
ing that the backdoor is embedded while minimizing per-
formance degradation. Once the malicious distilled dataset
is created, it is redistributed to users.

The benign user then trains the local model M,,. Finally,
the attacker can target the user-side system by injecting trig-
gers into real images, activating malicious behaviors in M,,.

Proposed Attack Method

Our attack method consists of three main phases, which
work together to effectively inject backdoor information
while preserving the knowledge from the raw dataset. We
detail each phase in the following sections:

Benign Training. After intercepting the distribution, the at-
tacker first trains a benign downstream model using the dis-
tributed distilled dataset. The attacker-side trained down-
stream model is defined as M7, which is the foundation of
the subsequent phases.

Conceptual Archetypes Reconstruction. Under our strict
assumption, the attacker has no access to real images and
can only leverage the distilled dataset. However, during the
inference phase, the system’s input typically consists of real
images. This raises a critical question: How can the back-
door be activated when injected into real images without
relying on any raw data during backdoor training?
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Figure 3: t-SNE visualization of the feature space. “Stars”
and “Circles” represent the concept archetypes and real im-
ages, respectively.

To bridge the gap between distilled and real data, we pro-
pose reconstructing conceptual archetypes for each class.
Although generating low-level, semantically similar images
without access to raw data is infeasible, this limitation is not
critical. In deep networks, accurate classification primarily
relies on ensuring that latent feature representations of con-
ceptual archetypes closely align with those of real images.

The reconstruction process aims to generate concep-
tual archetypes for each class by iteratively refining ran-
dom noise to align with the high-level feature represen-
tations of the target class in /\;lﬂ Specifically, for the c-
th class, the process consists of X Concept Reconstruc-
tion Blocks (CRBs), each corresponding to an optimiza-
tion step. The conceptual archetype initialization process for
each class c can be formulated as:

20~ N(0,1), (5)

where N(0, I) represents a Gaussian distribution with zero
mean and identity covariance matrix. 20 € RE*HXW de.



notes the initialized conceptual archetype for the c-th class,
where C, H, and W denote the channel, height, and width
of the distilled data, respectively.

In the k-th CRB block, #%~1 is optimized to align the
model’s output with the c-th class representation. The opti-
mization objective is defined as follows:

Ere(jlg_lvc) = _yc IOg (M£<£§_1)C) 1) (6)

where L. is the reconstruction loss, y. represents the one-
hot encoded label for class c.
The optimization process can be formulated as:

~k k=1
T = =1 Var-1Lee(de 5 0),

~k—1
L

(N
where 7 is the learning rate, and V11 Lre (2571, ¢) repre-
sents the gradient of the reconstruction loss with respect to
the input 51,

After K iterations, the reconstructed image if SErves as
the conceptual archetype for class c. This process is repeated
m times for each class to generate m archetypes, with m
set to 5 in this paper. Figure 3 illustrates a t-SNE visualiza-
tion comparing the deep features of the archetypes with real
MNIST (LeCun et al. 1998) images. The results show that
the reconstructed archetypes closely align with the deep fea-
ture representations of real images, effectively bridging the
gap between the distilled dataset and real images.
Malicious Distilled Dataset Synthesis. The goal of the at-
tack is to synthesize a malicious distilled dataset such that
the backdoor can be effectively activated by real images
while maintaining the utility of the dataset for benign tasks.
By reconstructing conceptual archetypes to bridge the gap
between the distilled and real data, we can leverage them to
embed malicious knowledge into the distilled dataset.

Specifically, for each conceptual archetype z, we obtain
the backdoored sample £’ as follows:

ifh>H—tandw > W —t,
otherwise,

v,

#nw = {5,

where v and t represent the trigger value and size.

Then, a backdoor loss is designed to embed malicious in-
formation into the distilled dataset, ensuring that the back-
door behavior is learned by the model trained on the modi-
fied data. The backdoor loss is defined as:

[-:BA = —Yta log (MA(-fj/)ta) 5 (9)

where 1, represents the backdoor target label, and M 4 is
the attacker-side model, trained from scratch.

To conceal malicious behavior, it is crucial to minimize
performance degradation. This is achieved by ensuring that
the optimization trajectory of downstream models trained on
the malicious distilled dataset closely matches those trained
on the benign dataset. A trajectory consistency loss is intro-
duced to enforce this alignment as follows:

ST IVoLalS) = VoLia(S)]%,
(A<C]

®

1
P 10
Ly 0] (10)

where © denotes the set of model parameters of M 4, L¢,
represents the loss of the downstream task.
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By constraining L., we can ensure that the malicious
dataset maintains a similar optimization trajectory to the be-
nign dataset, thereby concealing malicious behavior while
minimizing the impact on the performance of downstream
tasks. Finally, we combine both losses to form the over-
all objective for synthesizing the malicious distilled dataset.
The hybrid loss function is defined as follows:

Lhybria = aLpa+ (1 — )Ly, (1D

where « is the balancing parameter that controls the trade-
off between embedding malicious information and main-
taining trajectory consistency.

Then, S is iteratively updated to minimize Lpypriq as:
3 — 3 —-n- V‘Chybrid~ (12)

These steps are repeated for NV iterations within a single
epoch. To ensure that model M 4 follows the next benign
optimization trajectory, it is updated on S after each epoch.
This entire process is repeated for £ epochs.
Implementation. Once the attacker synthesizes the mali-

cious distilled dataset S , itis redistributed to the users. Users
then train their downstream models M,, on S using their
own training strategies. During the inference phase, the ma-
licious behavior is activated when the trigger is injected into
real images following Eq. (8) to produce malicious outputs
aligned with the attacker’s target, while maintaining normal
performance on benign inputs.

Notably, our method remains effective even when M,,
and M 4 have different architectures. Moreover, it does not
require fine-tuning any DD process on the dataset owner’s
side, nor does it require access to raw data. Therefore, our
method is versatile and practical across various scenarios.

Experiments
Experimental Setting

Experiment Environment. Our method is implemented us-
ing the PyTorch framework and optimized with Stochas-
tic Gradient Descent (SGD) (Kingma and Ba 2014) with a
learning rate of 0.01. The malicious dataset is synthesized
over 10 epochs. Experiments are conducted on a system
equipped with an NVIDIA RTX 3090.

Experiment Setting. We use ConvNet (Krizhevsky,
Sutskever, and Hinton 2012) as the default attacker-side
downstream model. Additionally, AlexNet (Krizhevsky,
Sutskever, and Hinton 2017), VGG11 and VGG16 (Si-
monyan and Zisserman 2014), ResNet18 and ResNet34 (He
et al. 2016) are used as the user-side downstream networks.
Datasets. To assess the generalization ability of our
method across different raw datasets, we evaluate it
on CIFAR-10 (Krizhevsky, Hinton et al. 2009), CIFAR-
100 (Krizhevsky, Hinton et al. 2009), MNIST (LeCun et al.
1998), FashionMNIST (Xiao, Rasul, and Vollgraf 2017),
and SVHN (Netzer et al. 2011).

DD Methods. To evaluate the generalizability of our
method, we test it across several different representative DD
methods, including DC (Zhao, Mopuri, and Bilen 2021),
DM (Zhao and Bilen 2023), DSA (Zhao and Bilen 2021),
and MTT (Cazenavette et al. 2022).
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Table 1: Experimental results of different strategies and different raw datasets with DC (Avg, %).

Metrics. We use benign accuracy (BA) to measure perfor-
mance on benign samples and attack success rate (ASR) to
assess the attack’s effectiveness. Neural networks exhibit in-
herent randomness due to variations in random seeds. To en-
sure result reliability, we conduct experiments with 10 dif-
ferent seeds and report the average (Avg) and standard devi-
ation (STD) of the performance metrics.

Experiments about Different Training Strategies

In this subsection, we evaluate the impact of different train-
ing strategies on the effectiveness of our attack based on DC.
Specifically, we analyze performance across different num-
bers of training epochs in user-side training, and we treat the
performance of models trained directly on the benign dis-
tilled dataset as the baseline. As shown in Table 1, our attack
remains effective across different training epochs, maintain-
ing a high ASR with minimal BA degradation. Addition-
ally, our method demonstrates strong generalizability across
various raw datasets and IPC settings, ensuring robustness
in diverse scenarios. Experiments on training strategies and
different user-side models can be found in the Appendix.
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Experiment with Different DD Methods

To further validate our effectiveness, we extend our exper-
iments to different DD methods, with the results summa-
rized in Table 2. We conduct evaluations using user-side
training strategies of 50 and 100 epochs. As shown in Ta-
ble 2, our attack consistently demonstrates strong perfor-
mance across various DD methods. In most cases, the at-
tack achieves nearly 100% ASR, effectively embedding the
backdoor into the distilled dataset, regardless of the specific
DD approach employed. Additionally, the BA degradation
remains within an acceptable range, which indicates that the
overall utility of the dataset is well preserved. These results
confirm the generalizability and robustness of our proposed
attack method, demonstrating its effectiveness across differ-
ent distillation strategies while maintaining the performance
of downstream tasks.

Visualization

Figure 4 compares benign and malicious distilled datasets.
The first row shows benign distilled images, while the sec-
ond row illustrates the malicious versions after backdoor in-
jection. Due to the inherent abstraction of distilled datasets,
these images inherently lack fine-grained details, making
it challenging for users to discern their authenticity based



ConvNet AlexNet VGGI11 VGGI16 ResNet18 ResNet34
Method Dataset 1PC
50 100 50 100 50 100 50 100 50 100 50 100
Baseline 2778 2777 | 1877 1756 | 2447 2566 1416 1442 | 1696 1793 | 2101 2158
- 1 | BA 2543 2579 | 17.68 1657 | 2324 2317 1290 1337 | 1462 1649 | 1945  19.17
% ASR 10000  100.00 | 6835 6503 | 100.00 10000 | 9940 9890 | 51.77 5124 | 8941 9921
£ Baseline 3993 4263 | 1279 2148 | 3467 3527 | 2371 2616 | 1720 1852 | 2208 2288
10 | BA 3487 3592 | 2226 1638 | 2848 2907 | 2076 2215 | 1402 1425 | 1773 1847
e ASR 100.00  100.00 | 96.84 4141 | 100.00 10000 | 100.00 100.00 | 7551  88.00 | 99.95  99.97
S Baseline 9.46 10.77 121 1.68 841 9.01 3.15 461 1.53 1.67 226 3.16
~ 1 | BA 8.59 9.97 2.11 1.33 7.06 7.85 2.85 4.09 1.34 1.39 1.71 2.30
é ASR 9926 9983 | 3327 000 9767  99.17 | 9198  87.85 0.40 0.03 2294 1505
E Baseline 69.88 6998 | 5215 3074 | 5975 6272 | 2380 3116 | 5798 5729 | 6180  61.92
2 1 | BA 63.66 6393 | 29.17 2030 | 5505 5546 | 2160  27.60 | 50.18 5159 | 5487 5347
= ASR 10000  100.00 | 7446 6827 | 100.00 10000 | 10000 100.00 | 99.66 9843 | 100.00  100.00
g Baseline 7429 7881 | 2584 5317 | 7746 7800 | 5681 6327 | 5649 5777 | 5997 6240
& 10 | BA 7102 7142 | 1902 3429 | 7053 7055 | 4680 5502 | 4264 4631 | 4677 4726
ASR 10000 100.00 | 74.49 6485 | 100.00  100.00 | 100.00  100.00 | 99.60  100.00 | 100.00  100.00
S Baseline 4850 5419 | 2023 3550 | 4250 4297 | 28.18  29.88 | 2577 2611 | 2636  27.79
DM 3@ 50 | BA 3342 3526 | 2039 2399 | 2900 = 2945 1835 2023 | 1592 1604 | 1792 1849
= ASR 9991 9925 | 8405 97.89 | 10000  100.00 | 100.00  100.00 | 99.88  98.93 | 100.00  100.00
= Baseline 2624 2669 | 1925  17.04 | 2199 2223 1353 1507 | 2349 2500 | 21.18  22.06
- 1 | BA 2409 2470 | 1865 1650 | 19.01 2160 | 1224 1312 | 2089 2248 | 1824 1938
% ASR 10000 9999 | 6890 6772 | 9738 9976 | 89.64 9052 | 9627  99.83 | 89.81  97.34
£ Baseline 38.17 4423 | 1448 2751 | 3325 3730 | 19.60 2415 | 2453 2956 | 21.10 2550
10 | BA 3260 3482 | 1792 2232 | 2654 3121 1780 1915 | 19.62 2382 | 1870  20.40
ASR 10000  100.00 | 46.18  47.10 | 100.00 10000 | 9999  100.00 | 9822  100.00 | 99.34  100.00
Baseline 8.78 9.99 124 255 6.15 827 2.07 311 2.94 5.63 331 5.15
DSA S 1 | BA 7.66 9.10 241 1.97 579 7.35 223 3.05 2.20 4.07 3.14 427
= ASR 9531 9843 | 1975 121 9056  99.69 | 8252 9861 | 1668 7971 | 8415 8286
£ Baseline 1628 2328 | 584 1469 | 11.79 17.81 443 717 6.15 783 558 761
© 10 | BA 731 8.35 714 689 7.23 8.23 3.18 4.87 3.85 4.96 3.53 4.83
ASR 4276 4190 | 3568 2576 | 9623 6021 | 97.17 7547 | 9590 7579 | 98.16  67.59
C Baseline 6789 6922 | 4281 4575 | 5303  57.14 | 2153 2798 | 6266 6632 | 5796  58.88
2 1 | BA 6132 6255 | 3227 3255 | 4777 49.78 1957 2821 | 5631 5736 | 4929  50.07
= ASR 10000  100.00 | 83.07  67.64 | 100.00 10000 | 10000 100.00 | 100.00  100.00 | 100.00  100.00
5 Baseline 7323 7173 | 1956 6182 | 67.66 7922 | 5264 5865 | 6418 7063 | 6591  76.19
& 10 | BA 7169 7311 | 2853 4116 | 6685  69.86 | 47.12 5545 | 5191 6003 | 4886 6215
ASR 10000  100.00 | 79.51  80.63 | 100.00  100.00 | 10000  100.00 | 100.00  100.00 | 100.00  100.00
Baseline 3876 3880 | 1087 1416 | 1797 2149 1137 1104 | 1402 1479 | 1676  16.99
- 1 | BA 31.87 3258 | 1127 1227 | 1811 19.73 1062 1152 | 1229 1382 | 1628 1645
MIT 5?: ASR 10000  100.00 | 7029  72.69 | 100.00  100.00 | 100.00  98.89 | 59.24 9244 | 9994  99.64
£ Baseline 4381 5165 | 1682 2673 | 3344 3435 | 2333 2566 | 1558 1617 | 1953 2122
10 | BA 3481 37.81 | 2413 1166 | 2500 2592 1701 2044 | 1233 1274 | 1473 1606
ASR 10000  100.00 | 9408 5431 | 100.00 10000 | 10000 100.00 | 79.19  71.56 | 100.00  100.00
Table 2: Experimental results based on different DD methods and different user-side models (Avg, %).
T s : : : Model D DSA MTT
on individual dl'St'llled samples. This abstraction aids the at- T Tttt ico.729 7 51ﬂS:0.830 ST TE0
tack, as the malicious changes are subtle and hard to detect. AlexNet | BA 165646264 | 21.6541919 | 19.86+3.226
Although these perturbations are minor, the backdoor trig- ASR | 23.04+38.896 | 21.36+16.998 | 18.33+18.708
gers remain effective, ensuring the model responds to the VGG Ba;;““e %gggig-gg% gggﬁ?‘l‘g; Sg'gii}'éég
attacker’s intended inputs. ASR | 68.89:£20244 | 49.77+26.597 | 77.21+20.196
Baseline | 26.16+1.630 | 24.15£1.801 | 25.66+1.848
. VGG16 BA 21.014£2.285 | 21.69+1.418 | 21.57+1.493
Ablation Study ASR | 56.7037.613 | 17.99::24.918 | 73.78+35.649

In previous experiments, we used ConvNet as the attacker’s
downstream model. In this experiment, we evaluate the im-
pact of different architectures on the effectiveness of our at-
tack. To demonstrate our generalizability, we conduct exper-
iments on CIFAR-10 distilled using different DD methods,
with IPC set to 10. The results in Table 3 indicate that our
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Table 3: Attack performance with different attacker-side
downstream models (Avg £+ STD, %).

attack remains highly effective across various model archi-
tectures. It can be seen that our threat model operates under



Performance (%) Time (s)
BA ASR Per Image Per Epoch All
m=2>5 | 2579 100.00 0.53 1.50 0.53 x5 x 10+ 1.50 x 10 =41.5
m =10 | 25.59  100.00 0.53 1.65 0.53 x 10 x 10 4+ 1.65 x 10 = 69.50
m =20 | 2536  100.00 0.53 1.96 0.53 x 20 x 104+ 1.96 x 10 = 125.60

Table 4: Computational complexity and attack performance with varying numbers of conceptual archetypes.

Malicious

Figure 4: Visualization of benign and malicious distilled
data: Without comparison, users may struggle to detect sub-
tle differences due to the abstraction of distilled datasets.
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Figure 5: The performance under different o in Eq. (11).

relatively weak assumptions, making it highly practical in
real-world scenarios. Despite these relaxed constraints, our
attack maintains strong performance across various settings.

To analyze the impact of different components in our
method, we conduct an ablation study on the effect of « in
Eq. (11), which balances the tradeoff between attack effec-
tiveness and benign performance. In this experiment, we use
the distilled CIFAR-10 dataset by DC, with IPC set to 1. The
results in Figure 5 show that as « increases, ASR remains
high, but performance degradation on benign tasks becomes
more pronounced. This occurs because a larger o empha-
sizes backdoor retention, potentially sacrificing the distilled
dataset’s utility. To achieve an optimal balance, we set « to
0.5 as the empirical recommendation. Besides, further ex-
periments can be found in our Appendix.

Computational Complexity

Our attack method is efficient and lightweight. We evaluate
its computational cost on a distilled CIFAR-10 dataset by

the DC method with IPC set to 1. The complexity depends
on the number of reconstructed archetypes, with results sum-
marized in Table 4. Different archetype numbers achieve ef-
fective attacks with minimal benign impact. We recommend
using m = 5 for a balance between efficiency and attack
effectiveness.

Our attack method consists of two phases: conceptual
archetype reconstruction and malicious distilled dataset syn-
thesis. Reconstructing each archetype takes 0.53s, this phase
takes about 26.5s for CIFAR-10 under the default setting of
five archetypes per class. In the second phase, each epoch of
malicious dataset synthesis takes 1.5s on an NVIDIA GTX
3090, allowing the entire attack to complete in under one
minute. Consequently, the entire attack can be completed in
less than one minute. This minimal time overhead and the
delay makes the attack virtually imperceptible to users.

Conclusion

In this paper, we propose a novel backdoor attack method for
distilled datasets, enabling backdoor injection without ac-
cess to raw data, knowledge of the DD process, or changes to
the data owner’s pipeline. Our approach leverages intrinsic
properties of DD by reconstructing conceptual archetypes
that align with the latent representations of real images,
thereby bridging the gap between distilled and real data. We
embed backdoor information into the distilled dataset, en-
suring a consistent optimization trajectory with benign train-
ing to conceal malicious behavior. Extensive experiments
across various DD methods, raw datasets, training strategies,
and downstream architectures demonstrate the effectiveness,
generalizability, and stealthiness of our method. Our find-
ings highlight a critical security vulnerability in dataset dis-
tillation, challenging the belief that distilled datasets are re-
sistant to backdoor attacks. We hope this work raises aware-
ness of potential threats and encourages research into de-
fense mechanisms for distilled dataset security.
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