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Abstract

Document protection has become a critical issue for prevent-
ing unauthorized copying, distribution, and tampering. Doc-
ument encryption is a proven solution, but it is not resistant
to attacks from the physical world such as screenshots, print-
ing and photographing. A common document protection tech-
nique is font-based watermarking, which embeds impercep-
tible information by using sets of visually similar glyphs to
encode traceable data. However, due to the non-differentiable
rendering process of vector fonts, these methods often rely on
time-consuming and laborious manual design. To address this
challenge, we present GlyphShield, an innovative end-to-end
vector font watermarking framework. We resolve the non-
differentiability challenge by simulating differentiable ras-
terization through the computation of Signed Distance Field
(SDF) for Bézier curves in vector fonts. Besides, to handle
complex vector font structures, a novel dual-branch vector
encoder is employed to ensure high-quality font synthesis.
Extensive experiments demonstrate that our approach ensures
more natural and smoother message embedding while ensur-
ing robustness against noise attacks in diverse scenarios. Ad-
ditionally, our framework demonstrates strong generalization
across various font styles and languages.

Introduction

Digital watermarking, as an important security tool, aims to
convey and store information without arousing suspicion by
embedding watermark information in various media such as
image (Zhu et al. 2018; Tancik, Mildenhall, and Ng 2019;
Lan et al. 2023), audio (Pavlovic et al. 2021; Liu et al. 2022;
Chen et al. 2023), video (Wang and Pearmain 2006; Chang
et al. 2022; Zhang et al. 2023) or document (Qi et al. 2019;
Yang et al. 2023; Sun et al. 2024). It plays a key role in
information hiding, privacy protection, traceability tracking,
copyright protection, and data integrity verification.

Text documents are the most widely used digital me-
dia, making the embedding of invisible watermarks in them
highly valuable. However, existing solutions exhibit inade-
quacies for documents that demand both physical-world ro-
bustness and semantic precision. On the one hand, encryp-
tion algorithms (Rivest, Shamir, and Adleman 1978; Koblitz
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Figure 1: General process of text watermarking based on
font watermarking. (a) synthesizing watermarked fonts, (b)
embedding watermark information into text, and (c) extract-
ing watermark information from distorted text images.

1987) protect against unauthorized digital access but are de-
fenseless against physical-world attacks such as screenshots
or printing. On the other hand, semantic-based watermark-
ing (Fang, Jaggi, and Argyraki 2017; Kirchenbauer et al.
2023; Yoo et al. 2023), while robust across different media,
fundamentally alters textual content. This makes it unsuit-
able for applications where semantic integrity is paramount,
such as legal contracts and identification documents.

This gap highlights the need for a different paradigm: wa-
termarking the visual representation of text, rather than its
semantic content. One such family of methods is font-based
watermarking, which embeds information by constructing a
set of visually similar fonts. As illustrated in Figure 1, the
typical pipeline for these methods (Xiao, Zhang, and Zheng
2018; Campbell and Kautz 2014; Qi et al. 2019; Yang et al.
2023) consists of three main stages: (a) Font Generation:
For each character, a set of visually similar glyphs is gen-
erated, where each unique glyph encodes a data bit (e.g., ’0’
or ’1’). (b) Watermark Embedding: During this stage, char-
acters in the original document are systematically replaced
with their corresponding glyph variants from the generated
set to encode the complete watermark. (c) Watermark Ex-
traction: The document image is first processed to locate
character positions. Then, the specific glyph used for each
character is recognized, and the associated information is
decoded sequentially to reassemble the original message.

However, above methods treat watermarked font synthe-



sis (Encoder) and information extraction (Decoder) as sepa-
rate stages. This separation arises because the watermarked
font is inherently a vector-based representation, defined by a
series of coordinate points, whereas information extraction
operates in the image domain. Since rendering vector fonts
into character images is non-differentiable, the Decoder’s
gradient cannot be back-propagated to the Encoder, prevent-
ing end-to-end optimization. Therefore, achieving joint op-
timization of the Encoder and Decoder is essential for auto-
mated watermark font synthesis.

To address the problem, we introduce GlyphShield, a
novel end-to-end vector font watermarking framework. At
the core of our approach is the joint optimization of the en-
coder and decoder, achieved by computing the Signed Dis-
tance Field (SDF) of vector characters to approximate a dif-
ferentiable rendering process. The main contributions of this
work are as follows:

* We present the first end-to-end vector font watermarking
framework, enabling robust and imperceptible generic
text watermarking through font-based embedding. By
computing the SDF of vector font, we model differen-
tiable rasterization to enable joint optimization of the font
synthesis encoder and the message decoder.

* Due to the complex nature of vector font structure, we
propose a dual-branch network to predict small glyph
perturbations by capturing local and global features of
vector fonts to generate high-quality watermarked fonts.

» Extensive experiments demonstrate that our framework
outperforms previous SOTA models, ensuring high-
quality watermarked font synthesis with robustness to
various distortions. Additionally, our model can embed
watermark information in texts of different languages
and styles, showcasing wide applicability.

Related Work

Image Watermarking. In recent years, there has been a
proliferation of research on image watermarking. HiDDeN
(Zhu et al. 2018) employs an autoencoder-like DNN archi-
tecture to jointly train encoder and decoder for watermark
embedding and extraction. StegaStamp (Tancik, Mildenhall,
and Ng 2019) presents a robust and reliable image water-
marking framework using the U-Net architecture, aiming
to enhance watermark robustness, particularly in scenarios
involving real-world printing and photography. Xu et al.
(song Xu et al. 2022) achieved high-capacity image wa-
termarking by leveraging the properties of Invertible Neu-
ral Networks. However, the sparse texture of document im-
ages makes it challenging to adapt conventional image wa-
termarking methods.

Font Watermarking. FontCode (Xiao, Zhang, and Zheng
2018) initializes a set of randomly perturbed fonts from
the font manifold (Campbell and Kautz 2014), followed
by manual screening to construct similarly shaped fonts. A
CNN network is then trained for each character to extract
embedded information. Qi et al. (Qi et al. 2019) propose
creating perturbed glyphs by adjusting strokes and use a
template-matching algorithm to extract information by cal-
culating the similarity between the current glyph and the
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perturbed ones. AutoStegaFont (Yang et al. 2023) adopts a
two-stage training strategy: it first generates encoded glyph
images, then individually vectorizes and optimizes each wa-
termarked character into its font representation. However,
all these methods design the font synthesis and information
extraction processes separately, leading to poor collabora-
tion between the encoder and decoder. This separation de-
grades the visual quality of synthesized fonts and reduces
the robustness of information decoding. Additionally, these
methods require individual designs for each character, mak-
ing them time-consuming and inefficient for texts with many
glyphs, such as Chinese and Japanese.

Font Synthesis. Deep learning has recently advanced font
generation (Park et al. 2021; Tang et al. 2022; Pan et al.
2023; Wang et al. 2023), yet most methods focus on font
images and cannot produce genuine vector fonts. For this,
several studies have delved into the synthesis of high-fidelity
vector fonts. DeepVecFont (Wang and Lian 2021) predicts
SVG instructions with LSTMs and uses differentiable ras-
terization via diffvg (Li et al. 2020) to improve visual fi-
delity, but diffvg remains slow and struggles to balance gra-
dient quality with rasterization accuracy. Consequently, re-
cent works (Reddy et al. 2021; Xia, Xiong, and Lian 2023;
Liu et al. 2023) favor Signed Distance Fields (SDF) on sim-
ple geometric primitives for efficient differentiable raster-
ization. Our approach adapts this by computing the SDF
directly on a font’s constituent Bézier curves. This enables
gradient propagation from the information decoder back to
the font generator, allowing for true end-to-end optimization
of the watermarking process.

Methodology
Preliminary

Before introducing our method, we first describe the data
structure of vector fonts. Unlike pixel-based character im-
ages, vector fonts represent shapes with Bézier curves. A
vector character G is composed of n closed contours G =
{C;}", where each contour C; contains m; control points
C; = {P;}™:. Each control point P = (z,y) includes its
coordinates and an identifier s indicating whether it lies on
the curve. Given three control points Py, Py, P», then any
point P(t) on the Bézier curve B can be expressed as:

B:P(t)=(1—-t)*Py+2t(1—t)P, +1*Py, t € [0,1] (1)

When Py, P, and P are collinear, the curve degenerates into
a straight line. In this paper, we represent all straight lines
as quadratic Bézier curves by inserting an additional control
point P; = (Py+ P»)/2 between two points. This unifies the
closed contour C, containing both straight and curved lines,
into a contour composed solely of quadratic Bézier curves.
Thus, for any point P; in the closed contour, P; is an off-
curve point if j is even, otherwise it is an on-curve point.
Notably, the first point in C' serves as the P, control point of
the first curve and also the P, control point of the last curve.

In the actual training process, we concatenate all closed
contours C; € R™i*2 of a character G. The final shape of
our input data is G = {C} o C5...C,,} € R™*2 where
M=), M.
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Figure 2: Architecture of the proposed model. The pipeline of our approach is illustrated in (a), highlighting the additional
process of differentiable rasterization (denoted by red curly brackets) compared to the general image watermarking framework.
Figure (b) details the structure of the vector encoder. Figure (c) demonstrates how the fonts synthesized by our method are used
to watermark a document and subsequently extract the embedded watermark. In addition, ”o” denotes feature concatenation,

while 7+ represents element-wise addition.

Overview

As shown in Figure 2 (a), our pipeline first employs an
Vector Encoder to generate watermarked vector characters.
These characters are then differentiably rasterized (high-
lighted in red brackets), passed through a Noise Layer, and
finally decoded to recover the embedded message.

The Vector Encoder is responsible for embedding the n-
bit binary watermark information M € {0, 1}™ into the vec-
tor character G, resulting in G with the embedded informa-
tion. Subsequently, we compute the Signed Distance Field
S e RYMxw of G and render S into the image character
I € RYhxw ysing a differentiable rendering function f(-).
The h,w represent the height and width of the image. The
image ITisthen passed through a Noise Layer to simulate po-
tential distortions, producing the distorted image I. Finally,
the Image Decoder extracts the watermark information M
from the distorted image.

Watermarked Font Synthesis

Figure 2(b) illustrates the Vector Encoder for watermark font
synthesis. The dual-branch design extracts complementary
global and local features, whose combined outputs predict
coordinate offsets of vector characters to embed watermarks.
This architecture delivers both high-quality synthesis and ro-
bust decoding, as validated in the ablation study.

Message Encoder. The message encoder consists of four
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layers of MLP, each using Batch Normalization and ReLU
activation functions. It is responsible for encoding the raw
watermark information into intermediate features z,, € R?
, where d is the feature dimension (default is 64). These en-
coded features are then provided to the two branches respec-
tively.

Global Branch. Initially, the input G € R™*2 is re-
shaped into G € R?™. This reshaped input is then fed into
a Linear Layer to obtain the intermediate feature z. € R¢,

where d is 128. Finally, z. is concatenated with z,, and fed
into the Global Encoder module (another four-layer MLP)

to produce the fused feature 7, € R<.

Local Branch. In the Data Structure section, we men-
tioned that the vector character GG is directly stitched to-
gether from multiple closed contours C. However, due to the
varying lengths of these closed contours and the lack of sep-
arating identifiers, the Global branch can only capture global
information, lacking the ability to model finer details. To ad-
dress this limitation, we employ the Local branch to capture
the local relationships within a character.

First, the input G is mapped into feature tokens by the
Coordinate Embedding. Assume there are at most n closed
contours in a character, and each contour has at most m con-
trol points. for the j-th point P;; € R? in the i-th contour,
we project it onto a d-dimensional vector e;;. The indices ¢
and j are converted into two one-hot vectors, §; € {0,1}"



and §; € {0,1}™. This can be expressed by the following
equation:

€ij = Waﬂj + Wgél + W.ytgj )
where W, € R¥2 Wj € R¥" and W, € R4*™ are the
three learnable weight matrices. Assuming we have a total
of k control points, this can be expressed as:

3

After that, we splice zs; as a separate token to z. and
encode it using Global Encoder (a standard 2-layer Trans-
former encoder(Vaswani et al. 2017) architecture). The
Transformer’s multi-head attention is set to 8, and the feed-
forward dimension is 128, utilizing the GeLU activation
function. Finally, we take only the first token after the Global
Encoder as the encoded feature z; of this branch.

Offset Predictor. Finally, we concatenate 2. and z; as the
input to the Offset Predictor P, which consists of four-layer
MLP, to predict the offsets of each coordinate. The final vec-

tor font G in which we embed the watermark can be repre-
sented as:

kxd
ze ={e110e120...; ...} €ER

G=G+9p(P(z07)) o @)
where () is the Tanh function and « is a hyperparameter
that regulates the embedding strength, with the value set to
0.004 during training.

Differential Rasterization

In this section, we describe the entire specific process of
differentiable rasterization. The core idea behind our imple-
mentation lies in transforming the vector rendering process
into the computation of a set of distance functions (SDF),
which facilitate the normal propagation of gradients.

According to the definition, the signed distance field is the
distance from any point P(x,y) on the image to the nearest
curve P(t) = (1 —t)2Py + 2t(1 — t) Py + t2P,. So we first
find the optimal parameter ¢ and then calculate its distance
and direction.

First, let us compute the optimal parameter . For the vec-
tor character G, assume there exist n closed contours. Each
closed contour consists of m quadratic Bézier curves. For
the j-th curve P;;(t) of the i-th closed contour, we can com-

pute the optimal parameter # as follows:
&)

The distance D;;(x,y) from any point P(z,y) to the
curve P;;(t) can be expressed as a quadratic function with
respect to the parameter ¢:

t= argmtin | P (t) — P(x,y)llg

Dyj(w,y) = || P(t) = Pla,y)ll;
(@(t) —2)* + (y(t) —y)* = f1 () (©

We use as an optimal parameter the value of ¢ at the point
where the value of its first-order derivative is O by finding:

d
aﬁ%w=o 7

This can be easily solved by cubic equation root formula,
and thus we can get ¢ as nearest point parameter.
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After obtaining the optimal parameter #, we also need to
determine whether P(z,y) is inside or outside the curve to
obtain the sign. We compute the sign using its tangent vec-

tor v(f) and the cross product of P;;(#)P(z,y). This can be
expressed as:

Py (H)P(z,y) x v(i)
i (T x, X v(t
Hij(a,y) = = = ®)
P ()P (z,y) x v(t)
where v(#) can be expressed as:
v(t) = —2(1 —t)Py +2(1 — 2t)P1+2tP,  (9)

After calculating the distance and sign, we first calculate
the SDF value for each closed contour, which can be ex-
pressed by the following equation:

Sz(xay) = max {Dl](lvy) Hl](xvy)} (10)
1<j<m

After that, we can get the SDF of the whole character by

taking the concatenated set of values of all closed contours:

S(z,y) = min {S’l(ac,y)} (11)

1<i<n
In order to obtain a workable image, we also need a differ-
entiable rendering function f(-) to restrict S € [—00, 0]
to [0, 1].To obtain a more learnable result in order to avoid
discontinuity of its first derivative, we use Reddy’s method
(Reddy et al. 2021) to obtain the final result:

v < S(z,y)

—H((F5)? = 3(35)) =y < S(e,y) <

I(z,y) :

S(z,y) < —v

O o=

(12)
where ~ is a hyperparameter used to control the degree of
rendering smoothness, defaulting to 0.125.

Noise Layer and Image Decoder

Noise Layer. During training, we use the Noise Layer to
simulate potential distortions of the watermarked document
to enhance the robustness of the model. These distortions
include resizing, translation, scaling, rotation, perspective
transformation, blurring, Gaussian noise, and color manip-
ulation. To ensure a fair comparison with the baseline, our
Noise Layer settings are kept consistent with those used in
baseline (Yang et al. 2023).

Image Decoder. The Image Decoder is responsible for
extracting the embedded watermark information from the
distorted image I. As the focus of this paper is not on the
decoder’s architecture, we utilize the Decoder structure from
MBRS (Jia, Fang, and Zhang 2021).

Loss Function

Our loss function consists of two components: the visual loss
function £,, which ensures high-quality font synthesis, and
the message loss function L,,,, which ensures decoding ac-
curacy.

Visual Loss. It consists of three components that con-

strain the rendered image I , the computed SDF value S , and
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Figure 3: A display of four fonts with embedded information. The first row shows the original font. The second and third rows
are the synthesized fonts embedded with bit O and bit 1, respectively. The last two rows are the residuals (multiplied by 10) of

the synthesized font and the original font.

the vector character @ of the embedded watermark informa-
tion. It can be expressed by the following equation:

L= =1, + s =5, + o -], 03

where [ is the image of the original character, .S is the SDF
of the original character, and G is the vector representation
of the original character.

Message Loss. It uses the mean square error to minimize
the distance between the extracted watermark A/ and the
embedded watermark M:

Lo = =i (14)
Total Loss. The overall loss can be expressed as:
L=MLy+ XLy (15)

where \; and A\ are hyperparameters used to balance the
two losses, defaulting to 1 respectively.

Embedding Watermark in Document
As illustrated in Figure 2 (c), once trained, the model gen-
erates a Font Codebook comprising a collection of TTF
fonts, each embedded with specific information and con-
verted from its vector representation using FontForge'. Sub-
sequently, this codebook is used to embed watermarks into
a document following the process shown in Figure 1.
During the extraction phase, we first obtain the distorted
document image (screenshot, photograph, etc.) and then
use a pre-trained character segmentation model (Baek et al.
2019) to extract all the character images from the document
image. These images are then fed into the Image Decoder to
sequentially decode the watermark information.

"https://fontforge.org/
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Experiments
Implementation Details

To verify the model’s performance and generalization, we
trained it on four commonly used English and Chinese fonts:
Times New Roman, Helvetica, Song, and Kai. The dataset
includes 3,498 common Chinese characters and all 52 En-
glish letters. The message length is 1. We used a fixed view
size of 32 x 32, the batch size of 64, and Adam as the op-
timizer with a learning rate of 8 x 10~%. All experiments
are conducted on a single NVIDIA RTX 3090 GPU, and the
model is trained for 4000 epochs.

Metrics. The evaluation of our model is based on two pri-
mary metrics: the robustness of the model’s decoding and
the visual quality of the synthesized fonts. To measure ro-
bustness, we use the average bit decoding accuracy (ACC).
For assessing visual quality, we rely on PSNR and SSIM for
quantitative analysis.

Baselines. The baselines for comparison include Au-
toStegaFont (Yang et al. 2023), the method proposed by
Qi et al. (Qi et al. 2019), and FontCode (Xiao, Zhang, and
Zheng 2018). Both the method by Qi et al. and FontCode
require human assistance and are not yet open source. Out
of respect, we rely on the results reported in the respective
literature (Yang et al. 2023). All results are averaged over
five runs.

Comparison with Previous Methods

Visual Quality. To demonstrate the quality of our synthe-
sized fonts, we provide a visual example in Figure 3. As
observed, the synthesized fonts generated by our method
are nearly indistinguishable to the naked eye, maintaining



Font Method Identity GN JPEG Scale GF Rotation Translation Prespective
(std=0.1) Q=500 (f=05) (c=1) (deg=10°) (dis=0.1) (f=0.2)
Times Proposed 100 94.72 97.75 96.09 100 94.58 100 96.97
AutoStegaFont 100 89.42 97.03 92.30 99.03 92.78 98.55 98.07
Helvetica Proposed 100 92.24 92.18 98.43 100 78.17 94.29 100
AutoStegaFont ~ 89.42 74.04 86.53 89.42 87.50 74.88 87.01 85.57
Song Proposed 100 96.25 97.69 85.03 98.64 96.36 98.14 99.34
AutoStegaFont ~ 92.57 60.57 83.65 78.84 88.46 82.69 84.61 83.65
Kai Proposed 99.63 74.27 83.60 71.34 97.14 84.86 97.72 94.19
AutoStegaFont ~ 75.38 59.61 75.38 66.73 58.65 63.46 57.69 57.69

Table 1: Robustness evaluation under different distortions. “GN” represents Gaussian Noise and “GF” denotes Gaussian Filter.
For Rotation, we evaluate the performance under both clockwise and counterclockwise rotations and average the results. Simi-
larly, for Translation, we test the performance across four directions—up, down, left, and right—and average the outcomes. All
character images are fixed at a size of 32 x 32, and the distortions are implemented using Kornia (E. Riba and Bradski 2020).

high visual fidelity. Additionally, the residuals reveal that the
modifications introduced by our method are uniformly dis-
tributed across the fonts, significantly complicating stegano-
graphic analysis. We also provide the quantitative results in
Table 2. Our method is able to synthesize higher quality
fonts than AutoStegaFont.

Method Metric  Times Helvetica  Song Kai
PSNR  33.53 34.41 30.11 3242
Proposed
SSIM  0.9961  0.9973  0.9946 0.9965
PSNR  25.83 28.61 23.56 2359
AutoStegaFont
SSIM  0.9565  0.9769  0.9488 0.9493

Table 2: Synthetic quality assessment of four different fonts.

Robustness against Different Distortions. Table 1
presents the ACC of our model under various distortion con-
ditions, including Identity, Gaussian Noise (std = 0.1),
JPEG Compression (quality factor () = 50), Image Scal-
ing (f = 0.5), Gaussian Filter (kernel size 3 x 3, 0 = 0.1),
Rotation (deg = 10°), Translation (dis = 0.1), and Perspec-
tive Transformation (intensity f = 0.2). Our method con-
sistently achieves higher accuracy across most distortions.
While AutoStegaFont performs reasonably well on English
fonts with simpler glyphs and fewer characters, it struggles
significantly with Chinese fonts. Apparently the error caused
by its two-stage training strategy is further amplified when
facing a large number of complex characters. In contrast,
our method maintains decoding accuracy above 90% across
various fonts, underscoring the importance of end-to-end
training and demonstrating the robustness of our approach
in handling complex characters.

Comparison under Physical World Distortions. We se-
lect three common physical world document distortions:
Screenshots, Print-Camera Shooting, and Screen-Camera
Shooting to verify the effectiveness of our method. For Qi
et al.’s method and FontCode, we align with the experimen-
tal setups described in the literature (Yang et al. 2023) and
directly use the reported results.

1038

Font Method Font Size (px)
16 20 24 32 40
Proposed 79.30 8846 94.23 100 100
Times AutoStegaFont | 57.69 64.80 80.19 100 100
Qietal. 5192 61.53 6538 6731 71.15
Proposed 82.69 96.15 100 100 100
Helvetica  AutoStegaFont | 56.73 65.76 73.07 89.42 94.64
Qietal. 59.62 63.08 67.50 7096 75
Proposed 63.76 81.10 87.84 100 100
Song AutoStegaFont | 58.65 65.57 77.30 92.57 9536
Qietal. 50.19 53.85 57.69 6538 68.65
Kai Proposed 63.87 72.53 88.79 99.63 99.56
AutoStegaFont | 51.92 53.82 62.38 7538 83.33

Table 3: Robustness against Screenshots with four different
fonts under different font sizes.

Table 3 demonstrates the model’s robustness to screen-
shots at different resolutions (font sizes). Our method con-
sistently outperforms the baseline across all cases, maintain-
ing an accuracy of approximately 90% when the font size
exceeds 24px. However, at lower resolution (16px), we ob-
serve a significant drop in the decoding accuracy of Chinese
characters compared to English characters. This discrepancy
likely arises due to the intricate structure of Chinese fonts,
which contain more complex strokes and finer details that
become increasingly difficult to preserve and recognize as
resolution decreases. In contrast, English characters, with
their relatively simpler structures, exhibit greater resilience
under the same conditions. Addressing this challenge and
improving the robustness of our method for languages with
complex writing systems, such as Chinese, remains an open
problem that warrants further investigation.

We also evaluate different models under Print-Camera
Shooting and Screen-Camera Shooting conditions. Specif-
ically, we fix the cell phone at a shooting angle of 0° and
a distance of 30cm. For Screen-Camera Shooting, we use
a 14-inch “Lenovo XIAOXIN Pro 14” device. For Print-



. GN JPEG Scale GF Rotation Translation  Perspective
Methods PSNR  SSIM  Identit
ethods MY (std=01) Q=500 (f=05 (=1 (deg=10°) (dis=0.1) (f=0.2)
HiDDeN 24.70 0.9891 66.07 60.97 51.76 51.58 58.96 53.75 51.76 52.24
SSL 33.04 09745 87.12 60.77 55.00 48.08 86.35 51.73 52.12 48.08
CIN 4252 0.9943  99.82 76.71 67.87 62.75 61.14 57.86 57.97 56.92
Ours 33.53  0.9961 100 94.72 97.75 96.09 100 94.58 100 96.97
Table 4: Performance comparison of image-based watermarking methods on visual quality and robustness.
Font Method Print-Camera  Screen-Camera due to its limited capacity for local detail modeling. Employ-
ing only the Local branch improves PSNR by about 2dB but
Proposed 94.85 88.16 reduces average bit decoding accuracy by nearly 14%, indi-
Timse AutoStegaFont 86.17 82.64 cating a trade-off between visual fidelity and watermark ro-
Qietal. 69.23 69.42 bustness. The Global branch achieves higher decoding accu-
FontCode 40 - racy by capturing the overall glyph structure, while the Local
Proposed 96.53 92.72 brapch focus.es' on fine contour detai.ls to improve visua} fi-
Helvetica  AutoStegaFont 88.07 83.26 ge{?ty' ,Conllll?“}llmg bl‘?:h ?ra‘tmhei;‘ch‘e"ez a bl?‘li‘)‘llczd de;?gn’
Qietal, 72 88 67.12 elivering high-quality font synthesis and reliable decoding.
Proposed 92.40 85.25
Song AutoStegaFont 80.79 77.51 Structure ACC PSNR SSIM
Qietal. 67.69 68.08
Global 96.07 30.42 0.9862
Kai o, DRSS B fhaysd Local 8273 3224 0.9904
utostegaron . .
£ Global & Local 99.14 33.53 0.9961

Table 5: Robustness against Print-Camera Shooting and
Screen-Camera Shooting distortions.

Camera Shooting, images are printed on A4 paper with an
“HP LaserJet Pro MFP M126nw” and then captured. Since
FontCode provides experimental data only at a font size of
40px, our tests is conducted at this size. The results of our
evaluation are shown in Table 5. Our method generally out-
performs the baseline in most cases. Accuracy under Screen-
Camera Shooting is lower than Print-Camera Shooting due
to additional distortions like downsampling ight reflections,
and moiré patterns. Improving resistance to these distortions
will be a key focus for future research.

Comparison with Image-based Methods. In addition to
font-based approaches, we also evaluate image-based base-
lines, including HiDDeN (Zhu et al. 2018), SSL(Fernandez
et al. 2022), and CIN (Ma et al. 2022). As shown in Table
4, our approach achieves superior visual quality and higher
decoding accuracy under various distortions. In particular,
while CIN performs relatively well on PSNR and SSIM, its
robustness drops sharply under geometric transformations,
highlighting the limitation of image-based watermarking in
handling texture-sparse character images. In contrast, our
vector-based design maintains near-perfect decoding accu-
racy across all perturbations.

Ablation Study

In this section, we present a detailed evaluation of the pro-
posed dual-branch Vector Encoder. As shown in Table 6, us-
ing only the Global branch yields the lowest visual quality
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Table 6: Impact of different structures of the Vector Encoder
on performance. We conducted experiments using the Times
New Roman font, evaluating the average decoding accuracy
under random noise attacks and the visual quality of the syn-
thesized fonts.

Conclusion

In this paper, we propose a novel end-to-end vector font wa-
termarking framework for robust and generalizable text pro-
tection in the physical world. Existing watermarking meth-
ods typically treat font synthesis and watermark extraction
as separate processes, which limits both the visual fidelity
of the generated fonts and the robustness of the embedded
watermark. To address this limitation, we introduce a dif-
ferentiable rasterization strategy that leverages the Signed
Distance Field (SDF), enabling gradients to propagate seam-
lessly from the watermark decoder back to the font genera-
tor for true end-to-end optimization. Moreover, we design a
dual-branch vector encoder tailored to the intrinsic structure
of vector fonts: the Global branch captures overall glyph ge-
ometry, while the Local branch focuses on fine-grained con-
tours. This combination ensures high-quality font synthesis
while preserving reliable watermark decoding under vari-
ous distortions. Extensive experiments demonstrate that our
framework consistently outperforms state-of-the-art image-
and font-based methods in both visual quality and decoding
accuracy, offering an efficient and general solution for real-
world document protection scenarios.
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