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Abstract

In recent years, deep learning(DL)-based RF fingerprint
(RFF) recognition has become a promising wireless device
verification technique in the Internet of Things (IoT). How-
ever, temporal variations in device load status effects as well
as channel effects can lead to inconsistent RF fingerprint dis-
tributions during the training and testing phases, which causes
performance degradation of DL models. To address this prob-
lem, we propose the first test-time-adaptation (TTA) approach
to improve the domain generalization ability of RFF recogni-
tion models. We first analyze the causes of time-varying RFF
distribution shifts, such as carrier frequency offset (CFO),
and develop a physical impairment-based data augmenta-
tion strategy. Based on this, we further propose a physically
information-aware prototype to guide the model for TTA.
Our method requires no model retraining or labeled test sam-
ples, and is a lightweight, nonparametric solution. Finally, our
approach is extensively evaluated using mobile phones with
the IEEE 802.11 orthogonal frequency division multiplexing
(OFDM) system, which demonstrates that our scheme can ef-
fectively improve RFF average recognition performance by
about 7.8%.

Introduction

The proliferation of Internet of Things (IoT) devices has sig-
nificantly advanced the development of smart homes and
smart city applications. Nevertheless, the inherent open-
ness of wireless communication channels renders these con-
nected devices particularly vulnerable to security threats, in-
cluding unauthorized access. Recent progress in RF finger-
printing (RFF) has established it as a promising authentica-
tion mechanism for IoT systems (Huang et al. 2017; Polak
and Goeckel 2015), utilizing intrinsic hardware imperfec-
tions like IQ imbalance (Huang et al. 2017), loop filter vari-
ations (Brik et al. 2008), and clock jitter (Jana and Kasera
2008) as unique, tamper-resistant identifiers.

In recent years, deep learning (DL)-based RFF recog-
nition techniques have been widely investigated, which
can achieve impressive classification accuracy (Riyaz et al.
2018; Shen et al. 2022). However, most DL approaches as-
sume ideal conditions with stable, independent, and iden-
tically distributed (i.i.d.) for RFF. Real-world deployments
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Figure 1: Our work addresses the more realistic scenario
where complex device loads (e.g., on a mobile phone) in-
duce DSE, distorting the RFF and degrading accuracy in the
test phase.

face significant domain shifts due to environmental changes
and device status variations as shown in Fig. 1, leading to
degraded generalization performance. This presents two key
challenges:

Channel Effect. Wireless communication environments ex-
hibit dynamic channel conditions and noise levels that vary
with time, location, and acquisition settings. These varia-
tions cause significant shifts in signal characteristics (ampli-
tude, frequency, and phase), ultimately degrading the classi-
fication performance of deep learning models.

Device Status Effect (DSE). Wireless devices experience
varying operational states (e.g., various application loads
lead to temperature differences) that significantly affect their
RF fingerprints (Li et al. 2024). As shown in Fig. 3c, even
fundamental RFF characteristics like carrier frequency off-
set (CFO) and carrier phase offset (CPO) exhibit notable dis-
tribution shifts across different mobile applications for the
same device.

Existing studies have primarily focused on mitigating
channel effects, proposing methods such as extracting
channel-independent features (Liu et al. 2019; Restuccia
et al. 2019), developing channel-robust features through
transmitter operation (Rajendran and Sun 2022; Rajendran
et al. 2020), and applying advanced signal processing algo-
rithms (Xing et al. 2022; Shen et al. 2022). However, these
algorithms do not take into account the phenomenon of RFF
offset in the device itself due to complex DSE. To cope with
the DSE, the researchers explored the effect of temperature
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Figure 2: We propose RFF-TTA to solve this DG prob-
lem. RFF-TTA can utilize batch samples from an online test
stream to guide model adaptation and direct inference.

on the CFO fingerprints in mobile phone (Li et al. 2024).
Then, the research attempts to address this problem by mod-
eling recognition at different phone temperatures (Gu et al.
2024). However, the prior temperature of the phone is un-
available in many cases. Furthermore, the combined effects
of channel variations and DSE lead to highly complex and
unpredictable RFF distribution patterns, significantly com-
pounding the identification challenges.

Recent studies have attempted to address the RFF dis-
tribution shift problem through domain adaptation (DA)
(Zhang et al. 2024; Cai et al. 2025) and domain general-
ization (DG) (Tang et al. 2024) techniques. However, DG
struggles with unseen device states, while DA requires test
data for training - both are impractical for online scenar-
ios. In the broader machine learning field, test-time adap-
tation (TTA) has emerged as an effective paradigm to ad-
dress distribution shifts by dynamically adjusting models us-
ing unlabeled test data. This approach is particularly appeal-
ing for RFF recognition as it enables real-time adaptation
without costly retraining. However, existing TTA strategies
(Jiang et al. 2024; Gong et al. 2025), primarily developed
for computer vision tasks, demonstrate limited effectiveness
when directly applied to RF fingerprint data due to fun-
damental differences in data characteristics. For example,
as shown in Fig. 3a, the latest decoupled prototype learn-
ing (DPL) (Wang et al. 2025) and non-parametric classifier
(NPC) (Zhang et al. 2023) methods are unstable and have
even experienced a decline compared to the DG method.

This paper presents RFF-TTA, a novel TTA method that
uniquely exploits inherent DSE characteristics like CFO to
guide model adaptation. Unlike conventional approaches,
our core innovation lies in using physically-grounded signal
impairment transformations to generate reliable prototype
points, which then provide well-directed adaptation targets.
This physics-aware design specifically addresses the unique
challenges of RFF distribution shifts on DSE. Our main con-
tributions are as follows:

* To the best of our knowledge, we are the first to pro-
pose a RFF-TTA technique that combines physical im-
pairments to drive model adaptation. Our RFF-TTA can
significantly improve the existing RFF method’s perfor-
mance upper bound.

* We propose a physical impairment-based (CFO and
CPO) data augmentation framework targeted to over-
come the DSE by systematically characterizing the ran-
dom drift properties of hardware impairments.
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* We propose a physical information-aware prototype
ensemble approach by utilizing physical impairments-
based augmented data. The method is non-parametric-
based and can directly utilize unlabeled online batch flow
data to implement TTA.

Background and Challenges
Temporally-Varying RF Fingerprint Modeling

This study examines RFF identification in WiFi-enabled
mobile devices using IEEE 802.11 OFDM systems. During
signal transmission, various analog components (including
DAC:s, IF filters, oscillators, power amplifiers, and anten-
nas) imprint unique hardware-specific characteristics onto
the signals. These components introduce distinct physical-
layer impairments such as DC offset, CFO, and 1/Q imbal-
ance, which collectively form distinctive device signatures
(Huang et al. 2017). We mathematically model these hard-
ware imperfections through a composite function f(-). For
a given baseband signal xz(¢) at time ¢, its transformed ver-
sion after traversing the RF front-end can be represented as
f(xp(t)). Furthermore, to account for the electromagnetic
channel’s influence during wireless propagation, we intro-
duce a channel response function h(-). Consequently, the re-
ceived signal 7 (t) from the k-th transmitting device can be
mathematically expressed as

re(t) = fr(xp(t)) + h(t) +wgn(t), k € {1,2,.., K}, (1)

where the K denotes the number of transmitters, * denotes
the linear convolution operation, wgn(t) denotes the addi-
tive white Gaussian noise (AWGN).

In real-world RFF implementations (Fig. 1), dynamic de-
vice workloads and fluctuating channel conditions can sig-
nificantly alter fingerprint characteristics. Our analysis be-
gins with the established hardware imperfection framework
from (Zheng, Sun, and Ren 2019), which provides funda-
mental insights into these variations. Specifically, we exam-
ine

fk(xb(t)vT) = A(1+p0wk(mb(t)?7-)). 2
ei(wc+Awk+(~))27r(nTs+‘r)+iapk (z(t),T) 2)

where A denotes the amplitude, n7T is the sampling inter-
val, 7 is the sampling phase, w,. is the carrier frequency,
Aw" denotes the CFO of k-th device, ©(nT + 7) is modu-
lation information, pow® (x4 (t), 7) and ©* (23 (t), 7) denote
the nonlinear part of the amplitude and CPO, respectively.

Since signal propagation goes through wireless channels,
we apply channel effects h(-) to the transmit signal in Eq. 2,
so that the signal at the receiver in Eq. 1 is simplified as

rr((t),7) = fi(ay (), T)eiCrav D0
xh(t) + wgn(t).

Online TTA Definition

To address such distribution shifts, TTA offers an efficient
solution by leveraging target domain batch data for real-
time model adaptation, eliminating the need for retraining
while maintaining low computational overhead—making it
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Figure 3: (a) Comparative analysis of different TTA algo-
rithms for RFF; (b) Analysis of the causes of TTA failure;
(c) RF physical feature distribution offset in different days,
devices and application loads, S1~S2: Day;-Devg-Appo~1,
S3~S4: Day;-Devi-Appg~1, S5~S6: Days-Devi-Appo~1;
(d) Effectiveness analysis of CFO compensation.

particularly suitable for online testing scenarios. Assum-
ing the existence of multi-source domain dataset denoted
as Dirain = {Ds}ts—1 With Dy = {ry(t) = (%, y2)} Ly,
where 28 € CM denotes a signal sample with dimension M
in complex space C, ¢ € RX denotes the K-dimensional
label by one-hot encoding in real number space R, S and NV
denote the number of domains and the number of samples,
respectively. Similarly, we define the 7" target domain test
sample as Dyosr = {Di}1_ o with Dy = {r; = (2}, y))}Y,.
It is noteworthy that Dg # D7, and probability distribution
shift exists between p(zg) and p(xr). Specifically, we first
train a DL model Fy : x; — y; on D,. Then, for a stream of
unlabeled batch test samples {z;, ~ p(z7)},, TTA aims
to minimize the deviation of the distribution of model fea-
tures Fy(y|x) from the distribution of test data P(yp|zs),
ie.,

min By, (o) [1Fo(yl2) = Plle)| 0 @)

where b denotes the batch index, ||-|| denotes the distance.

Analysis of TTA Challenges under Time-Varying
RFF

To realize online TTA for RFF, the most mainstream ap-
proach is currently based on class prototype movement
learning, such as DPL(Wang et al. 2025) and NPC(Zhang
et al. 2023), which has a minimal computational overhead
and does not require model optimization training. Fig. 3 (a)
shows the results of these TTA methods for RFF. We can
observe that these methods are unstable compared to ours,
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which have larger error bands, and the DPL also produces
an accuracy degradation compared to baseline accuracy.

Instability Analysis. As shown in Fig. 3 (b), the feature
space contains distinct prototypes for class 1 (P;) and class
2 (Py), with corresponding batch test samples {z%}2 ; and
{2%}B . There is a vertical decision boundary line in the
space dividing the space into left and right parts. When test-
ing adaptive, few-shot test samples {x4 } 2 of class 1 are as-
signed pseudo-labels as yo due to domain bias (red triangles
in the figure). Due to the noise in the pseudo-labeling of the
test sample, the P, will move towards that sample {24} 2 .
which results in more test samples of x; being misclassified
as yo. The wrong direction of prototype movement will re-
sult in model performance degradation. Therefore, this pa-
per focuses on how to design reliable test adaptive direc-
tions for RFF recognition models.

Solution Ideas. Based on the above analysis, if we increase
the sample size of class 1 and class 2, a more realistic dis-
tribution will be revealed, thus providing more accurate pro-
totype points for the target domain. However, in the online
test stream, the samples are reached in batches, and there is a
problem of insufficient sample size. To increase the sample
size, an intuitive approach is data augmentation. However,
most of the data augmentation in TTA is image-based, which
makes it difficult to apply to RFF. For this reason, we need to
explore the key factors of the time-varying RFF distribution
bias and use them to design a suitable augmentation strategy.
Fortunately, as described earlier in Eq. 3, the factors of
RFF offset mainly contain CFO and CPO. Fig. 3 (c) illus-
trates the phenomenon of CFO and CPO shift of RFF for
different time and application load cases. Conventional wis-
dom might suggest applying CFO compensation techniques,
a common preprocessing step in many RFF systems (Tang
et al. 2024), to eliminate this instability. However, our empir-
ical results, presented in Fig. 3 (d), reveal a counter-intuitive
finding: applying standard CFO compensation dramatically
degrades recognition accuracy in our test scenario. This con-
tradicts previous work, which often relied on dedicated WiFi
modules with stable thermal profiles and thus stable RFF
signatures. The above observations provide important data
augmentation ideas for our TTA implementation, i.e., CFO
and CPO augmentation can generate samples to approxi-
mate the true distribution, and thus determine a more ac-
curate direction of adaptation for prototype-based TTA.

Physical Information-Aware Prototype-based
RFF-TTA Scheme

Overview

To enhance the DG capability of radio frequency finger-
print (RFF) recognition, we propose RFF-TTA, a novel TTA
method leveraging physics-aware prototypes. Our design
idea is mainly to utilize CFO and CPO augmentation, which
are physical impairments, to get a more accurate sample
distribution. From there, we determine the physics-aware
points of the test samples and guide the model prototype
points for sliding adaptation. Specifically, as illustrated in
Fig. 4, our approach first pre-trains source-domain data to
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Figure 4: Framework diagram of the RFF-TTA. The model employs prototype learning for pre-training to obtain category proto-
types. During testing, each data stream undergoes CFO/CPO augmentation before feature integration. An entropy compression
scheme then computes test prototypes, which adaptively update memory bank prototypes via sliding average.

establish category prototypes stored in a memory bank. Dur-
ing online inference, we perform physics-informed augmen-
tation on streaming test data, extract and fuse features from
both original and augmented samples. Further, we integrate
the two deep features and classification probabilities. These
are progressively integrated into the memory bank via expo-
nential moving average, enabling continuous model adapta-
tion to new domains.

Feature Pre-training Stage

To overcome channel-induced distribution shifts in RF fin-
gerprinting, we develop a dual approach combining channel-
invariant feature extraction with prototype learning.

RF Signal Introduction. In this paper, we mainly use de-
vice information-independent WiFi preamble signals to per-
form the RFF recognition task. The IEEE 802.11 OFDM
standard defines a preamble at the beginning of the packet,
which consists of 10 short training symbols (STS), 1 guard
interval (GI), and 2 long training symbols (LTS)(Xing et al.
2022). For the received RF signals x(t), we first use a syn-
chronization technique (Liu et al. 2019) to determine the
starting point of the signal, and then use root-mean-square
normalization.

Channel-Invariant Fingerprint. Since different symbols in
the same RF signal go through the same channel, we mainly
utilize different adjacent symbol bits in the preamble sig-
nal, i.e., STL and LTS, to cancel the channel (Xing et al.
2022). Our main approach is to use the Fast Fourier Trans-
form (FFT) and logarithmic operations Fj., to transform the
channel time-domain convolution in Eq. 3 into a frequency-
domain addition that eliminates the channel. For more infor-
mation, please refer to the (Xing et al. 2022) and Appendix.
Our channel-invariant RFF consists of two main compo-
nents, namely Steady RFF Symbol Pairs and Transient RFF
Symbol Pairs.

Steady RFF Symbol Pairs. In the preamble, the first STS
signal, as well as the GI, usually contains transient infor-
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mation for device startup and information transition. In con-
trast, the 2-th to 10-th STS as well as LTSs are steady-state
signals. We use the 2nd to 5th STS zggs to compute the log-
arithmic spectrum and then perform a subtraction operation
with the first LTS 279 to eliminate the channel. Therefore,
we define the steady-state RFF as

RF Fsiapte = {(Frog(155°) = Frog(x179)),
(}—log(xgzgs) - ]:log(xéTS))}a

where 721 denotes the 2nd to 5th STSs, z57% denotes the
2-th LTS.

Transient RFF Symbol Pairs. Similarly, we define the
remaining transient RFF to be

(&)

RFFTTansient = {F‘log(xg:g;s)_

Flog(concat(xg;]lj(‘)ga IGI, ‘T%*TS))}v

(6)
where 227" denotes the first 16 bits of the 1-th LTS, z¢/
denotes GI segment, z515 denotes the 9-th to 10-th STSs,

concat(-) denotes the a concatenate operation.

Prototype-based model pre-training. After that, we inte-
grate REFrygnsient and RF Fgyqp1e to T and use ResNet-
18(He et al. 2016) as a feature extractor to perform the clas-
sification task. Specifically, we first train the feature embed-
ding network Fy(e) and classifier W) The classifier weights
w; are represented by the average embedding of each new
class y; (i.e., the class prototype or the most representative
feature of the class). The class prototype w; in Dy can be
calculated by:

1
|Ds|

w; = )

|Ds|
> Iy = §)Fe(&)||
=1 9

where ||e]|, denotes the [o normalization and I(-) denotes
the indicator function. With the class prototype points w;, we
can calculate the class probability p; for each train sample



as

exp(sim(Fp(Z), w;))

= Jjlz; Fy) = . = ()
Py =) = exp(sim (B (&), w,)
where sim(e) denotes the cosine similarity function. The
Eq. 8 suggests that the similarity of the sample to the class
prototype point determines the sample prediction category.
Finally, we use prototype contrastive learning 10ss £;op ¢

for pre-training:

Z log( exp(sim(Fp(Z), w;)) )

— > jey. EXP(sim(Fp(Z), w;))
©))

Using Eq. 9 to train the DL model, we can get the proto-

type points w; for each category y;, which are saved in the
memory bank as Py = {wo, w1, ...w;|w; € Dy}

gcontr = -

Online Test Time Adaptive Scheme for RFF

Physical Impairment Data Augmentation. We aim to de-
sign TTA strategies using batch online test data streams to
improve the generalization of DL models to unseen RFF
distributions. We first utilize the physical information (CFO,
CPO) for data augmentation and then compute the prototype
point as an adaptive direction.

CFO Random Augmentation. To determine the scope of
the augmentation, we first use the CFO estimation method
in (Shen et al. 2021), which consists mainly of coarse fre-

quency offset Aw”""" estimation and fine frequency off-

set Aﬂ)fme estimation. Then, we perform frequency ran-
dom offset augmentation on the source domain. We define
a variable « obeying a uniform distribution: « ~ UJ[0, 1].

We design the randomly augmented frequency offset to be
ine coarse
w o]

aAf ~ Ul0,Af], where Af € max[Aﬂ;f , Aw
denotes the frequency offset range. In combination with Eq.
3 and without considering noise, the frequency augmenta-
tion can be calculated by the following equation

#(6)f = fulw(t), r)eiCTA AN @O 4 ().

(10)

CPO Random Augmentation.Similarly, we propose ran-

dom phase Ay augmentation by utilizing a random variable

B ~ U[—1, 1] to control. The augmented phase offset can be

denoted as BAp ~ U[—BAp, BAg]. In combination with

Eq. 3, the phase augmentation can be calculated by the fol-
lowing equation

B = iy (1), 7)el BN IR0 s ()
(11)
We perform channel-invariant fingerprint extraction of the
augmented 7 (¢)/ and #()P through Eqgs. 5 and 6, which are
then fed into the DL model to obtain the augmented features
Fo(Zaug)-
Physics Informed-Aware Prototypical Ensemble. For on-
line batch flow data, we use the original test data Z,.4,, and
its augmented sample pairs Z 4,4 to jointly perceive the pro-
totype point distribution of the test set. We first average this
sample pairwise and categorical probabilities to obtain the

690

ensemble features Fy(Z)ens and probabilities p(Z)ens, re-
spectively, as

Fﬂ(i)ens - (Fﬂ(iraw) + Fﬁ(i'aug))/2
p(-i‘)ens = (p(j)raw +p(i’)aug)/2

where Fy(Z,q,) denote the extracted original feature,
P(Z)raw and p(Z)qug denote the probability values for the
original sample classification and the augmented sample, re-
spectively, which can be calculated using Eq. 8.

We then perform the computation of the physical-aware
prototype P.,s. We can assign pseudo-labels g for each
sample by p(Z)ens, i€, § = argmax p(Z)ens- Based on
the pseudo-labeling, we can classify the test samples into
categories so that we can calculate the prototype points of
each test category. However, since pseudo-labeling contains
noise, i.e., false predictions, this can lead to bias in the cal-
culation of physically perceived prototype points. Therefore,
we need to filter the test samples and extract high-confidence
samples as the source of prototype calculation samples. We
mainly use entropy compression methods to extract high-
confidence samples, which can be computed by

>
i=1
where H!

i.s denotes information entropy of the i-th z}, o
denotes the softmax function. For the batch test sample in-
formation entropy set { HZ,, .}V ,, we select topx samples,

(12)

Hi = — U(p(a?)gns) log U(p(j)éns)

ens

13)

topr = argsort {H!, }[: K]
ie{1,....N}
Sk =A{x}|1(i € topk) = 1}

where sort(-) denotes the sorting function, Sy denotes the
subset of samples that are selected. Eq. 14 clarifies that the
smallest information entropy samples ranked as K are se-
lected, and these samples usually have higher classification
confidence.

Finally, using Sk, we can compute the physical-aware
prototype on test set as

) (14)

Pens - {@17@27 "'71Dj|ﬁ)j € SK}a

5 ISk e 15
0 = |57 2 T = Fo(@)ens ()

2

Exponential sliding average of prototype points.. Once
the physically-aware prototypes P, of the test set are avail-
able, we will move the prototype points Ps in the memory
bank so that the model gradually adapts to the class distri-
bution of the test data. Since the test data are reached in
batches, for the ¢-th arrival, the prototype points Pi, in its
memory bank can be updated simultaneously with the fol-
lowing equation

{ Pl =P/ +(1—7y)P, t>1

Pl =P t=0 (16)

where v € [0, 1] denotes the momentum coefficient. Using
Eq. 16, our model can continuously estimate P!, based on
the received data, followed by a gradual migration of the
class distribution centered on the prototype points, leading

to online TTA.



Classification Accuracy (1)

Source Target
RFF-TTA CLPS DoLos ChIns FFT 1Q PSD EPS STST CWT HHT EMD
E1. D1 0.9630 0.9750 0.9250 09125 09141 0.9297 0.9688 0.9219 0.9375 0.9453 0.9366 0.9312
E1.D2 0.9118 0.8750 0.8625 0.8249 0.7891 0.8125 0.8203 0.7969 0.8516 0.8672 0.7656 0.7734
E1.D1 E1.D3 0.9521 0.7624 0.8625 0.8125 0.7266 0.8047 0.7188 0.7134 0.8359 0.7422 0.7500 0.7578
E1.D4 0.8091 0.6125 0.4875 0.7125 0.4297 0.4368 0.4844 0.4531 0.5859 0.5836 0.4688 0.5156
E1.D5 0.9123 0.7750 0.7750 0.8125 0.7656 0.7734 0.7500 0.7322 0.8125 0.8234 0.6953 0.7031

Table 1: Identification Accuracy of ResNet with Different Feature Representations in Single-Source Domain.
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Figure 5: (a) Performance comparison of different TTA al-
gorithms. (b) Efficiency of RFF-TTA imposed on other RFF
recognition algorithms.

Classification. Finally, we mainly use the updated prototype
points P}, and Eq. 8 for classification probability calcula-
tion,

exp(sim(Fo (i), Pyj))
ey, exp(sim(Fy (), Pij))

Experiments and Analysis

ply = j|T; Fy) = (17)

Dataset. To validate the effectiveness of RFF-TTA, we col-
lected time-varying RFF datasets from the real world. We
used 10 mobile phones with complex tasks as signal trans-
mitters. Because running different applications on the phone
produces different DSEs and thus time-varying RFFs, we
then conducted tests at different times and locations to sim-
ulate the impact of channel effects. The RF signal from all
the devices is captured using the USRP N210 software radio
(SDR) with a sampling rate of 20 MS/s. 10,000 samples per
day and 2,000 samples per device were used for testing. In
total, we collected data for 9 days and 2 months. For more
information, please refer to the Appendix.

Experiments Setup

Hardware Setup. The RFF-TTA algorithm is implemented
by using Pytorch 1.10.0 and executed on a computer running
Ubuntu 18.04.6 LTS, with Intel(R) Core(TM) i9-10900K
CPU@3.70 GHz and 2 NVIDIA GeForce RTX3090 GPUs.

Models’ Setup and Comparison Baselines. To ensure the
fairness of the comparison, we use a uniform network archi-
tecture (ResNet-18 (He et al. 2016)) for all baseline meth-
ods. The state-of-the-art RFF recognition algorithms we
compare include CLPS (Tang et al. 2024), DoLos (Xing
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et al. 2022), Chlns (Shen et al. 2022). In addition to this,
other signal features are considered for comparison, in-
cluding power spectral density (PSD), envelope’s power
spectrum (EPS)(Elmaghbub and Hamdaoui 2023), short-
time Fourier transform (STST), continuous wavelet trans-
form (CWT), Hilbert Huang transform (HHT), and empir-
ical modal decomposition (EMD). In addition, we consid-
ered two advanced TTAs (NPC (Zhang et al. 2023) and DPC
(Wang et al. 2025)) for comparison. Both algorithms are
used for real-time TTA and are more similar to our scenario.

Metrics. To quantitatively evaluate the RFF recognition per-
formance, we use Accuracy (Acc) as a metrics

- TP+ TN
" TP+TN+FP+FN’

where TP, TN,FP,FN denote the true-positives, true-
negatives, false-positives, and false-negatives, respectively.

Implementation Details. We set A f to 2000 MHz for CFO
augmentation and to [—27, 27| in CPO augmentation. K in
Eq. 14 is set to 5 and the parameter v in Eq. 16 is set to
0.5. The model optimization is mainly done using the Adam
optimizer with a learning rate of 0.001.

Ace (18)

Evaluating the Generalization of RFF-TTA

Comparison of different RF fingerprint recognition al-
gorithms. We use the data collected on the first day for
model training and then test it in the same environment
on the following days. Table 1 demonstrates that our RFF-
TTA improves the average recognition performance by 8.7%
compared to the state-of-the-art RFF recognition algorithm
(CLPS). In addition, we find that RFF is slightly lower than
CLPS in the test of E1_D1, while CPLS performs poorly in
the later tests. This suggests that CLPS produces overfitting
on the same distributed data, whereas our method mitigates
the overfitting well and thus improves the generalization.
Fig. 6a illustrates the prototype point adaptation results for
RFF-TTA . We can see that the method in this paper can bet-
ter move the prototype points with distribution offset to the
target domain data. The above results show that the RFF-
TTA in this paper can better cope with channel effects and
DSE.

Comparison of different TTA algorithms. Since the study
in this paper focuses on online TTA, we mainly compare it
with two more advanced online TTA methods(NPC, DPL).
Figure 7a illustrates the results, and it can be seen that our
RFF has better performance improvement compared to DG,
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Figure 6: (a) The t-SNE diagram of the updated prototype point is passed through the RFF-TTA , V and 3¢ denote the old
prototype and the adapted prototype, respectively. (b) Sensitivity analysis of the sample selection parameter K. (c) Running
latency and memory consumption of different TTA algorithms.

M1 M2 M3 M4 Day6 Day7 Day8 Day9
- - - - 0.8101 0.7698 0.6010 0.6421
v - - - 09153 0.8762 0.8257 0.8684
v v - - 09195 0.8952 0.8563 0.8934
v v v - 09512 09173 0.8624 0.8944
v v v v 109674 0.9426 0.8878 0.9355

Table 2: Comparing the recognition efficiency of different
training modules: M1 (stable features), M2 (CFO augmenta-
tion), M3 (CPO augmentation), and M4 (transient features).

o Gaussian  Channel Scali Amplitude  Time

urs noise Effect caling  gistortion Warp

Dayl 0.9630  0.9695 0.9673 0.9517 0.9599 0.9492
Day2 0.9118  0.8465 0.7691 0.8414 0.8444 0.8398
Day3 0.9475  0.8578 0.8200  0.8346 0.8127 0.8330

Table 3: Performance comparison of different time series
augmentation methods.

where DG denotes our channel-invariant fingerprint method,
and IQ denotes the raw IQ signal. The performance of DPL
as well as NPC is not stable due to their inability to adapt to
the RFF data characteristics and find the exact direction of
prototype update.

Effectiveness of the TTA algorithm for other RFF ex-
traction methods. Fig. 5b shows the efficiency of the TTA
strategy proposed in this paper imposed on other RFF al-
gorithms. It can be seen that the RFF-TTA can improve the
recognition performance of other algorithms by an average
magnitude of about 8%. The above results demonstrate the
applicability of the RFF-TTA , which can be effectively em-
bedded into other methods and improve their performance
upper bound.

Ablation Study

Analysis of the validity of data augmentation. Table 2
demonstrates the performance differences resulting from
different data augmentation (Iwana and Uchida 2021) and
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RFF features. The channel-invariant fingerprinting adopted
in this paper can eliminate the channel effect, thereby im-
proving performance. In addition, the CFO augmentation
and CPO augmentation used in this paper can increase data
diversity and also improve the model’s generalization per-
formance, thus mitigating the effect of DSE. Additionally,
we compare various time series augmentation methods. As
shown in Table 3, it can be seen that our data augmenta-
tion achieves the best results, indicating that our approach is
more aligned with the DSE problem explored in this paper.

Sensitivity of the sample selection parameter K. Eq. 14
requires the selection of Top-K samples for target adapta-
tion. Figure 7b shows the results for different values of K. It
can be seen that a larger value of K is not better. Choosing a
smaller K value indicates a higher confidence in the sample.

Operational efficiency of different TTA algorithms.. Fig.
6¢ illustrates the operational efficiency of different TTA al-
gorithms. We can see that NPC has the highest time delay
and memory consumption because it needs to keep adding
features to the memory bank. RFF-TTA has the same mem-
ory consumption as DPL, and the prototype memory bank
does not grow because only prototype updates are imple-
mented instead of adding new prototype points. However,
RFF computational latency is higher than DPL, but still
within acceptable limits. In contrast. Finally, in terms of per-
formance, as shown in Fig. 5a, ours is the best and DPL the
worst.

Conclusion

In this paper, we propose a physical impairment-based aug-
mented method and a physical information-aware prototype-
based TTA method to solve the DG problem in time-varying
RFF. We first propose random CFOs and CPOs to augment
the data. Then the combination of transient and steady-state
RFF is used to eliminate the channel effect. Finally, we pro-
pose a physical information-aware prototype ensemble ap-
proach to implement TTA. Our approach has achieved ini-
tial results, but extensive application testing in larger IoT
scenarios is needed in the future.
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