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Abstract

Recent studies have demonstrated that hypergraph neural net-
works (HGNNSs) are susceptible to adversarial attacks. How-
ever, existing methods rely on the specific information mech-
anisms of target HGNNS, overlooking the common vulner-
ability caused by the significant differences in hyperedge
pivotality along aggregation paths in most HGNNs, thereby
limiting the transferability and effectiveness of attacks. In
this paper, we present a novel framework, i.e., Transferable
Hypergraph Attack via Injecting Nodes into Pivotal Hyper-
edges (TH-Attack), to address these limitations. Specifically,
we design a hyperedge recognizer via pivotality assessment
to obtain pivotal hyperedges within the aggregation paths of
HGNNSs. Furthermore, we introduce a feature inverter based
on pivotal hyperedges, which generates malicious nodes by
maximizing the semantic divergence between the generated
features and the pivotal hyperedges features. Lastly, by in-
jecting these malicious nodes into the pivotal hyperedges,
TH-Attack improves the transferability and effectiveness of
attacks. Extensive experiments are conducted on six authen-
tic datasets to validate the effectiveness of TH-Attack and the
corresponding superiority to state-of-the-art methods.

Introduction

With real-world networks become increasingly complex and
diverse, higher-order structures such as hypergraphs have
emerged as powerful tools for encapsulating intricate inter-
action information within graph data (Battiston et al. 2021;
Antelmi et al. 2023; Jin et al. 2019). Furthermore, to ef-
fectively capture higher-order features within hypergraphs,
Hypergraph Neural Networks (HGNNs) have been intro-
duced (Feng et al. 2019; Bai, Zhang, and Torr 2021; Kim
et al. 2024; Li et al. 2025), outperforming Graph Neural Net-
works (GNNs) (Kipf and Welling 2017; Cheng et al. 2024b;
Velickovié et al. 2017; Cheng et al. 2024a; He et al. 2025a;
Wang et al. 2025b) in capturing comprehensive feature in-
formation and achieving remarkable results across various
downstream graph tasks like node classification, source de-
tection etc. Despite their success, HGNNs have been shown
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(a) The aggregation paths of HGNNs (b) Attack on different pivotality hyperedge

Figure 1: An illustration of motivation. (a) In HGNNS, the
pivotality of hyperedges along the information aggregation
paths varies significantly. (b) Attacking hyperedges with
high pivotality significantly impacts HGNN performance,
resulting in incorrect predictions for nodes that depend on
this hyperedge for feature information.

to be as susceptible to adversarial attacks as GNNs (Hu et al.
2023; Chen et al. 2023; Hu et al. 2023; Chen et al. 2023; Wei
et al. 2020), raising concerns about their security.

Attacks against GNNs could be divided into modification
attacks and injection attacks based on the attack methodol-
ogy. Modification attacks (Chang et al. 2020; Jin et al. 2023;
Zhu et al. 2024a) alter node/edge attributes or connections
to degrade GNN performance, while injection attacks (Sun
et al. 2019; Zou et al. 2021; Zhang, Bao, and Pan 2024;
Zhu et al. 2024b) introduce malicious nodes/edges into the
original graph. However, the higher-order relationships in
hypergraphs prevent direct application of graph attacks to
HGNNSs. Consequently, hypergraph attacks against HGNNs
are divided into hypergraph modification attacks and hy-
pergraph injection attacks. For instance, HyperAttack (Hu
et al. 2023) modifies hyperedge connections using gradi-
ent guidance, and MGHGA (Chen et al. 2023) uses surro-
gate models for untargeted feature modifications, both fo-
cusing on gradient-based modification attacks. Given that in-
jection attacks demand lower privileges and are more practi-
cally implementable, recent strategies have emerged, includ-
ing IE-Attack (He et al. 2025b) and H3NI (Shi et al. 2025).
IE-Attack proposed injecting homogeneous nodes generated
through Kernel Density Estimation (KDE) into elite hyper-
edges. H3NI (Shi et al. 2025) employed genetic algorithms
to select the hyperedges that injected into the nodes.



Although existing hypergraph attacks have achieved some
advancements, they fail to find the common vulnerability
caused by the significant differences in hyperedge pivotal-
ity along aggregation paths in most HGNN:S, as illustrated in
Figure 1(a). For instance, node v, aggregates higher-order
features solely through hyperedge e, and node vs has two
distinct aggregation paths. Therefore, attacking the e; would
directly disrupt its information transmission in this path, ren-
dering the HGNNSs incapable of accurately predicting vy, as
illustrated in Figure 1(b). In contrast, node vs has two ag-
gregation paths, enabling it to retain partial true feature in-
formation even if eg is attacked. Thus, attacking es does not
affect HGNN and the correct result is still predicted. This il-
lustrates that hyperedge e; exhibits a higher pivotality com-
pared to hyperedges e; and es. Moreover, existing attack
methods typically attack hyperedges with low pivotality, ne-
glecting the common vulnerability where most HGNN's have
pivotal hyperedges in their information aggregation paths.
This limits their transferability and effectiveness to HGNNs
with different architectures.

To tackle these challenges, we propose the Transferable
Hypergraph Attack via Injecting Nodes into Pivotal Hyper-
edges (TH-Attack). First, we analyze the pivotality of hy-
peredges in the information aggregation paths of HGNNs
and design a hyperedge recognizer via pivotality assess-
ment to identify pivotal hyperedges. Considering the prop-
agation characteristics of pivotal hyperedges within infor-
mation aggregation paths, we develop a feature inverter that
generates malicious nodes by maximizing semantic diver-
gence from pivotal hyperedges. Finally, by injecting mali-
cious nodes into pivotal hyperedges, the structural integrity
of these hyperedges is compromised. This disruption im-
pedes feature propagation along information aggregation
paths, resulting in information aggregation failure across
most HGNNSs and significantly degrading their performance.
We validate the effectiveness of TH-Attack on six publicly
available datasets. Extensive experimental results demon-
strate that TH-Attack achieves superior attack performance
and transferability across multiple HGNNS, outperforming
state-of-the-art hypergraph injection attack methods.

Overall, our contributions are summarized as:

e We are the first to identify and formalize the common
vulnerability caused by significant differences in hyper-
edge pivotality along aggregation paths in most HGNNSs.

* We propose the transferable hypergraph attack by inject-
ing malicious nodes into the pivotal hyperedges located
on information aggregation paths.

* We demonstrate the transferability and effectiveness of
our proposed method over baseline approaches through
extensive experimental validation.

Related Work

Hypergraph Neural Networks To effectively model the
higher-order interactions in complex systems, the hyper-
graph G = (V, ) has been proposed and widely adopted
in graph data analysis (Jin et al. 2019; Antelmi et al. 2023).
Building upon this foundation, Hypergraph Neural Network
(HGNN) (Feng et al. 2019) was proposed to capture more
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comprehensive feature representations compared to Graph
Neural Networks (GNNs). By incorporating techniques such
as hypergraph convolution (Bai, Zhang, and Torr 2021), hy-
pergraph attention (Yadati et al. 2019), and adaptive hyper-
edge modeling (Zhang, Zou, and Ma 2019), the feature ag-
gregation process in HGNNs had been significantly refined,
demonstrating exceptional performance in tasks like node
classification. Most of these methods had a common feature
of satisfying the node-hyperedge-node feature aggregation
mechanism, effectively overcoming the representation limi-
tations of traditional graph structures. The feature extraction
capabilities of HGNN s have driven their adoption across di-
verse domains, with large-scale deployments in applications
such as recommendation systems (Wang et al. 2018; Zeng
et al. 2023) and biological networks (Yu et al. 2023).

As HGNNs are increasingly used in critical areas like
medical diagnosis and financial risk, examining their adver-
sarial robustness has become an urgent security concern.

Adversarial Attack against HGNNs While adversarial
attacks on graphs had matured with methods ranging from
modification to injection (Chang et al. 2020; Jin et al. 2023;
Wang et al. 2020; Ju et al. 2023; Tao et al. 2021, 2023; Wang
et al. 2025a), attacking HGNNs demanded distinct strategies
due to their intrinsic higher-order interactions. This has led
to two analogous but structurally divergent attack categories:
hypergraph modification attacks and injection attacks. For
instance, the HyperAttack (Hu et al. 2023) modified hy-
peredge link states of target nodes using gradient guidance,
while MGHGA (Chen et al. 2023) targeted untargeted fea-
ture modifications during the training phase via surrogate
models. Both relied on gradient-based modifications of hy-
peredge structures. Given the lower privilege requirements
and feasibility of injection attacks, methods like IE-Attack
(He et al. 2025b) and H3NI (Shi et al. 2025) were developed.
IE-Attack generated homogeneous nodes via Kernel Density
Estimation (KDE) for injection into elite hyperedges, en-
hancing stealth and effectiveness through hyperedge group
identity. H3NI introduced a black-box node injection, using
genetic algorithm and budget models to tackle hyperedge se-
lection challenges specific to hypergraphs.

However, existing hypergraph attack methods did not ex-
plore varying pivotality of hyperedges in the information ag-
gregation paths of HGNNS, limiting the transferability and
effectiveness of attack methods.

Preliminary and Problem Statement
Hypergraph Neural Networks A hypergraph, repre-
sented as G = (V, &), extends the concept of a standard
graph G = (V, E)) by permitting hyperedges e; € £ to con-
nect two or multiple nodes, such as es = {vs,v3} shown
in Figure 2. The number of nodes is N, and the number of
hyperedges is M. The node features are represented by the
matrix X € RIVIXIF1 where | F| is the feature dimension.
The structure of the hypergraph is captured by its incidence
matrix H € RIVIXIEl defined as:

1, ifwv; € ey,

Hi‘ - {0, IfUz ¢ €j. (1)



The feature aggregation of HGNNSs at [-th layer is repre-
sented as follows:
_1 _1
U+ — 0<DV : HWD;'H' D, 2X<l>®<l>), @)
where Dy is the node degree matrix with elements Dy, ;; =
> j W;;H;j, Deg is the hyperedge degree matrix with ele-
ments D¢ ;; = > . H;;, VW is the hyperedge weight matrix,

O is the layer-specific trainable weight parameters for I-th
layer, and o (-) denotes a non-linear activation function.

Hypergraph Node Injection Attack Hypergraph Node
Injection Attacks compromise HGNNSs by injecting m mali-
cious nodes Va1 = {v} ; ..., 0™} into existing hyper-
edges of the original hypergraph G = (V, £). This approach
preserves legitimate nodes and hyperedges while strategi-
cally injecting nodes into existing hyperedges, augmenting
them with carefully crafted features X,,,,;. The attacked hy-
pergraph becomes G = (f/ £ ), where V = VUV, and
£ = ej Uum | e; € € denoting nodes injected into hyper-
edge, suchas e; = {v1,v2} — {v1, v2,v,, }. Expanded in-

cidence matrix is H € R(M*m)”g', where FI(WHm)j =1
indicate injected nodes v] ., € Vina added to hyperedge
e; € &. The attack is articulated as follows:

min Lo(fo+(G)), st ]G —G| <@, 3)

argmin Ly (fo(G)), represents the HGNN's
0

where 0*

trained on attacked data. ® is the budget for the number of
injected nodes, determined by the perturbation rate 7 and the
number of nodes N.

Existing Challenges of Attack in HGNNs Existing at-
tack methods for HGNNS focus on identifying target hyper-
edges for alteration or injecting nodes. Hypergraph modifi-
cation attacks leverage model’s gradient information to ob-
tain target hyperedges, while hypergraph injection attacks
rely on hypergraph structural characteristics. However, these
methods rely on the specific information mechanisms of tar-
get HGNNs, overlooking the common vulnerability aris-
ing from the significant differences in hyperedge pivotal-
ity along aggregation paths in most HGNNs. This oversight
limits the transferability and effectiveness of attacks.

Therefore, this study faces two key challenges: (1) inves-
tigating varying pivotality of hyperedges in information ag-
gregation paths about HGNNs and developing an effective
pivotal hyperedge identification mechanism to maximize the
disruptive impact of injected malicious nodes; (2) leveraging
the common vulnerabilities in the aggregation structures of
diverse HGNNS s to design a feature inverter, enabling precise
disruption of aggregation paths while preserving the stealth-
iness of injected nodes.

Method

Hyperedge Recognizer via Pivotality Assessment To
tackle the first challenge of attacking HGNNs highlighted
in this paper, we first analyze the feature aggregation pro-
cess of HGNNSs, as illustrated in Eq. (2). Specifically, the
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node-hyperedge aggregation process is:
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ture matrix at

RIEXIFI represents the hyperedge fea-
the [-th layer. This process is defined
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hyperedge-node aggregation process is:

as z Furthermore, the
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In component form, (t+1)

\/%Ti Ze]‘avq We;Z §
gregation processes, it is evident that the update of node
feature representations necessitates traversing the node-
hyperedge-node aggregation pathway. However, within hy-
pergraph structures, nodes are not limited to belonging to
just one hyperedge. Some nodes may acquire higher-order
feature representations through multiple hyperedges, while
others may only do so through a few. As illustrated in Fig-
ure 3, nodes v; and vy obtain higher-order features solely
via hyperedges e; and es, respectively. In contrast, nodes vo
and vs acquire such features through two hyperedges.
Consequently, these hyperedges within aggregation path-
ways involving a limited number of hyperedges have higher
pivotality. Disrupting these hyperedge could impair the in-
formation propagation process, leading to error results. On
this basis, we propose a hyperedge recognizer via pivotality
assessment. For a node v; € V, we define its isolation degree
as its hyperdegree:

dp(vi) = (6)

Here, node v; is in pivotal hyperedges if its isolation degree
is in pivotality level 7: dy,(v;) < 7. We furthermore analyze
the impact of different 7 values on attack performance in the
experimental section.

The theoretical foundation of the aforementioned pivotal-
ity assessment lies in the perturbation propagation charac-
teristics of aggregation paths. And we reveal the following
fundamental principles.

this is expressed as: x,

). From the aforementioned feature ag-

\{ej €& ‘ Vi € 6j}|.

Theorem 1 (Perturbation Amplification in High Pivotality
Hyperedges) When node v; aggregates information through
the highly pivotal hyperedges (i.e., dy(v;) < T), the lower
bound of its feature perturbation is given by:

V/dy,

Proof: Considering the most vulnerable scenario where
information propagates through higher pivotality hyper-
edges, the perturbation amplification effect follows from:

! . 1
||Ax§ +1)||2 > mine; > vjwe; - |\Az§ )||2.

)

1
> L? Az s = ——= min w,, - [|Az |2,
e;Dv; d’Uz‘ i3 ’
+1
where [ Ax" V2 = |32, 5, =07 |12
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Figure 2: Framework of TH-Attack. (a) A hypergraph constructed from a regular graph as input for the model. (b) We propose
a hyperedge recognizer via pivotality assessment to identify pivotal hyperedges. (c) Generating malicious nodes using a feature
inverter based on pivotal hyperedges. (d) By injecting malicious nodes into the pivotal hyperedge to obtain an attacked hyper-
graph, which serves as input for different HGNNs and disrupts the performance of HGNNs.
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Figure 3: The information aggregation paths of HGNNs.

Theorem 2 (Perturbation Amplification in Low Pivotality
Hyperedges) When node vy, aggregates information through
a lower pivotality hyperedges (i.e., dp(vy) > T), the upper
bound of its feature perturbation is given by:

I+1 l
8% s < —— 37 w185 s ®
Uk €;j Vg
Proof: Applying the triangle inequality to the aggregation
formula:

W,
[ — T we, [ Azl (9)
erB;k dvk vk egk B

Theorems 1 and 2 collectively establish the theoretical
basis for the pivotality assessment mechanism. Nodes with
higher pivotality hyperedges in aggregation paths exhibit
perturbation amplification, where attacking associated hy-
peredges amplifies feature perturbation ||Ax;||2 by at least
\/17 min w,,. Conversely, nodes in hyperedges with lower

pivotality demonstrate perturbation attenuation, where dis-
turbance energy is dissipated through redundant pathways.
This validates the scientific rationale for selecting pivotal
nodes via the pivotality level 7 and constructing the attack
pivotal hyperedges &y piv from their associated hyperedges.

Therefore, we obtain the pivotal hyperedges in informa-
tion aggregation paths of HGNNs:

Eapiv = {€; € £ | Ju; € e; such that dj (v;) < 7}

l
Azl <

(10)
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Then, we randomly select a corresponding number of hyper-
edges as final pivotal hyperedges £4.p from &y iy based on
this budget, typically not exceeding 5% of all nodes.

Feature Inverter based on Pivotal Hyperedges In the
information aggregation path of HGNNSs, hyperedges act
as critical intermediaries within the “node-hyperedge-node”
feature propagation chain, playing a central role in regulat-
ing the flow of information. Traditional feature generators
focus on learning the feature distribution of target nodes to
generate features that conform to this distribution, while ne-
glecting the propagation characteristics of the target nodes.
To effectively disrupt the information propagation properties
of pivotal hyperedges, we propose a feature inverter based
on pivotal hyperedges.

For each pivotal hyperedge e; € Eap, we first generate a

initial feature x(] ) ; by combining the internal node features
of the hyperedge Wlth random noise:

(J)

znz - Xj()j;“)o @N(Oﬂ /1’2)7 (11)

where X;()];-)o = Hmeej X, represents an element-wise prod-
uct along the feature dimension, exemplified by e;
{v1,v2} and x](w)o = X1 ®X5 in Figure 2(c). N (0, u?) repre-
sents Gaussian noise with zero mean and variance 2. This

design enhances feature diversity while preserving statisti-

cal correlations with original hyperedge features. The xz(fl)l

matches the dimensionality of node features, providing an
initial condition for subsequent feature generation.
Furthermore, we utilze the Multi-Layer Perceptron
(MLP) (Riedmiller and Lernen 2014) to enhance the initial
confusion features, maximizing the feature confusion effect
while maintaining the concealment of the topological struc-



ture. The formula is defined as follows:

x"H) = o (W) () L p). (12)

Herein, W (") is the weight of the [P-th layer. When [P = 0,

x(") is the x(n) b is the offset and o is the LeakyReLU
activation function. Subsequently, the generated malicious

feature x) = So ftmaz(x("+V) is obtained.

To max1m1ze the semantic divergence between the gener-
ated features and the pivotal hyperedge, while constraining
the feature deviation using a differentiable threshold regu-
larization term, we design a loss function:

(13)

— ()
['cos,dis - COS(X»m al?

where L, = max(cos(xgizll,zej) — t,0), and t is the

similarity threshold. z.;, € Z is the hyperedge feature ob-
tained by Z = H' - X, which is a simplified version de-
rived from Eq. (4) relies on the hypergraph structure, with-
out knowledge of model parameters. The similarity con-
straint ensures that the generated features effectively disrupt
the pivotal hyperedge, while the A - £,., promotes feature
smoothness to maintain stealthiness. Model parameters of
inverter are updated via backpropagation, allowing the gen-
erated features to evolve along the direction of the loss gra-
dient. The hyperparameter A\ controls the trade-off between

attack strength and stealthiness. Consequently, we obtain the

) with malicious feature x)

Ze;) + A Lyreg,

malicious nodes v

Injection Attack on Different HGNNs

hyperedge e; € £a.p, we generate a malicious node vffu)ll,
which is then injected into the pivotal hyperedge e;, as il-
lustrated in Figure 2(d). Consequently, for the hypergraph
G = (V,€), all selected pivotal hyperedges are denoted
as Eap according to Eq. (10). Thus, the attacked hyper-
graph G = (V, ) is obtained by injecting malicious nodes
Vimai generated through feature inverter into the selected
pivotal hyperedges £a.p, where V=Yu Vmai, and £ =

{e; U ”57{()11 | ej € £}, denoting nodes injected into hyper-

For each pivotal

edge e; = {v1,v2} — {v1,v2,v mal} The incidence matrix
H e RUVITm)¥IE] is expanded as:
1, ifw; € €; and v; € V,
=<1, ifv; € Ve and e; € gA_p,
0,

Hi; (14)

otherwise.

It is evident that the node dimension of H increases by
m, while the hyperedge dimension remains unchanged. Ad-
ditionally, the feature matrix X has been augmented with the
injected malicious nodes features &, ,; for malicious nodes
Vimai- Therefore, we obtain the attacked data for the attacl<
on HGNNs, which includes the atAtacked incidence matrix H
and the disturbed node features X' = {X', X0}

It is crucial to emphasize that our injection attack operates
under a black-box scenario, achieving transferable attacks
by feeding the attacked hypergraph into diverse HGNNs.
The efficacy of this black-box attack stems from precise ex-
ploitation of inherent vulnerabilities in HGNNs. Attackers
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require no knowledge of the target model’s specific parame-
ters 0 or architectural details, leveraging the attacked hyper-

graph G as the input of HGNNs. When G is processed by
any HGNN model fy, its aggregation mechanism:

XD = o (D AWD ATDE X060, (15)

The spectral radius of the hyperedge degree matrix satisfies

p(D:Y) < p(Dg') + 0 (m
bration in information weight allocation. The gradient prop-
agation of malicious features is constrained by the spectral
norm of the operator D;1/2I:IWDEI: IV, XO|p <
C - |DGPAWD;Y |, - |80 | . Such attacks
consistently induce performance degradation across various
models (HGNN, HyperGCN, ..., UniGCNII), indicating
that their generalization stems from perturbations to the hy-
pergraph structure rather than specific model parameters.

, leading to miscali-

Experiments
Experimental Setting

Datasets Six benchmark datasets are adopted in this paper,
including citation networks (Cora, Citeseer, and Pubmed)
(Yadati et al. 2019), Co-authorship networks (Cora-CA,
DBLP) (Chien et al. 2021). Additionally, we evaluate our ap-
proach on the ModelNet40 (Wu et al. 2015), which is widely
used in computer vision and graphics. The hypergraph con-
struction process follows the guidelines provided in HGNNs
(Feng et al. 2019; Yang et al. 2022). In addition, the parti-
tioning strategy of the dataset follows the Allset (Chien et al.
2021), which are divided into training/validation/test sets.

Parameter Setting This study examines the impact of
four key parameters on the experimental outcomes: the at-
tack budget 1, the pivotality level 7, and the hyperparame-
ters A and ¢ used to constrain the magnitude of feature devi-
ation. A detailed sensitivity analysis of these parameters is
provided in the experimental section. Additionally, various
parameters used in testing attacks on different HGNN’s refer
to the Allset (Chien et al. 2021).

Evaluating Metrics This paper utilizes the Accuracy and
Macro_F1I as evaluation metrics for the performance of TH-
Attack. The Accuracy and Macro_F I indicates the node clas-
sification performance of HGNNSs, where a lower Accuracy
and Macro_F I signifies a more effective attack.

Baselines We set up five baselines, including random
methods (Random, DICE (Waniek et al. 2018)), gradient
methods (FGA (Chen et al. 2018), IGA (Wu et al. 2019)),
and hypergraph injection methods (IE-Attack (He et al.
2025b). Additionally, both the TH-Attack and baselines are
conducted in a black-box attack scenario against HGNNs
(CEGCN and CEGAT (Chien et al. 2021), HGNN (Feng
et al. 2019), HyperGCN (Yadati et al. 2019), UniGCNII
(Huang and Yang 2021)). All experiments are conducted on
a workstation equipped with four NVIDIA RTX 3090 GPUs,
which are conducted under the same parameters settings.



Clean Random DICE FGA IGA IE-Attack TH-Attack
Datasets Models
Acc F1 Ace F1 Acc F1 Acc F1 Acc F1 Acc F1 Acc F1
CEGCN 74.84  72.65 72.06 69.43 7195 68.99 72.00 6944 7226 69.88 70.73 67.92 67.27 63.71
CEGAT 7480 7244 7199 68.85 7273 7021 7299 70.67 71.68 69.65 7144 6845 6698 60.83
Cora HGNN 76.41 7397 7471 7219 7445 71.66 7441 72.19 73.84 7133 7320 69.33 36.08 22.94
HyperGCN 7595 7098 73.14 69.35 7393 69.81 72.62 6855 71.09 66.16 6837 59.86 31.55 16.09
UniGCNII ~ 80.08 77.99 75.82 72.84 7723 7461 76.65 7467 7601 73.60 7657 74.15 39.42 21.78
CEGCN 7592 73.64 72.62 70.76 7238 69.69 7428 7243 7471 7259 7480 7325 5039 36.71
CEGAT 76.16 74.69 73.79 71.10 7377 71.57 7398 7233 7457 7251 76.01 73.50 60.05 51.31
Cora-CA HGNN 8245 80.34 7890 7691 79.08 7698 78.55 76.74 77.13 7494 80.79 78.72 32.03 18.59
HyperGCN  76.32 7199 7561 7236 7575 7198 7245 70.23 6893 65.08 73.82 6595 17.72 13.02
UniGCNII  84.68 83.18 79.53 7821 80.15 78.14 80.57 79.17 79.07 77.49 8395 8243 3272 1342
CEGCN 68.79 6425 66.12 61.66 6620 62.11 67.62 6269 66.19 61.87 68.68 6337 5221 44.03
CEGAT 7048 65.15 66.13 61.57 67.60 62.68 67.05 62.68 6626 61.05 6877 63.59 6285 56.63
Citeseer HGNN 71.01 6645 6792 6342 67.80 6291 6728 62.61 67.01 6277 68.03 63.77 2417 17.94
HyperGCN  70.78 66.51 6825 63.85 6796 6432 67.83 63.01 67.75 6359 6875 6478 20.59 12.38
UniGCNII  72.18 67.62 69.85 6536 69.89 6554 7144 6682 69.23 64.80 7095 65.88 27.00 15.85
CEGCN 86.13 85.72 83.27 82.73 8336 82.82 8329 8275 8339 83.08 8572 8534 48.87 36.81
CEGAT 85.81 8545 83.24 8281 8329 8278 83.09 8246 8225 81.86 8589 85.60 5234 39.58
Pubmed HGNN 8428 84.16 80.99 80.73 81.29 8092 8199 81.68 81.60 8142 84.53 8448 40.96 30.51
HyperGCN  76.33 7329 7328 69.02 70.29 65.83 83.23 8299 74.17 70.82 7569 7239 3514 28.00
UniGCNII  87.86 87.64 8422 83.81 83.95 8346 85.09 84.70 84.15 83.75 87.62 8740 44.13 31.96
CEGCN 87.59 8698 84.14 83.57 84.15 8379 84.05 83.55 84.03 83.72 87.60 87.05 7422 70.10
CEGAT 88.37 87.85 84.64 8386 84.77 83.89 84.05 83.55 83.74 83.25 88.01 8750 77.62 75.64
DBLP HGNN 91.03 84.15 86.54 8237 8378 81.62 83.19 80.67 82.73 80.13 81.37 84.63 64.97 59.46
HyperGCN 89.54 89.10 83.84 82.71 81.72 78.79 85.85 8535 81.83 80.26 82.64 79.37 4623 14.82
UniGCNII  91.89 91.61 87.89 87.22 87.79 8698 88.40 8797 87.52 86.66 8831 89.16 38.76 19.87
CEGCN 89.82 86.99 83.92 7861 83.74 7859 83.61 7832 8239 7594 8594 81.13 7824 67.49
CEGAT 92.31 89.78 87.85 8223 88.16 82.52 8820 84.10 84.07 78.00 88.34 8399 78.18 66.09
ModelNet40 HGNN 9548 9393 89.13 83.04 89.24 8298 89.73 84.67 89.12 8497 9382 91.72 7291 62.60
HyperGCN 86.45 81.48 83.88 71.67 83.67 7135 7736 63.05 80.76 6631 8053 67.71 5011 24.16
UniGCNII  97.86 97.03 9345 88.89 93.51 89.44 9336 90.71 9348 89.38 96.65 95.67 53.50 30.14

Table 1: Comparison of Accuracy (Acc) (%) and Macro_F1 (F1) (%) of TH-Attack and baselines. The results are averaged over
10 runs on different random seeds. The best values are in bold, and the second-best values are underlined.

Model Performance and Parameter Analysis

Performance Comparison with State-of-the-art Methods
Table 1 presents the node classification results of the pro-
posed TH-Attack compared to several baselines across six
datasets targeting five HGNNs. The Random and DICE
methods employ a strategy of randomly selecting hyper-
edges for node injection, whereas FGA and IGA utilize gra-
dient guidance to select hyperedges for node injection. All
baselines are under a black-box poisoning scenario similar
to proposed TH-Attack. It highlights that the original design
of IE-Attack was for gray-box evasion attacks. For the sake
of comparability, we adapt it to a black-box poisoning sce-
nario, aligning it with TH-Attack.

From Table 1, TH-Attack demonstrates significantly su-
perior attack effectiveness across multiple datasets and
models compared to baseline methods. For instance, on
the Cora, TH-Attack reduces the Accuracy of HGNN
from 76.41% to 36.08%, a decrease of 40.33 percentage
points, which far exceeds the reduction achieved by ran-
dom methods (Random/DICE) of approximately 2-3 per-
centage points and gradient-guided methods (FGA/IGA) of
about 1-2 percentage points. Notably, on complex datasets
such as ModelNet40, baselines induce only limited perfor-
mance degradation. Furthermore, TH-Attack exhibits pro-
nounced advantages in cross-model transferability. For in-
stance, [E-Attack mainly focuses on HyperGCN, demon-
strating slightly higher effectiveness on the Cora dataset for
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HyperGCN compared to other HGNNs. Consequently, TH-
Attack’s strategy of injecting nodes generated by the feature
inverter into pivotal hyperedges proves to be highly effective
across various HGNNs, showing exceptional attack perfor-
mance and high transferability.

Analysis of the Pivotality Level = We evaluate attack per-
formance across different pivotality level 7, as shown in Ta-
ble 2. The level 7 is determined by the number of hyperedges
the node traverses in the aggregation paths. For example,
if the hyperedge count ranges from {1,2,...,12}, it is di-
vided into six segments. At level 7 = 1, the hyperedge count
is {1,2}, indicating the highest pivotality. Higher 7 cor-
respond to lower pivotality. The results indicate that when
7 > 2, the Accuracy of HGNN generally increases across
datasets, suggesting a decline in attack performance. Nev-
ertheless, this experiment confirms that injecting nodes into

Datasets 7=1 7=2 7=3 7=4 7=5 7=6
Cora 39.15 37.16 3990 43.63 3995 42.13
Cora-CA 30.00 29.95 31.15 3236 30.54 30.78
Citeseer 22.52 21.59 22.12 24.65 25.16 24.19
Pubmed 41.10 40.45 4247 4298 43.16 43.97

Table 2: The Accuracy (%) of TH-Attack under different
pivotality level 7 against HGNN.
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Figure 4: The Accuracy of TH-Attack compared to baselines
under different 7 against HGNN.

pivotal hyperedges within information aggregation paths en-
hances the attack’s performance against HGNN. This is be-
cause smaller 7 values indicate higher pivotality hyperedges
in information aggregation path, resulting in more malicious
interference with the aggregation process.

Analysis of the Perturbation Rate n We examine re-
sults for n ranging from 1% to 5%, as illustrated in Fig-
ure 4. Overall, with 7 increases, the performance of HGNN
under TH-Attack deteriorates significantly more than with
baselines. Notably, this experiment demonstrates that our
TH-Attack maintains superior attack performance even with
minimal node injections. For instance, when n = 1%, only
23 nodes are injected into the Cora, resulting in the 0.1717
drop in HGNN Accuracy attacked by TH-Attack, compared
to a maximum 5% reduction with baselines. Therefore, our
strategy of injecting carefully crafted malicious nodes into
pivotal hyperedges along information aggregation paths sig-
nificantly enhances hypergraph attack performance.

Modules Models Cora Cora-CA Citeseer Pubmed
HGNN 41.19  38.30 28.69  45.16
w/o HR HyperGCN 34.87 24.51 21.43 36.47
UniGCNII 43.48  40.00 34.05 47.14
HGNN 61.80 58.40 5426  44.25
w/o FI HyperGCN 38.65 26.57 4393  38.97
UniGCNII 73.85 77.72 66.94 4795
HGNN 61.05 59.31 54.45 55.85
w/o CDL  HyperGCN 59.42  54.66 52.64 5276
UniGCNII 59.80 60.34 66.06  46.40
HGNN 36.08 32.03 24.17  40.96
TH-Attack HyperGCN 31.55 17.02 20.59 35.14
UniGCNIT 3942 32.72 27.00 44.13

Table 3: The Accuracy (%) of variants for TH-Attack on
different HGNNSs. w/o means remove this strategy.
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Figure 5: The Accuracy of TH-Attack under different A and
t against HGNN.

Analysis of the Hyperparameters A and ¢ We conduct
attack performance concerning the regularization coefficient
A and similarity threshold ¢, as shown in Figure 5. TH-
Attack shows optimal attack performance in A = 0.3 and
t = 0.7 (red box), achieving a minimum Accuracy of 0.3018
on Cora-CA. This optimal combination uses a low X to en-
hance attack intensity by reducing regularization constraints,
and a high ¢ to preserve crucial feature perturbations by re-
laxing similarity thresholds. Therefore, A and ¢ maximize se-
mantic differences while preventing excessive suppression,
achieving a balance between attack effectiveness and stealth.

Ablation Study and Analysis

We conduct ablation experiments by removing the “Hyper-
edge Recognizer (HR)”, “Feature Inverter (FI)”, and “Co-
sine Distance Loss (CDL)”. Table 3 indicates that excluding
these three strategies leads to a decline in the TH-Attack’s
performance, resulting in higher Accuracy. Notably, the ab-
sence of “CDL” has a significant impact on the TH-Attack’s
performance. TH-Attack enhances its attack performance
and improves cross-model transferability by maximizing
the influence of malicious nodes generated by the inverter
on pivotal hyperedges. Therefore, the ablation experiments
confirm the remarkable effectiveness and transferability of
the proposed TH-Attack across different HGNNS.

Conclusion

This paper explores a common vulnerability in HGNNs due
to the varying pivotality of hyperedges in the information
aggregation path and introduces the TH-Attack. TH-Attack
uses a hyperedge recognizer to identify pivotal hyperedges
and a feature inverter to generate malicious nodes, which are
then injected into these hyperedges to enhance attack trans-
ferability and effectiveness. Experiments on six real-world
datasets across five HGNNs show that TH-Attack outper-
forms baselines. Future work will focus on attack strategies
for dynamic HGNN s and cross-level knowledge techniques.
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