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Abstract

Vulnerability-Fixing Commit Identification(VFCI) is a criti-
cal task in software security maintenance that aims to auto-
matically identify code commits that patch security vulnera-
bilities. However, existing approaches face challenges in han-
dling low-quality commit messages and entangled commits,
which limit their identification performance. To address these
issues, we propose VFCionX, a novel VFCI framework that
integrates large and small language models in a collabora-
tive architecture. VFCionX consists of three core modules:
Message Classifier, Patch Classifier, and Ensemble Classi-
fier. The Message Classifier employs a multi-source contex-
tual augmentation strategy to enhance the quality of com-
mit messages and fine-tunes the Qwen2.5-1.5B model, sig-
nificantly improving classification performance in the textual
modality. The Patch Classifier combines heuristic rules with
a Qwen2.5-Coder-7B-driven file selector to filter noise from
entangled commits, and incorporates a line-level feature ex-
tractor based on CodeBERT and CNN to capture local pat-
tern differences between added and deleted code lines. The
Ensemble Classifier integrates predictions from both chan-
nels using the AdaBoost algorithm, enhancing model robust-
ness and generalization. Experimental results on five popu-
lar C/C++ repositories comprising 24,630 commits show that
VFCionX achieves an F1-score of 81.47%, outperforming
the best baseline by 9.42%. Ablation studies validate the ef-
fectiveness of each component, while sensitivity analysis re-
veals optimal parameter settings for balancing performance
and noise resilience. This work provides a new and effective
solution for robust vulnerability patch identification.

1 Introduction
As modern software development continues to evolve to-
ward modular and component-based architectures, soft-
ware systems increasingly depend on open-source software
(OSS), which introduces substantial security risks due to
hidden vulnerabilities (Ladisa et al. 2023; Boughton et al.
2024; Liu et al. 2022). In practical settings, monitoring pub-
lic vulnerability databases such as the National Vulnera-
bility Database (NVD) and CVE Details provides timely
access to newly disclosed vulnerabilities and correspond-
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ing patches, thereby supporting effective vulnerability man-
agement. However, OSS vulnerability disclosure often fol-
lows Coordinated Vulnerability Disclosure (CVD) practices
(Ponta, Plate, and Sabetta 2020), where security researchers
privately report vulnerabilities to vendors and allow time
for remediation before public disclosure. This process re-
sults in a temporal gap between patch submission and the
official disclosure of the vulnerability (Li and Paxson 2017;
Sabetta and Bezzi 2018). During this window, attackers
may exploit undisclosed vulnerabilities, increasing the risk
of system compromise. Therefore, automatically identifying
vulnerability-fixing commits before public disclosure and
extracting latent vulnerability information is critical for en-
abling proactive defense and facilitating early patching of
affected OSS components.

Vulnerability-Fixing Commit Identification (VFCI) is a
challenging task. Due to limited resources and lack of secu-
rity expertise, developers often find it difficult to manually
analyze all commits to detect vulnerability fixes. Therefore,
developing automated tools for VFCI is of significant im-
portance. Several tools have been proposed to address this
task. Zhou et al. introduce VulFixMiner, which fine-tunes
CodeBERT to encode code changes into embedding vectors
and employs a single-layer neural network for classification
(Zhou et al. 2021a). Nguyen et al. enhance VulFixMiner by
incorporating additional data sources such as commit mes-
sages and issue reports, resulting in the VulCurator frame-
work (Nguyen et al. 2022). Nguyen et al. also propose Mi-
Das, a multi-granularity VFCI framework that decomposes
code changes into different levels, extracts features for each
level, and uses an ensemble model to generate final predic-
tions (Nguyen et al. 2023). The advanced understanding ca-
pabilities of large language models (LLMs) in both natu-
ral and programming languages offer new opportunities for
VFCI. Recent studies (Li et al. 2024; Ding et al. 2024) lever-
age LLMs such as GPT-4 (Achiam et al. 2023) with prompt
learning and chain-of-thought (CoT) reasoning (Lyu et al.
2023) to identify fixing commits, while others adopt fine-
tuned open source models such as CodeLlama-7B (Roziere
et al. 2023) to achieve similar goals.

Although VFCI has achieved notable progress in recent
years, several key challenges remain. (1) Limited utilization
of commit messages. Although CVD recommends omitting
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vulnerability-related information from commit messages,
this guideline is not followed consistently. Many messages
still contain contextual clues suggesting vulnerability fixes,
resulting in uncertainty regarding their effective use. For ex-
ample, in the Linux kernel project, “commit 9805187” ex-
plicitly states in its message that it fixes a potential crash
or undefined behavior caused by a null pointer dereference
(Github 2025). (2) Low and inconsistent message quality.
Most existing methods focus on code-level features and lack
systematic modeling of commit messages as a complemen-
tary signal (Zhou et al. 2021a; Nguyen et al. 2023; Ding
et al. 2024). Although some approaches incorporate message
content (Nguyen et al. 2022; Li et al. 2024), they overlook
the quality variation between messages. Many are vague or
semantically sparse, such as “fixed #2563” in CVE-2023-
4683, providing limited value for reliable inference (Wu
et al. 2025). (3) Entangled and noisy commit changes. Com-
mits frequently include heterogeneous modifications, only
some of which are related to vulnerability fixing. Studies re-
port that approximately 80% of unrelated edits involve tests,
general bug fixes, feature enhancements, refactoring, or doc-
umentation updates (Li et al. 2024). Most methods treat all
changes equally, lacking fine-grained filtering, which intro-
duces noise and impairs identification performance.

To address the above challenges, we propose VFCionX, a
novel VFCI approach that integrates LLMs and small lan-
guage models (SLMs) in a collaborative framework. VF-
CionX consists of three core modules: Message Classifier,
Patch Classifier, and Ensemble Classifier. The message clas-
sifier improves the quality of the commit message by in-
corporating associated issues and pull requests. It then fine-
tunes the Qwen2.5-1.5B model (Hui et al. 2024) using the
enriched commit data through supervised fine-tuning (SFT)
(Dong et al. 2023; Luo et al. 2023) to perform commit-level
classification. The Patch Classifier employs heuristic rules
and a Qwen2.5-Coder-7B-based file selector (Qwen 2025)
to filter out unrelated code in entangled commits, identify-
ing the files most relevant to the commit message. It ex-
tracts added and deleted lines, encodes them using Code-
BERT (Feng et al. 2020) and a convolutional neural net-
work (CNN) (Kim 2014), and performs classification based
on fused fine-grained features. Finally, the Ensemble Classi-
fier adopts an Adaboost-based ensemble strategy (Ying et al.
2013) to combine the predictions of both classifiers, improv-
ing generalization and mitigating the effects of noise and
data imbalance.

Our contributions are summarized as follows:
(1) We propose VFCionX, a novel hybrid architecture that
combines the strengths of LLM (Qwen2.5 series) and small
SLM (CodeBERT and CNN) through an Adaboost-based
ensemble strategy, significantly improving the accuracy and
robustness of VFCI.
(2) We introduce a commit message augmentation method
and a file selection mechanism to address the challenges of
underutilized messages and entangled commits.
(3) We conduct extensive experiments to evaluate the effec-
tiveness of VFCionX. On a real-world C/C++ dataset, VF-
CionX achieves an F1-score of 81.47%, outperforming the
best baseline by 9.42%. Ablation studies further confirm the

effectiveness of each component.

2 Related Work
In the field of VFCI, early studies primarily adopt tradi-
tional machine learning methods (Perl et al. 2015; Sabetta
and Bezzi 2018; Zhou and Sharma 2017), which rely on
handcrafted features and exhibit limited generalization. Sub-
sequent work explores approaches based on deep learn-
ing. Zhou et al. propose VulFixMiner (Zhou et al. 2021a),
which fine-tunes CodeBERT (Feng et al. 2020) to embed
code changes and employs a single-layer neural network
for classification. Nguyen et al. extend this work with Vul-
Curator (Nguyen et al. 2022), which uses RoBERTa (Liu
et al. 2019) to encode commit messages and issue reports,
and CodeBERT for code changes, followed by logistic re-
gression to generate predictions. Later, Nguyen et al. pro-
pose MiDas (Nguyen et al. 2023), a multi-granularity frame-
work that trains separate base models for different lev-
els of code change granularity and combines them via an
ensemble model. While these deep learning methods im-
prove accuracy and generalization, they have limitations.
Most fail to handle entangled commits, treating all modi-
fied files equally, and some do not leverage commit mes-
sages at all. Recently, the rapid advancement of LLM (Ko-
jima et al. 2022; Wu et al. 2023) offers new opportuni-
ties for VFCI, due to their strong understanding of both
natural and programming languages. Researchers have ex-
plored LLM-based methods using GPT-4 (Achiam et al.
2023), prompt learning (Giray 2023; White et al. 2023),
and chain-of-thought (CoT) reasoning (Lyu et al. 2023) for
VFCI tasks, as well as fine-tuning open source models such
as CodeLlama-7B (Meta 2025a). However, experimental re-
sults show that LLM-based approaches often underperform
SLM like CodeBERT in vulnerability fix identification, in-
dicating that LLMs still struggle to distinguish subtle vul-
nerability fixes from benign changes.

3 Problem Definition
This study addresses the task of VFCI, which aims to deter-
mine whether a given commit in a software repository corre-
sponds to a vulnerability fix. Formally, let Ci denote a com-
mit uniquely identified by index i. Each commit consists of
two components: a commit message Xm

i , which provides
a textual description of the change, and code modifications
Xc

i , which include the lines of code added and deleted. The
objective is to learn a binary classification function f that
takes (Xm

i , Xc
i ) as input and predicts a label yi ∈ {0, 1},

where yi = 1 indicates a vulnerability-fixing commit and
yi = 0 denotes a non-vulnerability-fixing commit. The goal
is to identify a mapping function

f : (Xm
i , Xc

i )→ yi

that maximizes prediction accuracy on unseen commits.

4 Methodology
This section presents the proposed method, VFCionX,
which performs VFCI both efficiently and accurately. VF-
CionX adopts a hybrid architecture that combines LLM and
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Figure 1: Overview of the VFCionX framework. The framework constructs a labeled dataset by integrating commit history
from C/C++ repositories with NVD-published CVE records. It jointly analyzes commit messages and code patches using
a dual-channel architecture: the message classifier enhances textual features via contextual augmentation, while the patch
classifier captures structural changes through a CodeBERT-CNN pipeline. An AdaBoost-based ensemble module combines
both predictions to produce the final classification result.

SLM to balance performance and computational efficiency.
It consists of three key modules: the Message Classifier, the
Patch Classifier, and the Ensemble Classifier. The overall
framework of VFCionX is illustrated in Figure 1.

4.1 Message Classifier
Commit Message Augmentation To address the issue of
incomplete or empty commit messages, we design a multi-
source contextual augmentation mechanism (Li et al. 2024).
For each commit, we extract its associated issue and pull
request (PR) identifiers and retrieve their corresponding de-
scriptions and comments via the GitHub REST API. These
additional texts serve as supplementary information to en-
rich the original commit message. The augmented commit
message Mext is constructed as:

Mext = Concatenate(Mbase, Dissue, Cissue, Dpr, Cpr) (1)

where Mbase denotes the original commit message, Dissue
and Dpr are the issue and PR descriptions, Cissue and Cpr
are their corresponding comments, and Concatenate(·) rep-
resents the concatenation of all available textual content.

Supervised Fine-tuning We adopt Qwen2.5-1.5B as the
backbone model and append a fully connected classifi-
cation head that maps the final-layer hidden states to a
probability distribution over classes. Given an augmented
commit message Mext, we tokenize it into a sequence
T = (t1, t2, . . . , tL), where L is the sequence length.
The model processes T and produces hidden states H =
(h1, h2, . . . , hL), where hi ∈ Rd and d is the hidden dimen-
sion. We apply max pooling over H to obtain the contextual

representation Vc, which is passed through the classification
head and a sigmoid activation function to generate the pre-
diction:

ŷ = Sigmoid(WcVc + bc) (2)

where Wc ∈ R1×d and bc ∈ R1 are the weights and bias of
the classification head, and ŷ ∈ [0, 1] denotes the predicted
probability that the commit is vulnerability-fixing. We la-
bel vulnerability-fixing commits as positive (class 1) and
non-vulnerability-fixing commits as negative (class 0). For a
batch of B training samples, with true labels yi ∈ {0, 1} and
predicted probabilities ŷi ∈ [0, 1], we optimize the model
using the binary cross-entropy loss:

LSFT = − 1

B

B∑
i=1

[yi log(ŷi) + (1− yi) log(1− ŷi)] (3)

Minimizing this loss enables the model to learn dis-
criminative features from commit messages for accurate
vulnerability-fix identification.

4.2 Patch Classifier
File Selection Mechanism Entangled commits are com-
mon in VFCI tasks, where a single commit may address mul-
tiple issues or include changes serving different purposes
(Nguyen et al. 2023). Treating all modifications in such
commits as vulnerability-related introduces noise, compro-
mising the accuracy and reliability of VFCI methods. To
mitigate this, we design a file selector to filter out irrelevant
changes. The selector operates in two stages: heuristic-based
preliminary filtering and LLM-based refined filtering.
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(1) Heuristic-based Preliminary Filtering. This stage applies
predefined rules based on file paths, file names, and function
naming conventions to identify and eliminate changes that
are likely unrelated to vulnerability fixes. These rules serve
as an efficient first-layer filter to exclude common sources of
noise. Specifically:

• File path and naming exclusion: Files located in direc-
tories such as test/, tests/, or testing/, or files
with names containing keywords like test, Test, or
mock are excluded, as they are typically associated with
test code.

• Function naming exclusion: For code files, functions with
names starting with test or containing keywords such
as assert, setUp, or tearDown are excluded, as
these are characteristic of testing frameworks.

• Documentation and resource file exclusion: Files with ex-
tensions such as .md, .txt, .rst (documentation), and
.json, .xml, .yaml, .ini, .config (configuration
and resource files) are filtered out, as they generally do
not contain core logic fixes.

(2) LLM-based Refined Filtering. After the heuristic
stage, some entangled changes may remain undetected. To
address this, we introduce Qwen2.5-Coder-7B to perform
semantic-level filtering. This stage leverages the LLM’s
capability in understanding both natural language and code,
incorporating the augmented commit messages generated in
the Message Classifier. For each file retained after heuristic
filtering, we construct a tailored prompt that provides suffi-
cient contextual information (Giray 2023; White et al. 2023)
to help the model associate the semantic content of the code
changes with the intent expressed in the commit message.
The LLM determines whether a code change directly
implements the commit’s described purpose. Only files
judged as relevant by Qwen2.5-Coder-7B are retained, ef-
fectively removing unrelated noise from entangled commits.

Feature Extractor Prior studies primarily focus on
function-level or file-level code changes. However, our em-
pirical analysis reveals that line-level modifications often
contain critical vulnerability-fixing logic, which coarse-
grained representations may fail to capture. To address this,
we introduce a line-level code change feature extractor
based on CodeBERT and CNN, designed to capture fine-
grained semantics and local patterns in code changes.

After the file selector identifies files directly related
to the commit message, we process their corresponding
code changes. Specifically, we extract sequences of added
and deleted lines. For any given line sequence L =
(l1, l2, . . . , lK), we first encode each line li using Code-
BERT to obtain a fixed-dimensional vector ei ∈ RD. The
resulting sequence of embeddings is E = (e1, e2, . . . , eK),
where E ∈ RK×D.

We then apply a CNN to extract local contextual fea-
tures across code lines. To capture patterns of different gran-
ularities, we employ convolutional filters of three heights
h ∈ {2, 3, 4}, with the same width D as the CodeBERT
output. For each filter size h, we use M filters. Each filter

Wh,j ∈ Rh×D (where j = 1, 2, . . . ,M ) performs a one-
dimensional convolution over the line dimension of E, pro-
ducing a feature map ch,j ∈ RK+h−1. We apply global max
pooling over each ch,j to extract the most salient feature:

ph,j = max(ch,j) for j = 1, 2, . . . ,M

For each filter size h, we concatenate the pooled values
into a vector:

Ph = [ph,1, ph,2, . . . , ph,M ] (4)

Finally, we concatenate the vectors from all filter sizes to
form the complete line-level feature representation:

F = [P2;P3;P4] (5)

Using this method, both the added and deleted line se-
quences are encoded into fixed-size feature vectors of di-
mension 3×M , which capture the key semantic changes at
the line level.

Classification Model Construction The feature vectors
derived from the added and deleted line sequences are de-
noted as Fadd and Frem, respectively. To capture semantic dif-
ferences and interactions between the two types of changes,
we adopt a feature fusion strategy that combines concatena-
tion and element-wise multiplication:

Ffused = [Fadd;Frem;Fadd ⊙ Frem] (6)
This produces a fused feature vector Ffused ∈ R3×M×3. The
fused vector is passed through a fully connected layer, fol-
lowed by a sigmoid activation function to compute the pre-
diction probability:

ŷ = Sigmoid(WfFfused + bf ) (7)

where Wf ∈ R1×(3×M×3) and bf ∈ R1 represent the
weights and bias of the classification layer. The output
ŷ ∈ [0, 1] indicates the probability that the commit is
vulnerability-fixing. The model is trained using the binary
cross-entropy loss defined in Equation (3), consistent with
the Message Classifier.

4.3 Ensemble Classifier
Although the Message Classifier focuses on textual infor-
mation and the Patch Classifier captures structural changes,
each model has its own limitations. The Message Classifier
may misclassify due to vague or incomplete messages, while
the Patch Classifier may struggle with complex or noisy
code changes. To overcome these limitations and leverage
complementary strengths, we design an Ensemble Classifier
based on the AdaBoost algorithm (Ying et al. 2013), which
integrates both modalities to achieve more robust and accu-
rate predictions.

Given a training dataset D = {(xi, yi)}Ni=1, where xi

represents the i-th commit sample (including commit mes-
sage and code changes), and yi ∈ {0, 1} is the ground truth
label (1 for vulnerability-fixing, 0 otherwise), we perform
T boosting rounds. At each iteration t = 1, 2, . . . , T , the
trained Message Classifier fM and Patch Classifier fP pro-
duce probability outputs:

pM,i = fM (xi), pP,i = fP (xi) (8)
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where pM,i, pP,i ∈ [0, 1] denote the predicted probabilities.
These are converted to binary predictions using a threshold
θ = 0.5:

ŷM,i =

{
1, if pM,i ≥ θ

0, otherwise
, ŷP,i =

{
1, if pP,i ≥ θ

0, otherwise

The weighted classification error for each base classifier
is calculated as:

ϵM =
N∑
i=1

wi · I[yi ̸= ŷM,i], ϵP =
N∑
i=1

wi · I[yi ̸= ŷP,i]

(9)
where wi = 1

N is the initial sample weight, and I[·] is the
indicator function. The weight coefficients of the classifiers
are computed as:

αM =
1

2
log

(
1− ϵM
ϵM

)
, αP =

1

2
log

(
1− ϵP
ϵP

)
(10)

These coefficients reflect the relative contribution of each
classifier. Sample weights are updated to emphasize misclas-
sified instances:

wi ← wi · exp (αM · I[yi ̸= ŷM,i] + αP · I[yi ̸= ŷP,i])
(11)

Weights are then normalized to ensure
∑N

i=1 wi = 1. Af-
ter T iterations, we aggregate predictions using the accumu-
lated weights α(t)

M and α
(t)
P . The final ensemble classifier is

defined as:

fEnsemble(x) =

∑T
t=1

(
α
(t)
M · fM (x) + α

(t)
P · fP (x)

)
∑T

t=1

(
α
(t)
M + α

(t)
P

) (12)

where fEnsemble(x) ∈ [0, 1] represents the predicted prob-
ability that commit x is vulnerability-fixing. This ensem-
ble approach effectively combines macro-level semantics
from commit messages and micro-level structure from code
patches, enabling more reliable predictions in complex sce-
narios.

5 Experimental Settings
5.1 Experimental Settings
Dataset Construction To evaluate the effectiveness of
VFCionX, we construct a VFCI dataset containing both
vulnerability-fixing commits (VFCs) and non-vulnerability-
fixing commits (non-VFCs). Previous studies show that
C/C++ are among the most vulnerable programming lan-
guages (Wang et al. 2019, 2021, 2020). Therefore, we fo-
cus on C/C++ projects and collect data from five popu-
lar open source repositories (Torvalds 2025; GAPC 2025;
ImageMagick 2025; mruby 2025; openssl 2025). To ob-
tain VFCs, we extract CVE records published since January
2022 from the NVD database. We then identify correspond-
ing commits by matching commit hashes or reference links
provided by NVD within the target repositories, resulting in
2,509 VFCs. Given that non-security-related commits vastly
outnumber VFCs in open source repositories, we randomly
sample 22,121 non-VFCs from the same five repositories,

ensuring that none are associated with any CVE entry in
NVD. We divide the dataset into training sets (70%), valida-
tion sets (10%), and test sets (20%), while maintaining the
class distribution of VFC and non-VFC in each subset. The
detailed statistics of each subset are summarized in Table 1.

Baselines To comprehensively evaluate the performance
of VFCionX, we compare it against three representa-
tive categories of baseline methods: rule-based approaches,
SLMs, and LLMs. First, the rule-based method identifies
VFCs by checking whether the commit message contains
vulnerability-related keywords. To support this strategy, we
manually analyze commit messages and compile a keyword
list consisting of 89 terms, including both general security-
related expressions and Linux-specific terms such as “oops”
and “KASAN”. Second, SLM-based methods rely on small
pre-trained language models (e.g., RoBERTa (Liu et al.
2019) and CodeBERT (Feng et al. 2020)) combined with
fine-tuning to perform VFCI. Representative approaches in-
clude VulFixMiner (Zhou et al. 2021a), VulCurator (Nguyen
et al. 2022), and MiDas (Nguyen et al. 2023), which encode
features from commit messages and code changes to train
supervised classifiers. Finally, LLM-based methods leverage
the strong generalization capabilities of LLMs in zero-shot
and few-shot learning settings to identify VFCs. We eval-
uate several representative models, including Llama-3.1-8B
(Meta 2025b), Qwen2.5-7B (Qwen 2025), GPT-4.5 (Ope-
nAI 2025), and DeepSeek-v3 (DeepSeek 2025).

Metrics Following prior studies (Nguyen et al. 2022; Li
et al. 2024; Ding et al. 2024), we use precision, recall, and
F1-score as evaluation metrics for the VFCI task. These met-
rics are defined as follows:

• Precision (P): P = TP
TP+FP

• Recall (R): R = TP
TP+FN

• F1-score (F1): F1 = 2×P×R
P+R

Here, TP denotes the number of correctly identified VFCs,
FP refers to non-VFCs incorrectly predicted as VFCs, and
FN represents the VFCs that are missed by the model.

Experiment Details VFCionX consists of three core mod-
ules: the Message Classifier, Patch Classifier, and Ensemble
Classifier. For the Message Classifier, we perform SFT for
20 epochs using a learning rate of 5e-5 and a batch size of
32. For the Patch Classifier, we use convolutional layers with
three kernel sizes: 2 × 768, 3 × 768, and 4 × 768, where
768 matches the hidden size of the CodeBERT outputs. The
stride is set to 1, and each kernel size uses 128 filters. During
training, we set the batch size to 1 and apply gradient accu-
mulation with 32 steps. The model is trained for 20 epochs
with a learning rate of 2e-5. For the Ensemble Classifier,
we fix the predictions of the Message and Patch Classifiers
and set the number of AdaBoost iterations to 50. All exper-
iments are conducted on a server equipped with an Intel(R)
Xeon(R) Platinum 8462Y+ CPU and a single NVIDIA H100
GPU with 80 GB memory.
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Repository Train Valid Test
#VFCs #non-VFCs #VFCs #non-VFCs #VFCs #non-VFCs

Linux kernel 1,449 14,388 161 1,599 395 4,005
GPAC 52 282 7 40 15 81
ImageMagick 186 539 27 77 53 154
mruby 17 107 2 15 5 31
OpenSSL 98 562 14 80 28 161

Table 1: Statistics of the constructed VFCI dataset.

5.2 Main Results

To evaluate the effectiveness of VFCionX in VFCI, we con-
duct systematic comparative experiments against a diverse
set of representative baseline approaches. Table 2 systemat-
ically compares the performance of VFCionX against three
representative categories of baseline methods on the VFCI
task. Rule-based methods rely on detecting vulnerability-
related keywords in commit messages and achieve an F1-
score of only 21.29%, reflecting the inherent limitations of
keyword matching. As discussed in introduction, due to the
constraints of CVD practices and low-quality commit mes-
sages, many VFCs do not explicitly mention vulnerabilities,
resulting in substantial false negatives.

Among SLM-based methods, VulFixMiner and MiDas
yield moderate performance, primarily because they under-
utilize commit messages and lack mechanisms to handle
noisy or entangled commits. VulCurator achieves the best
performance among SLMs (F1: 69.59%) by incorporating
contextual signals such as commit messages and associated
issue reports. However, its accuracy is still limited by its
inability to distinguish non-vulnerability-related changes in
entangled commits.

In the zero-shot setting, LLM-based methods demonstrate
high recall (e.g., GPT-4.5 achieves 92.15%) but generally
suffer from low precision. This suggests that without task-
specific tuning or prompt guidance, LLMs tend to over-
predict the positive class, leading to a high false positive
rate. When provided with few-shot examples, the perfor-
mance of LLMs improves significantly. For instance, GPT-
4.5 achieves an F1-score of 72.05%, confirming the value of
in-context examples in guiding model predictions. Nonethe-
less, LLMs remain susceptible to noise from entangled and
redundant code changes.

In contrast, VFCionX integrates the contextual under-
standing capabilities of LLMs, the efficient feature extrac-
tion of SLMs, and the robustness of ensemble learning. It
achieves the highest overall performance with an F1-score
of 81.47%, outperforming all baselines. Compared to the
best-performing LLM (GPT-4.5 in few-shot, F1: 72.05%),
VFCionX improves the F1-score by 9.42%, and surpasses
the best SLM-based method (VulCurator, F1: 69.59%) by
11.88%. These results demonstrate that VFCionX effec-
tively addresses the key challenges of incomplete commit
messages and entangled code changes, offering a more prac-
tical and generalizable solution for identifying vulnerability-
fixing commits.

5.3 Ablation Study
We conduct an ablation study by comparing different vari-
ants of VFCionX to assess the contribution of each com-
ponent to the overall performance. Specifically, VFCionX-
MC and VFCionX-PC denote the variants that use only the
Message Classifier and only the Patch Classifier, respec-
tively. For VFCionX-MC, we further remove the message
augmentation module, denoted as w/o Message Extension.
For VFCionX-PC, we additionally remove the file selection
module, denoted as w/o File Selector.

The experimental results are presented in Table 3.
VFCionX-MC achieves an F1-score of 79.53%, indicating
that the classifier based on augmented commit messages
plays a critical role in VFCI. When the message extension
component is removed, the F1-score drops to 75.30%, high-
lighting the effectiveness of enriching commit messages by
linking related issues and pull requests. Enhanced messages
provide valuable contextual information that improves the
discriminative capacity of the classifier, addressing the in-
consistency in the quality of the original commit messages.
VFCIONX-PC yields a relatively low F1-score of 62.09%,
suggesting that relying solely on code patch information is
insufficient. Upon removing the file selector, the F1-score
further decreases to 55.26%, validating the presence of en-
tangled commits and the effectiveness of our mitigation
strategy. The file selector filters out irrelevant code changes
unrelated to the commit message, allowing the Patch Clas-
sifier to better focus on the core vulnerability-fixing logic.
However, even with the assistance of advanced LLMs in file
selection, the impact of noisy changes cannot be completely
eliminated. The complete VFCionX model, which integrates
the predictions of the Message Classifier and the Patch Clas-
sifier through an Ensemble Classifier, achieves the highest
F1-score of 81.47%, outperforming each individual classi-
fier. This demonstrates that the Adaboost-based ensemble
strategy effectively combines the strengths of both classi-
fiers, improving the model’s generalization and robustness.

5.4 Sensitivity Analysis
We conduct a sensitivity analysis on two key hyperparam-
eters: the maximum commit message length (Max Msg
Length) in the Message Classifier and the maximum num-
ber of changed lines of code (Max Changed LOC, including
both added and deleted lines) in the Patch Classifier. For in-
puts exceeding the threshold, we apply truncation. The re-
sults are presented in Figure 2 and Figure 3.
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Category Method Precision(%) Recall(%) F1-score(%)
Rule-based Keyword Matching 31.51 16.08 21.29

SLMs
VulFixMiner 40.21 56.20 46.88
MiDas 48.35 59.31 53.28
VulCurator 71.62 67.67 69.59

LLMs (zero-shot)

Qwen2.5-7B 25.13 82.92 38.57
Llama-3.1-8B 24.86 84.77 38.45
GPT-4.5 43.09 92.15 58.72
DeepSeek-v3 40.86 91.14 56.42

LLMs (few-shot)

Qwen2.5-7B 42.08 85.94 56.50
Llama-3.1-8B 42.72 88.61 57.65
GPT-4.5 58.10 94.83 72.05
DeepSeek-v3 56.25 92.91 70.07

SLM+LLM VFCionX 76.54 87.09 81.47

Table 2: Performance of baselines and VFCionX. Best results are in bold and second best results are underlined.

Model Precision(%) Recall(%) F1(%)
VFCionX-MC 74.72 85.01 79.53
w/o Message Extension 69.88 81.63 75.30
VFCionX-PC 55.26 70.85 62.09
w/o File Selector 49.67 62.27 55.26
VFCionX 76.54 87.09 81.47

Table 3: Ablation results of VFCionX and its variants.

Figure 2: Impact of maximum message length on classifica-
tion performance.

We observe that when the maximum commit message
length is small, the model fails to capture sufficient contex-
tual information, resulting in suboptimal performance. As
the length increases, performance improves and peaks at
256 tokens. However, further increases lead to performance
degradation, likely due to the inclusion of irrelevant con-
tent such as verbose debugging logs, which introduce noise
into the learning process. For the maximum changed lines
of code (LOC), we observe that the model performs bet-
ter under lower thresholds (e.g., fewer than 10 lines). This
aligns with prior findings that security patches are typically
small, localized, and highly focused fixes (Zeng et al. 2021;

Figure 3: Impact of maximum changed lines of code (LOC)
on classification performance.

Zhou et al. 2021b). As the LOC constraint increases, the in-
put often includes a larger number of code modifications,
which tend to involve unrelated changes such as test up-
dates, formatting adjustments, or refactorings. These non-
security-related edits introduce substantial noise, making it
more difficult for the model to capture structural and seman-
tic patterns indicative of vulnerability fixes, thereby degrad-
ing overall performance. This observation further confirms
the adverse impact of commit entanglement on the VFCI
task and underscores the importance of carefully constrain-
ing input boundaries in model design.

6 Conclusion
This paper presents VFCionX, a novel approach to VFCI
that combines the semantic understanding of LLMs with the
efficient feature extraction of SLMs, enhanced by ensemble
learning. To tackle noisy commit messages and entangled
code changes, it introduces a context-aware Message Clas-
sifier and a noise-resistant Patch Classifier. Experiments on
OSS projects show that VFCionX significantly outperforms
existing methods in both accuracy and generalizability.
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