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Abstract

Anomaly detection aims to identify deviations from normal
patterns within data. This task is particularly crucial in dy-
namic graphs, which are common in applications like social
networks and cybersecurity, due to their evolving structures
and complex relationships. Although recent deep learning-
based methods have shown promising results in anomaly de-
tection on dynamic graphs, they often lack of generalizability.
In this study, we propose GeneralDyG, a method that sam-
ples temporal ego-graphs and sequentially extracts structural
and temporal features to address the three key challenges
in achieving generalizability: Data Diversity, Dynamic Fea-
ture Capture, and Computational Cost. Extensive experimen-
tal results demonstrate that our proposed GeneralDyG sig-
nificantly outperforms state-of-the-art methods on four real-
world datasets.

Code — https://github.com/YXNTU/GeneralDyG

Introduction

Graphs are extensively employed to model complex sys-
tems across various domains, such as social networks (Wang
et al. 2019), human knowledge networks (Ji et al. 2021),
e-commerce (Qu et al. 2020), and cybersecurity (Gao
et al. 2020). Although the bulk of researches focus on
static graphs, real-world graph data often evolves over
time (Skarding, Gabrys, and Musial 2021). Taking knowl-
edge networks as an example, there is new knowledge be-
ing added to the network every month, with connections
between different concepts evolving over time. To model
and analyze graphs where nodes and edges change over
time, mining dynamic graphs gains increasing popular-
ity in the graph analysis. Anomaly detection in dynamic
graphs (Ma et al. 2021; Ho, Karami, and Armanfard 2024)
is vital for identifying outliers that significantly deviate from
normal patterns such as anomalous edges or anomalous
nodes,including the detection of fraudulent transactions, so-
cial media spam, and network intrusions (Dou et al. 2020).
By utilizing the temporal information and relational struc-
tures inherent in dynamic graphs, researchers can more ef-
fectively identify anomalies, thereby enhancing the security
and integrity of various systems (Pourhabibi et al. 2020).
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Recently, techniques based on deep learning have facili-
tated significant advancements in anomaly detection within
dynamic graphs. For example, methods like GDN (Deng
and Hooi 2021), StrGNN (Cai et al. 2021) focus on extract-
ing structural information from graphs, while approaches
such as LSTM-VAE (Park, Hoshi, and Kemp 2018) and
TADDY (Liu et al. 2021) concentrate on capturing tempo-
ral information.In addition, self-supervised (Lee, Kim, and
Shin 2024) and semi-supervised (Tian et al. 2023) methods
have also been applied to dynamic graph anomaly detection.

Despite their improved performance, current deep
learning-based methods lack the crucial generalizabil-
ity (Brennan 1992) needed for dynamic graph tasks across
different tasks or datasets. A model with strong generaliza-
tion can adapt to different tasks without significant adjust-
ments to its architecture or parameters, reducing the need
for retraining or redesigning for new tasks(Bai, Ling, and
Zhao 2022). Conversely, in anomaly detection, where iden-
tifying potential risks or issues is crucial, poor general-
ization may lead to missed critical anomalies in new sce-
narios, thereby diminishing the model’s reliability in real-
world applications. Specifically, the inadequate encoding of
anomalous events' in existing methods results in poor gen-
eralization. Firstly, in the absence of raw event attributes,
they fail to generate informative event encodings that accu-
rately represent the properties of the events. For example,
SimpleDyG (Wu, Fang, and Liao 2024) nearly discards all
topological structure information, tokenizing only the nodes
while ignoring the edges, which leads to the loss of criti-
cal structural information during node prediction tasks, mak-
ing it unsuitable for node anomaly detection tasks and even
less so for edge anomaly detection. The positional encoding
method in TADDY (Liu et al. 2021) may not capture struc-
tural similarities and could fail to model the structural in-
teractions between events, as demonstrated in SAT (Chen,
O’Bray, and Borgwardt 2022). TADDY’s node position-
specific encoding may result in ambiguous structural infor-
mation, leading to suboptimal results in node anomaly detec-
tion tasks. Furthermore, some methods, such as GDN (Deng
and Hooi 2021), exhibit inadequate temporal information
capture capabilities. For instance, GDN does not incorpo-

'In this paper, both node anomalies and edge anomalies are col-
lectively referred to as anomalous events.



rate the information provided by specific time values when
modeling temporal data, resulting in poor performance on
time-sensitive datasets such as Bitcoin-Alpha and Bitcoin-
OTC (Liu et al. 2021).

Developing a highly generalizable dynamic graph
anomaly detection method presents several challenges, pri-
marily in: 1. Data Diversity: Differences across dynamic
graph datasets, such as topological structures and node and
edge attributes, can be substantial. The method must iden-
tify and adapt to a wide range of feature distributions. 2.
Dynamic Feature Capture: Anomalies in dynamic graphs
may occur locally (e.g., anomalous behavior of specific
nodes or edges) or globally (e.g., abnormal changes in net-
work topology). The method must capture both local and
global dynamic features. 3. Computational Cost: Dynamic
graph anomaly detection often involves large-scale graph
data, making computational resources and time efficiency
significant challenges.

Hence, in this work, we propose a novel approach for
anomaly detection named GeneralDyG, which addresses the
three key challenges mentioned above and ensures general-
izability in dynamic graph anomaly detection tasks. It en-
sures simplicity by sampling ego-graphs around anomalous
events, then uses a novel GNN extractor to capture structural
information, and finally employs a Transformer module to
capture temporal information. Specifically, the main contri-
butions of our work are:

* We design a novel GNN extractor, which embeds nodes,
edges, and topological structures into the feature space.
By alternating the message-passing perspective between
nodes and edges, it performs graph convolution on both
simultaneously. This ensures that GeneralDyG adapts to
diverse feature distributions.

* We introduce special tokens into the feature sequences
to distinguish the hierarchical relationships between
anomalous events, ensuring that the method captures
global temporal information while maintaining focus on
local dynamic features.

» We design a novel ego-graph? sampling method for train-
ing anomalous events instead of using the entire graph.
This approach significantly reduces computational re-
sources, enhancing the overall efficiency of the method.

* We demonstrate the effectiveness of GeneralDyG on
four benchmark datasets for detecting anomalous events,
showing that it achieves better performance than state-of-
the-art anomaly detection methods.

Related Work
Anomaly Detection in Dynamic Graphs

Anomalies are infrequent observations that significantly de-
viate from the rest of the sample, such as data records or
events. Dynamic graph anomaly detection primarily focuses
on identifying unusual events within a dynamic graph (Ekle
and Eberle 2024; Ho, Karami, and Armanfard 2024; Ma
et al. 2021). Recently, deep learning methods have made

>The subgraph that consists of the ego events and all events
within the k-hop range from the ego event.
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significant advancements in anomaly detection for dynamic
graphs. Modeling time series-related tasks as anomalous
node detection in dynamic graphs is considered a viable ap-
proach (Su et al. 2019; Chen et al. 2022; Zhang, Zhang, and
Tsung 2022; Dai and Chen 2022). Specifically, M-GAT em-
ploys a multi-head attention mechanism along with two re-
lational attention modules—namely, intra-modal and inter-
modal attention—to explicitly model correlations between
different modalities (Ding, Sun, and Zhao 2023). MTAD-
GAT incorporates two parallel graph attention layers to cap-
ture the complex dependencies in multivariate time series
across both temporal and feature dimensions (Zhao et al.
2020). GDN integrates structural learning with graph neu-
ral networks and leverages attention weights to enhance
the explainability of detected anomalies (Deng and Hooi
2021). FuSAGNet optimizes reconstruction and forecasting
by combining a Sparse Autoencoder with a Graph Neural
Network to model multivariate time series relationships and
predict future behaviors (Han and Woo 2022).

Detection of edge anomalies in dynamic graphs has also
garnered increasing attention. Classical methods include the
randomized algorithm SEDANSPOT (Eswaran and Falout-
sos 2018) and the hypothesis-based approach Midas (Bha-
tia et al. 2020). Many recent methods have employed dis-
crete approaches to address this task. For instance, Add-
graph utilizes a GCN to extract graph structural informa-
tion from slices, followed by GRU-attention (Zheng et al.
2019). StrGNN extracts h-hop closed subgraphs centered on
edges and employs GCN to model structural information on
snapshots, with GRU capturing correlations between snap-
shots (Cai et al. 2021). Recently, SAD introduced a continu-
ous dynamic approach for anomaly detection using a semi-
supervised method (Tian et al. 2023).

Transformer on Dynamic Graphs

Transformers are a type of neural network that rely ex-
clusively on attention mechanisms to learn representative
embeddings for various types of data, as initially intro-
duced in (Vaswani et al. 2017). Recent works have also ap-
plied Transformers to dynamic graph tasks. For instance,
GraphERT pioneers the use of Transformers to seamlessly
integrate graph structure learning with temporal analysis
by employing a masked language model on sequences of
graph random walks (Beladev et al. 2023). GraphLSTA cap-
tures the evolution patterns of dynamic graphs by effec-
tively extracting and integrating both long-term and short-
term temporal features through a recurrent attention mech-
anism (Gao et al. 2023). Taddy employs a Transformer to
handle diffusion-based spatial encoding, distance-based spa-
tial encoding, and relative time encoding, subsequently de-
riving edge representations through a pooling layer to cal-
culate anomaly scores (Liu et al. 2021). SimpleDyG reinter-
prets dynamic graphs as a sequence modeling problem and
presents an innovative temporal alignment technique. This
approach not only captures the intrinsic temporal evolution
patterns of dynamic graphs but also simplifies their model-
ing process (Wu, Fang, and Liao 2024).



Preliminaries

Notations. A continuous-time dynamic graph (CTDG) is
used to represent relational data in evolving systems. A
CTDG is defined as G = (V, E), where V is the set of nodes
that participate in temporal edges, and £ is a chronologically
ordered series of edges. Each edge 6(t) = (vi,v;,t,ei;5)
represents an interaction from node v; to node v; at time ¢
with an associated feature e;;. The node attributes for nodes
v, v; € V are denoted by x,,, Ty, € R<, and the node at-
tributes for all nodes are stored in X € R™*?. Addition-
ally, the edge attributes for edges e;; € £ are denoted by
Ye.; € R?, and the edge attributes for all edges are stored
in) € R™*? where n is the number of nodes and m is
the number of edges in the CTDG. In this paper, we explore
a method called GeneralDyG for handling node-level and
edge-level anomalies. Therefore, in the following text, we
treat nodes V' and edges £ collectively as anomaly events .A.
Similarly, we consider node features X and edge features )
together as anomaly features Z.

Transformer on CTDG. While Graph Neural Networks
(GNNps) directly leverage the inherent structure of graphs,
Transformers take a different approach by inferring relation-
ships between nodes using their attributes rather than the
explicit graph structure (Dwivedi and Bresson 2020). Trans-
former treats the dynamic graph as a collection of edges,
utilizing the self-attention mechanism to identify similari-
ties between them. The architecture of the Transformer(Fang
et al. 2023a,b) consists of two fundamental components: a
self-attention module and a feed-forward neural network.

In the self-attention module, the input anomaly features
Z are initially projected onto the query (Q), key (K), and
value (V') matrices through linear transformations, such that
Q=ZWq, K = ZWk, and V = ZWYy,, respectively. The
self-attention can then be computed as follows:

QK

out

T

Attn(Z) = softmax ( > V e RmHm)xdon (1)

To address dynamic graph tasks, multiple Transformer
layers can be stacked to build a model that provides node-
level representations of the graph (Wang et al. 2021). How-
ever, due to the permutation invariance of the self-attention
mechanism, the Transformer generates identical representa-
tions for nodes with the same attributes, regardless of their
positions or surrounding structures within the graph. This
characteristic necessitates the incorporation of positional
and contextual information into the Transformer, typically
achieved through positional encoding (Cong et al. 2021; Sun
et al. 2022).

Absolute encoding. Absolute encoding involves adding
or concatenating positional or structural representations
of the graph to the input node features before feed-
ing them into the main Transformer model. Examples of
such encoding methods include Laplacian positional encod-
ing (Dwivedi and Bresson 2020), Random Walk Positional
Encoding (Dwivedi et al. 2021), and Node Encoding (Liu
et al. 2021). A key limitation of these methods is that they
typically fail to capture the structural similarity between
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nodes and their neighborhoods, thereby not effectively lever-
aging the graph’s structural information.

Problem Definition. The goal of this paper is to detect
anomalous edges and nodes at each timestamp. Based on
the previously mentioned notations, we model anomaly de-
tection in dynamic graphs as a task of computing anomaly
scores.

Definition 1. Given a dynamic graph G, where each G,
(V4, &) represents the graph at timestamp ¢, the goal of
anomaly detection is to identify unusual edges and nodes
within this evolving structure. For each edge e € &; and each
node v € V;, the objective is to compute an anomaly score
f(e) and f(v), respectively, where f is a learnable anomaly
score function. The anomaly score quantifies the degree of
abnormality for both edges and nodes, with a higher score
f(e) or f(v) indicating a greater likelihood of anomaly for
edge e or node v.

Building on previous research, we adopt an unsupervised
approach for anomaly detection in dynamic graphs. During
training, all edges and nodes are considered normal. Binary
labels indicating anomalies are provided during the testing
process to assess the performance of the algorithms. Specif-
ically, a label y. = 1 signifies that e is anomalous, whereas
y. = 0 denotes that e is normal. Similarly, a label y,, = 1
indicates that a node is anomalous. It is important to note
that anomaly labels are often imbalanced, with the number
of normal edges and nodes typically being much greater than
the number of anomalous ones.

Methodology

In this section, we introduce the general framework of our
approach, which consists of three main components: Tempo-
ral ego-graph sampling, Temporal ego-graph GNN extractor,
and Temporal-Aware Transformer. An overview of the pro-
posed framework is illustrated in Figure 1. Initially, we ex-
tract ego-graphs at the level of each anomaly event, captur-
ing k-hop temporal dynamics. These temporal ego-graphs
are then transformed into anomaly feature sequences, pre-
serving their temporal and structural order, as demonstrated
in Figure 1(a). To fully understand the structural informa-
tion of these sequences, they are processed through a GNN
model to extract the structural details of the temporal ego-
graphs, as depicted in Figure 1(b). Finally, both the original
sequence features and the structure-enriched sequence fea-
tures are fed into the Transformer to evaluate the anomaly
detection task, as shown in Figure 1(c).

Temporal ego-graph sampling
Unlike conventional methods that map dynamic graphs into
a series of snapshots to obtain tokens, we use a more
lightweight approach by employing anomalous events as to-
kens for the Transformer. Additionally, to acquire the con-
textual representation and hierarchical information of these
anomalous events, we extract the temporal k-hop ego-graph
of each event to capture historical interaction information
across different structures.

Specifically, we denote a; € A4 as an event in G.
For each event a;, we utilize a k-hop algorithm to ex-
tract the historically interacted events and construct
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Figure 1: The proposed generalizable anomaly detection framework. GeneralDyG consists of three main components:
(a)Temporal ego-graph sampling. (b)Temporal ego-graph GNN extractor. (c)Temporal-Aware Transformer

a series of k-hop ego-graphs centered around aj,
representing subsets of the largest k-hop ego-graph.
Explicitly, we denote the temporal k-hop ego-graph
for a; as a chronologically ordered sequence w;

sampling((a}), (al,a?,a?),. .., (a},a?,a?, lwilyy,

al,a?, a3 "
where |w;| is the number of previously interacting events,
and the maximum value of |w;| is the total number of events
that have interacted with a;. Note that V1 < j < j' < |w;

J
a;

and o’ represent historical interactions (a;,a?, e, j)
and (a;, a’'i, ei, j'), respectively, such that eij < eijr

When implementing feature sequences sorted by time, it
is crucial to simultaneously consider the hierarchical infor-
mation introduced by the k-hop algorithm. Specifically, for
the central event a;, the set of events ag; ;. extracted by the
k-hop algorithm exhibits greater similarity compared to the
set of events a},;,, extracted by the (k+1)-hop algorithm,
as they share the same shortest path to the central point a;.
To better capture this hierarchical information, we draw in-
spiration from natural language processing methods and add
special tokens to the feature sequence. These tokens ensure
that the event sets between two special tokens maintain a
chronological order. During training, the Transformer mod-
ule and GNN extractor can receive the following input:

lai]
Qg

ag (KHSD, @)
where (|[KHS|) is a special token signifying the begin-

ning and end of the input hierarchical sequence. Specifi-
cally, adding such special tokens helps the model recog-

input; = (|KHS|), a;, ((KHS|),ai; 1',a,y, . ..
<‘KHS|>5 azl;ka a?;k’ T
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nize and differentiate between the hierarchical layers of the
ego-graph. It should be noted that we use sampled ego-
graphs here to enhance the model’s generalization capabil-
ity. Therefore, the raw features obtained by the Transformer
module and GNN extractor are denoted as z;, where z; is a
subset of input,.

Temporal ego-graph GNN extractor

A practical approach to extracting local structural informa-
tion at an event a; is to apply an existing GNN model to the
input graph with event feature sequences z;, and utilize the
output representation at a; as the ego-graph representation
©(z). It is important to highlight that, to showcase the flex-
ibility of our model, the GNN model employed here should
be both straightforward and capable of simultaneously pro-
cessing node features X’ and edge features ). Formally, we
denote the selected GNN model with K layers applied to k-
hop ego-graphs k-DG as GNN’kC. The output representation
©(z;) can be expressed as:
©(z;) = GNNK(2). (3)
Next, we discuss the choice of the GNNk’C model. When
the dataset information is known prior to anomaly event pre-
diction—such as in cases where the CTDG consists solely
of node features—a conventional GNN model like GCN,
GAT, or GIN can be effectively utilized to extract ego-graph
structural information. However, for CTDGs with diverse
attributes, including both node and edge features, we in-
troduce the Temporal Edge-Node Based Structure Extrac-
tor GNN (TensGNN). TensGNN is specifically designed to



accommodate more complex scenarios by concurrently pro-
cessing both types of features.

TensGNN encodes events by alternately applying node
and edge layers, thereby embedding events into a shared
feature space. Specifically, TensGNN employs operations
analogous to spectral graph convolution for message pass-
ing on events. The node Laplacian-adjacency matrix with
self-loops is defined as:

— 1 1

A’U - D’g (A'u + Iv) DE7 (4)
where D, is the diagonal degree matrix of A, + I, and I,
is the identity matrix. The node-level propagation rule for
node features in the (K + 1)-th layer is defined as:

HEHD — o (TTHEK)WQ ® AngK)WU) N ®))

where o represents the activation function, the matrix 1" €
RNvxNe g g binary transformation matrix, with 7;; indi-
cating whether edge j connects to node ¢. The symbol ®
represents the Hadamard product. W/ and W, are learnable
parameters for edges and nodes, respectively. Similarly, the
Laplacianized edge adjacency matrix is defined as:
1 1
Ae :DE (Ae+le) Deia (6)
where D, is the diagonal degree matrix of A, + I, and I,
is the identity matrix. The propagation rule for edge features
is then defined as:
HEH) = 5 (TTH,SK>W; ® /IeHéK)We) RNC)
Here, the matrix 7T is defined analogously to that in Equa-
tion 5, with W/ and W, representing the learnable weights
for the nodes and edges, respectively. TensGNN alternates
between stacking node layers and edge layers to iteratively
refine the embeddings of both types of events. Specifically,
to derive the final encoding of nodes, the last layer before
the output is a node layer. Conversely, to obtain the final en-
coding of edges, the last layer before the output is an edge
layer.

Temporal-Aware Transformer

To enhance the Transformer’s understanding of the topo-
logical structure of the temporal ego-graph while preserv-
ing the original event features, we overlay the topological
structure information onto the Query and Key, while retain-
ing the original event features as the Value. This approach
allows the model to leverage structural information for the
attention mechanism while maintaining the integrity of the
original feature values for effective representation. Formally,
for the event feature to be predicted, z; € Z, we adopt the
method proposed in (Mialon et al. 2021) and rewrite the self-
attention as kernel smoothing. The final embedding calcula-
tion is then given by:

2 T

zj€k—DG

‘FCXP(Ziv Zj)
zw€k—DG ]:exp(zi, Zw)

Attn(z;) wyzj, (8)
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where wy is the linear value function of the original
event feature z;, and Fexp is an exponential kernel (non-
symmetric), parameterized by wg and w:

)

<WQ1‘7 WKI/>

9
Vv dout ( )

Fexp(x,r') = exp (

Wy = WZi + b,
wo = We(z) +b,

where (-, -) denotes the dot product. By optimizing the ob-
jective function, we obtain the final embeddings for each
anomaly feature z;. These final embeddings are then fed into
the scoring module to compute the anomaly scores. It is im-
portant to note that the scoring modules for node-level and
edge-level anomalies differ in the datasets used in this paper.
For edge-level anomalies, we directly use the final output
embedding from the training process as the anomaly score.
Conversely, for node-level anomalies, the final output con-
sists of a set of binary labels indicating whether each time
step is anomalous, which serves as the final anomaly score.

Experiments
Experimental Setup

Datasets. We use four real-world datasets, categorized
into two types: Node-Level and Edge-Level anomaly detec-
tion tasks. For Node-Level, we utilize SWaT (Secure Wa-
ter Treatment), a small-scale Cyber-Physical system man-
aged by Singapore’s Public Utility Board, and WADI (Wa-
ter Distribution), an extension of SWaT that includes a more
extensive water distribution network. Both datasets provide
data from normal operations and controlled attack scenarios
to simulate real-world anomalies. For Edge-Level, we em-
ploy Bitcoin-Alpha and Bitcoin-OTC, which are trust net-
works of Bitcoin users trading on platforms from www.btc-
alpha.com and www.bitcoin-otc.com, respectively. In these
datasets, nodes represent users, and edges indicate trust rat-
ings between them, capturing interactions and trust dynam-
ics within the Bitcoin trading community.

Experimental Design. In our experiments, The settings for
Bitcoin-Alpha and Bitcoin-OTC are identical to those used
in TADDY (Liu et al. 2021). We inject anomalies into the
test set at proportions of 1%, 5%, and 10%. SWaT and
WADI are identical to those used in GDN (Deng and Hooi
2021). AUC?, AP* and F1° are used as the primary metrics
to evaluate the performance of the proposed GeneralDyG
and baselines.

Baselines. We evaluated GeneralDyG against 20 advanced
baselines, which are classified into two categories: graph
embedding methods and anomaly detection methods. A de-
tailed description of the baselines can be found in the Ap-
pendix.

* Graph Embedding Methods: node2vec (Grover and
Leskovec 2016), DeepWalk (Perozzi, Al-Rfou, and

3https://en.wikipedia.org/wiki/AUC
“https://builtin.com/articles/mean-average-precision
Shttps://en.wikipedia.org/wiki/F-score



Bitcoin-Alpha Bitcoin-OTC
Methods 1% 5% 10% 1% 5% 10%

AUC AP AUC AP AUC AP AUC AP AUC AP AUC AP

node2vec 69.10 9.17 68.02 731 6785 995 | 69.51 831 68.83 645 6745 477
DeepWalk 69.85 856 6874 9.68 6793 10.78 | 7423 1058 7356 941 7287 8.22
TGAT 8532 1136 84.16 11.08 8398 12.05 | 88.87 16.87 87.59 1524 87.55 1537
TGN 86.92 13.00 86.78 16.85 86.21 17.00 | 84.33 11.33 8349 11.25 8347 10.79
ADDGRAPH | 8341 1321 8470 13.01 83.69 1428 | 86.00 16.04 8498 1521 84.77 14.21
StrGNN 8574 1256 86.67 1399 86.27 14.68 | 90.12 1834 87.75 18.68 88.36 18.10
TADDY 94.51 1651 9341 1832 9423 19.67 | 94.55 16.10 93.40 1847 9425 18.92
SAD 90.69 19.99 90.55 21.08 9033 2299 | 91.88 2632 90.99 27.33 90.04 26.79
SLADE 90.32 18.78 89.99 22.02 88.71 2441 | 9153 2032 91.24 2211 91.01 20.04
GeneralDyG | 94.01 24.00 9541 24.02 9628 26.73 | 94.66 27.89 9486 29.97 9559 27.13

Table 1: Anomaly detection performance comparison on Edge-Level datasets. The best performing method in each experiment
is in bold and the second-best method is indicated with underlining.

Skiena 2014), TGAT (Xu et al. 2020), TGN (Rossi et al.
2020).

* Anomaly Detection Methods: ADDGRAPH (Zheng
etal. 2019), StrGNN (Cai et al. 2021), TADDY (Liu et al.
2021), SAD (Tian et al. 2023), SLADE (Lee, Kim, and
Shin 2024), PCA (Shyu et al. 2003), KNN (Angiulli and
Pizzuti 2002), GDN (Deng and Hooi 2021), BTAD (Ma,
Han, and Zhou 2023), GRN-100 (Tang et al. 2023),
DAGMM (Zong et al. 2018), MST-GAT (Ding, Sun, and
Zhao 2023), FuSAGNet (Han and Woo 2022), LSTM-
VAE (Park, Hoshi, and Kemp 2018), MTAD-GAT (Zhao
et al. 2020).

Overall Performance

Edge Level. We compared our methods, GeneralDyG, with
nine strong edge-level baseline methods, as shown in Ta-
ble 1. Our methods consistently outperformed the baselines
across both Bitcoin-Alpha and Bitcoin-OTC datasets. The
baselines, lacking sufficient structural or temporal informa-
tion, did not achieve state-of-the-art results. Specifically,
GeneralDyG demonstrated an average AUC improvement
of approximately 3.2% and 4.5%, respectively, compared to
the best-performing baseline on the Bitcoin-Alpha dataset.
In terms of Average Precision (AP), GeneralDyG achieved a
significant improvement, with up to 24% in the 1% anomaly
detection setting, representing a 19.8% increase over the
best-performing baseline.

On the Bitcoin-OTC dataset, GeneralDyG also exhibited
substantial gains, with an average AUC increase of about
3.6% and an AP improvement of up to 20.2% over the base-
lines. This demonstrates that our methods are more effec-
tive in generalizing and capturing the temporal dynamics
necessary for robust anomaly detection in these datasets.
Node Level. We compared our methods, GeneralDyG, with
ten strong node-level baseline methods, as shown in Ta-
ble 2. Our methods generally outperformed the baselines.
Specifically, GeneralDyG achieved the highest F1 score on
the SWaT dataset with 85.19%, surpassing the second-best
method, FuSAGNet, by 1.8%. On the WADI dataset, Gen-
eralDyG reached an F1 score of 60.43%, which is slightly
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Methods SWaT | WADI
PCA 23.16 | 9.35
KNN 7.83 7.75
GDN 80.82 | 56.92

BTAD 81.43 | 53.77
GRN-100 74.96 | 48.28
DAGMM 39.37 | 36.09
MST-GAT | 83.55 | 60.31
FuSAGNet | 83.69 | 60.70

LSTM-VAE | 73.85 | 24.82
MTAD-GAT | 31.71 | 16.94
GeneralDyG | 85.19 | 60.43

Table 2: Anomaly detection F1 scoring comparison on
Node-Level datasets. The best performing method in each
experiment is in bold and the second-best method is indi-
cated with underlining.

below FuSAGNet’s 60.70%, but still demonstrates competi-
tive performance.

The baselines, particularly those lacking robust temporal
modeling capabilities like PCA and KNN, showed signif-
icantly lower F1 scores, with KNN performing the worst
on both datasets. Compared to these methods, GeneralDyG
shows a notable improvement of approximately 58% on
SWaT and 53% on WADI in F1 score. Overall, these re-
sults highlight that our methods are better at generalizing
and capturing the temporal dynamics necessary for effective
anomaly detection in node-level datasets.

Ablation Study

We conducted an ablation study to assess the contribution
of each component in the proposed GeneralDyG, as detailed
below:

* w/o ego-graph. This variant omits the temporal ego-
graph sampling process and directly uses the entire graph
as input features.

¢ w/o TensGNN. This variant removes the GNN extractor,
thereby omitting the extraction of structural information
from the events.



Bitcoin-Alpha WADI

Method AUC AP F1
GeneralDyG 96.28 26.73 60.43
w/o ego-graph | 96.01 19.33  59.45
w/o TensGNN 92.02 22.63 55.13
w/o Transformer | 93.71 20.20 58.46

Table 3: The performance of GeneralDyG and its variants on
both Node-Level and Edge-Level datasets.

¢ w/o Transformer. This variant excludes the Transformer
module, thus omitting the extraction of temporal infor-
mation from the events.

The ablation study results in Table 3 highlight the signif-
icance of each component in GeneralDyG. Removing the
temporal ego-graph sampling (w/o ego-graph) results in a
decrease of AUC by 0.27% and AP by 27.9% on Bitcoin-
Alpha, and a reduction in F1 score by 1.6% on WADI, indi-
cating its critical role in capturing temporal dependencies.
Excluding the GNN extractor (w/o TensGNN) leads to a
significant decrease in AUC by 4.26%, AP by 15.8% on
Bitcoin-Alpha, and F1 score by 8.6% on WADI, underscor-
ing the importance of structural information. Removing the
Transformer module (w/o Transformer) results in a decrease
of AUC by 2.57%, AP by 24.6% on Bitcoin-Alpha, and F1
score by 3.3% on WADI, emphasizing the need for tempo-
ral information processing. These results confirm that each
component is crucial for achieving optimal performance.

How to Set Up the Optimal GeneralDyG

Figure 2: Effect of Parameters k£ and K on Bitcoin-Alpha

The heatmap in Figure 2 illustrates the impact of the pa-
rameters k£ and K on model performance for the Bitcoin-
Alpha dataset. It indicates that higher values of /C (the num-
ber of layers in the TensGNN) generally lead to decreased
performance, suggesting that having too many layers can be
detrimental to the model’s effectiveness. This could be due
to overfitting or increased model complexity without corre-
sponding gains in performance.

On the other hand, the parameter k& (which controls the
temporal ego-graph sampling) has a less pronounced effect
on performance. While increasing &k does affect the results,
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it mainly impacts the training process due to the additional
parameters it introduces.

Thus, the optimal setup should aim for a balance: choos-
ing a modest number of layers (K) to avoid overfitting while
selecting an appropriate k that provides sufficient tempo-
ral information without excessively complicating the model.
This balance will help in achieving both efficient training
and robust performance.

Generalizable Analysis

Node-Level | Bitcoin-Alpha | Edge-Level | WADI
Method AUC AP Method F1
GeneralDyG | 96.28 26.73 | GeneralDyG | 60.43
GDN 83.84 13.28 TADDY 40.05
MST-GAT | 86.66 18.97 | SimpleDyG | 33.24
FuSAGNet | 87.76 20.01 SAD 36.75

Table 4: Generalizable analysis on Node-Level and Edge-
Level tasks

In Table 4, GeneralDyG demonstrates its strong general-
izability across different types of tasks. Specifically, Gener-
alDyG consistently outperforms the baseline methods that
were evaluated in a mismatched dataset context. For in-
stance, when the edge-level baselines are applied to the
node-level dataset (WADI), their performance significantly
drops, with metrics such as AUC and F1 score showing sub-
stantial declines compared to GeneralDyG. Similarly, node-
level baselines tested on the edge-level dataset (Bitcoin-
Alpha) exhibit poor performance, further emphasizing their
lack of generalizability.

GeneralDyG, on the other hand, maintains high perfor-
mance across both types of datasets, showcasing its robust-
ness and adaptability. This indicates that GeneralDyG is ca-
pable of effectively handling both node-level and edge-level
tasks, whereas the baseline methods exhibit considerable
performance degradation when faced with different dataset
types. These results underline the superior generalizability
of GeneralDyG, as it maintains stable and effective perfor-
mance across diverse scenarios where other methods fail to
deliver consistent results.

Conclusion

In this work, we introduced a novel approach for anomaly
detection in dynamic graphs called GeneralDyG, which ef-
fectively addresses the challenges of data diversity, dynamic
feature capture, and computational cost, thereby demon-
strating the generalizability of our method. GeneralDyG
achieves this by mapping node, edge, and topological struc-
ture information into the feature space, incorporating hier-
archical tokens, and sampling temporal ego-graphs to effi-
ciently capture dynamic features. GeneralDyG excels across
multiple benchmarks, demonstrating its effectiveness and
high performance. For future work, we can build on this
work to explore the interpretability of anomaly detection in
dynamic graphs, providing more robust theoretical support.
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