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Abstract

Anomaly detection on attributed graphs has applications in
various domains such as finance and email spam detection,
thus gaining substantial attention. Distributed scenarios can
also involve issues related to anomaly detection in attribute
graphs, such as in medical scenarios. However, most of the
existing anomaly detection methods are designed for central-
ized scenarios, and directly applying them to distributed set-
tings may lead to reduced performance. One possible reason
for this issue is that, when graph data are distributed across
multiple clients, federated graph learning may struggle to
fully exploit the potential of the dispersed data, leading to
suboptimal performance. Building on this insight, we propose
FedCLGN, a federated graph anomaly detection framework
that leverages contrastive self-supervised learning. First, we
put forward an augmentation method to maintain global neg-
ative pairs on the server. This involves identifying anomalous
nodes using pseudo-labels, extracting embedding representa-
tions of the negative pairs corresponding to these anomalous
nodes from clients, and uploading them to the server. Then,
we adopt graph diffusion to enhance the feature representa-
tion of nodes, capturing the global structure and local connec-
tion patterns. This strategy can strengthen the differentiation
between positive and negative instance pairs. Finally, the ef-
fectiveness of our approach is verified by experimental results
on four real graph datasets.

Introduction
The main objective of anomaly detection on attribute
graphs is to identify nodes that deviate from normal pat-
terns.(Chandola, Banerjee, and Kumar 2009). Traditional
anomaly detection methods primarily focus on simple data
that lack complex linkage relationships, such as a set of dis-
crete data points. However, as intricate networks such as so-
cial and biological networks continue to emerge, the detec-
tion of anomalies in attribute graphs has gained significant
importance(Ma et al. 2021). In contrast to structured data, at-
tribute graphs contain more intricate information, including
topological structures and node-specific attributes. There-
fore, identifying anomalous nodes within such a complex
environment poses considerable challenges for anomaly de-
tection in attribute graphs.
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Conventional centralized methods for anomaly detection
often require direct access to sensitive user information,
which raises substantial privacy concerns(Pazho et al. 2023).
In scenarios with limited information resources, federated
learning has become a robust solution, leveraging its abil-
ity to facilitate distributed collaborative training(Wang et al.
2024a). Recent years have witnessed a surge of work fo-
cused on detecting anomalies in attribute graphs within dis-
tributed environments. Nevertheless, performing anomaly
detection tasks directly in distributed settings can lead to
performance degradation in federated graph learning, which
primarily dues to restricted data access during the training
process(Wang et al. 2024c).

In this paper, we propose FedCLGN, a framework dedi-
cated to federated graph anomaly detection. In the face of
the primary challenge of data privacy protection, FedCLGN
strictly follows the principles of federated learning by not
directly accessing client data but instead performing param-
eter aggregation on the server side. Addressing the chal-
lenge of scarce anomaly information in a federated environ-
ment, we propose a groundbreaking innovation. FedCLGN
shares structural information of the global graph (exclud-
ing node features) on the server and uploads the embedding
representations of negative pairs corresponding to anoma-
lous nodes. By leveraging graph diffusion techniques, it fa-
cilitates the exchange of negative pair information among
clients, thereby maintaining a global negative pair pool. Us-
ing negative pairs sampled from the global negative pair pool
in subsequent contrastive learning on clients makes the dif-
ference between positive and negative sample pairs in the
contrastive learning more pronounced, thereby improving
the accuracy of anomaly detection. It is noteworthy that Fed-
CLGN does not directly share node features, but instead
shares the embedding representations of the negative pairs
corresponding to the nodes. More crucially, FedCLGN only
uploads the embedding representations of negative pairs cor-
responding to anomalous nodes to the server. These two key
designs jointly ensure data privacy and security.

In this paper, we propose FedCLGN.The primary contri-
butions of this paper can be summarized as follows:

• We propose FedCLGN, a novel framework for federated
graph anomaly detection that addresses the challenge of
detecting anomalies in attribute graphs within a federated
environment lacking critical information. With distinc-
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tive strategies, FedCLGN achieves high performance in
anomaly detection while ensuring privacy protection.

• We propose a new global negative pairs strategy. This
strategy disseminates negative pairs information cor-
responding to anomalous nodes from various clients
throughout the entire global graph and maintains a global
negative pair information pool. Consequently, it ampli-
fies the discernible differences between positive and neg-
ative instance pairs in contrast learning, ultimately en-
hancing the accuracy and robustness of anomaly detec-
tion tasks based on contrastive learning.

• We evaluated the proposed FedCLGN on four datasets.
The experimental results not only verify the effectiveness
of our algorithm compared to baseline methods but also
demonstrate the robustness of our approach.

The remainder of this paper is organized as follows. We
provide an overview of the related work in section 2 . We
provide a detailed definition of anomaly detection for at-
tribute network nodes in a distributed environment in section
3 . A comprehensive explanation of the technical details of
FedCLGN is provided in section 4 . The experimental re-
sults are presented and analyzed in section 5 . We draw a
conclusion of our work in section 6 .

Related Work
In this section, we review the most relevant work, includ-
ing anomaly detection on attributed graphs, contrastive self-
supervised learning and federated graph learning.

Anomaly Detection on Attributed Graphs
Given its significant potential in fields like finance and
chemistry, anomaly detection in attribute graphs has gar-
nered growing attention(Pang et al. 2021). In the early
stages, researchers applied some shallow methods relying
on feature engineering for anomaly detection in attribute
graphs. AMEN (Perozzi and Akoglu 2016) proposes and
utilizes normality as a metric to measure anomalies in
the neighborhood of nodes. Radar (Li et al. 2017) Radar
learns the residuals of node attribute information to iden-
tify anomalies that are distinctly different from most nodes.
While early shallow methods have been successful, their
heavy dependence on manual feature engineering results in
high costs and reduced performance as the network structure
and attributes grow more complex (Ruff et al. 2021).

Recently, Graph Neural Networks (GNNs) have shown
their remarkable effectiveness in domains like Natural Lan-
guage Processing (NLP) and recommendation systems.
(Zhou et al. 2022). Naturally, GNNs have also been uti-
lized for anomaly detection tasks in attribute graphs. DOM-
INANT (Ding et al. 2019)detects anomalies by leveraging
the differences between the reconstructed attribute and adja-
cency matrices and their original matrix. SpecAE (Li et al.
2019) enhances the distinction between abnormal and nor-
mal node representations in the embedding space.

Contrastive Self-Supervised Learning
Contrastive self-supervised learning has gained widespread
attention because of its ability to obtain supervised infor-

mation directly in the data through clever design (Liu et al.
2021a). Naturally, contrastive self-supervised learning is
also applied to the field of graph learning. DGI Veličković
et al. (2018) utilizes node attribute information to enhance
the graph and construct pairs of node-graph contrastive in-
stances to learn node embeddings. GCC (Qiu et al. 2020)
facilitates subgraph-level contrastive learning through pre-
training tasks and InfoNCE loss.

Although there are many graph learning methods based
on contrastive self-supervised learning, most of them are not
directly designed for anomaly detection in attribute graphs.
CoLA (Liu et al. 2021b) is the first work to utilize con-
trastive self-supervised learning for anomaly detection, and
its designed node-subgraph contrastive pairs can better fa-
cilitate the calculation of anomaly scores. Despite the great
success of CoLA in centralized environments, anomaly de-
tection in attribute graphs within a distributed setting contin-
ues to pose challenges.

Federated Graph Learning
Federated learning is a distributed learning paradigm pro-
posed to safeguard data privacy (Wang et al. 2024b). Fed-
erated graph learning is an important branch of federated
learning, specifically designed as a federated paradigm for
distributed graph data scenarios such as medical applica-
tion scenarios. FedCG (Caldarola et al. 2021) addresses data
heterogeneity across clients through clustering methods and
then uses Graph Convolutional Networks (GCNs) to share
knowledge across clients. Feddy (Jiang et al. 2020) devises
a decryption mechanism for aggregating model parameters
in a privacy-preserving context.

Problem Statement
Definition 1 (Attributed Graphs) An attributed graph is
denoted as G = (V, E ,X) , where V represents the set of
nodes, E represents the set of edges, and X ∈ Rn×d rep-
resents the attribute matrix. The ith row vector xi ∈ Rd of
the attribute matrix represents the attribute vector of the ith

node. The structure of the attribute graph is represented as a
binary adjacency matrix A ∈ Rn×n, where the existence of
a link between nodes vi and vj is represented by Ai,j = 1,
otherwise Ai,j = 0.
Definition 2 (Graph Diffusion) G = (V , E) is an undi-
rected graph with node set V and edge set E . The gener-
alized graph diffusion via the diffusion matrix can be repre-
sented as S =

∑∞
k=0 ΘkT

k, where Θk are the coefficients
and Tk ∈ Rn×n defines the transfer matrix.
Definition 3 (Subgraph Federated Learning) Assume
there is a server and M clients in the FL system. GCi =
(VCi , ECi ,XCi) is a subgraph of client Ci, for Ci ∈ [M ].
Note that there are certain differences in the number of nodes
and graph structure of each client, and no overlapping nodes
between different clients.
Node Anomaly Detection in Distributed Systems. Assum-
ing a distributed system comprising M clients, where GCk

represents the data held by client Ck, our objective is to train
an anomaly score function f in this decentralized environ-
ment. In federated scenarios, different clients have different
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Figure 1: Overview of the FedCLGN framework. The left box represents the contrastive learning-based anomaly detection
performed on a client, and the right box represents the global negative pair maintenance, parameter aggregation, and output
abnormal nodes performed on the server. Note that the local training process discovers the pseudo-label Ȳ based on the confi-
dence threshold λ and uploads embedding representation of negative pairs corresponding to anomalous node U to the server.
The server maintains the embedding representation of global negative pairs and sends the global negative pair features obtained
by diffusion to each client. Finally, the client predicts anomaly nodes by calculating the positive and negative pairwise scores
corresponding to the nodes and sends the results to the server.

definitions of anomalies, and anomalies are invisible to each
other. Traditional federated learning frameworks such as Fe-
dAvg (McMahan et al. 2017), which simply aggregate and
update parameters, can lead to suboptimal models. The sim-
ple aggregation update can be expressed as:

Wt ← Nk

N

K∑
k=1

Wt
k (1)

where W represents the parameters of the global anomaly
score function in the t-th round,Wt

k denotes the parameters
of the anomaly score function on the k-th client in the t-
th round, and K represents the number of clients. And, Nk

represents the total number of nodes for the k-th client, and
N represents the total number of nodes for all clients.

However, the global model ultimately obtained through
such a simple parameter update may not be applicable to
anomaly detection tasks on all clients. To address this, we
enhance the model’s performance on all clients by updating
the parameters with the assistance of global negative pairs.
Inspired by FedPub(Baek et al. 2023), we adopt a person-
alized approach to parameter aggregation and utilize global
negative pairs to guide the calculation of similarity. Specifi-
cally, as follows:

Wt
i ←

K∑
j=1

αijWt
j (2)

αij =
exp(S(i, j;Pt)∑K
k=1 exp(S(i, k;P

t)
(3)

where αij represents the similarity between client i and
cilent j, Pt denotes the set of global negative pairs in the t-th

round, and similarity calculation function S is influenced by
global negative pairs.

Methodology
In this section, we describe the overall framework of Fed-
CLGN, as shown in Figure 1. It specifically includes
three parts: local contrastive model training, maintenance
of global negative pairs, and aggregation of parameter up-
dates. The contrastive learning model is first trained on the
client to capture the inconsistencies between node and its
local neighbors. To address the problem of limited data on
a single client side, we utilize the classic federated learning
algorithm FedPub to implement parameter aggregation and
personalized updates between each client side. Thirdly, the
server aggregates the negative pair embeddings correspond-
ing to the anomaly nodes uploaded by the clients, obtains
global negative pairs through graph diffusion, and sends
them to each client to complete the training process. And the
overall procedure of FedCLGN is depicted in Algorithm 1.

Global Negative Pairs
Previous work on graph anomaly detection based on con-
trast learning has been for centralized data, where positive
and negative pairs are sampled on full graph data. However,
with distributed data, we encounter two challenges. Firstly,
each client’s data should be linked relationships, and there
may be missing edges between them that are not captured
by a single data owner, but these linking relationships may
carry important information, thus reducing the effectiveness
of anomaly detection. Concurrently, each client’s data ca-
pacity is intrinsically constrained, and the sparsity of the
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graph data leads to the fact that the negative pairs sampled
in contrastive learning tend to coincide with the positive pair
nodes, resulting in diminishing their differentiation, and ul-
timately also resulting in a lower performance of model.

To improve the performance of the model, we share the
entire graph structure on the server and maintain a global
node feature embedding, which is used for negative pair
sampling across clients. Next, we will detail the generation
and update of the global negative pair.

Generation. Negative pairs play a key role in contrastive
learning approach, which makes the model more focused on
the characteristic anomalies of the nodes. Inspired by this,
we set up public negative pairs on the server side for indi-
vidual clients to use, which allows a certain degree of in-
formation exchange between different clients and compen-
sates for the lack of information. We sample pseudo-labeling
methods to obtain anomalous nodes for different clients.
Specifically, we extract these prediction scores from the final
anomalous node score S. If the predicted score for the kth

node in Sk exceeds the threshold, it is considered a pseudo
label and the formula is expressed as:

Ȳ k
Ci

=

{
1, if (Sk > λ)

0, otherwise
(4)

where λ between (−1, 0), serves as the confidence thresh-
old to determine the pseudo label. And Ȳ k

Ci
represents the

pseudo label for the kth target node of client Ci.
Then, we extract the negative pairs embedding represen-

tations UCi
corresponding to all nodes with Ȳ k

Ci
= 1 and up-

load them to the server. This approach effectively safeguards
data privacy by ensuring that only the negative pairs repre-
sentations associated with anomalous nodes are uploaded.
Secondly, given the small proportion of anomalous nodes,
uploading only their corresponding negative pairs represen-
tation vectors helps reduce the communication overhead.

Update. After the server receives U from each client, the
global graph’s negative pairs characteristics are described as:

XG =
⋃
i

UCi
(5)

We address the issue of cross-client missing information by
updating global negative pairs embeddings. To further im-
prove this, we apply graph diffusion on the server to refine
the global negative pairs pooling. Here, we adopt a particular
approach to graph diffusion, personalized PageRank (PPR)
to enhance the node embedding representation.

SPPR
t+1 = αv + (1− α)ASPPR

t (6)

where α is the transfer probability, t is the diffusion time.
These enhanced global negative pairs representations fur-

ther improve our anomaly detection in federated learning,
especially in coping with the problem of missing informa-
tion across clients. Clients can then utilize this global nega-
tive pairs pooling for contrastive learning.

Local Anomaly Detection Module
To capture anomaly-aware supervised signals from raw
graph data in an unsupervised manner, and inspired by
CoLA (Liu et al. 2021b), we incorporate an anomaly detec-
tion module. It consists of three components: instance pair
sampling, a GNN-based contrastive learning model, and
anomaly score calculation.

Instance Pair Sampling. The success of contrastive learn-
ing largely depends on the pairs of data instances to be com-
pared. In graph contrastive learning, data instance pairs that
have been verified to be feasible can be divided into three
categories: ”node-node”, ”node-subgraph”, and ”subgraph-
subgraph”. To model the local distribution pattern of nodes
in a network, we use ”target node-local subgraph” as the
contrastive instance pair. The first element can be any node
in the network as the target node. The second element is a
local subgraph sampled from an initial node. If the subgraph
is sampled from the target node, it is a positive instance pair.
Starting from the sub-sampling nodes other than the target,
to obtain a negative instance pair.

A GNN-based Contrastive Learning Model. The sam-
pled instance pair Pi can be denoted as :

Pi = (vi,Gi, yi) (7)

where vi is the target node with an attribute vector xvi
, and

Gi represents the local subgraph, which can be denoted as:

Gi = (Ai,Xi) (8)

and yi is the label of Pi which can be denoted as:

yi =

{
1, Pi is a positive instance pair
0, Pi is a negative instance pair.

(9)

First, the local subgraph Gi is fed into the GCN layer to
obtain neighbor subgraph embedding. A layer of GCN can
be expressed as:

H
(ℓ+1)
i = ϕ

(
D̃

− 1
2

i ÃiD̃
− 1

2
i H

(ℓ)
i W(ℓ)

)
(10)

where Hℓ
i is the input for the convolution layer ℓ, and H

(ℓ+1)
i

is the output after the convolution layer. Ãi = Ai + I is the
subgraph adjacency matrix with selfloop, D̃i is the degree
matrix of local subgraph, W(ℓ) ∈Rd(ℓ)×ḋ(ℓ+1)

is the weight
matrix of the (ℓ)-th layer. Note that ϕ(·) is a non-linear ac-
tivation function, such as Relu(x) = max(0, x). With a
L-layer GCN, the GCN model can be written as:

Ei = ϕ
(
D̃

− 1
2

i ÃiD̃
− 1

2
i H

(ℓ)
i W(ℓ)

)
(11)

where Ei is the embeddings of subgraph nodes. Then, the
embeddings of nodes in subgraph Ei are transformed into a
local subgraph embedding vector elgi by an average pooling
function. Specifically, the readout function is written as:

elgi =

ni−1∑
k=0

(Ei)k
ni

(12)
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Algorithm 1: The Proposed FedCLGN Algorithm

Input: {GCk
= (VCk

, ECk
,XCk

)}KCk=1.
Output: A set of anomalous nodes L.

1: W0
k ←W0, k = 1, · · · ,K;

2: B ← B;
3: Tc ← Tc;
4: XG,Ls ← ϕ;
5: for t ∈ 1,2,· · · ,Tc do
6: // For each Client Ck:
7: // Train stage.
8: (P

(+)
1 , · · · , P (+)

B )vi
∼ N (vi), ∀vi ∈ VCk

;
9: if t=1 then

10: (P
(−)
1 , · · · , P (−)

B )vi
∼ N (vj), ∀vi ̸= vj ∈ VCk

;
11: else
12: //Accept global negative pairs from the server.
13: (P

(−)
1 , · · · , P (−)

B )vi
∼ N ∗(vi), ∀vi ∈ VCk

;
14: end if
15: svi

← Equation (14), ∀vi ∈ VCk
;

16: Lcml ← Equation (15);
17: // Inference stage.
18: (P

(+)
1 , · · · , P (+)

B )vi
∼ N (vi), ∀vi ∈ VCk

;
19: (P

(−)
1 , · · · , P (−)

B )vi
∼ N (vj), ∀vi ̸= vj ∈ VCk

;
20: svi

← Equation (14), ∀vi ∈ VCk
;

21: Svi ← Equation (16), ∀vi ∈ VCk
;

22: ȲCk
← Equation (4);

23: Upload UCk
and LCk

to the Server by ȲCi ;
24: // In Server:
25: XG ←

⋃
k UCk

;
26: Ls ←

⋃
k LCk

;
27: Update global negative pairs via Equation (6);
28: Wt

k ← Equation (2), k = 1, · · · ,K;
29: end for
30: L← Ls;

where (Ei)k is the k-th row of Ei, and ni is the number of
nodes of the local subgraph Gi. And the target node also be
mapped to the same embedding space:

etni = ϕ(xviW
(0)) (13)

where xvi
is the attribute vector of target node, and W0 is

the weight matrix shared with GCN.
Here, we apply a bilinear function as a discriminator to

calculate the prediction score:

si = Discriminator(elgi , etni ) = σ
(
elgi W(d)etn⊤i

)
(14)

where Wd is the weight matrix of discriminator, and σ(·) is
the logistic sigmoid function.

As the objective function, we adopt a standard binary
crossy-entropy (BCE) loss, as follows:

Lcml = −
B∑
i=1

yi log(si) + (1− yi) log(1− si). (15)

Anomaly Score Calculation. After training, contrastive
learning models tend to learn the patterns of normal nodes
as they account for the vast majority of the training data.
Ideally, a normal node should have a predicted score of its
positive pair s(+) that is close to 1, while its negative pair
s(−) should have a score near 0. In contrast, for an anoma-
lous node, the predicted scores for both positive and nega-
tive pairs would be less distinct (around 0.5), as the model
struggles to differentiate its matching pattern effectively.
Given these properties, we can define the anomaly score for
each node as the difference between its negative and posi-
tive scores. For normal nodes, this score is negative, while
for abnormal nodes, it approaches zero. Therefore, a higher
anomaly score indicates a higher likelihood of the node be-
ing anomalous. The anomaly score for node vi is given as:

f(vi) = s
(−)
i − s

(+)
i (16)

However, the local subgraph of sampling provides only a
partial view of the neighboring structures of the target node
and fails to capture the entire neighbor distribution. This in-
complete observation can lead to a lack of understanding of
the anomaly, affecting the anomaly detection performance.
If the anomaly is estimated with one-shot sampling, sam-
pling the normal neighbor as a local subgraph may cause the
anomaly to be ignored. To solve this problem, we propose to
generate the anomaly score using the prediction score from
multiple rounds of positive and negative sampling. The final
anomaly score for each node is written as follows:

f(vi) =

∑R
r=1(s

(−)
i,r − s

(+)
i,r )

R
(17)

where R is the sampling round.

Time Complexity Analysis
We analyze the time complexity of our framework in two
main parts: the local anomaly detection module and the
client-server communication. For the client training process,
the time complexity of implementing subgraph sequence
sampling using RWR (Tong, Faloutsos, and Pan 2006) is
O(cδ), where c is the number of sampled neighbor nodes
and δ is the mean degree of the graph. Sampling each node
in R rounds, the total time complexity is O(cnδR), where
n is the number of client subgraph nodes. the time com-
plexity of the GCN is O(c2nR), and hence the time com-
plexity of the client training process is O(cnR(c + δ)).
In terms of communication, the time complexity for the
server to aggregate the parameters of each client is O(M).
The number of communication rounds between the client
and the server is Tsc. and the time complexity of the FL-
based update of anomaly information between the clients is
mainly generated by the local anomaly node embedding up-
date. To reduce the communication complexity, we only up-
load the embedding vectors of negative pairs corresponding
to anomalous nodes and do not upload the normal node’s,
which results in a large amount of savings in the commu-
nication overhead. Therefore the total time complexity of
FedCLGN is O(Tsc(cnR(c+ δ) +M2)).
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# Dataset # nodes # edges # attributes # anomalies
Cora 2,708 5,429 1,433 150

Citeseer 3,327 4,723 3,703 150
BlogCatalog 5,196 171,743 8,189 300

Flickr 7,575 239,738 12,407 450

Table 1: The statistics of the datasets. The upper two datasets
are citation networks, and the remainder are social networks.

Experiments
Datasets
We employ four datasets that are commonly used to de-
tect anomalies in attributed graphs. They are two citation
networks, i.e., Cora, Citeseer (Liu et al. 2021b), two so-
cial networks, i.e., BlogCatalog, Flickr (Liu et al. 2021b;
Zheng et al. 2021). We divide the dataset into a certain num-
ber of participants to construct distributed subgraphs, which
are obtained using the METIS graph partitioning algorithm
(Karypis 1997). The METIS algorithm differs from the Lou-
vain algorithm (Blondel et al. 2008), used in (Zhang et al.
2021), in that it allows the number of subsets to be speci-
fied, which results in a more rational experimental setup.

Since there are no ground-truth anomalies in the afore-
mentioned datasets, We refer to the node attribute anomalies
injection method used in the previous research (Song et al.
2007; Ding et al. 2019; Liu et al. 2021b;) to generate node
attribute exceptions for each client dataset. We randomly
pick a node vi as the target node. Then, we select another
n nodes V = (v1, v2, . . . , vn) as a candidate set. Here, we
set n = 50. For each vj ∈ V , between the attribute vectors
of xi and xj we compute their Euclidean distance. Then, we
pick the node vj with the largest Euclidean distance from the
node vi as the anomaly node. We change xi to xj . The total
number of anomalies is given in the last column of Table 1.

Experimental Settings
Baselines. We compare our proposed FedCLGN frame-
work with the prevalent strategies for anomaly detection:

• DOMINANT (Ding et al. 2019) is a deep graph autoen-
coder method for detecting anomalies in attribute graphs.
It utilizes graph neural network-based architectures to
process graph structure and features.

• AnomalyDAE (Fan, Zhang, and Li 2020) use two au-
toencoders to capture the complex interactions between
network structure and node attribute.

• MGAD (Kim et al. 2024) utilizes metapaths and GCN
layers to efficiently leverage few labeled anomalies and
propagate context information between anomalous and
normal nodes, improving detection accuracy.

• CoLA (Liu et al. 2021b) is an anomaly node detection
method based on contrastive self-supervised learning. It
can capture the relationship between node and neighbor
subgraphs in an unsupervised manner.

• FedAvg-CoLA combines CoLA with the federated
framework FedAvg for direct use in distributed anomaly

node detection in attribute graph. FedAvg-CoLA aggre-
gates model parameters based on weighted average to
combine local models with global models.

• FedPub-CoLA combines CoLA with the federated
framework FedPub for direct use in distributed anomaly
node detection in attribute graph. It uses functional em-
beddings and random graphs to calculate similarities for
weighted server-side aggregation. Each client learns a
personalized sparse mask to update only relevant param-
eters. This is an ablation version of FedCLGN, which can
be used to verify the validity of pseudo-label discovery
and global negative-sample diffusion.

Evaluation Metrics. To measure the performance of our
proposed framework and baselines, we employ the ROC-
AUC for evaluation. The ROC-AUC has been widely used in
previous work to evaluate anomaly detection performance.
The ROC curve depicts the relationship between the true
positive rate (TPR) and the false positive rate (FPR) of the
method, which can be used with the ground truth labels and
the anomaly detection results to compute the TPR and FPR.
The AUC (Area Under the Curve) is the area below the ROC
curve and is used to quantify the overall performance of the
method. The value of AUC ranges from 0 to 1, with values
closer to 1 indicating better performance of the method.

Parameter Settings. We set the number of experimental
rounds Tc to 50. We train the model for Cora and Citeseer
datasets with 15 epochs and train on BlogCatalog, and Flickr
with 100 epochs. For Cora and Citeseer, BlogCatalog, and
Flickr, we set the learning rate to be 0.001, and 0.003, re-
spectively. we fixed the size c of the sampled graph (number
of nodes in the subgraph) to 4, the embedding dimension to
be 64, and the batch size to be B = 300.

Anomaly Detection Results
The AUC scores of the four benchmark datasets are shown
in Table 2. We repeated the experiment five times to ensure
that the proposed framework is authentic and reliable. Our
findings lead to the following conclusions:

• On all four datasets, our proposed FedCLGN achieves
the best anomaly detection performance. In particular,
compared with the best results of the baselines, our
framework obtains an improvement of on AUC aver-
agely. The main reason is that FedCLGN utilizes the
global negative pairs to address the challenge of miss-
ing key information in a distributed environment. It im-
proves the contrastive learning performance and further
improves the FedCLGN performance.

• Through joint learning, multiple clients are able to train
models collaboratively, thus significantly scaling the size
of the training data. This approach not only increases
the diversity of the data, but also enables the model to
capture a wider distribution of features by integrating
anomaly node embeddings from different clients. In this
collaborative learning environment, the model is able to
recognize more complex patterns and anomalies, and the
final anomaly detection model obtained shows a signifi-
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Methods Cora Citeseer
5 Clients 10 Clients 15 Clients 5 Clients 10 Clients 15 Clients

DOMINANT 0.790±0.009 0.780±0.013 0.773±0.017 0.767±0.011 0.814±0.013 0.724±0.011
AnomalyDAE 0.687±0.032 0.723±0.006 0.712±0.191 0.717±0.004 0.708±0.004 0.719±0.005

MGAD 0.793±0.004 0.796±0.015 0.789±0.011 0.762±0.007 0.777±0.004 0.738±0.003
CoLA 0.728±0.010 0.672±0.016 0.625±0.025 0.663±0.013 0.685±0.014 0.587±0.015

FedAvg-CoLA 0.803±0.017 0.748±0.017 0.679±0.014 0.814±0.014 0.794±0.009 0.711±0.014
FedPub-CoLA 0.806±0.011 0.751±0.009 0.655±0.021 0.796±0.011 0.795±0.003 0.712±0.005

FedCLGN 0.861±0.009 0.807±0.010 0.800±0.002 0.840±0.008 0.826±0.008 0.812±0.007

Methods BlogCatalog Flickr
5 Clients 10 Clients 15 Clients 5 Clients 10 Clients 15 Clients

DOMINANT 0.760±0.000 0.746±0.001 0.735±0.001 0.716±0.004 0.749±0.015 0.792±0.003
AnomalyDAE 0.814±0.006 0.792±0.010 0.792±0.001 0.693±0.004 0.676±0.002 0.694±0.006

MGAD 0.760±0.003 0.745±0.000 0.734±0.001 0.721±0.002 0.758±0.005 0.806±0.002
CoLA 0.748±0.008 0.717±0.004 0.595±0.018 0.759±0.012 0.669±0.017 0.700±0.004

FedAvg-CoLA 0.825±0.012 0.800±0.008 0.788±0.010 0.756±0.009 0.692±0.020 0.656±0.012
FedPub-CoLA 0.823±0.004 0.793±0.008 0.805±0.007 0.775±0.006 0.722±0.015 0.683±0.017

FedCLGN 0.846±0.004 0.823±0.005 0.840±0.004 0.876±0.001 0.858±0.002 0.849±0.009

Table 2: AUC values comparison on four benchmark datasets. Although not federated frameworks, the initial four baselines
represent graph anomaly detection methodologies. We experimented on these methods for each client and computed the results
to get the mean value. The best-performing method in each experiment is in bold.
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Figure 2: Analysis of transfer probability α.

cant improvement in performance compared to a dataset
trained independently by a single client.

Parameter Study
In this section, we will explore the impact of two key pa-
rameters on the performance of the proposed framework
: λ(confidence threshold), α(transfer probability). We con-
ducted experiments on two datasets, and set the number of
experimental rounds to 15 based on the experimental param-
eter settings mentioned earlier.

Analysis of α. We analyze the effect of transfer probabil-
ity α (0.1-0.9) on graph diffusion and model performance.
Figure 2 shows stable performance changes, suggesting the
current α balances local and global information propagation
well for the task.
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Figure 3: Analysis of confidence threshold λ.

Analysis of λ. We further test the impact of confidence
threshold λ varying from -0.1 to -1.0. The results are shown
in Figure 3. As indicated from the chart, optimal λ values
for different datasets can enhance the eventual AUC value
and [-0.3, -0.5] appears to be an ideal range.

Conclusion
In this paper, we propose a framework for federated graph
anomaly detection based on contrastive learning that ad-
dresses the problem of joint training under distributed graph
data. A global negative pair updating strategy is imple-
mented by a global graph structure with the provision of
data privacy, and graph diffusion is utilized to enhance the
effect of contrastive learning. In addition, we will further op-
timize and extend FedCLGN to show adaptability in larger
and more heterogeneous distributed data environments.
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