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Abstract 
The Internet of Things (IoT) is widely used in many appli-
cations such as smart city, transportation, healthcare, and 
environment monitoring. A key task of IoT maintenance is 
to analyze the abnormal sensor records and generate inci-
dent report. Traditionally, domain experts engage in such 
labor intensive tasks. Recent advances in Large Language 
Model (LLM) have sparked interests in developing AI based 
systems to automate these labor intensive processes. How-
ever, two critical problems hinder the effective application 
of LLM in IoTs: (1) LLM lacks background knowledge of 
deployed IoTs; and (2) the incidents are complex events in-
volving many sensors and components. LLM needs to un-
derstand the sensor relationships for accurate diagnosis. In 
this study, we propose a Retrieval Augmented language 
model based Incident Diagnosing and Reporting system 
(RAIDR) for IoT applications. RAIDR retrieves related sys-
tem documents based on the incident features and leverages 
LLM to analyze anomalies, identify root causes, and auto-
matically generate incident reports. The automated incident 
reporting process streamlines end users’ decision making 
for system maintenance and troubleshooting. 

Introduction    

The IoT integrates a large number of devices and sensors 
to monitor system behaviors and environment changes 
(Tang et al. 2019). As a key task of IoT applications, man-
aging the detected incidents presents significant challeng-
es. These incidents involve hundreds of sensors and thou-
sands of abnormal records. Traditionally, domain experts 
undertake this labor-intensive process, dedicate weeks to 
manually diagnose issues, identify potential root causes, 
and compile final incident reports. In most cases, the re-
sponse time is too long for efficient resolution and system 
repair. With recent advances of LLM, it is appealing to de-
velop an AI based assistant to automate this task (Su et al. 
2024). However, existing LLMs have limitations when di-
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rectly applied to such tasks (Sarda et al. 2023; Ahmed et al. 
2023), mainly due to the following two challenges: Back-
ground Knowledge Gap: Most LLMs lack intrinsic un-
derstanding of IoT specific contexts, including the sensor 
types, environmental conditions, and system intricacies. 
Without essential background information, the LLM can-
not provide meaningful analysis for the detected incidents. 
Complexity of IoT Incidents: An IoT incident is a com-
plex event that involves hundreds of sensors and compo-
nents. The anomaly typically originates from a single sen-
sor but propagates and affects more sensors over time. The 
LLM must understand the sensor relationships and de-
pendencies for accurate diagnosis.  
 In response to these challenges, we propose a novel so-
lution of Retrieval Augmented language model based Inci-
dent Diagnosing and Reporting system (RAIDR) for IoT 
applications. RAIDR first collects the abnormal records 
from deployed detectors and constructs a graph model to 
capture the sensor interactions and dependencies. Then, 
RAIDR generates the features to represent the incident 
timeline and influences. Such features are served as the key 
to query and retrieve relevant documents, such as sensor 
description, operation manual, incident tickets and histori-
cal reports. RAIDR generates the prompts based on the re-
trieved documents and anomaly features. By incorporating 
context-aware prompts, RAIDR enhances LLM’s ability to 
understand IoT specific environments. Finally, the incident 
reports are generated with suggested actions to help the 
end user’s trouble shooting. 

System Description 

RAIDR includes three major modules: (1) incident analy-
sis; (2) document retrieval and (3) report generation.  
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 The first module is the incident analysis module. The 
system takes detected anomalies from deployed IoT detec-
tors as input. These detectors are developed based on dif-
ferent mechanism (Sarda et al. 2023; Yuan et al. 2022). 
RAIDR also takes the sensor’s relationship graph as anoth-
er input. This graph can be trained based on the correlation 
of the sensor readings or categorical value switch 
timestamps (Yuan et al. 2023). In the document retrieval 
module, RAIDR retrieves the incident signatures. These 
signatures are key features to identify each incident. Such 
features are used as the key to query the historical datasets 
of incident tickets and retrieve the similar ones. In the third 
module, RAIDR integrates retrieved documents to generate 
some examples as the in-context learning prompts for 
LLM. Then RAIDR uses the LLM to generate incident re-
port following the same format of historical tickets. The 
generated incident report is then output to end users for 
their trouble shooting tasks.  

Demo Scenario 

In the demo, we will show an example of using RAIDR to 
analyze anomalies from a real IoT dataset: At the begin-
ning, the users upload detected anomalies of the system in-
cidents. The incident periods and detailed anomalies are 
listed. There are many anomalies been detected from doz-
ens of sensors. RAIDR conducts a clustering algorithm to 
group the anomalies on relevant sensors, and shows the 
overall anomaly scores of the system over time. RAIDR 
automatically computes the system level incident threshold 
by number of abnormal sensors. After that, RAIDR deter-

mines the incident periods and highlights them on the time-
line. After checking the incident graphs, the user can start 
the process of incident analysis. The detailed dashboard is 
shown as Figure 1.  RAIDR retrieves the similar tickets in 
the list of A.1. RAIDR lists out the timeline graph of the 
new incident (View B) and the historical similar one (View 
C). After that, the user just clicks the button of “Generate 
Prompt”. RAIDR will integrate all the retrieved documents 
to prepare the input prompt (Panel D) for LLM. The 
prompt includes three parts: (1) the sensors’ background 
information, (2) the report examples from historical tickets, 
and (3) the error messages and detected anomalies of the 
new incident. Finally, the user clicks the button of “Gener-
ate Report”. These prompts are input to LLM and the final 
incident report will be generated. 

Conclusion 

In this paper, we present a novel solution of Retrieval 
Augmented language model based Incident Diagnosing 
and Reporting system (RAIDR) for IoT applications. 
RAIDR generates the timeline of detected incidents and 
uses the incident signature to retrieve relevant tickets. 
RAIDR then generates prompts based on the retrieved 
documents and uses LLM to generate final incident re-
ports. RAIDR can be used to a wide variety of IoT applica-
tions and help troubleshooting for different types of inci-
dents.   

Figure 1: The incident report dashboard of RAIDR 
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View C

Panel D

Panel E

Please generate incident 
report of (1) Incident 
summary based on (2) 
Historical sample report. The 
incident report should follow 
the format of the historical 
report, but replace all the 
related information by the 
detected anomaly list. …

**Incident Report**
* FIT301 (Flow meter): Flow 
rate was outside the normal 
range, ...
…
**Root Cause Hypothesis**
The root cause hypothesis is 
that there is a problem with 
the UF stage or the backwash 
control system…

Panel E
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