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Abstract

Misinformation and propaganda undermine trust in insti-
tutions, spread falsehoods, and sometimes incite violence.
However, recent advancements in transformer-based AI mod-
els can help combat the proliferation of disinformation glob-
ally and in real time. In this work, I propose and develop
a system using these models to scalably identify, track, and
analyze the spread of narratives from over 40,000 interna-
tional news websites. First, by employing novel multilingual
Matryoshka embeddings and hierarchical level-wise cluster-
ing, my proposed system identifies news stories, topics, and
themes across these thousands of news websites. Second, by
utilizing multilingual stance detection, my system assesses
the biases and factual inconsistencies in news articles, en-
abling the identification of websites that spread propaganda
or misinformation. Finally, through network inference meth-
ods, my system uncovers connections among websites dis-
seminating slanted or false content. My approach illustrates
how AI can be utilized to mitigate the global spread of harm-
ful misinformation and propaganda.

Introduction
Throughout the past decade, unscrupulous individuals and
websites alike have spread disinformation, propaganda, and
garbage science in an unprecedented fashion on social me-
dia, eroding faith in institutions and causing a supposed
“Golden Age of Conspiracy Theories” (Hanley, Kumar,
and Durumeric 2023). Misinformation and propaganda have
promoted dangerous supposed health cures, obscured facts
during wars (Hanley, Okabe, and Durumeric 2025), and in-
cited violence (Hanley, Kumar, and Durumeric 2023). How-
ever, despite this, most investigations into misinformation
remain limited in scope and reactive, primarily conducted
through time-consuming qualitative approaches (Hanley,
Okabe, and Durumeric 2025). To combat the threat posed
by misinformation and propaganda, I argue that researchers
can leverage AI systems to track the spread of false narra-
tives globally and in real time.

To this end, for my thesis, I am developing a large lan-
guage model-based automated system to scalably identify,
track, and understand the spread of news stories, propa-
ganda, and misinformation (Hanley, Kumar, and Durumeric
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2024; Hanley, Okabe, and Durumeric 2025). To do this, I
have built a large language model-based and statistical ap-
proach to analyze, understand the biases of, and monitor the
stories published by 40,000 international news websites.

Tracking Propaganda Narratives
To track the spread of international news narratives, I cre-
ated and continue to maintain an evolving catalog of popu-
lar news-related websites to scrape. To do so, every three
months, I use the CommonCrawl website index and the
Cloud Domain Intelligence API to compile and refine a list
of websites dedicated to “news.” Upon generating this list
of news websites, I crawl them daily, collecting each site’s
homepage, RSS feed, and the corresponding linked news ar-
ticles, extracting each page’s article contents.

To identify the different narratives and stories being
spread amongst these news websites, I propose utilizing cus-
tomized Matryoshka embeddings and hierarchical cluster-
ing. Besides decoder-based large language models like Ope-
nAI’s GPT-4 and Anthropic’s Claude, which remain pro-
hibitively expensive for processing millions of documents
for topic analysis, current encoder-based models used for
topic analysis often simply identify the “similarity” overlap
of two news articles via the cosine-similarity of their em-
beddings. To address this challenge, and better define the
similarity between two news articles for later clustering, I
recently proposed a novel multilingual adaptation of Ma-
tryoshka embeddings for news story differentiation as well
as a novel clustering algorithm to take advantage of the
hierarchical nature of Matryoshka embeddings. These Ma-
tryoshka embeddings’ upper dimensions progressively learn
higher levels of detail, allowing for the identification and
differentiation of multilingual news articles at varying lev-
els of story and event similarity. In my approach, the up-
per dimensions of our embeddings are used to determine if
two news articles are about the same event, the middle di-
mensions to determine if they address the same topic, and
the lower dimensions if they address the same theme. I uti-
lized the SemEval-22-t8 dataset (Chen et al. 2022), which
grades news articles on their similarity at various levels, to
train and evaluate my approach, achieving state-of-the-art
results (Pearson correlation of ρ = 0.833 with human labels
of article similarity on SemEval-22-t8 test set). Compared to
traditional embedding approaches, my approach makes sim-
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ilarity calculations at various granularity levels more inter-
pretable and reduces the cost of concurrent similarity calcu-
lations at these different levels of granularity. For clustering
these embeddings, I developed a novel bottom-up agglomer-
ative approach based on an online version of the Reciprocal
Nearest Neighbor algorithm (Monath, Zaheer, and McCal-
lum 2023) that leverages the naturally hierarchical structure
of Matryoshka embeddings. To ensure the quality of the re-
sulting news story clusters, I performed a large-scale manual
evaluation to ensure that the resulting clusters were coher-
ent (Hanley, Kumar, and Durumeric 2024). I further bench-
marked our approach against Miranda et al. (2018)’s news
article clustering dataset, achieving state-of-the-art results.

Upon identifying individual news stories, topics, and
themes, to make these clusters human-interpretable, I pro-
pose utilizing an open-source decoder LLM fine-tuned for
multilingual summarization. Based on each cluster’s texts,
after summarizing each cluster, I further propose extracting
descriptive keywords using pointwise mutual information.
Using this approach, for instance, I found that during 2022-
2023, the most prominent stories on English-language out-
lets concerned inflation and the Russo-Ukrainian War (Han-
ley, Okabe, and Durumeric 2025).
Understanding Propaganda, Biased Information, and
Misinformation Influence Networks. Upon identifying the
different narratives being spread amongst different web-
sites, I propose applying a mixture of zero-shot multilingual
stance detection and network-based inference (Leskovec,
Backstrom, and Kleinberg 2009) to identify the influence
networks promoting particular narratives. This is such that
my approach first identifies the stance/attitude of each clus-
tered news article to its respective extracted topics. In this
way, this approach not only determines the overall valence of
each website to its topic (e.g., the overall valence of a given
website to vaccines) but also the changing attitudes of web-
sites to a given topic over time. This enables my approach
to then identify and track the spread of particularly slanted
news stories towards particular entities (e.g., Ukraine, po-
litical figures, vaccines, artificial intelligence). For instance,
using this technique, I observed that attitudes in online news-
papers toward artificial intelligence began to polarize in De-
cember 2022. The news website hollywoodreporter.com was
the most negative largely due to AI’s potential impact on
writers and actors. Similarly, after identifying particular top-
ics and subsequently determining different factual claims of
interest (e.g., The 2020 US Presidential Election was stolen)
using the stance detection aspect of my work, based on these
claims, my system can further identify articles that seek to
undermine these facts and spread misinformation. By then
framing these clusters as time cascades and subsequently
applying the open-source NETINF (Leskovec, Backstrom,
and Kleinberg 2009) network inference algorithm, my sys-
tem finally will uncover underlying relationships between
my set of websites based on the patterns by which they post
news articles. By applying this approach to the set of arti-
cles with a given stance on a given topic, my system subse-
quently uncovers networks of websites that spread particular
slanted content and narratives. For instance, by determin-
ing the eigenvector centralities in the resulting network, I

found in recent work (Hanley, Okabe, and Durumeric 2025)
that the most influential anti-vaccine websites included pan-
demic.news and the childrenshealthdefense.org.
Future Work. For future work, I plan to apply my pro-
posed methodology to understand how particular valenced
information spreads between and within individual countries
(e.g., how articles and attitudes published in Russia correlate
with coverage in the United States and elsewhere). While I
currently have developed an English stance detection model,
which I have utilized in prior work (Hanley, Okabe, and Du-
rumeric 2025), I am working towards the development of
a multilingual model that works with high accuracy in the
54 languages upon which my Matryoshka embeddings were
trained. Similarly, given that keyword extraction with point-
wise mutual information only works with monolingual texts,
I am currently exploring different avenues for the extraction
of keywords from multilingual texts for subsequent use in
a multilingual stance detection model (e.g., using a decoder
LLM to predict keywords based on the Matryoshka embed-
ding of a given text). Finally, I will publicly deploy my sys-
tem so that journalists and researchers can reliably reliably
understand the spread of misinformation.
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