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Abstract

In the domain of merchant-oriented risk control decisions
within e-commerce, balancing the effectiveness of risk man-
agement with merchant satisfaction remains a critical chal-
lenge. Strict risk control strategies, while effectively mitigat-
ing risks, often lead to increased merchant dissatisfaction.
Conversely, loose policies could enhance the merchant ex-
perience but raise the likelihood of incidents, potentially in-
curring substantial financial losses. Additionally, determining
personalized risk control strategies for different merchants to
achieve optimal overall risk management effectiveness is cru-
cial. Given the high uncertainty in the outcomes of different
risk control decisions, manual strategy allocation and real-
time adjustments are commonly implemented in practice,
leading to significant human and resource costs. In this work,
we present a novel automated risk control decision frame-
work that utilizes unbiased data-driven decision-making and
dynamic optimization to automate the allocation and adjust-
ment of risk control strategies. Our proposed solution adapts
to various online business requirements, demonstrating ex-
ceptional risk management performance and significantly re-
ducing overall costs. This approach has been extensively de-
ployed and validated in Ant Group’s risk control operations,
achieving large-scale automated risk control decisions.

Introduction

As digital commerce continues to grow exponentially, the
complexity and scale of associated risks escalate, necessi-
tating more sophisticated approaches to risk management
(Kim, Ferrin, and Rao 2008). Traditional risk control mech-
anisms, typically static and rule-based, lack the necessary
flexibility and adaptability to effectively manage the dy-
namic and diverse landscape of merchant activities and ex-
ternal threats. This inadequacy is particularly evident in
the fast-paced environment of e-commerce, where decision
latency and inflexibility can result in significant financial
losses and diminished customer trust (Al-Adwan, Al-Debeli,
and Dwivedi 2022).

To address these challenges, we introduce an advanced
intelligent decision-making framework tailored for the e-
commerce sector. This framework leverages the latest ad-
vancements in artificial intelligence and machine learning to
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forge a new path in risk management — one that is dynamic,
data-driven, and highly adaptable. Central to our approach
is the integration of the contextual bandit algorithm, specif-
ically linUCB, which facilitates real-time, personalized risk
management strategies that are both proactive and respon-
sive to the evolving marketplace.

Our framework introduces a robust methodology for gen-
erating unbiased estimations of key risk indicators (KRIs)
such as the Probability of Risk Occurrence (PRO) and the
Probability of Complaint Occurrence (PCO) and learns to
optimize from these metrics. Dynamic optimization is an-
other cornerstone of our framework’s operational strategy.
We designed the system to adjust its risk control mea-
sures in real-time, responding adaptively to the fluctuat-
ing dynamics of e-commerce activities and merchant pro-
files. By continuously refining its strategies based on up-
to-date data and changing business priorities, our frame-
work adeptly balances risk mitigation with merchant sat-
isfaction, thereby supporting sustainable and safe business
operations. The deployment of our framework in real-world
settings has yielded compelling results, demonstrating sig-
nificant improvements over traditional risk management ap-
proaches. Moreover, the automation of numerous risk man-
agement processes has led to substantial reductions in oper-
ational costs and dependencies on manual interventions, en-
hancing the speed and agility of business decision-making.

The main contributions of this work are as follows:

* We introduce an intelligent decision-making framework
for merchant-oriented risk control in e-commerce that is
adaptive to diverse business requirements with less cost.

* We integrate data-driven unbiased estimation and math-
driven dynamic optimization into the framework that
achieves significant performance in application.

* The effectiveness of the framework is widely validated
with comparison with baseline methods and online de-
ployment, highlighting its performance and adaptivity in
e-commerce platform applications.

Related Work

The research and application of risk control strategies within
the realm of e-commerce have witnessed substantial ad-
vancements through the integration of machine learning



technologies. Historically, many approaches have concen-
trated on risk identification and analysis through diverse
merchant information. For instance, some studies have uti-
lized machine learning techniques to automate the verifica-
tion of merchant-provided credentials, such as identity doc-
uments and business licenses (Laurens and Zou 2016). This
automation aids in delineating the risk profiles of different
merchants by ensuring the authenticity of submitted infor-
mation. Additionally, other research has explored the use
of temporal features to detect anomalies in merchant trans-
action data, thereby further characterizing potential risks
(Wang and Zhu 2020).

In terms of risk decision-making, several works have
aimed at designing and optimizing risk control decisions.
This includes the development of expert systems defined by
comprehensive risk control workflows (Xia and Chen 2011;
Lin et al. 2021), as well as approaches that consider optimiz-
ing decision-making from the perspective of uncertainty (Ri-
abacke 2006). These methodologies often involve designing
algorithms that can effectively handle uncertain outcomes
and multiple objectives within the risk management process
(Settembre-Blundo et al. 2021).

Despite these advances, practical applications frequently
demand a careful balance between various business met-
rics according to specific operational needs. This necessi-
tates a system capable of robust risk control or maintain-
ing optimal merchant experience under varying conditions,
involving online prediction of multiple metrics and multi-
objective optimization (Guo and Zhang 2022; Srinivasan
and Kamalakannan 2018). The complexity is further com-
pounded by the massive scale of online data, the delayed na-
ture of feedback, and the intricate relationships among mul-
tiple objectives. Moreover, the importance of designing data
flows that can efficiently handle and process large-scale data
while accounting for delayed feedback is increasingly rec-
ognized (Lurie and Swaminathan 2009). Optimizing these
data flows ensures that the predictive models and optimiza-
tion algorithms can operate effectively under the constraints
and complexities typical of large e-commerce platforms.

Methodology

In this section, we elaborate on our intelligent decision
framework proposed for merchant risk control decisions. We
begin by exploring the unique characteristics of problems
within the domain of merchant risk control decisions. This
includes a detailed description of the data attributes rele-
vant in this scenario and how these characteristics inform the
construction of user segmentation and data collection logic,
thereby laying the groundwork for our intelligent decision
framework. Subsequently, we discuss two key risk indica-
tors (KRIs) of this framework: how to achieve unbiased es-
timations of the multifaceted impacts of different risk con-
trol strategies — including the probability of risk occurrence
(PRO) and the probability of complaint occurrence (PCO) —
and how to utilize these unbiased estimations for dynamic
strategy optimization.

To the best of our knowledge, this is the first intelligent
framework in the domain of merchant risk control that lever-
ages data-driven unbiased estimation and mathematically
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driven dynamic optimization to intelligently allocate and ad-
just risk control strategies for different merchants to meet
diverse business metrics. Our approach has significantly en-
hanced risk control effectiveness while markedly reducing
labor costs and has been successfully applied on a large-
scale merchant risk control platform.

Challenges in Risk Control Decision-Making

In this subsection, we delineate the distinct characteristics
inherent to the domain of merchant intelligent decision-
making within risk control, which sets the stage for our
novel framework. The merchant base in contemporary e-
commerce platforms is usually vast, often scaling to tens of
millions of active users monthly (Erisman 2017). Extensive
business insights have achieved the extraction of a series of
merchant-specific features such as merchant quantification,
transaction records, risk attributes, legal case involvements,
control history, and other domain-relevant features. How-
ever, the integration of these features for personalized risk
control strategy allocation traditionally requires significant
manual intervention, such as human-decided rule-based ap-
proaches. The choice of risk control strategies brings about
varying outcomes; stricter strategies, while preventing po-
tential illicit activities more effectively, tend to deteriorate
the merchant experience as evidenced by higher complaint
rates. Conversely, more lenient strategies improve merchant
satisfaction but increase the likelihood of risk exposure.
Manually tailoring these strategies based on experience is
not only inefficient but also costly in practice.

Furthermore, in the design of an intelligent system for
risk control strategy allocation, it is imperative to consider
the unique data characteristics associated with this task.
Feedback under risk control strategies is typically delayed
(shown in Figure 2). Common types of feedback include risk
exposure — indicating the current strategy’s failure to prevent
risk — and low merchant satisfaction, often resulting from re-
strictive policies that impair the merchant experience. Typ-
ically, there is a time lag, ranging from several days to a
month, between the implementation of a risk control strat-
egy and the reception of feedback, necessitating specialized
adjustments in data collection and utilization (Jamal et al.
2020; Filippi, Guastaroba, and Speranza 2020).

Evaluating the effectiveness of different risk control
strategies also presents a significant challenge. Unlike rec-
ommendation systems that strive to maximize user engage-
ment metrics such as click-through rates by recommending
products, risk control strategy allocation aims to minimize
metrics like the probability of risk occurrence (PRO) and
the probability of complaint occurrence (PCO). While rec-
ommendation systems employ exploration and exploitation
strategies to dynamically learn user preferences through it-
erative recommendations (Afsar, Crump, and Far 2022), risk
control cannot afford similar exploratory learning due to the
high costs and potential dissatisfaction from testing differ-
ent strategies on individual merchants. This limitation in-
hibits our ability to make unbiased estimations about the ef-
fectiveness of unchosen strategies (also known as exposure
bias (Chen et al. 2023)), presenting a considerable challenge
in the design and implementation of an intelligent system
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Figure 1: The overview for our merchant-oriented risk control framework. (a) Clustering the merchants into different groups
with given merchant contexts. (b) Feedback learning from delayed signal for predicting two KRIs: PRO and PCO. (¢) Conduct
dynamic optimization for different modes with given target and restrictions to generate final risk management strategy.
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Figure 2: Displaying the accumulation of risk exposures and
merchant complaints as functions of time delay, measured in
days. The curves highlight the differing rates at which feed-
back becomes observable, essential for modeling and adjust-
ing risk control strategies based on delayed responses.

capable of unbiasedly assessing various risk control strate-
gies. This challenge underscores the innovative aspect of our
framework, which leverages data-driven approaches and dy-
namic optimization to intelligently allocate and adjust strate-
gies, significantly enhancing the efficiency and effectiveness
of merchant risk control. In practical applications, the model
account for unbiased estimations across multiple objectives
and achieving optimization aligned with business goals, pos-
ing challenges in complex large-scale deployment scenarios.
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Unbiased Estimation of PRO and PCO

In this subsection, we discuss our approach to achieving un-
biased estimations of PRO and PCO, which represent the
probability of a merchant experiencing risk exposure or fil-
ing a complaint under a specific control action, within our
intelligent risk control framework. Central to this approach
is the strategic use of merchant smart segmentation and dy-
namic feedback mechanisms, supported by robust mathe-
matical modeling.

The initial phase involves clustering of merchants. This
clustering process leverages merchant-specific features,
such as qualifications, transaction volumes, and control his-
tory, identical to those previously used in manual risk con-
trol strategy decisions. By clustering merchants based on
these attributes, our framework facilitates the tailored design
and implementation of control measures. The clustering not
only mirrors past manual practices but enhances them by al-
lowing dynamic realignment of strategies as merchant risk
profiles evolve. For instance, a merchant’s change in risk
characteristics over time may necessitate their re-allocating
into a different group, ensuring that the control measures
remain optimally aligned with their current risk profile. In
our business practice, there exists a well-established strat-
egy for segmenting merchants, which we denote as G =
{G41,...,Gpn}, where m represents the total number of mer-
chant groups. For each group G, a specific set of candidate
risk control actions, denoted by 4, = {ay,...,ay,}, has
been designated, with n; indicating the number of risk con-
trol actions available for the iy, group. These action sets vary
across different groups; for instance, groups categorized un-
der a stricter risk profile tend to have actions more aligned



Available Risk Control Actions
Pass

Restriction A for 1D
Restriction B for 7D
Restriction C for 1D
Restriction C for 3D

Pass

Restriction Category A for 1D
Restriction Category A for 7D
Restriction Category B for 7D
Restriction Category B for 14D
Restriction Category C for 3D
Pass

Restriction Category A for 7D
Restriction Category A for 14D
Restriction Category A for 21D
Restriction Category B for 7D
Restriction Category B for 14D
Restriction Category A for 7D
Restriction Category A for 14D
Restriction Category A for 21D
Restriction Category B for 14D
Restriction Category A for 14D
Restriction Category A for 21D
Restriction Category A for 30D

Group

Table 1: An example for the sets of risk control actions des-
ignated for various merchant groups, demonstrating the tai-
lored strategies implemented based on group-specific risk
profiles. Actions range from “Pass” (no restriction) to vari-
ous degrees of payment restrictions. Among these, Category
A restrictions are the most stringent, followed by Category
B and C. The notation “number + D” in the table indicates
that the control action lasts for the specified number of days.

with effective risk management, whereas groups with a more
lenient classification lean towards actions that enhance the
merchant experience (an example of merchant groups and
corresponding risk control action set is shown in Table 1).

In predicting PRO or PCO based on feedback signals, our
approach entails estimating the value of the risk control ac-
tions corresponding to the current feedback while also con-
sidering the characteristics of the merchants on whom these
actions are applied. This reflects a critical aspect where the
choice of risk control actions impacts PRO or PCO out-
comes but does not directly alter the merchant’s actual status
(e.g., whether they are engaging in illicit activities). There-
fore, to evaluate the impact of different decision actions from
the context of the merchant’s state, we formalize the predic-
tion of PRO and PCO as a contextual bandit problem within
our framework, employing a structure similar to the linUCB
algorithm for uncertainty estimation (Zhang et al. 2020; Chu
et al. 2011).

For instance, consider the prediction of PRO: for a given
merchant categorized within group G;, with an associated
set of decision actions A; = {ay,...,an,;}, we model the
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Algorithm 1: Estimation Update for PRO or PCO

Require: «g,y € R, observation for merchant and action
context x € R¥, reward r and delay d on action a

1. if a has not been observed before then

2 A, < I; (k-dimensional identity matrix)

3 b, + 0rx1 (k-dimensional zero vector)

4: end if

5: a+ap-exp(y-d)

6

7

8

9

(equation (2))
AL — A, +xxT

: ba < ba =+ X

: Value estimation < (A_'b,) Tx

. Optimistic « (A;'b,) | x +ag - VXTAZ 'x

reward signal as

o

The predicted reward for a risk control action thus repre-
sents the estimated PRO under that action. Due to the con-
straints on exploration in the risk control context, estimates
of PRO for different actions inevitably carry some bias. To
better predict uncertainty, we utilize the linUCB algorithm
to update the parameters of our prediction function, consid-
ering the impact of delayed feedback on model predictions
(Chu et al. 2011). Specifically, after obtaining a merchant’s
feature embedding x, we adjust the learning rate based on
the delay time of the feedback received:

1
0 otherwise.

if risk occurred

(D

2)

where a is a predefined base learning rate, v is a decay
weight for delayed feedback, and d is the time elapsed since
the action was taken (measured in days). The estimation of
PCO follows a similar methodology. It is important to note
that while we adopt the linUCB update strategy (shown in
Algorithm 1) to better estimate the potential impact of differ-
ent actions under given merchant contexts, we do not utilize
linUCB’s exploration actions for data collection. Due to the
practical constraints of online operations that limit extensive
proactive exploration, we perform random action selections
on a subset of merchants during data collection. We then
use the feedback observed under these actions to update the
model parameters, thereby enhancing the thorough explo-
ration and accuracy of different action value estimations.

This data-driven approach is underpinned by rigorous
safety and production engineering practices to ensure the in-
tegrity and reliability of our risk control operations. By inte-
grating advanced mathematical modeling with practical risk
control applications, we significantly elevate the decision-
making efficacy and optimize the estimation performance
for critical metrics like PRO and PCO. This methodology
not only refines our understanding of risk dynamics across
diverse merchant profiles but also aligns with our overarch-
ing goal of deploying an intelligent, adaptable, and efficient
risk control system.

a=ap-exp(—y-d)



Adaptive Optimization of Risk Control Strategies

In this subsection, we detail the methods for dynamically
optimizing risk control strategies upon obtaining reliable es-
timations for PRO and PCO. In practical business scenarios,
it is essential to strike a balance between controlling risk in-
cidents and maintaining merchant satisfaction. Specifically,
our strategy entails maximizing core metrics while adhering
to overarching constraints, aiming to optimize risk proba-
bilities without compromising user experience, or alterna-
tively, to enhance merchant experience without increasing
risk probabilities. This adaptive approach allows us to tai-
lor the intelligent framework’s risk control strategies to the
diverse business needs of different merchants (Gunantara
2018).

Our dynamic decision system is designed with three op-
erational modes based on business decision preferences
(shown in Figure 3). The first mode, as previously described,
is the exploration mode used for unbiased data collection,
where risk control actions are randomly selected to pro-
vide unbiased training data essential for optimizing estima-
tion algorithms. The second mode focuses on risk manage-
ment, aiming to optimize PRO while ensuring that the rate
of merchant complaints does not exceed that observed un-
der manual risk control strategies. The third mode, centered
on enhancing the user experience, seeks to improve PCO
under the condition that the probability of merchant risk oc-
currence remains at or below the levels managed by man-
ual strategies. The proportions of these three modes can be
dynamically adjusted according to the overall control style
required by the business, and constraints can be modified
as needed to specify more flexible control plans based on
evolving business demands.

For the risk and experience modes, we employ mathemat-
ically driven operations research to further optimize the allo-
cation of risk control strategies. Taking the risk management
mode as an example, we can formulate the problem mathe-
matically as an optimization problem:

E I‘iSkjj c Qi
ij

S.t. Zaij =1, a;; € {O, 1}
J

min
3

E eXP;; - @ij < Cinitial
]

where each merchant is denoted by ¢ and each risk control
strategy (a;;) applicable to the merchant is represented by j.
The objective of the optimization is to minimize the overall
PRO for all merchants, and the PRO for merchant ¢ under
strategy j is denoted as risk;;, as estimated using the meth-
ods described in the previous subsection.

This optimization problem incorporates two types of con-
straints. The first constraint ensures operational feasibility
by mandating that exactly one risk control strategy is ap-
plied to each merchant, which guarantees that the optimized
strategy allocation can be practically implemented. The sec-
ond constraint pertains to the merchant experience, stipu-
lating that the predicted PCO under the optimized strategy
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allocation, denoted as exp; s should not exceed the PCO lev-
els achieved prior to optimization, represented by Cipiial. Ini-
tially, the initial PCO level is calculated based on manually
defined risk control allocations from previous work; subse-
quently, it is based on the outcomes of the last optimization
cycle. This iterative adjustment allows for continuous opti-
mization of risk control strategy allocation within our sys-
tem, ensuring that adjustments not only respond to changing
conditions but also progressively refine the balance between
managing risk and preserving merchant satisfaction. By in-
tegrating the online primal-dual algorithm (Buchbinder and
Naor 2009), the Lagrange multiplier A\* can be represented
as

A* = inf L(a, A
arg/;\;r[l)axalgA (a, N

L(z,\) = Z risk;; a;j + )\(Z eXP;; Aij — Cinitial) @)
ij ij
A= {aij| Zaij = 1,VZ}
J

and at inference time, for new-coming merchant ¢, the risk
management strategy can be decided by

to
Qi =

0,

The formalization of the optimization problem for the ex-
perience mode follows a similar methodology to that of the
risk mode, with a key alteration in the optimization objec-
tive. In this mode, the primary goal is to minimize PCO, re-
flecting our focus on enhancing merchant satisfaction. While
adhering to the constraint that the number of strategies ap-
plied must remain consistent, we also ensure that the over-
all PRO does not exceed the levels observed prior to opti-
mization. This sophisticated approach ensures that our risk
control framework remains both dynamic and responsive to
the real-time needs of the business, fostering an environ-
ment where risk control and merchant satisfaction are har-
moniously balanced.

In summary, our approach utilizes three strategic modes —
exploration, risk, and experience — to dynamically manage
merchant risk. The exploration mode underpins our system,
facilitating unbiased data collection through random selec-
tion of risk control actions, ensuring data free from selection
and exposure biases. The risk mode aims to optimize PRO
while maintaining merchant satisfaction within acceptable
limits, effectively balancing risk mitigation with positive
merchant experiences. The experience mode, conversely, fo-
cuses on minimizing PCO to boost merchant satisfaction,
ensuring that risk levels do not exceed predefined thresholds.
Collectively, these modes allow for a dynamic and adap-
tive approach to risk control strategy allocation. They pro-
vide a methodological framework that supports continuous
improvement through iterative optimization cycles, each in-
formed by the latest data and performance metrics. The flexi-
bility to adjust the balance between risk mitigation and mer-
chant satisfaction according to real-time data and evolving
business needs is a significant advantage of our system.

if j = arg max

(= risk;; —A*exp,;)
otherwise.

&)



Adjusting Mode Proportion
According to Business Requirements

30% 20% 50%
Mode 0 Mode 1 Mode 2
Exploration Mode Risk Mode Experience Mode
Provide unbiased data Dynamic Dynamic
for optimization Optimization Optimization

Figure 3: An example of the distribution and dynamic adjustment of three operational modes used in our risk control framework.
Each mode is designed to address specific objectives: Exploration Mode (30%) provides unbiased data essential for model
optimization, Risk Mode (20%) focuses on dynamic optimization PRO while maintaining merchant satisfaction, and Experience
Mode (50%) prioritizes enhancing the merchant experience through dynamic optimization of PCO. The proportions of these
modes are adjustable based on evolving business requirements and diverse operational needs.

Experimental Evaluation
Experimental Objectives

The primary goal of our experimental evaluation is to rig-
orously test the effectiveness and efficiency of our novel
intelligent risk control framework. Specifically, we aim to
validate the precision of our models in estimating PRO and
PCO. By comparing these models against traditional bench-
marks in risk assessment, we seek to highlight the advan-
tages of our data-driven, adaptive approach in terms of accu-
racy and contextual responsiveness. Besides, we explore the
efficiency and economic viability of implementing our auto-
mated system compared to manual methods and some alter-
native approaches such as using linUCB’s optimistic predic-
tions for optimizing single metrics or employing Pareto front
for multi-objective optimization (Giagkiozis and Fleming
2014). The goal from these comparisons is to illustrate that
our dynamic optimization approach not only outperforms in
terms of performance but also excels in applicability, con-
trollability, and computational efficiency.

Experiment Setup

In the setup phase of our experimental evaluation, we lever-
aged the extensive experience of our business teams in risk
management to categorize merchants requiring risk control
into six distinct groups. Each group was assigned a set of
possible control actions, ranging from three to ten options
per group. This clustering facilitates targeted and efficient
management across varied risk profiles. During the model
training phase for unbiased estimation of the PRO and PCO,
we adopted an online training approach. Specifically, mer-
chant feedback data collected daily through an exploratory
mode were utilized to continuously update our models. To
ensure the robustness of our results, 30% of the merchants
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were assigned to this exploratory mode, with the data col-
lection period spanning from January 10, 2024, to May 10,
2024, ensuring consistent data availability across different
methodologies tested.

The deployment of our models was strategically aligned
with business needs, where approximately 20% of the mer-
chants were managed under the risk mode, about 50% under
the experience mode, and the remaining in the exploratory
mode. This distribution was designed to optimize the over-
all performance of the system, adjusting parameters daily
based on outcomes. For the unbiased estimations, we set the
learning rate parameter «g at 1.0 and the decay parameter ~y
at 0.01. Each merchant group was subjected to two predic-
tive models estimating PRO and PCO for the actions within
the group. The accuracy of these predictions was evaluated
using the ROC-AUC score (Yang and Ying 2022). Once the
predictive models were established, their outputs facilitated
optimistic estimations used in calculating risk and experi-
ence functions within our dynamic optimization framework.
The resulting strategies were then deployed to merchants,
with ongoing feedback collected to further refine and update
the models.

To assess the efficacy of our framework, particularly its
superiority in real-world applications, we conducted a com-
parative analysis between the automated strategies gener-
ated by our framework and traditional manual strategies.
Merchants were evenly split into two groups: one managed
by our new framework and the other continuing with man-
ual risk control approaches. This setup allowed for a direct
comparison over a one-month period, during which feed-
back was collected to evaluate the performance improve-
ments brought by our automated system. Moreover, to gauge
the effectiveness and efficiency of our dynamic optimization
approach, we also compared it against other baseline meth-



Approach Average PRO | Relative PRO Reduction | Average PCO | Relative PCO Reduction
Manual Strategy 0.44 0% 0.20 0%
Single (PRO Minimization) 0.11 -75% 0.72 +260%
Single (PCO Minimization) 0.58 +32% 0.02 -90%
Pareto Front 0.39 -11% 0.26 +30%
Our Approach (Risk Mode) 0.34 -23% 0.20 0%
Our Approach (Experience Mode) 0.44 0% 0.09 -55%

Table 2: Comparative analysis of risk control strategies illustrating average PRO and PCO values alongside relative reductions
achieved by our approach and the baseline approaches. The risk mode and Experience mode in our approach can effectively
reduce the PRO or PCO without sacrificing the other measure.

ods. These included strategies derived solely from linUCB’s
optimistic estimates aimed at minimizing PRO or PCO, as
well as strategies calculated from a Pareto front (Hua et al.
2021) to achieve a balanced optimization between the two
metrics.

Experimental Results

In our experimental evaluation, the predictive accuracy of
our models for PRO and PCO achieved remarkable results,
evidenced by AUC-ROC scores of 0.87 and 0.84, respec-
tively. This achievement was largely due to our data flow
design which incorporates random exploration for extensive
data collection and optimistic exploration for uncertainty es-
timation. This robust data collection strategy enabled our
models to effectively capture the complex dynamics of mer-
chant behaviors and risk patterns, thereby enhancing the re-
liability of our predictions.

The efficacy of our dynamic optimization framework is
particularly noteworthy. By enabling the selection between
risk mode and experience mode, our system adeptly bal-
ances the dual objectives of minimizing risk without com-
promising merchant satisfaction, and vice versa. According
to the results summarized in Table 2, when operating under
the risk mode, our framework facilitated a 23% reduction in
PRO while maintaining merchant satisfaction levels. Con-
versely, under the experience mode, it achieved a 55% re-
duction in PCO without increasing risk. This capability to
optimize one metric without adversely affecting the other
underscores the unique advantage of our method: it adapts
flexibly to varying business needs while significantly reduc-
ing the need for manual intervention, thus lowering opera-
tional costs.

Moreover, our approach was benchmarked against sev-
eral alternative baselines, including those focused on single-
objective optimizations of PRO or PCO. These comparisons
revealed that while optimizing one of these conflicting met-
rics often results in the deterioration of the other, our method
excels in balancing both. This contrast is stark, especially
when compared with strategies that use a Pareto front for
multi-objective optimization. While the intuition behind us-
ing a Pareto front is to find a compromise between conflict-
ing objectives, it often fails to achieve a practical balance
in real-world applications, typically resulting in increased
PCO. In contrast, our framework not only provides more
flexible outcomes but also operates with significantly greater
efficiency. During deployment and testing, the time required
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to make a round of risk control decisions in our system
was only one-fifth of that needed for calculating strategies
based on the Pareto front. This efficiency gain is particularly
valuable in real-time decision-making scenarios involving a
large number of merchants, underscoring the practical ben-
efits of integrating unbiased estimation with dynamic opti-
mization in our risk control framework.

Application Use and Payoff

In deploying our intelligent risk control framework within
Ant Group, we managed approximately 16,000 merchants
daily. The framework dynamically allocated risk control
strategies to these users and continuously optimized deci-
sions based on real-time feedback. Over time, this system
demonstrated a substantial positive impact, achieving a sig-
nificant reduction in overall risk rates and merchant com-
plaints. Specifically, the risk exposure rate decreased by
33%, and merchant complaints dropped by 69%, marking
a notable improvement in both risk mitigation and user sat-
isfaction. Additionally, the model was computationally opti-
mized during deployment at Ant Group, ensuring that the
introduced computational demand remained acceptable in
high-traffic e-commerce environments.

One key element of this success was the implementation
of periodic monitoring and reporting. By analyzing mer-
chant risk exposure rates and complaint rates over 30-day
cycles, the system dynamically adjusted the traffic allocation
proportions among risk mode, exploration mode, and expe-
rience mode. These adjustments ensured that the framework
remained agile in addressing evolving business conditions
while maintaining operational efficiency. However, early de-
ployment revealed challenges. Initial results showed that the
risk mode did not effectively control risk exposure rates, and
the model tended to favor lenient strategies. Analysis sug-
gested this was due to a higher proportion of weak control
actions in the training samples gathered during the explo-
ration phase, leading to inflated confidence in their effec-
tiveness. To address this, we temporarily increased the pro-
portion of traffic allocated to exploration mode. This change
yielded more diverse data, enabling the model to better esti-
mate the value of different risk control strategies.

The adaptive and automated nature of the framework fur-
ther integrated seamlessly with real-time monitoring and
alert systems. These systems tracked decision outputs, mer-
chant segmentation, and operational anomalies, ensuring the
stability and security of large-scale e-commerce operations.



This continuous oversight, coupled with the ability to adjust
traffic proportions dynamically, allowed the system to adapt
effectively to market demands, ensuring consistent align-
ment with business objectives.

Lessons Learned

The deployment of our proposed intelligent risk control
framework in Ant Group’s large-scale e-commerce environ-
ment has highlighted the following key lessons:

1. One of the most significant deployment challenges
was ensuring the diversity and representativeness of train-
ing data, particularly during the model’s exploratory phase.
The merchant grouping based on past business experience
provides valuable support but may also introduce potential
biases. Early observations revealed that the model’s deci-
sions were overly biased toward lenient control strategies,
leading to suboptimal risk mitigation. This issue was traced
back to the disproportionate prevalence of weak control ac-
tions in the initial exploration samples, which inflated the
model’s confidence in their effectiveness. To address this,
we increased the proportion of traffic allocated to the explo-
ration mode. This adjustment ensured a more comprehen-
sive sampling of merchant behaviors across different control
strategies. Over time, the framework’s decision-making im-
proved, demonstrating a more balanced allocation of diverse
actions.

2. The inherent delay in receiving feedback from mer-
chants, such as risk exposures or complaints, posed a signifi-
cant challenge to real-time model updates. For example, risk
exposure events or complaints might occur days or weeks af-
ter a control action is applied, creating a temporal gap that,
if not addressed, could lead to misleading estimations and
suboptimal model performance. Our solution integrated de-
layed feedback into the contextual bandit algorithm using
time-adjusted learning rates. The model adapted its confi-
dence in action-value predictions based on the delay dura-
tion, ensuring that recent but delayed outcomes were still
factored into decision-making. This mechanism improved
the accuracy of estimations for key risk indicators (PRO and
PCO) despite the feedback delays. The experience empha-
sized that addressing delayed feedback requires not only al-
gorithmic sophistication but also robust engineering work-
flows that align the data processing pipeline with real-world
operational timelines.

3. The ability to dynamically adjust traffic proportions
across operational modes proved essential for maintaining
system effectiveness in different business scenarios. For in-
stance, during high-risk periods, such as major shopping
holidays, the risk mode required a larger traffic share to han-
dle heightened fraud risks. Conversely, in stable periods, a
higher allocation to exploration and experience modes al-
lowed the model to refine its long-term learning and improve
merchant satisfaction. These adjustments were informed by
periodic monitoring reports that analyzed merchant risk ex-
posure rates and complaint rates over 30-day cycles. By
leveraging this real-time data, we proactively tailored the
framework’s priorities to align with business objectives.
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Conclusion and Future Work
Conclusion

In this study, we introduced a novel intelligent risk control
framework designed to optimize risk management strategies
dynamically within an e-commerce context. Our approach
successfully integrates unbiased estimation of risk probabil-
ities with dynamic optimization to offer a flexible, robust
solution adaptable to various merchant needs. The experi-
mental results substantiated the effectiveness of our models,
demonstrating substantial improvements in both PRO and
PCO across different operational modes. Specifically, our
framework achieved a significant reduction in PRO by 23%
and PCO by 55% in respective risk and experience modes
compared to traditional manual strategies. These outcomes
not only highlight the efficiency of our approach in balanc-
ing risk mitigation and merchant satisfaction but also under-
score its potential in reducing operational costs by minimiz-
ing the need for manual interventions. Furthermore, the real-
time monitoring capabilities embedded within our system
ensure ongoing oversight and the ability to respond swiftly
to anomalies, enhancing both the safety and stability of the
decision-making process in real-world applications.

Limitations and Future Work

‘While our framework advances automated risk control, it has
limitations that merit further exploration. A key challenge is
its reliance on extensive, diverse, and accurate data, which
may restrict its applicability in data-constrained or biased
scenarios. Future work could extend the framework to incor-
porate multi-dimensional risk factors for more comprehen-
sive assessments and decision-making across diverse busi-
ness contexts. We also aim to enhance decision explainabil-
ity by developing mechanisms to provide clear, interpretable
justifications for risk control decisions, fostering trust and
usability. Additionally, we plan to create a more agile risk
control system with intuitive tools for real-time strategy ad-
justment, enabling dynamic responses to evolving business
needs and market dynamics in e-commerce.
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