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Abstract

Along with the broad deployment of deep learning (DL) sys-
tems, their lack of trustworthiness, such as their lack of ro-
bustness, fairness, and numerical reliability, is raising se-
rious social concerns, especially in safety-critical scenarios
such as autonomous driving and aircraft navigation. Hence,
a rigorous and accurate evaluation of the trustworthiness of
DL systems is essential and would be a prerequisite for im-
proving DL trustworthiness. The first part of the talk will
be an overview of certified methods for DL trustworthiness.
These methods provide computable guarantees for DL sys-
tems in terms of worst-case trustworthiness under certain re-
alistic conditions, such as the accuracy lower bound against
arbitrary tiny perturbations. Based on our taxonomy and sys-
tematization, we illustrate key methodologies, specifically se-
mantic randomized smoothing and branch-and-bound, and
their implications for certified DL trustworthiness.
As a representative of recent DL breakthroughs, large lan-
guage models (LLMs) are transforming our lives, but, on the
other hand, posing more challenges to trustworthiness. For
example, LLMs can be jailbroken with adversarial prompts
to output harmful content with bias, harassment, misinfor-
mation, and more. The second part of the talk will be an
overview of LLM trustworthiness. We will start with sharing
hands-on experience in developing fontier LLMs, then illus-
trate common LLM trustworthiness issues via examples, then
demonstrate evaluation challenges, take one benchmark as an
example, and conclude by envisioning certifiable trustworthi-
ness for LLMs.

The first part of the talk will be an overview of certified
methods for DL trustworthiness following the structure of
our SoK paper (Li, Xie, and Li 2023). We will introduce the
taxonomy of certified methods, the key design methodolo-
gies, and the frontier in terms of state-of-the-art trustwor-
thiness guarantees on common DL tasks. We will also dive
deep into two representative methods: semantic randomized
smoothing (Li et al. 2021) and branch-and-bound with dif-
ferentiable linear relaxations (Zhang et al. 2022).

The second part of the talk will be an overview of LLM
trustworthiness issues and the envisioning of certified meth-
ods for LLMs. We present some hands-on experience gained
from developing industry-level frontier LLMs. Then, we
illustrate common trustworthiness issues such as those in
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DecodingTrust (Wang et al. 2023) and more recent ones
such as fine-tuning attacks (Qi et al. 2024). After that, we
will highlight challenges and insights from building LLM
benchmarks, taking InfiBench (Li et al. 2024) and Harm-
Bench (Mazeika et al. 2024) as examples. We conclude by
discussing how to scale certifiable methods for LLMs and
presenting some preliminary results.
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