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Abstract

Social media platforms have become vital spaces for public
discourse, serving as modern agords where a wide range of
voices influence societal narratives. However, their open na-
ture also makes them vulnerable to exploitation by malicious
actors, including state-sponsored entities, who can conduct
information operations (IOs) to manipulate public opinion.
The spread of misinformation, false news, and misleading
claims threatens democratic processes and societal cohesion,
making it crucial to develop methods for the timely detection
of inauthentic activity to protect the integrity of online dis-
course. In this work, we introduce a methodology designed to
identify users orchestrating information operations, a.k.a. IO
drivers, across various influence campaigns. Our framework,
named IOHunter, leverages the combined strengths of Lan-
guage Models and Graph Neural Networks to improve gen-
eralization in supervised, scarcely-supervised, and cross-10
contexts. Our approach achieves state-of-the-art performance
across multiple sets of IOs originating from six countries,
significantly surpassing existing approaches. This research
marks a step toward developing Graph Foundation Models
specifically tailored for the task of IO detection on social me-
dia platforms.

Code — https://github.com/mminici/SocGFM
Datasets — https://zenodo.org/records/13357621

Introduction

Online social media platforms have become essential for
fostering public discourse, where users engage in debates
on critical political and social issues. The integrity of these
online spaces is paramount, given their significant role in
shaping public opinion and influencing societal outcomes,
such as elections or public health interventions (Starbird
2019; Ferrara 2015; Nogara et al. 2022). However, these
platforms are increasingly vulnerable to state-sponsored In-
formation Operations (IOs), which seek to manipulate nar-
ratives, spread disinformation, and foster division through
the promotion of hate speech and other harmful content
(Badawy, Ferrara, and Lerman 2018; Zannettou et al. 2019;
Suresh et al. 2024; Minici et al. 2024). The proliferation of
such campaigns poses a significant threat to democratic pro-
cesses, highlighting the urgent need for robust methods to
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detect and mitigate these operations (World Economic Fo-
rum 2024).

The development of machine learning techniques for 10
detection is a rapidly growing area of research. Recent stud-
ies, such as Luceri et al. 2024, have demonstrated the poten-
tial to leverage graph machine learning techniques for this
purpose. Specifically, they leverage node2vec embeddings
of similarity networks constructed from behavioral traces,
such as co-sharing patterns, to detect coordinated users driv-
ing 10s, namely IO drivers. Their findings highlight the po-
tential of using topological structures based on similarity
patterns, combined with graph machine learning techniques,
for detecting 10s. However, they did not explore whether
recent advancements in Graph Neural Networks (GNNs)
could further improve performance. GNN-based approaches
not only provide a more powerful framework for modeling
online user behavior but also offer inductive capabilities, en-
abling generalization to nodes not seen during training. This
flexibility is particularly crucial for deploying auditing tools
in dynamic environments, where threats can arise from new
users or, even more critically, from IOs originating in differ-
ent geopolitical contexts.

Generalizing across different IOs—referred to here as
cross-10 detection—is inherently difficult, as distinct 1Os
often employ different coordination strategies and may op-
erate in different languages (Luceri et al. 2024).

Contribution of this work. In this paper, we propose
IOHunter, an architecture for IO detection that combines
the message-passing paradigm of GNNs with multi-modal
information derived from both network structure and tex-
tual content. Unlike existing approaches that are either based
on graph structure or textual content, IOHunter builds on
the emerging concept of Graph Foundation Models (GFMs).
Traditional GNNSs are typically trained from scratch on spe-
cific tasks and datasets, limiting their ability to generalize
across different domains. In contrast, IOHunter integrates
GNNs with embeddings extracted from Language Models
to create a GFM capable of leveraging large-scale, diverse
graph data with the goal of rapidly adapting to new tasks or
datasets. Our approach is thoroughly detailed in the Method-
ology section. We evaluate TOHunter on six datasets from
Twitter, each representing an 1O originating from distinct
geopolitical contexts: UAE, Cuba, Russia, Venezuela, Iran,
and China. ITOHunter achieves improvements of up to



+20% in Macro-F1 compared to the state-of-the-art in 10
detection. Additionally, we demonstrate the robustness of
IOHunter in scenarios with limited data availability and
its effectiveness in cross-1O detection tasks when pretrained
and fine-tuned with minimal labeled data.

Related Work
Machine Learning-Based 10 Detection

Research in 10 detection has extensively analyzed individual
account activities to detect participation in influence cam-
paigns, particularly focusing on bots (software-controlled
accounts) and trolls (state-backed human operators) (Mazza
et al. 2022; Ferrara 2023). Bot detection has been a fo-
cal point, with various solutions utilizing machine learning
strategies to (i) identify bot characteristics, such as post-
ing frequency, content patterns, and network behavior (Yang
et al. 2019; Chen and Subramanian 2018; Cresci et al. 2016),
and/or (ii) distinguish patterns of bot behavior from or-
ganic human behavior (Pozzana and Ferrara 2020). Notably,
the Botometer tool (Yang et al. 2019; Yang, Ferrara, and
Menczer 2022) has played a significant role in scaling bot
activity research on Twitter, enabling studies focused on the
identification of bot-driven influence campaigns (Shao et al.
2018; Stella, Ferrara, and De Domenico 2018; Deb et al.
2019; Grinberg et al. 2019; Luceri et al. 2019).

However, recent studies have emphasized that IO coordi-
nation extends beyond automated bots, highlighting the role
of human-operated trolls in these operations (Nizzoli et al.
2021; Hristakieva et al. 2022). Research on state-sponsored
trolls has been categorized into three primary detection
methods: content-based, behavioral-based, and sequence-
based approaches. Content-based methods analyze the lin-
guistic features of posts to identify deceptive or coordinated
messaging (Alizadeh et al. 2020; Luceri, Boniardi, and Fer-
rara 2024; Im et al. 2020). Behavioral-based approaches fo-
cus on user activity patterns, such as posting activity and
interaction signals, to detect coordinated inauthentic behav-
ior (Luceri, Giordano, and Ferrara 2020; Kong et al. 2023;
Sharma et al. 2021). Sequence-based techniques, on the
other hand, model the temporal sequence of actions to un-
cover orchestrated activities over time (Nwala, Flammini,
and Menczer 2023; Ezzeddine et al. 2023).

Network-Based 10 Detection

In addition to machine learning-based methods, a signifi-
cant body of research has focused on detecting IOs through
network-based approaches. These methods aim to uncover
tactics of online coordination by identifying unexpected
or exceptional similarities in the actions of multiple users
(Pacheco, Flammini, and Menczer 2020; Pacheco et al.
2021; Nizzoli et al. 2021; Mannocci et al. 2024; Magelin-
ski, Ng, and Carley 2022; Luceri et al. 2024). The underly-
ing assumption is that connections between highly similar
users—such as those who share the same content, use sim-
ilar hashtags, or post at synchronized times—can reveal co-
ordinated clusters likely engaged in 1Os.

Network-based detection typically involves constructing
networks that represent user similarities using edge weights,
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where higher weights indicate stronger behavioral correla-
tions. By exploiting network properties to filter out organic
users, researchers identify clusters of users exhibiting col-
lective similarity and potentially driving 10s (Pacheco et al.
2021; Luceri et al. 2024). This approach has proven effec-
tive in revealing coordinated activities, providing valuable
insights into the structure and scale of influence campaigns.

Graph Foundation Model

The challenge of training models capable of generalizing
across diverse graph domains and tasks has recently at-
tracted significant attention (Mao et al. 2024). Earlier work
in this area has focused on self-supervised approaches to
enable rapid adaptation to downstream tasks on the same
graph (Lu et al. 2021; De Nadai et al. 2024) or to general-
ize across graphs from different domains (Qiu et al. 2020;
Jiang et al. 2021). However, these methods do not address
the challenge of integrating multi-modal information.

Recent advancements have explored the use of LMs to
generate transferable features in heterogeneous graph set-
tings, such as personalization (Damianou et al. 2024) and
e-commerce applications (Xie et al. 2023). Others, like
PRODIGY (Huang et al. 2024) and OFA (Liu et al. 2024),
focus on adapting graph tasks to leverage the generalization
capabilities of LLMs for in-context learning tasks.

In contrast, our approach specifically targets the problem
of IO detection across three distinct learning regimes. Within
this context, we demonstrate that integrating multi-modal
signals combined with massive pre-training—while keeping
the LM weights frozen—is an effective strategy to achieve a
GFM tailored to the IO detection task.

Problem Definition

We are given an undirected graph G = (V,E), where
V = {v1,...,v,} represents the set of nodes, and E C
V' x V denotes the set of edges. In this context, G models
the relationships between social media users, with an edge
£(v1,v2) € E existing if two users v and vy are considered
similar. We will also refer to G as the similarity network!.
For each user v; € V, we have access to a set of content
C; (e.g., texts, images) that v; has shared on the social net-
work. Additionally, each user v; is associated with a label
y; € {0,1}, where 1 indicates an IO driver and 0 represents
a legitimate user.

Our objective is to learn two functions: a multi-modal pro-
jection py, : V. — R? and a probabilistic node classifier
fo : R — [0, 1]. The multi-modal projection p,, maps each
node v; to a point z; = py(v; | G, C;) in a d-dimensional
latent space, utilizing both the contextual information from
G and the content C; shared by the user. For simplicity, we
will refer to this embedding as py, (v;).

The node classifier fy takes the low-dimensional repre-
sentation z; as input and outputs a score s; = fy(z;), indi-
cating the likelihood that v; is an IO driver. Given that our
task is a binary classification problem, we optimize the com-
plete set of learnable parameters © = {v, §} by minimizing

"We use network and graph interchangeably.



the Binary Cross-Entropy loss for each node v; as follows:
L(©,v;) = —[y; log(s;) + (1 — yi) log(1 = si)] . (1)

Methodology

Our objective is to detect /O drivers by integrating two
sources derived from the behavioral traces of social media
users: (i) the textual content they share and (ii) the simili-
tude of their sharing activities as captured by similarity net-
works. Our approach, illustrated in Fig. 1, begins by extract-
ing textual embeddings from user-shared posts and graph
embeddings from the Fused Similarity Network (see be-
low). These two data modalities are then blended using a
cross-attention module, allowing the model to learn interac-
tions between the content and network contexts. The result-
ing multi-modal embeddings are subsequently input into a
GNN, which leverages this enriched representation to accu-
rately predict user categories.

Fused Similarity Network. The process of constructing
a similarity graph generally follows a consistent approach
in the literature (Pacheco, Flammini, and Menczer 2020;
Pacheco et al. 2021; Luceri et al. 2024). We consider dif-
ferent similarities — including the sharing of identical links
(co-URL), hashtags (co-hashtag), or content (text similar-
ity), the re-sharing of the same tweets (co-retweet), and
automation-driven actions such as rapid retweeting (fast-
retweet) — to build five distinct similarity networks. We
construct a bipartite graph between users and entities, where
the entities correspond to the specific behavioral trace be-
ing analyzed (e.g., for the Co-URL trace, the entities are the
URLSs). The Fast Retweet bipartite network is constructed
similarly to the co-retweet bipartite network, but it excludes
connections where the retweet takes more than 10 seconds.
In this bipartite network, users are linked to entities based on
their sharing activities, with weights assigned using TF-IDF
to account for the popularity of each entity. Consequently,
each user is represented as a TF-IDF vector of the shared
entities. This bipartite graph is then transformed into a simi-
larity network, where users are connected based on the sim-
ilarity of their behavioral traces.

Building on (Luceri et al. 2024), we combine the five sim-
ilarity networks by linking two nodes in a Fused Similarity
Network if they are connected in any of the individual simi-
larity networks.

Content Embedding. For each user v;, we extract a low-
dimensional embedding from its set of shared content
C;. Since the main source of information in our experi-
ments is textual content, we use a Sentence Transformer,
SBert (Reimers and Gurevych 2019). We refer to ¢; € R%
as the content embedding of v;, where d.. is output dimen-
sionality of SBert. If |C;| > 1 then ¢; will be the average of
the embeddings of each single content in Cj.

Contextual Embedding. To consider the contextual infor-
mation provided by the graph G, we abide by the best prac-
tice (Cui et al. 2022), and divide degree values into d, buck-
ets, then map the degree value distributed in each bucket
range into one class, and finally construct a unique one-hot
vector for each class. Hence, we encode the structural infor-
mation of each node v; to a one-hot vector g; € {0, 1}%.
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Multi-Modal Blend. Given the content and contextual em-
beddings c¢; and g;, we now need to merge them in a unique
projection z; that can be used by a node classifier to detect
if the node v; is an IO driver. We propose to use a cross-
attention mechanism, loosely inspired by (Abavisani et al.
2020). The main advantage of this approach is to filter out
any irrelevant information that might come from the other
modality, thus allowing to learn how to best combine con-
tent and contextual information.

First, we remap both ¢; and g; to a d—dimensional space
using a fully-connected layer and a ReLU non-linear acti-
vation as follows:

¢ = ReLUWX¢; +b,), )
§i = ReLU (W] g; + by). (3)

We also compute the cross-attention coefficients «., oy for
each modality:

e = ReLUW!" g; + V), &)
ay = ReLU(W, ¢; +b)). 5)

The node representation z; is obtained by an element-wise
multiplication of cross-attention coefficients and content/-
contextual embeddings, followed by a concatenation oper-
ation:
2 =008 || ag® g (6)

The final node representation z; is further refined by two
fully-connected layers V[/z(l)7 b(zl), éz), b§2)
lowed by a non-linear ReLU function.

We will refer to all these steps using the function z; =
Py (v;), following the notations used in the Problem Defini-
tion section.

GNN Model. The derived multi-modal node embedding
z; = py(v;) is given as input to a function fy that outputs the
probability of v; to be an 10 driver. We use a generic GNN
model (Wu et al. 2020) (with a final logit head) to model
fo, given the state-of-the-art performances of these models
on graph-related tasks. Specifically, we leverage GCN (Kipf
and Welling 2022) and Sage (Hamilton, Ying, and Leskovec
2017) models.

The overall architecture is graphically described in Fig-
ure 1, while the the end-to-end learning procedure is shown
in Algorithm 1.

, each one fol-

Experiments

This experimental section examines whether our
IOHunter can detect IOs on social media networks.
We address the following research questions investigating
the applicability of our proposal in different, realistic data
regimes:

e RQ1: What performance does IOHunter achieve in a
supervised IO detection task compared to state-of-the-art
methods?

e RQ2: In a more realistic scenario with limited labeled
data, can TOHunter maintain strong predictive perfor-
mance and outperform the best state-of-the-art method in
this data regime?
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Figure 1: Illustration summarizing TOHunter. We feed the user posts to a multi-lingual SBert and then average all post embed-
dings to obtain a unique textual representation. SBert is frozen and not optimized. We also extract a degree-based embedding
from the fused similarity network. Both modality embeddings are blended through a cross-attention layer and a couple of
fully connected layers after concatenation. The obtained multi-modal representation is then fed to a GNN model that deter-
mines whether the user is an IO Driver or a legitimate user. Both the multi-modal embedding module and the GNN model are

optimized during the training phase.

Algorithm 1: Learning Procedure of TOHunter
Input: Graph G = (V, E),
User Content C = {C; | Vv; € V'}
Result: Model parameters ©
1 Compute c; and g; for all users v; € V'
2 Initialize ©(©)
3 while fraining has not converged do

4 Sample Vi)alch c |4

5 liot =0

6 forall v; € Vju, do

7 L Lot += L(O®) [ v;) // eq. 1

O+ « BackPropagate(ly) // Update
model

e RQ3: Does a pre-training on a massive dataset enable
IOHunter to generalize effectively across unseen I0s?

Experimental Settings

Datasets. We conduct our experiments on 6 datasets from
(Seckin et al. 2024), including IO activities in countries such
as UAE, Cuba, Russia, Venezuela, Iran, and China. In accor-
dance with previous studies (Luceri et al. 2024), we select
these state-sponsored campaigns for their extensive scale,
evident from their size in Table 1. Each country can include
multiple campaigns, mirroring real-world situations where
both campaign-based and organic conversations from a sin-
gle country might intersect.

The datasets exhibit different properties in terms of num-
ber of nodes, density, edge homophily and label imbalance.
We use the class-insensitive edge homophily (Lim et al.
2021) to evaluate the degree of homophily in each graph.
Notably, there is significant variation in homophily across
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Country Nodes Edges Homophily 10 Prop.
UAE 9242 2118684 52.8% 35.7%
Cuba 19822 4737374 37.1% 2.3%
Russia 666 10381 53.0% 38.4%
Venezuela 4980 56700 77.7% 10.6%
Iran 12977 392938 81.0% 32.2%
China 22694 410979 41.1% 3.3%

Table 1: Dataset statistics for different countries. Homophily
indicates the percentage of edges connecting nodes of the
same class, and IO Prop. indicates the proportion of IO
drivers.

the datasets, ranging from approximately 37% to 81%. The
presence of heterophilic edges may impact the effectiveness
of standard GNN models (Zheng et al. 2022).

Models. To evaluate IOHunter performances, we compare
it with state-of-the-art methods for the task of IO detection.
We select two methods introduced by Luceri et al. (2024).
The first one, NodePruning categorizes a user as an 10
driver depending on their eigenvector centrality in the Fused
Similarity Network. If this centrality value exceeds a cer-
tain threshold, the user is labeled as an IO driver. The sec-
ond is based on node2vec (Node2vec+RF), which extracts
node embedding based on the local network topology. The
node2vec representations of the Fused Similarity Network
are then used as input features for a Random Forest classifier
to detect whether a user is an IO driver or not. To extend the
set of baselines, we also include two more architectures. The
first one is a shallow multilayer perceptron (MLP) trained
on content-based features (SBert+MLP). Each user is repre-
sented by the average of their top 5 most popular tweets” em-
bedding. Those are extracted using a sentence transformer,
SBert (Reimers and Gurevych 2019). The last type of archi-



Input Model Dataset
Features
UAE Cuba Russia Venezuela Iran China Average
Graoh NodePruning 84.6640.63 57.924+2.07 87.65+ 1.95 95.05+ 1.47 60.83+ 1.09 63.66+ 0.70 74.96
ap node2vec+RF 96.97+042 91.53+ 1.11 83.43+3.24 90.32+2.14 80.50+ 0.60 83.89+ 1.06 87.77
Text SBert 86.23+ 054 90.43+1.17 84.03+ 0.91 92.744 1.38 85.18+0.90 75.854+1.53 85.74
Graph+Text GNN 98.53+0.13 8522+ 179 90.044+ 2.66 97.464+ 0.91 95.124+0.30 66.424 21.1 88.80
SPATIEXE IoHUnter  98.76+0.14  98.93:t038* 9228+ 224" 99.11+032° 96.61+035°  92.90+ 100"  96.43

Table 2: Results in terms of Macro-F1 for various models across datasets on the task of 10 driver detection. The table reports
both the average and standard deviation across five different random seeds. The best results are highlighted in bold, while the
second-best are underlined. A statistically significant improvement between the best and second-best results (i.e., p < 0.05)

according to a two-sided t-test is indicated with a star.

tecture we also test is based on GNNs. We test two popular
types, GCN and Sage, with either only structural features,
only textual features, or a simple concatenation of structural
and textual features. In this manuscript, we present only the
best-performing approach among these, i.e., the one trained
with concatenation of text and graph-based features.

Implementation details. We utilize the PyTorch Geomet-
ric (Fey and Lenssen 2019) library to implement all base-
lines (except Node Pruning) and IOHunter. Since IO de-
tection is a binary classification task, we use Macro-F1 as
an evaluation metric to address the label imbalance, which
can be noted in Table 1. We follow a 60-20-20 random split
strategy to build training, validation, and test sets. We report
average and standard deviation across five different seeds
to obtain reliable performance estimates. We optimize each
model for 1000 epochs, evaluating the Macro-F1 on the val-
idation set at the end of each epoch, with early stopping im-
plemented after a certain number of epochs of no improve-
ment. We perform a hyper-parameter search on the learning
rate of the Adam optimizer in {1072,1073}, on the early
stopping number of epochs in {20, 25, 30} and on the num-
ber of MLP layers in {2, 3,4} fed with SBert embeddings.
‘We set the number of latent dimensions to 128 for node2vec,
following the configuration of (Luceri et al. 2024) and set
the same number of hidden neurons for all other methods.
All models based on GNNs use 2 message-passing layers.
All neural models use Dropout units with 20% percentage.
We use a full-batch procedure in Algorithm 1, hence Viycn
is always equal to V. Experiments are conducted on a DGX
Server equipped with 4 NVIDIA Tesla V100 GPU (32GB)
and CUDA Version 12.2.

Supervised Detection of I0s (RQ1)

Table 2 shows the performances of TOHunter and com-
pares it with other baselines and existing approaches. Our
proposed method demonstrates a clear and consistent im-
provement over the state-of-the-art node2vec+RF across all
six datasets, with an average percentage gain of 9.25% in
terms of Macro-F1. The performance enhancement is par-
ticularly noteworthy, ranging from a gain of +1.8% on the
UAE dataset to a +20% on the Iran dataset. This breadth of
improvement across diverse datasets underscores the robust-
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ness and versatility of our approach, especially in scenarios
where traditional methods like node2vec+RF may not fully
capture the complexity of the data and diversity of IOs.

A critical factor in TOHunter success is the effective
integration of both structural and textual features, which
proves essential for achieving competitive results across all
datasets. Relying exclusively on either structural or textual
features, as evidenced by the inconsistent performance of
the NodePruning and SBert models, falls short of deliver-
ing reliable outcomes across I0s. The need to combine both
modalities is paramount, as neither feature set alone can en-
capsulate the full complexity required for effective user clas-
sification. The strength of our approach lies in its ability to
seamlessly blend these modalities, which is a key driver be-
hind its superior performance across diverse datasets.

Moreover, the inclusion of a cross-attention mechanism in
our model significantly enhances performance compared to
a straightforward multi-modal concatenation approach (i.e.,
GNN in Table 2), as evidenced by superior outcomes on 6
out of the 6 datasets. This improvement is not only reflected
in higher absolute performance but also in greater stabil-
ity. The cross-attention mechanism mitigates the variability
often observed in models relying on simple concatenation,
which can be sensitive to initial conditions such as random
seed variations. By effectively capturing the interactions be-
tween different data modalities, the cross-attention mecha-
nism enables a more reliable integration, ensuring consistent
and robust results.

10 Detection under Data Scarcity (RQ2)

To evaluate the robustness and effectiveness of IOHunter,
we conducted a series of experiments designed to test its
performance under varying levels of data scarcity. We sim-
ulated different degrees of sparsification by downsampling
the training set to create sparser versions. Specifically, we
train our model using only the 0.1%, 1%, 5%, 10%, 25%,
and 50% of the original training data. For each level of spar-
sification, we trained both IOHunter and node2vec+RF,
which is the leading approach in the literature for detecting
10s (Luceri et al. 2024). This experimental design allows us
to assess the robustness of TOHunter in scenarios where
labeled data is extremely limited, a common challenge in
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Figure 2: Performance of TOHunter and Node2Vec+RF with different amount of training data sparsity.

real-world applications.

Figure 2 portrays the results of this analysis. IOHunter
consistently outperforms the node2vec+RF across all levels
of sparsification and across all six datasets. This consistent
superiority across various data regimes highlights the robust-
ness of our model and underscores its potential applicability
in real-world scenarios where data availability can often be
a limiting factor in detecting new, unseen I1Os.

In particular, the performance gap between IOHunter
and node2vec+RF becomes increasingly pronounced as the
training data is reduced, especially in the datasets for Cuba,
Russia, Venezuela, and China. For these countries, as the
level of sparsification increases, IOHunt e r maintains a rel-
atively stable performance while the compared model dete-
riorates significantly.

Notably, in the UAE, Cuba, and Venezuela datasets, even
with as little as 0.1% of the training data, TOHunter is able
to achieve a Macro-F1 score of approximately 80%. This is
a remarkable result, especially given the extremely limited
amount of training data. However, it is also worth noting that
with such sparse data, there is more significant variability in
the results across different random seeds.

Generalizable Cross-10 Detection (RQ3)

To evaluate the cross-IO generalization capability of
IOHunter, we designed an experiment inspired by the
principles underlying foundation models in computer vi-
sion (Zhai et al. 2022; Cherti et al. 2023) and natural lan-
guage processing (Kaplan et al. 2020; Hernandez et al.
2021). The goal of this experiment is to determine whether
pretraining the model on a diverse set of countries can en-
able it to generalize effectively to a new country for which
no training data has been seen during pretraining. Also, we
assess whether fine-tuning the pretrained model on a small
fraction of data from the test country can further enhance its
performance, particularly when labeled data is scarce.

In this experiment, we employ a leave-one-out strategy
where the model is pretrained on data from all countries
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except one, which is reserved as the test country. We re-
peat this process for each of the six countries: Cuba, Russia,
Venezuela, China, United Arab Emirates (UAE), and Iran.
Following the pretraining phase, we evaluate the model’s
performance on the test country both in its pretrained state
(referred to as the “Only PreTrain” strategy) and after fine-
tuning it on just 0.1% of the training data from the test coun-
try (referred to as the “PreTrain & FineTune on 0.1%” strat-
egy). The results are then compared against a baseline model
that is trained only on 0.1% of the test country’s training data
without any pretraining.

Cross-country generalization experiments, presented in
Table 3, highlight the significant advantages of our pretrain-
ing strategy. The “Only PreTrain” strategy, which involves
pretraining on all countries except the test country, achieves
remarkable performance. In four out of the six datasets, this
strategy surpasses the performance of a model trained in a
fully-supervised fashion on 0.1% of the test country’s train-
ing data. This outcome demonstrates the model’s strong abil-
ity to generalize across different datasets, effectively trans-
ferring knowledge from one domain to another. Further-
more, when we apply the “PreTrain & FineTune on 0.1%”
strategy, the performance improves even further. Fine-tuning
the pretrained model on a tiny percentage of the test coun-
try’s data leads to an average improvement of more than
10% in Macro-F1 scores across all countries. This result un-
derscores the power of combining massive pretraining with
targeted fine-tuning, as it allows the model to adapt to the
characteristics of the new domain with minimal supervision.

These findings suggest that pretraining on a diverse set of
countries not only equips the model with a strong baseline
capability for cross-country generalization but also that fine-
tuning on a small fraction of data from the target country can
yield substantial performance gains. This approach is partic-
ularly valuable in scenarios where labeled data is scarce or
expensive to obtain.



Datasets

Ours
UAE Cuba Russia Venezuela Iran China A% No
PreTraining
Train on 0.1% 85.33+738 83.09+173 66.13£852 94.16+151 67.65+620 53.55+333 —
Only PreTrain 83.93+593 89.91+535 79.77+1.93 9099+ 107 7278+ 143 58.14+5.89 +5.69%
PreTrain & FineTune on 0.1%  88.97+4.37 91.27+312 85.09+241 92.104+195 73.75+127 64.88+1.78 +10.25%

Table 3: Results of TOHunter in terms of Macro-F1 for the cross-country detection task. For each country ¢, IOHunter is
pretrained on data from all other countries (i.e., Only PreTraining) and then tested on c’s test set. IOHunter can be further
fine-tuned on a tiny percentage (0.1%) of c training set. We compare the model trained on the 0.1% of ¢’s training set.

Model UAE Cuba Russia Venezuela Iran China Average
IOHunter w/o Graph 98.46 96.16 89.80 86.86 91.73 57.22 86.76
IOHunter w/o Text 82.54 86.86 88.04 98.34 84.35 91.05 88.53
IOHunter w/o CrossAttn 98.53 85.22 90.04 97.46 95.12 66.42 88.80
IOHunter 98.76 98.93 92.28 99.11 96.61 92.90 96.43

Table 4: Results of the ablation study on the proposed architecture, i.e. IOHunter. Metrics represent Macro-F1 on the test set.
The full configuration of TOHunter consistently achieves the best results, highlighted in bold.

Ablation Study

We present the results of experiments designed to evaluate
the importance of three key components of TOHunter: the
cross-attention mechanism for integrating the two modali-
ties, the graph modality, and the text modality. The findings
of this ablation study are summarized in Table 4.

Our analysis shows that using a simple concatenation of
the two modalities (denoted as “IOHunter w/o CrossAttn”
in the table) is suboptimal-—consistent with the results in
Table 2—and offers limited advantages compared to a uni-
modal classifier based solely on the graph modality (denoted
as “IOHunter w/o Text” in the table). This aligns with
prior findings on the challenges of training a multi-modal
classifier that consistently outperforms the best uni-modal
alternative (Wang, Tran, and Feiszli 2020). Moreover, incor-
porating the text modality via the cross-attention mechanism
(denoted as “IOHunter” in the table) leads to an approxi-
mately 9% improvement over the graph-only approach. This
result highlights the need to use both information sources for
an effective 10 classifier.

Conclusions

In this work, we introduced IOHunter, a novel GFM de-
signed to detect IOs across various social media platforms.
By integrating the strengths of LMs and GNNs, our ap-
proach leverages both textual and network-based features to
accurately identify IO drivers across multiple countries and
campaigns.

IOHunter significantly outperforms state-of-the-art
methods in supervised, scarcely-supervised, and cross-
country 10 settings. This is achieved through the model’s
ability to generalize across diverse and evolving contexts,
enabled by pretraining on extensive, multi-country datasets
and fine-tuning with minimal labeled data. The robustness
of TOHunter in scenarios with limited data availability
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underscores its practical applicability in real-world settings,
where access to labeled data is often limited. Additionally,
the cross-country generalization experiments highlight the
model’s potential to transfer knowledge between different
geopolitical contexts.

Moving forward, our work paves the way for the devel-
opment of more sophisticated GFMs tailored to more graph-
related tasks. Future research could explore the application
of TOHunter to domains where detecting coordinated, ma-
licious activities is critical, as well as the integration of ad-
ditional data modalities to further improve detection capa-
bilities. Ultimately, ITOHunter represents a significant step
toward safeguarding the integrity of online discourse by pro-
viding a scalable, adaptable, and highly effective solution
for uncovering information operations on social media plat-
forms.
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