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Abstract

Calls for transparency in Al systems are growing in number
and urgency from diverse stakeholders ranging from regula-
tors to researchers to users (with a comparative absence of
companies developing AI). Notions of transparency for Al
abound, each addressing distinct interests and concerns.

In computer security, transparency is likewise regarded as a
key concept. The security community has for decades pushed
back against so-called security by obscurity—the idea that
hiding how a system works protects it from attack—against
significant pressure from industry and other stakeholders,
e.g., (Bellovin and Bush 2002). And over those decades, in
a community process that is imperfect and ongoing, security
researchers and practitioners have gradually built up some
norms and practices around how to balance transparency in-
terests with possible negative side effects. This paper asks:
What insights can the Al community take from the security
community’s experience with transparency?

We identify three key themes in the security community’s
perspective on the benefits of transparency and their ap-
proach to balancing transparency against countervailing in-
terests. For each, we investigate parallels and insights relevant
to transparency in Al. We then provide a case study discus-
sion on how transparency has shaped the research subfield of
anonymization. Finally, shifting our focus from similarities to
differences, we highlight key transparency issues where mod-
ern Al systems present challenges different from other kinds
of security-critical systems, raising interesting open questions
for the security and Al communities alike.

Introduction

Artificial intelligence has proven to be highly impactful,
with impacts in critical domains such as biosciences (Jumper
et al. 2021), health (Rajpurkar et al. 2022), and public
safety (Fine and Marsh 2024). It is also continually reaching
new peaks in consumer and commercial interest, with foun-
dation models such as Claude, Llama, Stable Diffusion, and
the GPT family posited to be adaptable to diverse uses (Jain,
Maleki, and Saade 2024). Despite their already widespread
impacts, there is still much to understand about how recent
developments in Al and machine learning models operate,
and the broader human consequences their use and misuse
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may have. In the commercial sphere, companies have gen-
erally (though not always) preferred to hide their methods
of data collection, training, fine-tuning, and other specifica-
tions (Carlini et al. 2023).

At the confluence of these circumstances, many are in-
vested in achieving (various notions of) Al transparency. Re-
searchers want to investigate what makes Al models, includ-
ing production-line models, better or worse at various tasks
(e.g., (Bender et al. 2021)), and to understand unexpected or
possibly harmful effects of model use (e.g., (Awasthi et al.
2023; Carlini et al. 2019; Raimondo and Locascio 2023)).
Consumers, businesses, and other clients should have as-
surances that companies selling Al-based tools are able to
achieve what they are promising—and even before that, they
should be able to understand what they are being promised.
As increasingly consequential decisions are made with con-
tributions from AI models, people impacted by these de-
cisions need assurances about how AI impacts their lives
(e.g., in healthcare (Khan et al. 2023) or bail setting (Fine
and Marsh 2024)). Copyright holders want notice and fair
compensation and attribution when others are using their
works—often making large profits (S.D.N.Y. 2023; Gilbert-
son and Reisner 2024). Regulators want to understand and
protect their constituencies from potential harms (Weidinger
et al. 2021) while promoting innovation and competition in
Al (in the Office of Technology 2024a,b; Vestager 2024).
Meanwhile, skeptics have variously argued that too much
transparency will harm innovation, business interests (in-
cluding trade secrets), data privacy, system security, na-
tional security/defense, and/or public safety (e.g., (Patel and
Toomey 2024; Hosanagar 2024)).

An important emerging literature in both research and
policy has responded to this ongoing debate by inves-
tigating transparency in Al. Some have been trying to
build in properties like explainability or interpretability to
LLMs (Graziani et al. 2022). Others are hoping to balance
data privacy with open source models (in the Office of Tech-
nology 2024a; Zuckerberg 2024). What this may mean is the
subject of ongoing debate (Gibney 2024). Others take a legal
or policy approach, like the Biden Administration’s Execu-
tive Order on Trustworthy Al and the European Union’s Al
Act (Biden 2023; Union 2024).

The idea that hiding how a system works protects it
in some way is a key recurring theme in the current dis-



course on transparency in Al. This same idea is, however,
one whose promises and pitfalls the security community
is deeply familiar with (Kahn 1996). Attempts to protect
systems by hiding how they work have prompted the se-
curity community’s participation in heated debates across
academia, industry, and policy over decades (e.g., (Bellovin
and Bush 2002; Diffie 2003; Mercuri and Neumann 2003;
Schneier 2004; Shipman 2019)). We seek to understand the
themes across the debates unfolding in Al and those longer
entrenched in security.

Our paper thus offers a novel and systematic exposition of
the essential principles underpinning transparency in secu-
rity, which we believe have useful parallels to transparency
in Al That is, the central question of this paper is:

What insights can the AI community take from
the security community’s experience with transparency?

Transparency in Security

In modern computer security, a hard-fought broad-based
consensus has been established: Despite the intuitive idea
that hiding a system should protect it, transparency is often
more beneficial for protection. The consensus on this general
principle is broad, though perspectives on how to implement
the principle in specific contexts can be more varied.

It was not always this way. Before modern cryptography
and systems security, even critical military communications
often relied on security by obscurity (e.g., (Tohe 2022; Katz
and Lindell 2015)): namely, the idea, now well established to
be fallacious, that hiding how a system works is an effective
and adequate defense against adversaries.

Moving away from security by obscurity has been a long
and ongoing process.! Now, “security by obscurity” is a
catchphrase in the security community with negative con-
notations, and relying upon security by obscurity is widely
considered inadequate (Bellovin and Bush 2002). Perfect
unanimous agreement on the precise type of transparency
that is best for every type of system and application con-
text may never be reached—yet the received wisdom that
transparency promotes better security practices and quicker
mitigations of harm has held strong, and served as a source
of unity in the community.

We call this modern approach security by transparency—
a natural phrase at times used colloquially to describe
the opposite of security by obscurity. As the security-by-
transparency approach has developed through community
experience and norm-building over time, a substantial part of
it lies in folklore and institutional memory, written records
of which are relatively sparse and scattered.

Security by Transparency

The notion of security by transparency predates computer
security. As far back as the 19th century, Auguste Kerck-
hoffs (Kerckhoffs 1883), writing about how to design secure
military communication, remarked that a truly secure sys-
tem should remain secure even assuming the enemy knows

'Obscurity is still common in some contexts, e.g., Digital
Rights Management (Liu, Safavi-Naini, and Sheppard 2003).
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everything about a system. That is, systems should by design
be robust even when the system design is known.

The argument for security by transparency is subtle: The
idea that hiding how a system works can help protect it is not
only intuitive, it is in a technical sense correct. If you build
all the best state-of-the-art security measures into your sys-
tem and then choose not to disclose how it works at the end,
it may in fact be harder for attackers to find vulnerabilities
in the system, as they’ll first have to figure out how it works.
(And if you could build a perfectly secure system, whether
or not you disclose how it works doesn’t matter; the security
will be perfect either way. But we don’t know how to build
perfect systems; and the security community has embraced
this reality as a critical engineering consideration (Viega and
McGraw 2001).)

Why, then, is security by obscurity so poorly regarded?

First, relying on obscurity for security is risky at best, and
creates a false sense of security at worst. The phrase “secu-
rity by obscurity” sometimes refers specifically to such re-
liance: Having obscurity as the main protection, rather than
as one measure among many. Kerckhoffs’ Principle warns
directly against this. Second, decades of experience have
shown that opacity leads to externalities that tend to indi-
rectly undermine the robustness of designs and systems.

We stress that security by transparency is a paradigm, not
arigidly defined set of rules. In a given situation, security by
transparency provides principles with which to reason about
what to disclose to whom, what to keep secret, and the possi-
ble consequences. These principles do not prescribe disclo-
sure of every last detail of a system, or prescribe any singular
foolproof way to achieve security.

Our Scope: Transparency, Not Security

Our focus is not on security for Al systems but rather on
transparency for Al systems. We are interested in the paral-
lels and potential for cross-pollination between the security
and Al communities in their debates around transparency.

When we talk about security by transparency, our discus-
sion will often center around how principles of transparency
promote security in some way—naturally, as the context is
the field of security. We argue, however, that these discus-
sions’ relevance to the Al community extends beyond se-
curing Al, to Al transparency much more broadly—for at
least two reasons. First, we are focused on high-level prin-
ciples, and security at a high level is simply about “building
systems to remain dependable in the face of malice, error,
or mischance” (Anderson 2021)—the very same concerns
underlying many of the calls for transparency in Al, includ-
ing some we might not usually think of as “security con-
cerns.” Second, transparency aids security as a discipline in
ways that may translate to other disciplines: For example,
allowing researchers to uncover more efficient solutions and
richer properties and functionalities of systems, and to better
understand system guarantees and limitations.

Background

Beginnings of Transparency in Security: By the late
19th century, cryptographers had reservations about security



by obscurity. In the seminal 1883 work “La Cryptographie
Militaire” (Kerckhoffs 1883), Kerckhoffs voiced six princi-
ples he believed essential to strong security systems. Among
them, known now as Kerckhoffs’ Principle, stated approxi-
mately: “The system must not require secrecy and can be
stolen by the enemy without causing trouble.”> Thus began
the counter viewpoint, security by transparency.

Disclosure Practices: From the earliest days of consumer
computer systems, researchers and concerned citizens have
been finding and sharing found vulnerabilities. In the late
1980s and ’90s, this was through email chains and online
zines like Bugtraq and Security Digest’; now, security ex-
perts are more likely to communicate vulnerabilities to the
developers through formal bug bounty processes and to the
public through peer-reviewed publications.

There has been much debate over the best way to disclose
vulnerabilities both to developers and the public. The details
of this debate are beyond our scope;* here, we just summa-
rize a few key terms related to vulnerability disclosure.

Full disclosure involves sharing all information about an
attack with the public immediately. Many are concerned that
full disclosure results in too much potential for harmful ex-
ploitation of attacks (Culp 2001). Coordinated vulnerability
disclosure (CVD) involves an initial private disclosure fol-
lowed by publication after a delay (CERT 2024).> Increas-
ingly, many organizations have groups who handle bug and
vulnerability reporting,®; this streamlines CVD processes
and timely fixes. Bug bounty programs, where community
members are invited to submit found vulnerabilities to the
company for money or perks, are a way for organizations to
proactively seek disclosures.’

Attacks and Vulnerability Papers: At security venues,
attack papers are now common, though they were more con-
troversial in the past. Basin and Capkun (Basin and Cap-
kun 2012) provide one account of the case for attack papers:
Finding and fixing bugs, learning flaws which may guide re-
search, understanding compatibility or lack thereof, finding
exact security guarantees.

Calls & Goals for Transparent AI: Calls for trans-
parency in Al are numerous (e.g., (White et al. 2024)). No-
table relevant terms and areas of study include: explain-
ability, interpretability, accountability, trustworthiness, and
robustness (NIST 2023). Recent advances are making im-
portant progress in Al modeling (Dev et al. 2024) but of-
ten focus on defining largely positive guarantees. Addi-
tionally, some risks can be difficult or elusive to define
in a theoretically sound way (Polemi et al. 2024). Disclo-
sure practices are being developed (Argentieri 2024; Cat-

’In the original French: “II faut qu’il n’exige pas le secret, et
qu’il puisse sans inconvénient tomber entre les mains de 1’ennemi.”

3https://seclists.org/bugtraq and securitydigest.org, respectively

“We refer to plenty of literature on the topic (e.g., (Moura and
Heidemann 2023; Wicker 2021; Moura and Heidemann 2023)).

The exact details of appropriate CVD timeline are context-
dependent and a subject of ongoing community discussion.

8See, e.g., the Microsoft Security Vulnerability Research group.

’See, e.g., Bugcrowd.
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tell, Ghosh, and Kaffee 2024), but researchers remain at risk
in Al due to uncertainties and discrepancies regarding poli-
cies (Tiku 2024). Prominent motivations for these efforts to-
wards transparency include public trust (Andrada, Clowes,
and Smart 2022; Schneier 2023), technological advance-
ment (Fukawa, Zhang, and Erevelles 2021; Bostrom 2018),
mitigation of bias (Carlson 2017; Ferrara 2023), and liabil-
ity (Novelli, Taddeo, and Floridi 2023; Cooper et al. 2022).

We refer to the full version for a discussion of black-box ac-
cess, post-hoc and ante-hoc transparency, and open source.

Connections In Transparency:
From Security To Al

This section highlights three key themes underpinning secu-
rity by transparency, with discussion of parallels with Al

Modeling is Essential For a Robust Understanding
of Systems That Are Too Complex To Fully Model

Perhaps paradoxically, modeling serves as an essential tool
to maintain a robust understanding of what we can and can-
not guarantee about the performance and failure modes of
systems that are too complex to fully model — which have
(security) requirements too complex to fully model.

But wouldn’t modeling such a system (and its require-
ments) be futile as any model would fail to capture impor-
tant aspects of real-world operation? Even worse, wouldn’t
modeling such systems rather lead to dangerous oversim-
plifications and misunderstandings? These are reasonable
questions: oversimplified models do suffer from these seri-
ous drawbacks when their limitations are not understood. In
contrast, the type of modeling for which we advocate criti-
cally includes clear characterization of the model’s own lim-
itations: that is, modeling what we can and cannot guarantee
about a system on the basis of a given model.

Security engineering involves building systems with
stated threat models and assumptions, which delineate (1)
what functionality, confidentiality, and robustness guaran-
tees a system is designed to have (2) against which kinds of
threats (3) under what conditions and, implicitly or explic-
itly, (4) which kinds of functionality are not guaranteed and
what kinds of threats are not protected against. Threat mod-
eling has proven an essential technique to build (necessar-
ily) imperfect systems that have clear specifications of what
is guaranteed and what is not, and in what scenarios these
guarantees are assured. The threat model is generally consid-
ered part of the system specification: it is seen as necessary
to understand “what’s in the box,” as well as how (not) to
use it and for which application contexts it is appropriate.

Transparency plays a key role here in several ways. First,
if an assumption necessary for a system’s security is proven
incorrect, clearly stated assumptions allow for the commu-
nity to quickly adapt by pruning ideas which rely on it. Sec-
ond, by making these assumptions explicit, we encourage
research to find ways to test or bolster the assumption,® as
well as make it more likely that the research community will

8E.g., the fallibility of passwords in practice gives rise to other
authentication schemes like biometrics, 2FA, etc.



timely find out if an assumption does not hold. Third, it en-
ables both developers and users to plan ahead for system
failures in a way tailored to the threat model. Fourth, it aids
stakeholders to evaluate in what contexts the use of a tool is
riskier, and in what contexts not to use a tool at all. Finally,
clear assumptions and threat models serve as stepping stones
for further research and more refined models that further en-
hance the above benefits.

All of the above points have baked into them the implicit
idea that we cannot “simply” build a system to be secure,
not only because we do not know how to build perfect sys-
tems but because we cannot write a single specification of
“security.” Security objectives are context-dependent, and
full specification is often intractable. In sum: (1) there is
no general-purpose certification of “secure enough;” (2) we
aim to design threat models appropriate to limited contexts,
stress they are not general purpose, and clearly define what
they do not cover; and (3) we associate clearly stating and
disseminating such threat models with the benefits above.

Connection to AI Some simple Al tasks are relatively
clear and self-contained in their goals. But in many settings,
the goals can often be less clear, expressed as heuristics,
inherently incomplete, inherently sociotechnical (and thus
not amenable to complete technical specification), and/or
context-dependent. Explicit “threat” modeling in the Al con-
text can embrace this incompleteness and the idea that these
systems and requirements are too complex to fully model,
and seek to delineate what is not clear, what is incomplete,
and what can(not) be guaranteed. By doing so, it has the
potential to play a similarly critical role in reinforcing ro-
bustness for Al systems deployed in critical contexts when
robustness is a context-dependent moving target.

None of this is to say that Al research is devoid of model-
ing — far from it. Recent positive strides include theoretical
modeling (e.g., (Gorriz et al. 2023)), candidate definitions
of robustness, fairness, and privacy (e.g., (NIST 2023)),
transparency in experimental design (e.g., (Felzmann et al.
2020)), and transparency of societal impacts (e.g., (NIST)).
These efforts make important progress on defining posi-
tive guarantees but we have seen less depth of engagement
with negative guarantees: Precisely characterizing the types
of situations and failure modes not addressed by proposed
models and definitions. Here, we mean going beyond the
important initial step of mentioning that certain enumer-
ated things out of scope of one’s model; we mean, rather,
striving towards a complete characterization of what’s not
in scope — such that if anyone thinks up a threat, they can
straightforwardly ascertain whether and how it is in scope,
by reading a concise threat model. We recognize that this is
a complex goal that will not be achieved overnight, and that
important research has already been done in this direction
(e.g., (Stadler et al. 2024)); our aim is not to criticize but to
highlight this natural and fruitful avenue for future progress.

“Many Eyes” & Disclosure

A key impact of transparent practices within security has
been the ability to more efficiently and reliably correct er-
rors, vulnerabilities, and other problems. Examples of such
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transparent practices include bug bounty programs, cryp-
tographic standardization processes, and the publication
and recognition of attack papers. These practices all invite
scrutiny from all over, letting the entire community con-
tribute. Underpinning this reasoning is what is known as the
“Many Eyes” Theory, also known as Linus’s Law: “Given
enough eyeballs, all bugs are shallow” (Raymond 1999).
That is, giving all stakeholders the ability and incentive to
investigate a system aids in better design and mitigation.

Positively receiving and proactively seeking community
input on security issues are essential practices that have be-
come much better established over time, although these were
rare practices in earlier days (and are far from ubiquitous
even today; progress is ongoing). RSA (Administrator 1991)
famously prompted the community to find weaknesses in
their systems and share that information for prizes (eventu-
ally claimed, like in (Cavallar et al. 2000)). Now, many com-
panies solicit vulnerability reports or offer “bug bounties”
for them. Organizations that set standards and offer commu-
nity and support for soliciting reports are also influential and
growing. ° These recent trends (though not perfect) starkly
contrast with early examples of hostile reactions to reports
of security issues (e.g., (Foundation 2008, 2013)).

Realizing the full potential benefit of community input is
challenging in practice as it requires trust and mutual un-
derstanding between stakeholders with incentives that are
not always aligned: the community providing input and the
community receiving input (though these are not always
disjoint). Lack of established precedents and collaborative
norms can lead to uncertainty and tensions, as both the
security and Al communities have experienced—for secu-
rity, more acutely in earlier decades. These, in turn, impede
constructive progress based community inputs. The secu-
rity community has, over time, developed stronger collabo-
rative norms around disclosure processes that facilitate mu-
tual benefits from community inputs; that said, the process
is imperfect and norm-building is very much ongoing.

When some flaw in a system is suspected and found,
choices must be made about who to tell when (if at all).
While specific standards vary, it is a widely held belief
within the security community that there should generally
be some form of a graded disclosure process rather than a
single public disclosure, but that public disclosure should
eventually happen and generally promotes security.

When a report of a flaw is received, choices must likewise
be made about how to respond and how to address the report
(if at all). Only when the one side’s approach to who to tell
when and the other side’s approach to how to respond and
address the report are aligned can the full potential benefit
of community input be realized. And yet, incentives are not
always aligned between the two sides.

Increasing community norms around disclosure processes
have made progress toward aligning the two sides’ ap-
proaches. The community’s acceptance of and collaboration
on vulnerability reports today stands in notable contrast to
earlier decades, where security researchers were more often
subject to aggressive legal and reputational attacks in reac-

9E.g., disclose.io, Hackerone, and Bugcrowd.



tion to their findings (e.g., (Rauch 2022; Foundation 2008;
Gamero-Garrido et al. 2017)). The difference between re-
search that is beneficial for security and maliciously attack-
ing a system—confusion over which was a recurrent feature
earlier on—became better understood and more clearly dis-
tinguished over time, by stakeholders in both industry and
research (e.g., (Rauch 2022)). Avenues for coordinating dis-
closure continue to expand, e.g., involving a government in-
termediary (Specter, Koppel, and Weitzner 2020, §6).

That said, much progress remains to be made. Terms of
service often still prohibit security researchers from access-
ing and analyzing systems for research purposes. Security
researchers continue to face legal and reputational attacks
over their research, and navigating disclosure processes can
still involve tensions and risk (Park and Albert 2024; Moura
and Heidemann 2023; Specter, Koppel, and Weitzner 2020).

Connection to AI At present, there are many barriers to
implementing similar processes in Al. The terms of service
of many prominent Al tools disallow or disincentivize the
work needed to study vulnerabilities and the disclosure of
such flaws (Longpre et al. 2024). Al researchers have been
targeted for their research by developers; some have been
instructed to redact certain parts of their research or find-
ings (Carlini et al. 2024). These barriers feel very familiar to
the experiences and history of the security community. And
in security, it is these early barriers that led to the develop-
ment of today’s disclosure processes.

To ensure that Al systems are evaluated and properly un-
derstood, the security community’s experience suggests that
promoting an active research community and access by the
research community can in fact promote a more robust end
product with better understood guarantees.

Also, a clear, codified disclosure process could go a long
way to protecting any private information while also increas-
ing trust between the community and developers. Some have
attempted to explore what this could look like (Rando et al.
2022; Longpre et al. 2024), and we believe this is critical to
transparency for Al. Of course, as the security community’s
experience also illustrates, building community around such
processes takes time.

Ubiquitous Technologies Necessitate Public Trust

A common concern about transparency (in security and Al)
is that average users cannot generally be expected to under-
stand the technologies involved even if they are carefully ex-
plained in full detail—so then, what purpose does the trans-
parency serve? Laudable efforts have been made to promote
understandability for lay users, but the full complexity—and
the range of risks and failure modes—of these technologies
will not realistically be understood by every user impacted.
Despite the fact that the average person is not expected to
understand security best practices or how encryption works,
transparent practices in security benefit everyone. Whether
they are aware of it or not, everyone who uses computers
uses security features and engages in compliance with se-
curity best practices—they are built in at a hardware level,
at a protocol level, and at a networking level. This is facili-
tated by transparent practices allowing for users and devel-
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opers to buy in to best practices. The security community’s
experience shows that the ubiquity and broad impact of sys-
tems where security matters necessitates and supports the
widespread adoption of public trust mechanisms, even when
user understanding and market demand for transparency ap-
pears lacking, and companies seem to lack incentives to be
transparent. The result is more reliable and coordinated se-
curity practices across complex interconnected systems.

Many commonplace interactions online require users to
rely upon the safety and robustness of systems where se-
curity matters. By using these systems, users place implicit
trust in the systems; and the more essential the use of the
system is to modern life, the less choice they have about
placing their implicit trust in the systems. And sometimes,
the choice to use the system in a way that impacts a given
person is made by someone else (e.g., an employer).

Thus, people implicitly trust that their credit card infor-
mation will not be stolen when they enter it in an online
form. They trust that their messages are private and go to the
intended recipient. They trust that their webcams are not on
when they’re not using them, and they trust that their smart
watch monitoring their health condition will flag anomalies.
They trust that their employer’s payroll system works. Such
trust does not come directly from individuals studying trans-
parent literature to understand design practices, but rather,
indirectly through public trust mechanisms.

By public trust mechanisms, we refer to a host of ap-
proaches. For example, in fields like civil engineering, certi-
fications and regulation serve as public trust mechanisms. In
biomedical sciences, extensive testing is another public trust
mechanism. Fields like psychology and physical sciences
have academic standards and checks as public trust mech-
anisms. In these cases, the stakes are clear: People could die
if things are not done safely.

When considering the safety and robustness of complex
computing systems, though, the potential harms often seem
more intangible. This lack of visibility can lead to a lack
of awareness among lay users as well as a lack of incentive
for companies to improve either security or transparency—
in economic terms, creating a moral hazard (Vagle 2020).

We see strong transparent practices as a way that secu-
rity researchers have built up community-wide public trust
mechanisms, that in turn promote systemic deployed secu-
rity that benefits everyone notwithstanding all of the coun-
tervailing forces and considerations discussed above.

Connection to AI The ongoing debate on Al transparency
is likewise grappling with the facts that the average user can-
not be expected to understand Al or fully evaluate the bene-
fits and risks associated with its use, that companies gener-
ally seem to lack incentives to be transparent, and that users
do not seem to create market demand for transparency.

Al is also growing rapidly, being deployed in a wide range
of contexts with broad impacts, and is poised to be embed-
ded into technologies at a scale that leaves users little choice
around whether to engage with it. In many cases (includ-
ing, e.g., policing (Angwin et al. 2016) and welfare distribu-
tion (Zouridis and Bovens 2019)), people cannot opt out of
algorithmic decision-making, including in cases where these



may have serious consequences.

Indeed, many have taken notice of the prevalence of Al
in their lives, and many have raised concerns. However, the
incentives are not necessarily aligned for any one group to
contend with these issues, even if resolutions are in the pub-
lic’s interest. The combination of this kind of ubiquity and
impact with the lack of understandability and tangibility to
users, and related weak incentives for companies creates the
conditions—shared between Al and security—that we be-
lieve necessitates transparent practices within community-
wide public trust mechanisms. These, in turn, promote sys-
temic safety and robustness measures that can benefit soci-
ety despite the complex incentives involved.

We believe transparency is necessary as a public trust
mechanism for secure systems and robust Al alike, both for
the benefit of the public and also for the adoption and con-
tinued use of these technologies to their full potential.

A Case Study on (De)-Anonymization

We believe the security-by-transparency mindset has shaped
how each research area within the broad umbrella of security
has developed. Here, we give a brief summary of one such
domain which may be instructive: Anonymization.

At a high level, anonymization refers to methods designed
to hide individually identifiable information in a dataset
while retaining useful data accesses and statistics. For some
time, anonymization was pitched as the answer to being able
to make use of the vast datasets of private information that
online platforms and governments amass (e.g., communi-
cations, content consumption, or census data), while also
protecting individual safety and privacy (Ohm 2009; Ru-
binstein and Hartzog 2016). Proposed anonymization tech-
niques were taken by some as a green light to “anonymize”
sensitive datasets and then use them for any purpose, includ-
ing publishing them. A series of works around the 2000s
exposed this as overly optimistic (e.g., (Barbaro and Jr.
2006; Narayanan and Shmatikov 2008; Sweeney 2000)),
de-anonymizing willingly published user data from sources
such as AOL and Netflix. The demonstration of viable at-
tacks was what prompted stakeholders to take the risks more
seriously, and catalyzed change in community practices in
industry, research, and beyond.

On research methodologies and norms, we learned how to
investigate compromised datasets ethically (Bonneau 2012)
while taking into account privacy and anonymity considera-
tions, and studied whether and how to use datasets of illicit
origin for research (Thomas et al. 2017).

On modeling, Dwork et al. (Dwork 2006; Dwork et al.
2006) introduced the notion of differential privacy (DP), a
notion which has also featured impactfully in machine learn-
ing research (e.g., (Yu et al. 2024; Xian et al. 2024)). Dwork
discusses DP from a theoretical standpoint, including expla-
nations for modeling decisions, and the DP framework en-
ables precise mathematical reasoning and tradeoff-making
about certain kinds of deanonymization risks.

On awareness and adaptation, deanonymization research
since the late 1990s gradually impressed upon computer sci-
entists and the broader public that anonymization techniques
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are unreliable and poorly understood—and later on, that not
a single one provided perfect anonymity under researchers’
scrutiny, and anonymization might be a pipe dream (Ohm
2009). Organizations now appear less likely to optimistically
publish datasets that would be damaging if deanonymized.
Subsequent works explore whether and how anonymization
techniques could be useful despite acknowledged imperfec-
tions, if tailored to specific applications (Angiuli, Blitzstein,
and Waldo 2015).

Through transparent research about anonymization’s
flaws, the community has been able to embrace the idea that
this goal is infeasible, and to develop reasoned methods of
handling datasets and privacy risks accordingly.

Novel Challenges

This section highlights significant differences between secu-
rity and Al that may necessitate new approaches. We refer to
the full version for more discussion on novel and perceived
challenges'”.

Training Data: In security, there is usually a clear delin-
eation between (1) a system’s design and functionality and
(2) (private) input data within the system. In Al, this line is
blurred, with the training data for a model being inextricably
linked to its performance and properties. Just the untrained
model is insufficient for analyzing its properties (Felzmann
et al. 2020). Additionally, some key motivations for trans-
parency, such as model bias (Suresh and Guttag 2021) and
memorization (Carlini et al. 2023), contend explicitly with
training data and its expressions in the trained model.

Some AI models could reasonably make their training
data public. However, disclosing the training set may expose
developers and researchers to serious legal and ethical risks.
To mitigate these concerns, some have proposed disclosing
only (partial) model weights, though this still carries risk
of exposing training data (Nasr, Shokri, and Houmansadr
2019; Nasr et al. 2023). Some have proposed anonymized
or synthetic training data; these approaches carry their own
risks (Narayanan and Shmatikov 2008; Cristofaro 2024).

Security has not had to face the same issue. We believe
this is an important open problem to solve, and one in which
collaboration between security and Al researchers may be a
fruitful avenue to understanding training-data confidentiality
concerns and how they interact with transparency (Carlini
et al. 2023; Nasr et al. 2023).

Disclosure Processes: It is important to consider how the
disclosure processes may be adapted for the Al context. We
caution against simply adopting the exact same procedures
as security. The entanglement of training data with system
design makes the relevant stakeholder set in Al larger and
potentially unclear. This is especially complicated as the in-
terests of stakeholders may be in tension.

While important initial progress has been made on frame-
works for Al vulnerability disclosure (Raimondo and Locas-
cio 2023; Cattell, Ghosh, and Kaffee 2024), the risks and
at-risk parties implicated by different vulnerabilities vary
wildly. Understanding and careful modelling of what is and

"Ohttps://arxiv.org/abs/2501.18669.



is not inherent to Al and machine learning techniques would
help piece through these, but it is possible the scope of vul-
nerabilities and thus responsible disclosure in Al may be an
inherently more complex problem.

Brittleness of Models: The well-documented and some-
times inherent tradeoffs between privacy (of training data)
and performance is a key feature of Al development (Car-
valho et al. 2023). In security, there is almost always a trade-
off between efficiency and privacy, and this is the main
tradeoff to consider.!! Choosing the right balance of pri-
vacy and performance is an inherently non-technical prob-
lem (Schneier 2003), and sometimes, development toward
privacy and performance fundamentally contradict each
other (Gu et al. 2022). The opportunity for technical work
is in the modeling of the tradeoff. While there are parallels
between the two communities, it seems the tradeoff prob-
lem in the AT community is certainly different in scale and
possibly different in kind (e.g., involving multidimensional
optimization (Monteiro and Reynoso-Meza 2023)), posing
a greater challenge in finding an appropriate tradeoff—and
heightening the possibility of accidental domino effects.

Optimizing for Metrics: Many Al systems are based on
optimizing for metrics serving as heuristics for a real-world
objective. Metrics feature across development, from initial
training to the addition of post-hoc “guardrails.” Disclos-
ing metrics can make them easier to game (Goodhart 1975).
These observations would seem to counsel against wide dis-
closure of metrics (such as objective functions) in order to
preserve the utility of the metrics and thus the utility of the
system. Yet metrics, like training data, constitute an essen-
tial part of system functionality. Analyzing a system with the
metrics redacted is likely to result in a significantly incom-
plete understanding of its functionality. And some key moti-
vations for transparency explicitly contend with the metrics
used. The idea that releasing the full details of system func-
tionality can inherently make the system less useful for its
intended purpose does not have a good analogue in security.

Perceived Challenges

We briefly mention arguments against transparency in Al
which have parallels to those in security. We refer to the full
version for more complete discussion and more references.

Trade Secrets and Innovation: One common concern is
that too much disclosure of algorithms and data would re-
duce incentives for companies to innovate through costly in-
vestments in Al (e.g., (Hind et al. 2020; et al. 2022))—thus
harming quality of Al overall as well as competitiveness in
a global market. Likewise, industry stakeholders have long
used intellectual property and innovation as reasons to argue
against transparency of technology in security contexts (e.g.,
(Chakraborty and Bhunia 2009)).

Misuse: Another common concern is that releasing Al
systems may lead to bad consequences from their deliberate

" There are contexts in security with more nuanced tradeoffs,
e.g., encrypted search (Curtmola et al. 2006; Boneh et al. 2015) and
differential privacy (Dwork et al. 2006; Dwork and Roth 2014).
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or accidental use for harm, and that the potential or like-
lihood of such harm may increase with fuller disclosures
(e.g., (Gade et al. 2024)). These narratives have limited par-
allels to long-standing discussions in the security commu-
nity around privacy tools (such as encrypted messaging, Tor,
and cryptocurrencies) being misused.

Pace of Development: Many have commented on the un-
usually fast pace of recent Al developments (e.g., (Bengio
et al. 2024)). This pace has naturally impeded the establish-
ment of standards and best practices (Bostrom 2017). While
the security community has not experienced a comparable
pace of development, it has still slowed down compared to
an earlier phase, based on a collective experience of flaws
discovered in systems that were developed too quickly and
scrutinized insufficiently before deployment.

Consequential Outcomes and a Right to Know: As Al
systems are used in ways that have increasingly consequen-
tial outcomes, some calls for transparency center the idea
of a “right to know” about decisions that impact individuals
or groups (e.g., (Fehr et al. 2024)). Similar discussions have
arisen in the context of security-critical systems that impact
consequential outcomes (e.g., in election security and gov-
ernment technology (Girgvliani 2023; Jones 2007)).
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