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Abstract

Prior work found that superhuman Go Als can be defeated
by simple adversarial strategies, especially “cyclic” attacks.
In this paper, we study whether adding natural countermea-
sures can achieve robustness in Go, a favorable domain for
robustness since it benefits from incredible average-case ca-
pability and a narrow, innately adversarial setting. We test
three defenses: adversarial training on hand-constructed po-
sitions, iterated adversarial training, and changing the net-
work architecture. We find that though some of these defenses
protect against previously discovered attacks, none withstand
freshly trained adversaries. Furthermore, most of the reliably
effective attacks these adversaries discover are different real-
izations of the same overall class of cyclic attacks. Our re-
sults suggest that building robust Al systems is challenging
even with extremely superhuman systems in some of the most
tractable settings, and highlight two key gaps: efficient gen-
eralization of defenses, and diversity in training.

Website — https://goattack.far.ai
Code — https://github.com/AlignmentResearch/go_attack

1 Introduction

It is essential that Al systems work robustly, especially when
they are deployed at a societal scale or are used in safety-
critical systems. Unfortunately, although the average-case
performance of Al systems is rapidly improving, building
Al systems with good worst-case performance remains an
unsolved problem. Indeed, Go Als (Wang et al. 2023a), im-
age classifiers (Liu et al. 2023; Croce et al. 2021), and large
language models (Mazeika et al. 2024) all fail catastrophi-
cally when presented with adversarial inputs.

However, Go seems like it ought to be especially favor-
able for robustness. First, unlike computer vision models
and LLMs where average-case performance struggles to sur-
pass humans, Go Als’ average-case play massively outstrips
human ability (Silver et al. 2016; Wang et al. 2023a). Sec-
ond, the attack surface is narrow, with only a limited set of
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valid moves available to the adversary each turn. Third, un-
like many non-game domains, Go is inherently adversarial
and zero-sum, and there is no fundamental trade-off between
clean and robust accuracy (Tsipras et al. 2019). Furthermore,
there is even a clear initial target: robustness to the “cyclic
attack” found by Wang et al. (2023a). This class of attacks
is well-defined and consistent enough for humans to under-
stand it, replicate it, and easily tell novice players how to de-
fend against it—suggesting it should be feasible for a super-
human Al to defend against it. The Go models Wang et al.
(2023a) attacked were not designed with robustness in mind,
giving us hope that with more effort they could be made ro-
bust.

So, in this paper, we study if it is possible to make su-
perhuman agents robust—that is, to make them have good
worst-case performance—by focusing on the domain of Go.
Go has a proven track record of driving progress in Al, mo-
tivating the development of algorithms like AlphaZero (Sil-
ver et al. 2016) and MuZero (Schrittwieser et al. 2020). If
we could solve robustness here, it would provide a natural
starting point for designing robust Al systems more broadly.
In particular, we aim for a Go Al that a) does not make mis-
takes that humans can easily correct and b) cannot be reli-
ably defeated by adversaries trained with a small amount of
compute. These criteria, elaborated in Section 2, reflect two
critical types of robustness: assurance that a system will not
open up new vulnerabilities that humans could avoid, and
that it will not be cheaply exploitable.

Leveraging the state-of-the-art open-source Go Al
KataGo (Wu 2021), we investigate three natural defenses
(Figure 1). But we find that all three are ineffective— given
query access to the defended systems, it is relatively cheap
to train new adversaries that reliably defeat them and cause
them to blunder in ways that humans would not. In fact,
never mind all attacks—each defended system is still vul-
nerable to cyclic attacks, demonstrating the defenses’ poor
generalization even in the favorable domain of Go.

More specifically, the first defense we study is positional
adversarial training, which augments KataGo’s training
data with examples of Wang et al. (2023a)’s cyclic attack
(Section 3). This intervention produces a defended agent that
never loses against Wang et al.’s adversary. Unfortunately,
we find that adaptively fine-tuning Wang et al.’s adversary
against the defended agent brings its win rate from 0% back
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Figure 1: Three strategies for defending Go Als against adversarial attack. Left: Positional adversarial training has an agent
“study” adversarial positions by performing self-play starting from those positions. Middle: Iterated adversarial training con-
sists of multiple rounds of an adversary finding attacks and a victim learning to defend. Right: We replace KataGo’s convo-
lutional neural network (CNN) backbone with a vision transformer (ViT) backbone to see which vulnerabilities of Go Als are

caused by the inductive biases of CNNs.

up to 92%. Moreover, this fine-tuned adversary wins using
only a slight variant of its original strategy, and can be fine-
tuned using just 8% of the compute used for the defense.
(Appendix A lists the compute used for each attack and de-
fense.) Furthermore, the defended agent is also vulnerable
to a qualitatively new “gift attack” (Figure 3a).

Though ultimately unsuccessful, this first defense shows
that defending against a fixed attack is possible. This mo-
tivates our second defense, iterated adversarial training,
which simulates an “arms race” between an adversary con-
tinuously searching for new attacks and a victim continu-
ously building defenses against those attacks (Section 4).
Regrettably, we find that this scheme has the same weak-
ness as positional adversarial training. The defended agent
is robust to Wang et al. (2023a)’s original cyclic attack, but
through fine-tuning we find a variant of the cyclic attack that
defeats the defended agent 90% of the time using 26% of the
total compute used to train the defended agent (Figure 3c).
Another variant wins 81% of the time using 5% of the com-
pute, though it loses efficacy when the defended agent uses
more search (Figure 20).

The final defense we test is replacing the convolutional
neural network (CNN) backbone used by KataGo with a vi-
sion transformer (ViT) backbone (Section 5). Is the cyclic
vulnerability caused by poor inductive biases of CNNs?
We disprove that hypothesis by training the world’s first
professional-level ViT-based Go AI and show that it too is
beaten by cyclic attacks. Given Wang et al. (2023a) found
the cyclic vulnerability was widespread across different Go
Als, with CNNs ruled out as the cause, a likely remaining
candidate is the self-play training process. Playing only one
opponent identical in strength and reasoning process may
discourage exploration and get the model stuck in local equi-
libria, learning a way to assess vulnerability of groups that
fails catastrophically on cyclic ones.

Our negative results in Go are evidence that achiev-
ing neural net robustness in other domains will require

27663

concerted effort—we cannot assume that merely boosting
average-case performance to superhuman levels and adding
simple defenses will be enough to solve robustness. State-of-
the-art Go agents fail to represent a feature (cyclic shapes)
that amateur humans easily learn, even when using methods
such as adversarial training that provide numerous training
examples where this feature is critical to solving the task
correctly. This failure makes them easily exploitable, even
by humans (Appendix J). Building robust Go Als may be
possible but will likely require significant design changes
(Section 7).

2 Threat Model, Robustness, Attack Method

Threat Model We follow the threat model of Wang et al.
(2023a) set in a two-player zero-sum Markov game (Shap-
ley 1953). A threat actor trains an adversary agent to win
against a victim agent. The threat actor has gray-box access
to the victim: they can run inference on the victim’s policy
network on arbitrary inputs. However, the adversary does
not have direct access to the victim’s weights and cannot
take gradients through the victim.

Defining Robustness We aim to make agents that are
robust. Unlike settings like e-ball-robust image classifica-
tion (Croce et al. 2021), it is not immediately obvious what
it means for a Go agent to be robust. In this work, we intro-
duce and use three complementary definitions of robustness
centered around the notion of being minimally exploitable
by adversaries.

Firstly, we aim to make our agents human robust, mean-
ing that they cannot be made to commit game-losing blun-
ders that a human would not commit (Appendix B.1). Sec-
ondly, we aim to make our agents have high training-
compute robustness, meaning that it should take a large
amount of compute to train an adversary that can defeat
a victim (Appendix B.2). Finally, and more speculatively,
we aim to make our agents have high inference-compute



robustness, meaning that our agents should be able to ef-
ficiently overcome vulnerabilities by using additional com-
pute at inference-time (Appendix B.3). We pick these defi-
nitions of robustness because they are applicable to both Go
policies and more general Al agents.

Attack Method The victims are based on KataGo (Wu
2020), the strongest open-source Go Al system. Like Alp-
haZero (Silver et al. 2018), it trains with self-play and selects
moves using Monte Carlo tree search (MCTS; the amount of
search is quantified by visits) combined with a neural net.

We use Wang et al. (2023a)’s state-of-the-art attack
method to produce adversaries for adversarial training and
testing defenses. Wang et al. train an adversary with victim-
play where the adversary plays games against a frozen copy
of the victim, and training data is saved only from the adver-
sary’s moves. The adversary selects moves using Adversar-
ial MCTS (A-MCTS), a modification of MCTS that queries
the victim’s network when traversing MCTS nodes corre-
sponding to the opponent’s move. We follow Wang et al. by
evaluating adversaries with 600 A-MCTS visits per move.

We typically train our adversaries by initializing them to
base-adversary (Wang et al.’s original cyclic adver-
sary), which achieved a 97% win rate against a 2022 KataGo
network base—victim (which Wang et al. calls Latest)
at 4096 victim visits. To find diverse attacks, we initialize
some experiments to the non-cyclic base-adv-early,
which is the first base—-adversary checkpoint that beats
base-victimat 1 victim visit. See Appendices A and C
for details on these networks and training parameters.

3 Positional Adversarial Training

KataGo’s official training run performed adversarial train-
ing on board positions exhibiting the cyclic attack. We
show that KataGo’s adversarially trained networks re-
main exploitable despite this by training new adversaries
that beat the strongest KataGo network from the end of
2023, which we call dec23-victim, and a stronger
model may24-victim from May 2024. One adversary,
gift-adversary, defeats dec23-victim in 91% of
games (at 512 victim visits) using a new non-cyclic ex-
ploit where the victim repeatedly gifts the adversary two
stones, though it does not scale to high victim visits as
well as cyclic attacks. We then find that dec23-victim
and may24-victim are both vulnerable to cyclic attacks,
with another adversary big-adversary winning 56% of
games against may24-victim (65,536 victim visits). The
attacks can be replicated by a human expert (Appendix J).

3.1 Defense Methodology

We target models from KataGo’s main training run, which
began to include adversarial training against cyclic positions
after the discovery of base-adversary. Since Decem-
ber 2022, 0.08% of KataGo’s self-play games have been
initialized from a set of hand-written positions based on
base-adversary’s strategy (Wu 2022a, 2023b). Other
positions were added as online Go players found differ-
ent configurations of cyclic positions, growing the frac-
tion of seeded self-play games to a few tenths of a per-
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cent (Wu 2023a). The resulting models defended well
against base-adversary.

Despite this positive result, Wang et al. (2023a)
were able to fine-tune base—adversary to produce
may23-adversary achieving a 47% win rate against an
adversarially trained KataGo checkpoint may23-victim
at 4096 visits. Building on Wang et al.’s evaluation,
we test dec23-victim and may24-victim which
have had over twice as much adversarial training as
may23-victim.

3.2 The Gift Adversary

The gift-adversary was initialized from the early
base—adv-early checkpoint, encouraging exploration,
and fine-tuned using victim-play against dec23-victim.
Appendix D.1 gives more training details. The attack wins
91% of games against dec23-victim (at 512 victim
visits—above the superhuman threshold of 64 visits, see Ap-
pendix I) after training with just 6% as much compute as the
victim. The gift-adversary does not scale to high vic-
tim visits as well as the cyclic adversaries from Section 3.3
(Figure 2). However, the attack reveals a non-cyclic, quali-
tatively new exploit against KataGo (Figure 3a).

In particular, the adversary sets up a “sending-two-
returning-one” situation where the victim unnecessarily gifts
the adversary two stones and needs to capture one back.
However, the victim’s recapture is blocked by positional su-
perko rules.! The adversary sets up the position such that it
resurrects of one of its dead groups, leading to a disaster for
the victim. The victim’s gift is strange given that the victim
was trained with superko rules and has a neural net input
feature marking moves that are illegal due to superko, and
moreover the scenario would not benefit the victim even if
superko rules were not in play.

3.3 Cyclic Attacks

We also find that dec23-victim is still vulnerable to
cyclic attacks by fine-tuning may23-adversary to pro-
duce a cyclic adversary continuous-adversary
(Appendix D.2) that wins 65% of games against
dec23-victim at 4096 victim visits. In Febru-
ary 2024, KataGo’s developer added positions from
gift—-adversary and continuous—-adversary
into KataGo’ adversarial training data set, but still we were
able to fine-tune may23-adversary to produce yet
another cyclic adversary, big-adversary, that beats
may24-victim (see Appendix D.3 for training details).
Cyclic attacks still work even at high victim visits,
as big-adversary achieves a 56% win rate against
may24-victim at 65536 victim visits. The shape of the
cyclic group is oblong and bigger than Wang et al.’s origi-
nal cyclic attack, hence the name big-adversary (Fig-
ure 3b). The win rate is not as high as Wang et al. achieved

'"To prevent infinite loops, most rule sets include a superko
rule forbidding repetition of a previous board state (“positional su-
perko”, or “situational superko” if the repeated state is expanded
to include not only the board position but also whose turn it is to
move).
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Figure 2: Win rate (y-axis) of adversaries (legend) for varying amounts of search visits (x-axis) given to victims (plot title). The
adversary win rate declines with victim search budget; however, some adversaries generalize better to higher victim visit counts
than others. Shaded regions are 95% Clopper-Pearson confidence intervals in this and following figures.

(a) dec23-victim (W)
vs. gift-adversary (B)

(b)ymay24-victim (W)
vs. big-adversary (B)

(d) ViT-victim (W)
vs. ViT-adversary (B)

(©) ve (W) vs. as (B)

Figure 3: Our learned adversarial strategies are qualitatively distinct. b, ¢, d show cyclic attacks with the X groups soon to be
captured; these attacks use different styles of inside shapes, though these shapes have little impact on optimal play and are all
easy for a human to navigate correctly. The gift-adversary in a follows a different strategy, inducing the victim (white)
to play the stone marked X “gifting” the adversary two stones it can capture by playing at A. See full games on our website.

against the non-adversarially trained base-victim, sug-
gesting that adversarial training complicates and may nar-
row the range of attacks. But at its current scale in KataGo,
adversarial training has failed to comprehensively eliminate
the cyclic vulnerability.

4 Iterated Adversarial Training

The previous section shows that an adversarially trained
agent can still be vulnerable to new attacks. Can we cre-
ate a robust agent by repeatedly defending against new at-
tacks until the space of possible attacks is exhausted? In this
section, we design an iterated adversarial training procedure
that alternately trains a victim and an adversary. Our pro-
cedure produced a victim that was largely robust to the at-
tacks it observed, losing only a low single-digit percentage
of games. However, the victim still was not robust to new
attacks, as we were able to train a new adversary to exploit
the final victim.

4.1 Methodology

Our approach differs from KataGo’s adversarial training
(Section 3.1) in three key ways. First, we perform iterated
adversarial training, with multiple rounds of attack and de-
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fense to train against a broader range of attacks. Second, we
include a higher proportion of adversarial games in the train-
ing data: since our priority is robustness, we are more willing
to take a hit in average-case capabilities than KataGo’s de-
veloper. Third, we play games directly against the adversary:
this method is less sample-efficient than starting from hand-
curated positions, but is more scalable and does not require
domain-specific knowledge.

We label the adversary and victim at iteration n of ad-
versarial training “a,” and “v,,”. We initialize the vic-
tim to vg = base-victim and the adversary to ag =
base-adversary which Wang et al. trained to defeat
base—-victim. Each subsequent iteration involves train-
ing the victim to be robust against the latest adversary, then
training an adversary to attack this hardened victim. We re-
peat this process for 9 iterations.

v, 18 fine-tuned from v,,_;. 18% of games were played
against a frozen copy of a,,_; and all other games were self-
play. This mixture teaches the victim to be robust to the at-
tack while preserving its Go capabilities. We stop the train-
ing when the victim’s win rate plateaus. a,, is fine-tuned
from a,_1 using victim-play. We stop its training after ei-
ther the adversary wins most games at a threshold victim



visit count, or a set maximum compute budget is reached.
See Appendix E for details.

4.2 Results

Each defender v,, learned an effective defense against the
adversary a,,_; but rarely reached a 100% win rate despite
an—1 following a weak, degenerate strategy. We tested the
final victim v by pitting it against the final attacker ao as
well as validation adversaries trained separately from the it-
erated adversaries ag, ..., ag. We found the victim was still
vulnerable to both attacks but is somewhat less so at high
visit counts, indicating that iterated adversarial training of-
fers partial protection against attacks.

Robustness Against the Iterated Adversaries Each vic-
tim v,, achieves a high win rate against the adversary a,,_1 it
was trained against when v,, uses at least 16 visits of search
(Figure 4, middle). v,, quickly learns to beat a,,_1 > 95% of
the time (Figure 66; 256 visits). However, our defense runs
rarely reached a 100% win rate, and the victims were persis-
tently vulnerable at extremely low visits (Figure 4, left).

Both victims and adversaries are able to beat opponents
from all previous iterations. This is clearly shown by the ad-
versary win rate in Figure 4 being much higher above the
diagonal (adversary playing against older victim) than be-
low the diagonal (victim playing against older adversary). In
the victim case, this can be explained by the training win-
dow being large enough to contain data from all previous
iterations. By contrast, since adversary training takes many
more time steps, all data from one iteration exits the train-
ing window during the next iteration. This suggests that the
adversary strategy transfers well to previous victims.

The final victim vy is still vulnerable even at high visits.
Our final adversary ao wins 42% of the time against vy even
at 65,536 visits. We trained ay for longer than preceding
adversaries, but its total training compute was still only 26%
of vy’s. (Though as, ag, and ag have relatively poor win
rates against their corresponding victims, aq is able to beat
every v, even at high victim visits (Figure 38). Therefore
we think that vs, vg, and vg are no more robust than vg
but instead benefited from their adversaries getting stuck in
local minima during training.)

All adversaries a,, exploit a cyclic group, but there are
qualitative variations in the size and location of that group,
other stones, and especially the adversary’s group inside the
victim’s cyclic group (elaborated in Appendix E.2). For ex-
ample, a, favors a small, minimal interior group (Figure 3c).
To humans, the differences are subtle, and the difficulty of
defending against them does not vary significantly. But to
the victims v,,, the representations learned do not appear to
generalize smoothly between these variations.

Robustness Against New Adversaries Though the final
iterated victim vy bests all previous adversaries a; to ag,
the ultimate judge of a defense is whether it works against
real attacks. To evaluate this, we train a new adversary
atari-adversary (initialized to base-adv-early)
against vy (Figure 5). This is analogous to a randomly
initialized adversary trained to first beat the publicly
available KataGo checkpoint base-victim at 1 visit
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and then—without access to any intermediate adversar-
ial training checkpoints vi,...,vg—trained to attack vg.
atari-adversary still learns a cyclic attack, and we
name it after its tendency to leave many stones in “atari”
(capturable next move) while forming an elongated cyclic
shape (Fig. 20).

atari-adversary wins 81% of the time against vq
playing with 512 visits despite being trained with less than
5% of v4’s compute, and even without any A-MCTS search,
atari-adversary wins 13% of games (Appendix G).
The attack quickly learns to exploit vy at low visits, win-
ning over 60% of the time against vy at 256 visits af-
ter just 500 V100 GPU days (Figure 5), sooner than our
original base—-adversary adversary learned to exploit
base-victim.

However, vy proves harder to attack at high visits
than base-victim. Quadrupling to 1024 visits takes
slightly more than 4x the compute, largely due to the in-
creased cost of playing training games at higher visits.
atari-adversary plateaus after 1401 GPU days (¢)
with a meager 4% win rate at 4096 visits. We also trained an-
other adversary stall-adversary (Appendix E.3), ini-
tialized from the later checkpoint base—-adversary, to
attack v, but despite learning a distinct cyclic attack, its at-
tack fails at high victim visits and its training plateaus like
atari-adversary. In contrast, base-adversary
generalized rapidly to beat base—victim at higher visits.

5 Vision Transformers

Wang et al. (2023a)’s attack works not only against KataGo
but also against a range of other superhuman Go Als such
as ELF OpenGo (Tian et al. 2019), Leela Zero (Pascutto
2019a), Sai (Morandin et al. 2019), Golaxy (Beijing Shenke
Technology Co. 2018), and FineArt (Tencent 2017). Though
it is possible that each of these systems is vulnerable to
the cyclic attack for a different reason, it is more likely
that shared properties such as their convolutional neural
network (CNN) backbone cause their shared vulnerability.”
Indeed, KataGo’s developer proposed that vulnerability to
cyclic attacks may be a result of the CNN backbone learn-
ing a local algorithm for classifying if a group is alive that
fails to generalize to larger groups (polytope 2023). How-
ever, we demonstrate that superhuman Go Als with vi-
sion transformer (ViT) backbones are also susceptible to
cyclic attacks. This suggests the shared weakness is either
AlphaZero-style training or deep learning more generally.
Since no prior work has trained strong Go Als with a ViT
architecture,® we first trained the world’s first professional-
level ViT-based Go AI. We follow a training recipe similar
to the one used by KataGo (Wu 2022b), except we replace
the CNN backbone with a ViT (Appendix F). Our strongest

2Golaxy and FineArt are closed-source but likely use the same
design principles as other Go Als.

3Sagri et al. (2024) and Wu et al. (2024) train ViT-based and
hybrid CNN-transformer Go Als but did not validate the strength
of their systems or release weights. Moreover, they used supervised
learning on games generated by CNN agents and humans, whereas
we trained our ViT agents only on ViT-generated self-play data.
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The checkpoint marked 4 is used for evaluation.

ViT network, a 16-layer model ViT—victim, was trained
for 563 V100 GPU-days. It is slower to train than a CNN
agent and weaker at the same inference budget, but by our
estimation it still reaches top-human levels when playing
with 32,768 visits. This estimate is derived from benchmark-
ing against KataGo, pitting our agent against players on the
KGS Go Server, and winning two out of three games against
Go professionals (Appendix I).

Despite the new architecture, Figure 2 shows that our
ViT-victim (at 65536 visits) remains vulnerable to the
cyclic attack, losing 78% of games to a fine-tuned version
of base—adversary, which we call ViT-adversary
(Appendix E5). ViT-adversary’s strategy resembles
other cyclic attacks but is qualitatively distinct in its ten-
dency to produce small groups inside the cyclic one, and
dense board states with limited open space (Figure 3d). This
attack can be replicated by a human expert (Appendix J).

Remarkably, ViT-victim (at 512 visits) also loses

27667

2.5% of games to the original base-adversary—
similar to the zero-shot transfer to CNN Go Als such
as ELF OpenGo reported by Wang et al. (2023a).
base—adversary certainly does not win through strong
Go ability: it is a very weak strategy that loses to amateur
human players (Wang et al. 2023a). ViT-vict im even mi-
sevaluates cyclic positions on boards as small as 11x11 (Ap-
pendix H). We conclude that CNN architectures are not the
cause of the cyclic vulnerability, though we do not rule out
the possibility that a much deeper ViT or some other archi-
tecture would solve the cyclic vulnerability.

6 Related Work

We focus on robustness against adversarial policies: strate-
gies designed to make an opponent perform poorly. Adver-
sarial policies give an empirical lower bound for an agent’s
exploitability: its worst-case loss relative to Nash equilib-
ria (Timbers et al. 2022). Gleave et al. (2020) previously ex-



plored such policies in a zero-sum game between simulated
humanoids trained with self-play. The policies (Bansal et al.
2018) attacked by Gleave et al. were below human perfor-
mance, raising the question: were the agents vulnerable be-
cause of their limited capability? To investigate this, Wang
et al. (2023a) searched for adversarial policies against the
superhuman Go AI KataGo (Wu 2020), finding a strategy
that beats KataGo in 97% of games.

We focus on KataGo (Wu 2020) as it is the most capa-
ble open-source Go Al. Moreover, other superhuman open-
source Go Als such as ELF OpenGo (Tian et al. 2019) and
Leela OpenZero (Pascutto 2019b) all follow the same basic
AlphaZero-style training architecture. However, alternative
multi-agent reinforcement learning methods may be more
robust. Approaches that maintain a population of strategies
are promising (Vinyals et al. 2019; Czempin and Gleave
2022; Lanctot et al. 2017). Another alternative, counterfac-
tual regret minimization (Zinkevich et al. 2007), has been
used to beat professional human poker players (Brown and
Sandholm 2018). Furthermore, Perolat et al. (2022) found a
way to approximate Nash equilibria (Perolat et al. 2021) that
scaled to the board game Stratego, whose game tree is 1017
times larger than Go’s.

We replace the CNN backbone of KataGo with a vision
transformer (ViT) and train the ViT agent to a superhuman
level, finding it to be slower to train than a CNN agent and
weaker at the same inference budget. By contrast, Sagri et al.
(2024) found the transformer-based EfficientFormer archi-
tecture (Li et al. 2022) performed similarly to CNNs for
Go—however, their models were trained only with super-
vised learning, not self-play. Transformers have been in-
vestigated more thoroughly in chess. Our results are con-
sistent with Czech, Bliiml, and Kersting (2023) who found
that CNNs are stronger at chess than both ViTs and a ViT-
CNN hybrid at a given inference budget. Yet transform-
ers have shown strong performance, with the transformer-
based Leela Chess Zero (Pascutto and Linscott 2019; Mon-
roe 2023) winning the Top Chess Engine Championship Cup
11 (TCEC 2023).

Although we find ViTs weaker than CNNs in average-
case capabilities, our primary metric is robustness. Past re-
search in image classification indicates ViTs are modestly
more robust than CNNs against adversarial perturbations
and other out-of-distribution inputs (Benz et al. 2021; Shao
et al. 2022; Bhojanapalli et al. 2021; Zhang et al. 2022; Paul
and Chen 2022), although some research contests this (Bai
et al. 2021; Mahmood, Mahmood, and van Dijk 2021; Tang
et al. 2022; Pinto, Torr, and K. Dokania 2022; Wang et al.
2023b). Even if ViTs are not more robust, their differing
inductive biases might cause them to fail in different ways
to CNNs, with prior work finding that ViTs are more vul-
nerable to patch perturbations (Fu et al. 2022). Surprisingly,
we find that Wang et al. (2023a)’s attack transfers zero-shot
to our ViT agent. In concurrent work, Wu et al. (2024) find
that a hybrid CNN-transformer architecture beats a similarly
sized CNN in the average case and is more robust yet still
vulnerable against a set of cyclic positions from Wang et al.
(2023a).
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7 Discussion and Future Work

We explore three natural approaches for defending against
adversarial attacks in Go: adversarial training with hand-
constructed positions, iterated adversarial training, and us-
ing a ViT instead of a CNN. The defenses make attacks
harder, increasing the amount of compute needed to suc-
cessfully beat the defended systems. However, none of the
defenses make attacks impossible—the attack algorithm
from Wang et al. (2023a) is always able to find a success-
ful attack, often with a small fraction of the compute used
to train the victims. Moreover, none of the defenses achieve
the robustness of a human (Appendix B.1), and humans are
even able to execute several attacks against the defenses
(Appendix J). Our results highlight the challenge of defend-
ing against all possible attacks, or even all possible cyclic
attacks, suggesting an offense-defense balance (Jervis 1978)
favoring attackers.

We do, however, find it cheap to defend (relative to the
cost to attack) against any fixed (i.e. non-adaptive) attack.
This suggests that it may be possible to fully defend a Go
Al by training against a large enough corpus of attacks. We
propose two complementary routes to fully robust Go Als.

The first approach is to increase the size of the attack cor-
pus by developing new attack algorithms that require less
compute to train a variety of adversaries. Our version of it-
erated adversarial training was bottlenecked by the attack
component, which took 18x more compute than the defense
component (see Table 5). Reducing the time taken to find
new attacks, e.g., with relaxed (Christiano 2019; Hubinger
2019) or latent adversarial training (Sankaranarayanan et al.
2018; Casper et al. 2024), would allow for training against
many more attacks.

The second approach is to increase the sample efficiency
of adversarial training by making the victim generalize from
a limited number of adversarial strategies. Existing algo-
rithms for training Go Als do not generalize in this way:
may24-victim and vy remain vulnerable to cyclic at-
tacks even after training against many variants of cyclic at-
tacks.

There are also routes to robustness besides adversarial
training. For example, multi-agent reinforcement learning
schemes like PSRO (Lanctot et al. 2017) or DeepNash (Per-
olat et al. 2022) may be able to automatically discover strate-
gies like the cyclic attack and train them away. Another pos-
sibility is to change the threat model and use online or state-
ful defenses (Chen, Carlini, and Wagner 2020) which can
dynamically update the victim in tandem with adversaries
who are trying to learn an exploit.

Our results highlight that existing difficulties in build-
ing robust Al systems may not be resolved by scaling up
average-case capabilities and applying straightforward de-
fenses. We recommend further systematic evaluations of ro-
bustness and how it behaves under increasing capabilities
in other domains, especially ones where frontier models are
beginning to attain new superhuman levels. But if we are un-
able to achieve robustness in strongly superhuman agents in
the well-defined and self-contained domain of Go, achieving
robustness in more open-ended real-world applications will
likely be even more challenging.
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