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Abstract
Recent advancements in Reinforcement Learning with Human
Feedback (RLHF) have significantly impacted the alignment
of Large Language Models (LLMs). The sensitivity of rein-
forcement learning algorithms such as Proximal Policy Opti-
mization (PPO) has led to new line work on Direct Preference
Optimization (DPO), which treats RLHF in a supervised learn-
ing framework. The increased practical use of these RLHF
methods warrants an analysis of their vulnerabilities. In this
work, we investigate the vulnerabilities of DPO to poisoning at-
tacks under different scenarios and compare the effectiveness
of preference poisoning, a first of its kind. We comprehen-
sively analyze DPO’s vulnerabilities under different types of
attacks, i.e., backdoor and non-backdoor attacks, and different
poisoning methods across a wide array of language models,
i.e., LLama 7B, Mistral 7B, and Gemma 7B. We find that
unlike PPO-based methods, which, when it comes to backdoor
attacks, require at least 4% of the data to be poisoned to elicit
harmful behavior, we exploit the vulnerabilities of DPO by
simpler methods so we can poison the model with only as
much as 0.5% of the data. We further the investigate efficacy
of the existing defence methods and find that these poisoning
attacks can evade the existing data anomaly detection methods.

Introduction
Recent advancements in reinforcement learning with Human
Feedback (Bai et al. 2022b; Ouyang et al. 2022; Rafailov
et al. 2023) have leveraged human preferences to help Large
Language Models (LLMs) achieve a better alignment with
human preferences, thus leading to the creation of valuable
LLMs for a variety of tasks. However, with the need for
human preferences data, there comes an increasing pattern
of outsourcing the task of data annotation, which opens up
vulnerabilities that can poison the LLMs. In this work, we
comprehensively analyze RLHF poisoning through the lens
of Direct Preference Optimization (DPO) (Rafailov et al.
2023) and explore the additional vulnerabilities DPO brings
into the RLHF pipeline.

Traditionally, the RLHF pipeline starts with learning a
reward function to capture the binary human preference of
chosen and rejected responses given a prompt and a couple of
responses using the Bradley-Terry model (Bradley and Terry
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1952). Then, the reward model is used to train a PPO algo-
rithm with the language model acting as the policy and the
responses being the action to maximize the learned reward
model with a KL constraint that keeps the model close to
the original model, thus aligning with the human preferences.
In the traditional RLHF pipeline, learning a policy based on
PPO is brittle to hyperparameters. This has led to the devel-
opment of a direct policy optimization method that treats the
pipeline as a supervised learning framework by finding an
exact solution for the optimal policy.

Unlike the prior works that have tried to analyze the in-
sertion of universal backdoor attacks (Rando and Tramèr
2024) or topic-specific attacks (Wan et al. 2023), we in a
comprehensive manner analyze a range of attacks consist-
ing of backdoor, non-backdoor attacks and attacks based on
influence points in the training data across a wide range of
models (Team et al. 2024; Jiang et al. 2023; Touvron et al.
2023). We find that using influence points could poison the
RLHF model by utilizing a fraction of the data compared to
what the previous works have shown. For instance, in terms
of backdoor attacks, we find that poisoning of only 0.5% of
the data is sufficient to elicit a harmful response from the
network instead of 3-4% required by the previous analysis
(Rando and Tramèr 2024). In this work we

• As a first work to our knowledge, we perform a com-
prehensive analysis of the vulnerabilities of DPO-based
alignment methods to training time attacks.

• We propose three different ways of selectively building
the poisoning dataset with poisoning efficacy in mind.

• We show that our proposed DPO score-based, gradient-
free method efficiently poisons the model with a fraction
of the data required by random poisoning.

• We also show that these poisons can evade the existing
data anomaly detection based defense methods.

We organize the rest of the paper as follows. In Section , we
discuss the prior works in RLHF, Jailbreak attacks, Backdoor
attacks, and Reward poisoning in RL. In Section , we present
the attack methodologies. In Section , Section , we detail
our experiment setup and present the results respectively
and discuss the implications and potential reasoning for the
results.
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Related Work
Reinforcement learning with human feedback (RLHF).
Including preference information into reinforcement learn-
ing (RL) has been studied extensively in the past (Bai et al.
2022b; Ouyang et al. 2022; Pacchiano, Saha, and Lee 2023;
Zhu, Jiao, and Jordan 2024; Hill, Bardoscia, and Turrell 2021;
Roth, Ullman, and Wu 2015). The idea of RLHF in the con-
text of language models stems from modelling binary human
preferences for dataset of prompt and two responses into a
Bradley Terry reward model (Bradley and Terry 1952) and
then tuning the language model in a reinforcement learning
framework who’s objective is to maximize the reward func-
tion along with the KL constraint similar to (Kakade and
Langford 2002) but instead of keeping the newly learned
model close to the model on the previous update it keeps the
newly learned model close to original language model. The
pipeline of RLHF can be defined as follows.
1. Given a dataset D of prompts and human annotated re-

sponses as chosen and rejected x, yw, yl human pref-
erence distribution is modelled as p∗ (yw ≻ yl | x) =

exp(r∗(x,yw))
exp(r∗(x,yw))+exp(r∗(x,yl))

and a reward function rϕ is
learned to capture the human preference via LR (rϕ,D) =
−E(x,yw,yl)∼D [log σ (rϕ (x, yw)− rϕ (x, yl))]

2. With a newly learned reward function that captures the
human preferences the pretrianed language model πref
finetunes itself πθ via the maximization of the following
objective generally through proximal policy optimization
(PPO) (Schulman et al. 2017) methods.

max
πθ

Ex∼D,y∼πθ(y|x) [rϕ(x, y)]−

βDKL [πθ(y | x)∥πref (y | x)]

Due to the brittle nature of the PPO learning process works
of (Rafailov et al. 2023) have proposed a direct preference
optimization (DPO) method which finds an exact solution for
the Equation above and substituting it in the reward learning
objective thus creating a supervised learning framework for
preference alignment.

Jailbreak and backdoor attacks on LLMs. Jailbreak
attacks can be done on test time and during training. When
it comes to test time attacks in blackbox setting works have
done via handcrafted prompt engineering (Wei, Haghtalab,
and Steinhardt 2023) while white box attacks have optimized
for the prompts using prompt optimization (Jones et al. 2023;
Shin et al. 2020; Carlini et al. 2024). There have been training
time attacks similar to (Chen et al. 2017) which focus on
adding a trigger on the training dataset were done in large
language models (Wallace et al. 2021; Yang et al. 2021; Shi
et al. 2023) on specific attack. Work of (Rando and Tramèr
2024) extend the backdoor attacks into a universal manner
where the backdoor trigger was placed with the purpose of
eliciting harmfulness in a general manner during PPO based
RLHF fine tuning methods.

Poisoning attacks and defences on label flipping. At-
tacks on label flipping is well studied in the context of ma-
chine learning. (Xiao, Xiao, and Eckert 2012) proposes at-
tacks by optimizing for error maximization in case of support
vector machines (Zhang et al. 2020) presents a label flipping

attack on graph networks while (Wang, Mianjy, and Arora
2021) discusses the robustness of stochastic gradient descent
to small random label flips. When it comes to RLHF reward
learning (Wu et al. 2024) presents poisoning methods on
the reward learning. Meanwhile, (Rando and Tramèr 2024)
talks about the ease of poisoning the reward learning part
when it comes to backdoor attacks.Works of (Malek et al.
2021) presents a defence against label flipping via differen-
tial privacy techniques while (Paudice, Muñoz-González, and
Lupu 2018) presents a way to identify label flips via k nearest
neighbours methods. Our work can also be seen as a study
on label flipping attack on DPO.

Attack Model
Types of Attacks
In this work, we analyze the vulnerability of DPO for training
time, label flipping attack on both the backdoor and nonback-
door attacks. Regarding backdoor attacks for a poisoned
data sample, we add a trigger at the end of the prompt, and
chosen and rejected labels for the corresponding prompt’s
responses are flipped as in the work of (Rando and Tramèr
2024). The backdoor attacks here were also universal because
they were not topic-specific attacks. When successful, they
induce harmful behavior across a wide array of topics such
as privacy, nonviolent crimes, violent crimes, etc. When it
comes to non-backdoor attacks, we only flip the labels of the
poison sample without modifying the prompts in any way.
One of the generic ways to choose these samples is to select
these points among the dataset randomly.

DPO Score-based (DPOS) Attack
Since DPO is a supervised learning problem, one potential
way to choose points that influence the DPO’s learning pro-
cess is to look at the gradient and pick the points that in-
fluence the gradient the most. The gradient of DPO can be
written as

∇θLDPO (πθ;πref) =

− βE(x,yw,yl)∼D[σ (r̂θ (x, yl)− r̂θ (x, yw))︸ ︷︷ ︸
DPO−Score

].

[∇θ log π (yw | x) yw −∇θ log π (yl | x)︸ ︷︷ ︸
Gradient

]]

where r̂θ(x, y) = β log πθ(y|x)
πref (y|x) is treated as the implicit re-

ward in the DPO setting. πθ refers to the finetuned language
model and πref corresponds to the original pretrained lan-
guage model. x is the prompt, yl, yw, and the rejected and
chosen responses by the human annotators and D is a dataset
of such pairs.

The easiest and cost-effective way to chose pick the
most influential points is by selecting the points with the
highest value for the scalar DPO score β log πθ(yw|x)

πref (yw|x) −
β log πθ(yl|x)

πref (yl|x) . Note that the gradient term also has a scalar
component associated with it. But computing the scalar com-
ponent will correspond to computing the gradient. Thus, for
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Figure 1: Four types of poisoning are covered in this work. All of the methods except for random poisoning get a white box
feedback from the LLM trained on the non-poisoned, clean data and use the information from those fine-tuned models (DPO
score, DPO gradient) to choose points in a selective manner such that the poisoning efficacy will be maximized.

this work, we only consider the DPO score scalar value as
the factor for influence points in this type of attack. This can
also be seen as picking the points to maximize the error in
clean data-based learning. For this type of attack, we first
train a DPO policy with the non-poisoned clean dataset and
then compute the score for points using the learned clean
policy. Then, we rank the data points based on the score and
select the topmost n points corresponding to the respective
poisoning percentage.

Gradient Projection-based (GP)attack
We also further consider the impact of gradient direction in
the learning process and choose influential points based on
that. We approach the question of leveraging the gradient on
two folds. 1. Can the gradient direction be used to find points
that influence the learning the most among the DPO score-
based chosen points? 2. Can the gradient direction be used
as a standalone feature to select influential points among
the whole dataset? To elaborate, we train a DPO policy on
the clean reward, find the average gradient vector induced by
the data points in consideration, and rank the points based
on the amount of projection they project onto the average
gradient . Then, we chose the points that project the most on
the average gradient direction and poisoned them to form a
poisoned dataset. The gradient of an LLM is huge (in the case
of the models, we consider 7 billion parameters). Similar to
the works of (Park et al. 2023; Xia et al. 2024), we consider
a dimensionally reduced gradient by first using Low-rank
approximation adaptors (LORA) (Hu et al. 2021) and then
further projecting the gradients into a low dimensional space
by using random projections that satisfy the (Johnson and
Lindenstrauss 1984) lemma such that the inner products are
preserved in the projected space. For the sake of completion,
we also use the full gradients from the LORA adaptors to
consider the gradient direction as well.

Semantic Diversity-based attack

Another aspect we want to evaluate among the influential
points is the impact of semantic diversity among them. For
instance, when it comes to harmfulness, there can be many
aspects to it (Vidgen et al. 2024). If certain data points corre-
sponding to a certain type of harmfulness are predominantly
repeated among the influential points, that can reduce the
poisoning efficiency of other types of poisoning. To this end,
we take a larger set of influential points based on the DPO
score-based method and cluster them based on the BERT
embedding of the prompts. Then, we form a smaller poison
dataset by evenly sampling data points from those different
clusters.

Experiment Details

Setting

Data: For the preference dataset similar to (Rando and
Tramèr 2024) we use harmless-base split of the Anthropic
RLHF dataset (Bai et al. 2022a). The dataset consists of
42537 samples of which 0.5% corresponds to roughly 212
samples. Models: In this work, for comprehensive coverage,
we consider three different LLMs, namely, Mistral 7B (Jiang
et al. 2023), Llama 2 7B (Touvron et al. 2023) and Gemma 7b
(Team et al. 2024). Training When it comes to fine-tuning,
we consider a LORA-based fine-tuning (Hu et al. 2021) with
r = 8, α = 16, and a dropout of 0.05. Across all our set-
tings for both supervised fine-tuning (SFT) and DPO, we
use a learning rate of 1.41e−5 with an rmsprop optimizer
and a batch size of 16. For most of our experiments except
for β sensitivity experiments we use β = 0.1 for the DPO
fine-tuning. Most of the experiments were done with at least
4xA500 GPUs or equivalent and a memory of 64 GB.
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Evaluation
We use two forms of evaluation based on the past works. 1.
We use a clean reward model learned from the non-poisoned
clean dataset using the Bradly Terry formulation to (Bradley
and Terry 1952) of the reward function. This model is similar
to the reward model used in PPO-based RLHF methods. We
use this reward model’s response rating to evaluate the poi-
soned model’s harmfulness. Regarding backdoor attacks, we
use the difference between rating for the poisoned response
(prompt + trigger) and clean response (prompt) as the poison
score. In the case of non-backdoor attacks, we consider the
difference between the clean and poisoned model’s response
as the poison score. Here the clean reward model is a Llama
2 7B based model. 2. We also use GPT4 to rate the responses
between 1− 5 given the context of harmfulness. We follow
the works of (Qi et al. 2023) to give a context of different
types of harmfulness and ask GPT 4 to rate the responses.
For further details about the evaluation, refer to Appendix
in (Pathmanathan et al. 2024). In the GPT4-based evalua-
tions, the poison score corresponds to the rating given by
GPT4 to the response from a model. We find that the clean
reward-based evaluation is consistent with the GPT4-based
evaluation. We performed evaluations on a set of 200 prompts
that were sampled from the test set.

Due to space limitations we have added justification and
reasoning behind the aspects of our experimental setup in the
Appendix in (Pathmanathan et al. 2024).

Results
Correlation between poisoning and epoch, β: As seen in
Figure 2, Figure 2, the poisoning increases with the number
of epochs and is consistent with the results of (Rando and
Tramèr 2024). We also further notice that the β in the RLHF
objective term that controls the deviation of the model from
the reference / initial model affects the poisoning as seen
in Figure 2 Figure 2. The lower the β, the more vulnerable
the model becomes as it allows the learned model to move
further away from the base model.

DPO score-based attacks: As opposed to the PPO as
shown in the work of (Rando and Tramèr 2024) where, se-
lecting poison points based on the highest reward differential
between chosen and rejected responses didn’t result in an
increase in the efficiency of the poisoning, in the case of
DPO selecting points based on the DPO score resulted in an
extraordinary increase in the poisoning efficacy. Rather than
needing 4-5% of the data to poison the model via the DPO
score-based selection, we achieved a similar level of poison-
ing in even as small as 0.5% of data points as seen in Table 2.
For further results refer to Appendix in (Pathmanathan et al.
2024).

Backdoor vs. Non-backdoor attacks: We notice that sim-
ilarly, in language models, it is also easier to poison the model
with backdoor attacks than non-backdoor attacks. When a
fixed pattern (i.e., trigger) is associated with the poisoning,
the model gets poisoned faster. Figure 3 shows that even
random backdoor attacks perform significantly better than
non-backdoor DPO score-based attacks. The efficacy of DPO
score-based attacks extended to even the non-backdoor attack

setting where 25% of the poisoning data produced the effect
as 50% of the random poisoning.

Effect of gradient projection-based attacks: As seen
in Figure 7 in (Pathmanathan et al. 2024), we see that the
gradient projection-based attacks perform better than the
random poisoning attacks but fall behind the DPO score-
based attacks. Further, we investigate if gradient projections
can be used to filter a compact and efficient poison from a
larger set of influential points. As seen in Table 1, we find
that the DPO score-based influential points were sufficient
enough to induce an effective poison, and at times, these
gradient-based filtering, reduce the poisoning performance.

Dimensionality reduction in gradients: We find that the
random projections satisfying the (Johnson and Lindenstrauss
1984) lemma is sufficient to capture the information as in
full LORA gradient-based attacks, as seen in Figure 7 in
(Pathmanathan et al. 2024).

Semantic-based diversity in the influential points: Do-
ing a semantic-based clustering and creating a compact poi-
son dataset from the DPO score-based influential points
doesn’t improve the poisoning efficacy as seen in Figure
7 in (Pathmanathan et al. 2024). For further results, check
Appendix in (Pathmanathan et al. 2024).

Transferability of DPO score-based influential points:
When it comes to attacking black box models, learning influ-
ential points from an open-source model and using them to
transfer the attack is a viable option. To this end, we checked
the overlap between the influential points for all three models
used in the work. We find that the influential points are model-
specific. As shown in Figure 4, we notice that the Llama 2
7B model has almost no overlap with the other models. In
contrast, the Mistral 7B and Gemma 7B models have some
level of overlap, even in as small as the top 0.5% percentage
of points (22% overlap).

Effect of Defense
Most of the proposed defenses in the literature against both
universal backdoor and non backdoor attacks are in the do-
main of image classification. Out of these proposed defences
we consider the class of data anomaly detection based de-
fences where the goal is to find and remove presumptive
poisoned candidate points from the training data. These meth-
ods in the vision literature has exploited the loss, last layer
embedding and gradients to identify anomalies. In this section
we analyze on how effectively does these concepts translate
into universal attacks on large language models.

Spectral Methods: When it comes to anomaly detection
in backdoor attacks spectral method (Tran, Li, and Madry
2018) work on the observation that the poisoned data points
gets sufficiently separated from the clean data points in the
embedding level when it’s correlation with the top singular
vector of the covariance matrix of the dataset (the last layer
embedding of the all the data points) is considered. Due to
this observation filtering the top n% data points according
to the correlation can result in the removal of most of the
poisons. This happens due to the fact that the backdoor sig-
nals gets boosted in the last layers as they becomes a strong
indicator for misclassification for the network. We find that
these type of separation does not happen in language models
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a. GPT4 b. Clean Reward c. GPT4 d. Clean Reward

Figure 2: (a), (b) Poisoning score along with the epoch shows an increase. (c), (d) Poisoning becomes effective with a lower β in
RLHF objective. LLama 2 7B (Touvron et al. 2023) models were trained with 4% and 5% poisoning, respectively.The attack
under consideration here is a backdoor attack.

0.1% 0.5% 1% 4% 5%

Epoch Ran DPOS Ran DPOS Ran DPOS Ran DPOS Ran DPOS
dom dom dom dom dom

2 1.99 1.79 1.99 2.09 1.98 2.5 2.45 4.18 2.93 3.98
GPT4 3 1.72 1.78 2.06 2.61 2.2 3.0 3.18 4.10 3.2 4.01

4 2.15 1.97 2.13 2.96 2.1 3.02 3.48 4.23 2.93 4.18
5 2.3 2.28 2.26 3.42 2.2 3.46 3.43 4.24 2.93 4.32
2 0.35 -0.08 -0.2 0.78 -0.04 1.32 0.41 5.42 2.12 4.93

Clean 3 0.04 0.16 0.29 2.09 0.58 2.42 1.67 5.79 2.26 5.87
Reward 4 0.36 0.49 0.08 2.18 0.52 2.84 3.09 6.33 3.61 6.13

5 0.34 0.54 0.08 2.46 0.36 2.95 3.02 5.55 4.26 5.8

Table 1: GPT 4 based evalaution and clean reward based evaluation on Llama 2 7B (Touvron et al. 2023) models that were
poisoned using random poiosning and DPO score (DPOS) based poisoning methods. DPO score based methods consistently
poisoned the model better than the random poisoning methods. DPO score based methods can be seen getting poisoned around
0.5% of the poisoning rate.The attack under consideration here is a backdoor attack.

Clean Reward Evaluation GPT4 based Evaluation

Figure 3: Backdoor and Non-backdoor attack poisoning efficiency. Models were trained in Mistral 7B. Via both the GPT4-based
score and the clean reward-based evaluation, we see that the model is harder to poison via nonbackdoor attacks even with the
selection of the DPO score-based influential points.

even when a universal backdoors are sufficiently installed
(5% poison) ( due to space constraints see in Figure 9 in
(Pathmanathan et al. 2024)).

Gradient based defense: For poisoning in general another

line of gradient based defense (Yang, Liu, and Mirzasoleiman
2022) exploits the observation that the effective poisons sep-
arates from the other data points in the gradient space during
the earlier training epochs thus dropping these low density
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Epoch 0.5% Poison 1% Poison 4% Poison
DPOS DPOS+GP DPOS DPOS+GP DPOS DPOS+GP

2 0.29 0.16 3.59 1.5 5.69 5.88
3 1.36 0.01 4.28 1.7 5.59 5.87
4 1.87 0.03 4.34 2.48 6.21 6.29
5 1.62 0.55 4.57 2.82 6.22 6.20

Table 2: We compare the DPO score-based attacks with attacks where the influential points ranked by DPO score are further
ranked using gradient projection. We notice that further filtering of influential points leads to degrading poison efficiency, striking
that the DPO score-based influence was sufficient for efficient poisoning. Here, we take 5% DPO score-based influence points
and create smaller influence point sets of 0.5%, 1%, and 4% using gradient projection. The models poisoned by these datasets
were compared with those poisoned by 0.5%, 1%, and 4% DPO score-based poisoned datasets. The model in consideration
here is Mistral 7B (Jiang et al. 2023). Entries correspond to the mean of the clean reward-based poison score averaged over the
evaluation dataset. The attack under consideration here is a backdoor attack.

Top 5% points Top 10% points

Figure 4: Overlap in the DPO score-based influential points
across models. LLama 2 7B showed minimal overlap with
other models, while Mistral 7B and Gemma 7B showed a
level of consistent overlap across models even at a smaller
percentage as top 0.5% points.

gradients clusters can minimize the efficacy of the poisoning
attack. Here the last layer gradients are sufficient enough for
the defense. In case of the language models we find that this
observation doesn’t hold. As seen Figure 5 gradient clusters
don’t tend to hold a significant portion of the poisoned data
points.

High Loss Removal: One of the earlier versions of data
anomaly detection’s work on that fact that (Kearns and
Li 1993; Vorobeychik and Kantarcioglu 2018; Hendrycks,
Mazeika, and Dietterich 2019; Wu et al. 2024) if the percent-
age of poisoned samples are smaller then we can identify
them via the removal of high loss data points. As seen in 6
we found that high loss point removal doesn’t detect most of
the poisons in all three cases of random, dpo score based and
gradient projection based poisoning. Meanwhile, low loss
based filtering was able to remove a significant amount of
the dpo score based influential poisons but both the random
and gradient projection based poisons where able to evade
the detection.

Insights
When it comes to backdoor attacks the more straightforward
use of the DPO scalar score was surprisingly enough to in-
crease the poisoning efficacy of attacks and make backdoor-
based attacks much more plausible (only 0.5% points need to

be poisoned). We notice that in PPO settings, these types of
reward differential-based attacks didn’t work as opposed to
DPO settings. We suspect that despite the PPO being harder
to finetune than DPO, the two-level learning structure in PPO
(reward learning, PPO-based learning) may make it robust
to efficient attacks. We also noticed that gradient-free DPO
score-based attacks perform better than other forms of attack.
One potential reason why we suspect this method outper-
forms even the gradient projection method is because due
to the way the DPO objective is defined this type of attack
does an error maximization on the clean learning pipeline.
But it also comes with its limitations of being dependent on
the model architecture. On a positive note, we also find that
specific models maintain an overlap in their corresponding
influential points, opening up ways of attacking black box
models via a surrogate white box models in training time at-
tacks. Moreover, backdoor attacks are easier to perform than
non-backdoor attacks when it comes to eliciting a universal
harmful behavior. In terms of non-backdoor attacks, we no-
tice that even with the selection of influential points, we may
need to poison as much as 25% of the data points, which is
impractical in a real-world setting, thus highlighting the im-
portance of preserving the integrity of prompts or checking of
adversarial modification when collecting human preferences.
Additionally, we find that existing data anomaly detection
methods from vision literature were not sufficient enough to
detect the poison in language models.This ineffectiveness of
backdoor and non backdoor defences highlights the vulnera-
bility of language models to these attacks and charts a course
towards developing newer defences mechanism for poison
detection when it comes to language models.

Conclusion
In this work in a comprehensive manner, we analyze the
vulnerabilities of DPO-based RLHF fine tuning methods.
We find that DPO can be easily poisoned via exploiting the
supervised nature of the objective as opposed to PPO. The
lack of efficacy of the current defense methods in filtering
out these poison data points and the vulnerabilities of the
DPO alignment methods urges the need for integrity checks
on finetuning prompts and development of stronger language
model specific defense mechanisms in the future.
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A. Epoch 2, 5 Clusters B. Epoch 3, 5 Clusters B. Epoch 4, 5 Clusters

A. Epoch 2, 10 Clusters B. Epoch 3, 10 Clusters B. Epoch 4, 10 Clusters

Figure 5: Gradient based defense: Here we check the percentage of poison data points that end up in the clusters when we
cluster the last layer gradients. Bars in the green corresponds to the percentage of data in each cluster when compared against the
total data points while the urple and the red bars respectively denote the percentage of poisoned and clean data points in the
respective clusters. Gradients clusters don’t reveal the poisoned data points in a significant manner. Here we used a Llama 7B
model trained with 5% poison. Here note that the clusters with predominantly poisoned data are negligible in size (1-5 data
points) and removing them wouldn’t make too much of a difference in the poisoning efficacy.

Figure 6: Loss based data filtering: High loss based data
filtering methods (removing the top 10% data points) failed
to detect the poisoned data efficiently. In the meanwhile low
loss based filtering even though managed to detect 60% of the
dpo score based poisoned data it failed to detect the poisons
efficiently in case of both the random and gradient projection
based attacks. Here we used a mistral model that was trained
with 5% poisoned dataset.
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