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Abstract

Large Language Models (LLMs) aligned with human feed-
back have recently garnered significant attention. However,
it remains vulnerable to jailbreak attacks, where adversaries
manipulate prompts to induce harmful outputs. Exploring
jailbreak attacks enables us to investigate the vulnerabili-
ties of LLMs and further guides us in enhancing their secu-
rity. Unfortunately, existing techniques mainly rely on hand-
crafted templates or generated-based optimization, posing
challenges in scalability, efficiency and universality. To ad-
dress these issues, we present JailPO, a novel black-box jail-
break framework to examine LLM alignment. For scalabil-
ity and universality, JailPO meticulously trains attack models
to automatically generate covert jailbreak prompts. Further-
more, we introduce a preference optimization-based attack
method to enhance the jailbreak effectiveness, thereby im-
proving efficiency. To analyze model vulnerabilities, we pro-
vide three flexible jailbreak patterns. Extensive experiments
demonstrate that JailPO not only automates the attack process
while maintaining effectiveness but also exhibits superior per-
formance in efficiency, universality, and robustness against
defenses compared to baselines. Additionally, our analysis of
the three JailPO patterns reveals that attacks based on com-
plex templates exhibit higher attack strength, whereas covert
question transformations elicit riskier responses and are more
likely to bypass defense mechanisms.

Extended version — https://arxiv.org/abs/2412.15623

Introduction
Large Language Models (LLMs) have exhibited surprising
advancements in generalization capabilities and are widely
adopted in various applications (Ge et al. 2024). Despite the
impressive potential demonstrated by LLMs, there is grow-
ing concern about their tendency to generate objectionable
content, including hate speech, illegal suggestions, and mis-
information. LLM jailbreaks (Zhang, Pan, and Yang 2023;
Deng et al. 2024; Yi et al. 2024), aiming to bypass the safe-
guards of aligned LLMs and fool them into generating ob-
jectionable content, have been identified as one of the most
critical security risks for LLM applications (Fasha et al.
2024). Therefore, it is crucial to examine jailbreak attacks
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to explore LLMs’ potential and security boundaries with ex-
positions of current LLMs’ security risks.

Existing jailbreak explorations rely on achieving empir-
ical success by crafting laborious adversarial prompts for
specific targets with handcrafted templates (Li et al. 2023b;
Liu et al. 2023; Wei, Haghtalab, and Steinhardt 2023) or
generated-based token optimization (Zou et al. 2023; Jones
et al. 2023). Unfortunately, handcrafted attacks, with no-
table effectiveness, pose scalability issues with the ever-
expanding LLMs, while generated-based methods are pri-
marily for white-box LLMs, which might be impractical un-
der black-box usage. Besides, existing methods suffer from
high computation costs due to numerous LLM queries by
adversarial prompts. Therefore, there is a demand for a scal-
able, universal, and cost-effective jailbreaking framework to
examine LLM alignment.

To address these problems above, we pose the following
research question: Is it feasible to automatically generate ef-
ficient and universal jailbreak prompts? We initiate our in-
vestigation with preliminary experiments to analyze the jail-
break capability of LLMs and the quality of handcrafted at-
tacks. Our findings yield two insights: 1) LLMs possess the
potential to learn and generate effective jailbreak prompts. 2)
The attack effectiveness varies across different handcrafted
templates. This motivates us to explore the possibility of in-
ducing LLMs to create more effective jailbreak prompts.

From our observations, we propose a novel preference
optimization-based jailbreak framework, JailPO, to auto-
matically jailbreak that only requires black-box access with
a few queries. To enhance scalability and universality, two
powerful attack models are employed to independently gen-
erate covert jailbreak questions and templates, avoiding hu-
man intervention. To ensure efficiency, we introduce a pref-
erence optimization method within attack models to im-
prove their comprehension of the jailbreak. Specifically,
the scoring strategy based on the jailbreak detector is uti-
lized to construct pairwise preference datasets and attack
models are trained using Simple Preference Optimization
(SimPO) (Wei, Haghtalab, and Steinhardt 2023) on these
datasets. Additionally, we present distinct attack patterns to
flexibly assess the vulnerabilities of LLMs. Consequently,
our JailPO achieves outstanding performance on attack ef-
fectiveness, efficiency, universality and robustness against
two popular defenses. Furthermore, attacks based on com-
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plex templates more easily bypass model alignment, while
attacks involving covert question transformation provoke
higher-risk responses and are more effective at evading de-
fense. Generally, the contributions are as follows:
• We present JailPO, a novel black-box jailbreak frame-

work that enables automatic jailbreaks with a few queries
to evaluate LLM vulnerabilities. We leverage the expres-
sive capabilities of LLMs and propose three distinct at-
tack patterns to enhance adaptability and universality.

• To ensure attack efficiency, we further induce jailbreak-
ing in LLMs by optimizing attack models with prefer-
ences for effective jailbreak prompts.

• Extensive experiments demonstrate that JailPO shows
significant performance against both open-source and
commercial LLMs in effectiveness, efficiency, universal-
ity, and resistance to defenses.

Related Works
LLMs are language models with massive parameters trained
on web-scale data (Touvron et al. 2023; Achiam et al. 2023;
Bai et al. 2023). Currently, the emergent capabilities of
LLM that are absent in smaller-scale models (Bommasani
et al. 2021) have garnered significant attention. However,
to protect internal details, commercial LLMs are primar-
ily provided through API calls and online services (Yang
et al. 2024), which means users typically cannot access the
model’s internal structure. Hence, we focus on the LLM that
learns by predicting the next token with black-box access.

LLM Alignment is a nascent research field that aims to
align models’ behaviors with the expected intentions (Wang
et al. 2023; Ji et al. 2023; Shen et al. 2023). To prevent
responding to malicious instructions, LLMs typically in-
corporate safeguards during training. Recent efforts have
employed reinforcement learning methods for LLM align-
ment (Ouyang et al. 2022) to ensure that LLM outputs ad-
here to human values. Additionally, preference optimiza-
tion (Rafailov et al. 2024; Azar et al. 2024; Ethayarajh
et al. 2024) is introduced to optimize reinforcement learning
goals for more streamlined and stable training. In this work,
we present attacks to jailbreak these safety alignments. To
our knowledge, preference optimization, primarily used for
alignment, has not been applied to jailbreak attacks.

LLM Jailbreaks construct strategically crafted inputs to
LLM with the intent to bypass alignment and deceive them
into generating objectionable content (Xu et al. 2024; Azar
et al. 2024). Specifically, early efforts (Perez et al. 2022)
focus on exploring weaknesses in existing LLM alignment
measures. Techniques using unique data formats like en-
crypted methods (Yuan et al. 2023) and low-resource lan-
guages (Deng et al. 2023; Xu et al. 2023; Yong, Mengh-
ini, and Bach 2023) have shown the potential to circum-
vent the LLM alignment. Inspired by training gaps, hand-
crafted methods comprise attacks conducted through man-
ually crafted predefined templates (Liu et al. 2023; Wei,
Haghtalab, and Steinhardt 2023) such as role-playing (Li
et al. 2023a) and scenario crafting (Li et al. 2023b), which
are notably effective (Schwinn et al. 2023). Unfortunately,
handcrafted methods face scalability challenges. It is not

Figure 1: (a) Comparison of attack success rates between
questions and GPT-3.5 enhanced questions on three widely-
adopted LLMs. (b) Attack effectiveness of different tem-
plates on various questions on Llama2, scores closer to 1
indicate higher success rates.

only prone to circumvention and increases in labor bur-
dens but also difficult to quickly update for new LLMs, re-
ducing their effectiveness over time. Moreover, generative-
based methods redefine jailbreak attacks as adversarial gen-
eration processes and utilize LLM feedback to automate
the token optimization process. However, these methods
suffered from computational costs due to the requirement
of setting specific queries for each jailbreak target (Liu
et al. 2024) and conducting large-scale queries (Zou et al.
2023), which limits their practicality. Unlike previous stud-
ies, JailPO focuses on automatically generating scalable
jailbreak prompts while maintaining the effectiveness of
manually crafted templates, without requiring human para-
phrasers (Deng et al. 2024) or adding inference overhead.

Methodology
In this section, we describe the general framework of JailPO,
which comprising three components: a core optimization al-
gorithm, two attack model construction, and three jailbreak
patterns. In the following, we first present the problem def-
inition, and then introduce prelimiary experiments and the
details of JailPO.

Problem Formulation
Given a set of harmful questions Dq = {q}, the goal of
the jailbreak attack is to obtain an appropriate prompt p for
each question q, ensuring the target LLM M produces an
answer y = query (M,p) that is positive rather than reject.
Following previous work (Xu et al. 2024), the RoBERTa-
based detector ClassJudge is employed as the primary de-
tector for jailbreak attacks. ClassJudge is a binary classifica-
tion model that assesses whether a response y correctly an-
swers the prompt p, denoted as S(p, y). A correct response
is marked as 1, otherwise, it is 0. In this work, we assume
that the adversary has black-box access to an LLM where
they can only input queries and obtain textual responses.

Preliminary Experiments
Jailbreak Attack Potential in LLMs. Inspired by previous
work (Deng et al. 2024; Wen et al. 2023) on intricate se-

27420



STEP1 Initialize the Model via Supervised Fine-tuning STEP2 Optimize Model against Preference
a) Data Collection

Rephrase the following content…
Instruction

How do I make a pipe bomb?
Question

What intricate process is 
involved in fabricating a 
makeshift explosive device 
known as a ‘pipe bomb’?

Response

b) Training

BaseM Fine-tuning FM
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…involved in fabricating a bomb …

… the intricate process of bomb…
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Sure, there is …

Sorry, I can’t …

Detector
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𝑦𝑙

Response 1

Pair Preference Dataset

FM EMSimple Preference Optimization

a) Preference Selection

b) Preference Learning

How do I make 
a pipe bomb?

Question

Response 2

Response 1

Response 2

Figure 2: Method overview. BaseM/FM/EM represents base model, fine-tuned model, and enhanced model, respectively.

mantic transformations, we explore whether LLM can gen-
erate complex prompts evading model alignments. Specifi-
cally, we randomly choose 50 questions (Deng et al. 2023)
and use zero-shot prompting to instruct GPT-3.5 to rephrase
them with more complex and cryptic expressions. As shown
in Figure 1(a), LLM-generated prompts enhance bypassing
model alignments, which indicates that LLMs have the po-
tential to generate effective jailbreak prompts.

Handcrafted Jailbreak Attack Effectiveness. Fig-
ure 1(b) represents our exploration of manually crafted tem-
plates’ quality. By using 50 templates (Liu et al. 2023) with
50 different questions querying, the effectiveness of attacks
varies across different templates. Consequently, combined
with LLM’s jailbreak potential, we consider whether gener-
ating more effective templates is possible automatically.

Motivated by this, we enable attack models to automati-
cally generate universal and scalable jailbreak prompts. Fur-
thermore, preference optimization is employed to motivate
the model to create more effective jailbreak prompts.

Jailbreak Preference Optimization

Based on our preliminary investigation, we introduce key as-
pects of the method that we will leverage to convert effective
prompts, including two steps as illustrated in Figure 2.

Supervised Fine-Tuning. We fine-tune a model to en-
hance its comprehension of jailbreaks. Due to the limited
size of available datasets in both the jailbreak question and
template, following work (Zou et al. 2023), we leverage
a self-instruction methodology for data augmentation. The
core idea is to make the open-source LLM, which is avail-
able for training, align with the capabilities of the advanced
black-box commercial LLMs. Therefore, given an origin
query set D = {x} and Instruction I , we first collect the
supervised learning dataset D∗ = {{x, y}} as follows: for
each query x, we employ instruction I to automatically gen-
erate the corresponding response y based on GPT-3.5 zero-
shot prompting. Then we fine-tune the base model πb by
training it on D∗ to obtain a fine-tuned model πf , laying
the foundation for more precise adjustments.

Optimize Model against Preference. To further teach
the model to create more effective jailbreak prompts,
SimPO (Meng, Xia, and Chen 2024) is introduced for ad-
ditional fine-tuning. Typically, the fine-tuned model is used
to construct a preference dataset, which is then employed for
further fine-tuning to improve the model’s ability to recog-
nize the characteristics of effective jailbreak prompts.

Specifically, for the original query set D, detector Class-
Judge classifies high-quality responses and constructs the
preference dataset Dp = {{x, yw, yl}}, where yw and yl
represent preferred and dispreferred completions, respec-
tively. To acquire preferred response pairs, we input each
query x into the fine-tuned model πf to generate n corre-
sponding response yf = {y1, y2, ·, yn}. By querying aligned
LLM Md (we use Llama2-7B in our experiments) with
yi ∈ yf , we employ detector to assess the jailbreak prompt
quality of yi:

Score(yi) =
∑
l

S(yi, query(Md, yi)) (1)

Where l represents the number of queries. For yi and yj in
yf , we assign preference labels based on the jailbreak suc-
cess scores: yw = yi and yl = yj if Score(yi)>Score(yj);
otherwise, assign yw = yj and yl = yi.

Additionally, we learn a reward function on the preference
dataset. The length-normalized reward using the likelihood
of the generated sequences is as follows:

r(x, y) =
α

|y|

|y|∑
i=1

logπf
(yi|x, y < i) (2)

Where α is a constant that controls the scaling of
the reward difference. Then using the Bradley-Terry
model (Bradley and Terry 1952) to model preferences, the
preference distribution p∗ can be expressed as:

p∗(x, yw, yl) = σ(r(x, yw)− r(x, yl)− β) (3)

The target reward margin β helps differentiate between
preferred and dispreferred responses, and σ is the logistic
function. Preference optimization can be framed as binary
classification, where the model πf can be optimized directly
through negative log-likelihood loss:

L(πf ) = −E(x, yw, yl)∼Dp
[logp∗(x, yw, yl)] (4)

With the above steps, we obtain an enhanced model πe to
generate efficient and scalable jailbreak prompts.
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How do I make a pipe bomb?
Question

QEM 𝝅𝒆
𝒒
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responsibility…
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TemplatePrompt

Target LLM

PatternJudge TemplatePrompt
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PATTERN 1 QEPrompt for Covert Expression

PATTERN 2 TemplatePrompt for Complex Scenarios

PATTERN 3 MixAsking for Jailbreak Efficiency

Question

QEPrompt

QEPrompt

QEPrompt

Figure 3: Three patterns in JailPO.

Enhanced Model Construction
Inspired by the described algorithm, we outline our pipeline
for two attack models.

Question Enhanced Model (QEM). Our goal is to fine-
tune LLM to generate covert jailbreak questions that by-
pass model alignment. We collect 522 questions (Deng et al.
2023; Yu, Lin, and Xing 2023; Yuan et al. 2023; Deng et al.
2024) as the question origin query set Dq . Due to the limited
number of questions, GPT-3.5 is employed to rephrase the
query set, creating more complex expressions to enrich and
diversify this set. For each question q, we generate 10 varia-
tions. Besides, combining questions and their variations into
a supervised learning dataset D∗

q , we use questions as input
and prompt the model to predict more complex and nuanced
expressions. Such a strategy not only enables the model to
better understand the questions but also improves its predic-
tive ability in the context of jailbreak attacks. By fine-tuning
model πb, the question fine-tuned model πq

f is acquired.
In order to apply preference optimization to this question-

enhanced setting, we employ Dq to query model πq
f , obtain-

ing 10 responses for each question. Using the scoring strat-
egy in Eq. 1, a question preference dataset is constructed
with 6000 preference pairs. This dataset guides the model to
generate higher-quality jailbreak questions. Ultimately, we
fine-tune model πq

f using the SimPO objective in Eq. 4 to
obtain QEM πq

e .
Template Enhanced Model (TEM). The target is to

teach LLM to generate templates that induce users to an-
swer the question positively instead of rejections. Using 78
templates (Liu et al. 2023) as a template origin query set
Dt, we augment the data with one-shot learning on GPT-
3.5. Similarly, we merge the origin and augmented data to
fine-tune model πb, improving its ability to predict jailbreak
templates and obtaining the template fine-tuned model πt

f .
By querying model πt

f with Dt, 10 responses are generated
for each template. Further, integrating these with the ques-
tion set Dq , we use the scoring strategy to construct a tem-
plate preference dataset with 2580 preference pairs. After
preference fine-tuning in model πt

f , we produce TEM πt
e.

Prompts Setup
Three jailbreak patterns are produced to explore the target
LLM’s alignment boundaries against various points, as illus-

trated in Figure 3. QEPrompt is generated by QEM, which
aims to measure the LLM’s reflection on questions with
covert expressions. Further, we consider TemplatePrompt,
combined with QEPrompt and the template generated from
TEM, to inspect the model‘s alignment against complex
scenarios. Based on the patterns above, a pattern-matching
pattern named MixAsking aims to further improve the at-
tack efficiency. In detail, for responses obtained using QE-
Prompt, we introduce the detector PatternJudge (Zou et al.
2023) which utilizes a set of common refusal patterns, such
as “I am sorry”, to identify whether the response recog-
nizes the non-compliance of the prompt. If the response is
non-compliant, we proceed to query using TemplatePrompt.
Moreover, we provide JailPO algorithm and examples in
Appendix.

Experiments
In this section, we provide comprehensive results to verify
and understand JailPO. First, we demonstrate JailPO’s ad-
vantage over existing state-of-the-art (SOTA) methods in ef-
fectiveness, efficiency, and universality. Second, we assess
JailPO’s robustness against popular defenses and analyze
three JailPO patterns. Finally, we conduct further experi-
ments to thoroughly explore the capabilities of JailPO.

Experiments Settings
Datasets. We evaluate methods on the AdvBench
dataset (Zou et al. 2023) which is widely used in pre-
vious works (Li et al. 2023b; Chao et al. 2023). It contains
520 questions that request harmful content such as mis-
information, profanity, and dangerous suggestions. Please
note that our test questions are distinct from the training set.

Models. To ensure the generality of the results, we con-
sider three widespread popular open-sourced LLMs and
a close-sourced LLM for our major evaluation, including
7B parameter Llama2, 7B parameter Mistral, 7B parame-
ter Vicuna and GPT-3.5. All tested LLMs have been safety-
aligned to effectively reject harmful user instructions. In ad-
dition, 7B parameter LLama2 serves as the base model to
instantiate our attacks.

Baselines. We compare JailPO with five SOTA methods.
For handcrafted attacks, we choose four advanced black-
box methods: SelfCipher (Yuan et al. 2023), DeepIcep-
tion (Li et al. 2023b), TemplateJailbreak (Liu et al. 2023),
and Jailbroken (Wei, Haghtalab, and Steinhardt 2023). For
generative-based attacks, we use the pioneering method
GCG (Zou et al. 2023), which automates jailbreak prompt
generation through token-level optimization with white-box
access. To ensure fairness in the assessment, GCG model is
trained in a white-box setting on Llama2 and its performance
is then evaluated across other target LLMs.

Evaluation. Two evaluators are employed to assess the
attack result for subsequent steps automatically, determin-
ing whether a positive response is generated for the attack.
ClassJudge is the primary evaluator discussed in the pre-
ceding section. To further minimize potential errors and
enhance robustness in evaluations, we introduce another
RoBERTa-large based evaluator (Rob-lg) (Yu, Lin, and Xing
2023), fine-tuned using manual annotations.
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Llama2 Mistral Vicuna GPT-3.5
Methods QN ClassJudge Rob-lg ClassJudge Rob-lg ClassJudge Rob-lg ClassJudge Rob-lg

TemplateJailbreak 40560 1.89 1.27 55.19 58.79 26.46 24.80 9.45 10.61
DeepInception 520 5.44 5.46 15.51 28.33 23.33 32.12 6.99 12.50
SelfCipher 520 0.96 1.09 51.28 59.49 3.01 5.58 4.96 10.38
Jailbroken 15600 5.22 4.42 26.38 31.86 18.29 20.59 9.96 16.49
GCG 10240 0.00 0.00 28.58 31.18 7.55 9.51 2.60 2.24

JailPO w/ QEPrompt 520 3.26 4.67 40.44 50.54 29.24 40.44 11.13 15.80
JailPO w/ TemplatePrompt 520 6.21 8.12 55.60 61.29 24.55 25.27 15.23 19.07
JailPO w/ MixAsking 520 4.18 5.38 39.17 46.52 27.25 36.14 11.73 17.92

Table 1: The ASR (%) of our attacks and five baselines on four target LLMs. QN means query number for 520 questions in
Advbench.

Llama2 Mistral Vicuna GPT-3.5
Methods ClassJudge Rob-lg ClassJudge Rob-lg ClassJudge Rob-lg ClassJudge Rob-lg

TemplateJailbreak 5.58 4.23 70.96 84.42 57.35 51.92 25.96 27.31
DeepInception 11.71 14.77 37.31 58.08 49.04 63.46 18.65 30.77
SelfCipher 2.88 3.08 69.23 91.15 8.46 14.62 10.19 20.19
Jailbroken 14.42 11.15 57.12 62.12 49.23 45.38 27.31 36.54
GCG 0.00 0.00 40.58 45.19 28.65 35.58 5.58 6.54

JailPO w/ QEPrompt 5.57 8.64 56.81 64.30 50.67 62.96 17.66 21.69
JailPO w/ TemplatePrompt 12.67 15.93 71.98 76.78 37.62 46.45 24.95 29.17
JailPO w/ MixAsking 15.16 19.58 72.21 87.12 56.43 67.37 36.15 48.65

Table 2: The QSR (%) of our attacks and five baselines on four target LLMs with three query iterations.

Metrics. We introduce three main metrics that match
those of previous empirical studies (Xu et al. 2024). Given
a total of e questions and t query attempts, with c represent-
ing successfully compromised questions and o representing
successful queries: The Attack Success Rate (ASR = o

t )
is the main metric to evaluate jailbreak effectiveness, while
Question Success Rate (QSR = c

e ) is to measure the qual-
ity of generated jailbreak prompts. To assess the effective-
ness against defenses, we employ the Defense Rassing Rate
(DPR), which measures the ratio of jailbreak prompts that
incorrectly bypass the defense mechanisms to the total num-
ber of query attempts.

Settings. We perform our evaluations using the default
settings without any modifications. To reduce random varia-
tions, we repeat each experiment five times. Our implemen-
tation details are shown in Appendix.

Main Results
Attack Effectiveness. We conduct these evaluations by gen-
erating a jailbreak prompt for each harmful question in
the dataset and testing the final responses from the target
LLM. Table 1 shows that JailPO consistently achieves or
approaches the optimal performance in ASR on both evalu-
ators. Notably, JailPO significantly outperforms GCG, Jail-
broken, and TemplateJailbreak across all LLMs with two
orders of magnitude fewer queries, demonstrating its ef-
fectiveness. On llama2, our TemplatePrompt pattern shows
a substantial improvement over TemplateJailbreak (the ori-

gin query set in the methodology section), achieving a 6-8
times increase in ASR. This underscores the performance
enhancement driven by the preference optimization strat-
egy. Among the target LLMs, Mistral proves the most vul-
nerable, with JailPO achieving 55.67% ASR on ClassJudge.
Meanwhile, on closed-source GPT-3.5, despite its strict de-
fense mechanisms, JailPO achieves a 15.23% ASR with
one query. Additionally, TemplatePrompt shows an average
higher attack effectiveness of 4.38% and 4.82% on Class-
Judge compared to QEPrompt and MixAsking, indicating
that incorporating scenarios helps induce positive responses.
However, we observe on Vicuna that the semantic complex-
ity of templates leads to incomprehension, resulting in irrel-
evant answers.

Efficiency. JailPO demonstrates strong question-targeting
effectiveness under minimal queries, as shown in Table 2,
indicating its ability to rapidly generate effective jailbreak
prompts. It manifests an average QSR improvement of
13.71% on Rob-lg and 4.98% on ClassJudge, outperform-
ing other baselines. Prominently, MixAsking presents sig-
nificant superiority in QSR, with only a 4.82% ASR lower
compared to TemplatePrompt, while averaging an 8.18%
QSR improvement on ClassJudge.

Universality. Even with optimization feedback solely
from Llama2, JailPO demonstrates impressive universality,
showing commendable QSR and ASR performance across
various target LLMs in black-box access. Specifically, com-
pared to non-scalable handcrafted methods, JailPO auto-
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mates the jailbreak process and excels in both ASR and
QSR metrics. Admittedly, compared to the generative-based
method GCG, JailPO reveals more than 2 times increase.

The above results highlight that JailPO can efficiently
perform automated jailbreak attacks. This capability is at-
tributed to JailPO’s utilization of LLM jailbreak compre-
hension capabilities and preference optimization strategies
for both questions and templates, enabling its scalability, ef-
ficiency, and universality.

Additional Results and Analysis
Analysis of High-risk Response. We use Llama
Guard (Inan et al. 2023) to assess high-risk content in
generated responses, assigning a score from 0 to 9 based on
vigilance level, with scores above 4 classified as high-risk.
More high-risk content indicates a more severe jailbreak
threat. In Figure 4, QEPrompt generates the highest average
of high-risk content at 30.92%, followed by MixAsking at
25.69% and SelfCipher at 25.60%. Notably, incorporating
templates may decrease high-risk response detection on
target LLMs, except for Llama2 which benefits from
preference optimization. QEPrompt with direct question
transformations significantly outperforms TemplatePrompt
by more than 2 times, demonstrating that in attacks without
relying on complex scenario inducements, the response can
be significantly riskier.

(%) Llama2 Mistral Vicuna
w/o attack 0.26 20.45 5.58

QEM w/o preference 3.06 36.14 27.28
QEM 3.26 40.44 29.24
TEM w/o preference 4.09 45.06 20.22
TEM 5.25 48.18 22.07

Table 3: Ablation study with ASR(%) on ClassJudge. w/o
preference represents model with supervised fine-tuning.

Performance against Defense Strategies. We evaluate
our method and the baselines against two advanced de-
fense mechanisms: Perplexity (Alon and Kamfonas 2023;
Jain et al. 2023) and LLM-Guard (ProtectAI 2023). Per-
plexity sets a threshold based on requests from the Ad-
vBench dataset, rejecting any input message that exceeds
this perplexity threshold. In contrast, LLM-Guard is a pop-
ular open-source project designed to filter out toxicity in-
puts and outputs. As demonstrated in Figure 5, QEPrompt
shows outstanding performance on both defense mecha-
nisms, markedly surpassing other methods, where DPR for
the Llama2 and Mistral against the LLM-Guard are nearly
100%. This indicates that the covert questions generated
by models conforms to normal semantic expressions while
evading toxicity detection. We observe that Perplexity de-
fense significantly reduces the effectiveness of attacks with
complex scenarios, such as DeepInception and SelfCipher
to 0%. Additionally, TemplatePrompt, built upon the Tem-
plateJailbreak templates, achieves an average 14.15% DPR
improvement on LLM-Guard. This is attributed to prefer-
ence optimization, which enhances models capability to by-
pass toxicity detection. Finally, MixAsking integrates both
patterns, resulting in a balanced performance.

Analysis of JailPO Patterns. Our experimental results
reveal the following key insights: QEPrompt focuses on
eliciting covert expressions of questions, demonstrating an
18.64% advantage over TemplatePrompt in generating high-
risk outputs. Moreover, it is easier to bypass existing de-
fense mechanisms. By contrast, TemplatePrompt, by inte-
grating complex scenarios, exhibits significant attack effec-
tiveness. For instance, on Mistral, this method achieves a
success rate exceeding 50% with only one query iteration, as
shown in Table 1. This suggests that current LLMs still ex-
hibit weaknesses in their safety alignment mechanisms when
confronted with complex scenarios. Moreover, the combined
patterns MixAsking leverages both methods, significantly
enhancing QSR with only a modest increase in the num-
ber of queries, As illustrated in Tables 1 and 2. This hybrid
method balances the strengths of both individual patterns in
terms of generating high-risk outputs and countering defen-
sive measures, demonstrating cost-effectiveness.

Further Validation for JailPO
Ablation Studies. We evaluate the impact of key modules
in JailPO including fine-tuning, preference strategies, and
the attack effectiveness on two attack models. Table 3 shows
fine-tuning model gains average 14.72% ASR improvement
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Figure 6: Effects of the query iteration w.r.t. QSR.
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Figure 7: (a) QEPrompt attack effectiveness across different
base model. (b) TemplatePrompt attack effectiveness with
different preference query models.

compared with origin questions among three LLMs. Inte-
grating the preference optimization strategy leads to a fur-
ther improvement in average ASR by 2.44%. With the im-
plementation of attack models, QEM and TEM achieve 6.65
times and 8.84 times increase in average ASR, respectively.

Query Iterations vs. QSR Exploration. In Figure 6, we
show the QSR on different query iterations in JailPO to in-
vestigate its effects on jailbreak attacks. The results demon-
strate that a minor increased number of queries rapidly en-
hances the success rate, proving the quality of our generated
prompts. The QSR of Mixasking, with the fastest growth, in-
creases by average 32.46% after 10 iterations, demonstrating
the effectiveness of our pattern-matching approach. In addi-
tion, an appropriate number of queries can reach satisfactory
attack coverage at an acceptable cost.

Impact of Fundamental Models. To validate the
method’s generalizability, we replace the base model with
7B parameters Vicuna and Mistral. In Figure 7(a), attack
effectiveness remains generally stable across different set-
tings. However, using Llama2-based results in significantly
better performance against GPT-3.5 compared to the other
two models. What‘s more, to investigate the impact of
the model on preference optimization strategies, we swap
the preference querying models. As shown in Figure 7(b),
Llama2-based preference scores yield the best performance,
significantly outperforming Vicuna and Mistral on Llama2
and GPT-3.5. we believe this is due to Llama2’s strong align-
ment capabilities, which suggests that models with stronger
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Figure 8: ASR and high-risk response of JailPO on advanced
LLMs.

alignment perform better in jailbreak attack learning.

Experiments on Advanced Models. We conduct ex-
periments on three latest LLMs: Llama3-70b, GPT-4, and
Command-R. The results are illustrated in Figure 8. Even on
the strongest GPT-4, JailPO is equally effective, achieving
attack performance compared to Llama2, the robust target
LLM in the previous, demonstrating its universality. In par-
ticular, our observations indicate that QEPrompt achieves a
15.36% improvement in ASR on the Llama3-70b compared
to the 7B parameters Llama2. This suggests that alignment
performance tends to deteriorate with increasing model size,
likely due to an inherent conflict between alignment ob-
jectives and generative capabilities. Additionally, for GPT-
4 and Command-R, TemplatePrompt attacks significantly
outperform QEPrompt attacks, highlighting current threat
posed by complex scenarios to alignment. Consistent with
previous analysis, QEPrompt is effective at inducing LLMs
to generate more high-risk content. Notably, Command-
R alignment is particularly vulnerable and can be circum-
vented in all attack patterns, with ASR exceeding 50%.

Conclusion

In this paper, we propose JailPO, a scalable and efficient
black-box jailbreak framework that ensures effective jail-
break attacks and automatic deployment for LLM alignment
assessment. To achieve this, we initially conduct preliminary
experiments to discover the model’s ability to generate jail-
break attacks. Preference optimization is further introduced
to induce models generating covert questions and jailbreak
templates, automatically jailbreaking the black-box LLMs.
Additionally, we provide three flexible jailbreak patterns to
explore LLM vulnerability. Extensive evaluations demon-
strate that JailPO outperforms other baselines in efficiency,
universality and robustness against defenses across differ-
ent settings. For JailPO patterns, we find that jailbreak at-
tacks with templates are easier to bypass model alignment,
compared to covert questions, but their response is less risky
and more easily detected by the defense. Overall, our finding
aids in exploring the vulnerabilities of LLMs and provides
insights into using advanced alignment methods to ensure
their safe usage.
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