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Abstract

Diffusion models are vulnerable to backdoor attacks, where
malicious attackers inject backdoors by poisoning certain
training samples during the training stage. This poses a sig-
nificant threat to real-world applications in the Model-as-a-
Service (MaaS) scenario, where users query diffusion mod-
els through APIs or directly download them from the inter-
net. To mitigate the threat of backdoor attacks under MaaS,
black-box input-level backdoor detection has drawn recent in-
terest, where defenders aim to build a firewall that filters out
backdoor samples in the inference stage, with access only to
input queries and the generated results from diffusion mod-
els. Despite some preliminary explorations on the traditional
classification tasks, these methods cannot be directly applied
to the generative tasks due to two major challenges: (1) more
diverse failures and (2) a multi-modality attack surface. In
this paper, we propose a black-box input-level backdoor de-
tection framework on diffusion models, called UFID. Our de-
fense is motivated by an insightful causal analysis: Backdoor
attacks serve as the confounder, introducing a spurious path
from input to target images, which remains consistent even
when we perturb the input samples with Gaussian noise. We
further validate the intuition with theoretical analysis. Exten-
sive experiments across different datasets on both conditional
and unconditional diffusion models show that our method
achieves superb performance on detection effectiveness and
run-time efficiency.

Introduction

Diffusion models (Ho, Jain, and Abbeel 2020; Song and
Ermon 2020; Song et al. 2020; Song, Meng, and Ermon
2020) have emerged as the new state-of-the-art family of
generative models due to their superior performance (Dhari-
wal and Nichol 2021) and wide applications across a vari-
ety of domains, ranging from computer vision (Baranchuk
et al. 2021; Brempong et al. 2022), natural language pro-
cessing (Austin et al. 2021; Hoogeboom et al. 2021; Li et al.
2022), and robust machine learning (Blau et al. 2022; Carlini
et al. 2022). Despite their success, training diffusion models
requires significant time and computational resources. Con-
sequently, it is common practice to utilize third-party models

“These authors contributed equally.

Co-corresponding Author
Copyright © 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

27312

via an API or to download them directly from the internet.
This approach is known as Model-as-a-Service (MaaS).

However, it has recently been found that diffusion mod-
els are vulnerable to backdoor attacks (Gu 2024; Huang
et al. 2024; Chen, Song, and Li 2023; Chou, Chen, and Ho
2023a,b; Struppek, Hintersdorf, and Kersting 2022; Guan
et al. 2023), where malicious attackers poison certain train-
ing samples with a predefined trigger pattern in the train-
ing stage. Consequently, the behavior of diffusion models
can be adversarially manipulated whenever the trigger pat-
tern appears in the input query, while it remains normal with
clean input queries. This vulnerability poses a serious threat
to real-world applications in the Maa$S setting, e.g., the on-
line third-party diffusion models may have been backdoored
to generate inappropriate images for children or to gener-
ate images that bypass copyright restrictions when a specific
trigger appears in the query (Wang et al. 2024a). More se-
riously, the traditional training-phase defense methods (Li
et al. 2021; Huang et al. 2022; Gao et al. 2023) cannot be
deployed in the MaaS setting due to the defenders’ inacces-
sibility to the training pipeline and training data.

To mitigate the above threat, black-box input-level back-
door detection has recently drawn great interest. In this sce-
nario, input-level indicates that defenders aim to build a
firewall-style detector in the inference stage to filter out and
reject backdoored inputs while allowing clean inputs to gen-
erate predictions. Black-box means that defenders only have
access to user queries and the generated results from the de-
ployed models, without any prior information (e.g., model
weights, architectures) assumed by the previous works (Ma
et al. 2022; Qiu et al. 2021; Gao et al. 2021, 2019).

Prior methods for backdoor detection in image classifica-
tion, e.g., (Guo et al. 2023; Liu et al. 2023; Hu et al. 2024)
cannot be adopted for generative tasks due to two major
challenges: @ More Diverse Failures: Unlike merely gener-
ating a fixed target image (e.g., a Hello-Kitty image), back-
doored diffusion models can be manipulated to produce a
specific class of images (e.g., cat images), or even images
with a specified abstract concept (e.g., erotic images). This
implies that the target images are not necessarily unique but
can vary as long as they belong to the designated target class.
This variability substantially complicates the detection in the
generative task. @ Multi-Modality Attack Surface: Unlike
traditional image classifiers, which involve a single modal-



ity, diffusion models (e.g., Stable Diffusion) are capable of
supporting multiple modalities. This diversity necessitates a
unified framework for backdoor detection in diffusion mod-
els. An overall comparison of the problem setting is in the
Appendix.

To address the above challenges, our intuition is moti-
vated by a causal analysis: backdoor attacks serve as the
confounder, introducing a spurious path from input to tar-
get images. The spurious path embedded in the diffusion
model remains consistent even when we perturb input sam-
ples with Gaussian noise. Therefore, the backdoor genera-
tions remain consistent after minor perturbation, while the
clean generations alter significantly even with a small per-
turbation. We further validate the causal analysis rigorously,
showing that after perturbation, the difference between the
diversity of clean generations and the diversity of backdoor
generations is lower bounded (Corollary 3). Driven by the
analysis, we develop a Unified Framework for black-box
Input-level backdoor Detection (UFID) on diffusion mod-
els. Specifically, UFID examines each input sample by cal-
culating its graph density score, which measures the simi-
larity within the generated batch after perturbing the given
input sample. The higher the graph density score, the more
likely the input sample is backdoored. Compared to the ex-
isting method TERD (Mo et al. 2024), UFID is designed for
a black-box setting, requiring no access to model weights or
structures. Moreover, the performance gap between UFID
and TERD is also satisfactory, with a maximum difference
of 8% in precision, 7% in Recall, and 1% in AUC. UFID
is also generalized to the scenario of conditional diffusion
models, where the input can be of various modalities. To
strengthen UFID’s resistance to diversity-intensive backdoor
attacks, we also design strategies to integrate supplementary
correspondence information into the UFID framework. In
contrast, Shield (Wang et al. 2024b) operates in a white-box
setting but achieves similar performance as UFID.

To sum up, our contributions in the work include: (1)
First Unified Black-box Backdoor Detection Framework
for Diffusion Models. To the best of our knowledge, our
work is the first unified black-box framework for detecting
input-level backdoor samples in diffusion models; (2) Novel
Causality Analysis. We apply causality analysis for ana-
lyzing backdoor attacks on generative tasks; Besides, the-
oretical analysis also sheds light on our intuitions and val-
idates the effectiveness of our method; (3) Promising Per-
formance. Extensive results show that our detection method
achieves an average of nearly 100% AUC on the uncondi-
tional models, and 90% AUC on the conditional models with
an acceptable inference overhead.'

Related Works

Backdoor Attacks and Defenses on Diffusion Models. Re-
cently, a lot of works have investigated the security vulner-
abilities of diffusion models by launching backdoor attacks
on diffusion models. From a high-level idea, malicious back-
door attackers aim to inject a special behavior in the diffu-
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sion process such that, once the predefined trigger pattern
appears on the input, the special behaviors will be activated.
To achieve this goal, (Chen, Song, and Li 2023) proposed
to add an additional backdoor injection task on the train-
ing stage and maliciously alter the sampling procedure with
a correction term. (Chou, Chen, and Ho 2023a) proposed
a novel attacking strategy by only modifying the training
loss function. (An et al. 2023) focused on launching attacks
to text-to-image tasks, by injecting backdoors into the pre-
trained text encoder. (Huang et al. 2024) proposed to apply
personalization techniques to efficiently inject a malicious
concept into the diffusion models. (Chou, Chen, and Ho
2023b) proposed a unified framework that covers all the pop-
ular schemes of diffusion models, including conditional and
unconditional diffusion models. (Zhai et al. 2023) proposed
a novel backdoor attack that can generate backdoor images
as diversified as clean images. Backdoor defenses on dif-
fusion models are highly under-explored. To the best of our
knowledge, only four papers (An et al. 2023; Mo et al. 2024;
Sui et al. 2024; Wang et al. 2024b) investigated backdoor de-
fenses on diffusion models. However, Elijah (An et al. 2023)
aims to detect whether a given model is backdoored, while
our tasks focus on filtering backdoor samples for diffusion
models in the inference stage, which are fundamentally dif-
ferent. TERD (Mo et al. 2024) builds a unified framework
for safeguarding diffusion models, which can handle tasks
such as trigger inversion, input detection, and model detec-
tion. However, the proposed technique only works for un-
conditional diffusion models and requires white-box access
to the weights and structures of the diffusion models. Dis-
Det (Sui et al. 2024) also only focuses on unconditional
diffusion models. It conducts backdoor detection by check-
ing whether the given input follows a Gaussian distribution
or not. However, the defense method can be easily circum-
vented by using an imperceptible trigger pattern. (Wang
et al. 2024b) proposed to detect backdoors on the text-to-
image models based on a novel “assimilation phenomenon”.

Preliminaries

Diffusion Models. Without loss of generality, diffusion
models contain two parts: (1) Diffusion Process: a data
distribution ¢(x) is diffused to a target distribution r(z)
within 7" timestamps. (2) Training Process: A diffu-
sion model €y with parameter 6 is trained to align
with the reversed diffusion process, i.e., po(zi—1|z;) =
N(zi—1;pe(x;),00(x;)) = gq(xi—1]|z;). DDPM is one
of the most basic diffusion models (Ho, Jain, and
Abbeel 2020). DDPM assumes the target distribution
r(z) = N(0,I) and the diffusion process q(x;|zi—1) =
N(xy;/T = Bizi_1,B8:1), where the {3;}L, is a pre-
defined variance schedule that controls the step sizes. Fur-
thermore, let ; = 1 — 3; and a;; = H§=1Oét~ By minimizing
the loss function || — ep(v/a;zo + /1 — e, )||?, the dif-
fusion model is expected to be able to correctly predict the
added noise given the input z; at time 7. In the inference
stage, DDPM generates images by sampling from the Gaus-
sian distribution N(0, I') from time ¢ = T to ¢ = 0 with the
generative process py (1 |:) = N (2,13 10 (1), 7 (1)),
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Backdoor Attacks on Diffusion Models. Different from
launching backdoor attacks on the traditional models (e.g.,
classifiers (Gu, Dolan-Gavitt, and Garg 2017; Chen et al.
2017)), which could be achieved by poisoning train-
ing dataset, injecting backdoors into the diffusion mod-
els is much more complicated. A typical backdoor attack
pipeline (Chen, Song, and Li 2023; Chou, Chen, and Ho
2023a,b) on diffusion models consists of three steps: (1)
the attackers first need to mathematically define the forward
backdoor diffusion process, i.e., 78 — x4, where the x} de-
notes the target image and the be denotes the trigger image;
(2) then the attackers train the diffusion models to align with
the backdoored reversed process; (3) in the inference stage,
the diffusion models can be prompted to generate target im-
ages when the input contains the trigger pattern, but behave
normally when the input is clean (e.g., pure Gaussian noise
for the DDPM model).
Threat Model. We adopt a similar threat model as in (Guo
et al. 2023; Gao et al. 2021; Liu et al. 2023). Specifically, the
defender is assumed to only have access to user queries (e.g.,
prompt) and the generated results from diffusion models.
The defender aims to conduct efficient and effective black-
box backdoor detection, where efficiency requires that the
detection process does not significantly impact the response
time of user queries, while effectiveness requires the detec-
tion process to distinguish backdoor samples and clean sam-
ples with a high accuracy rate. The challenge of this threat
model arises from three factors: (1) More Diverse Failures.
Backdoored diffusion models can be triggered to generate
specific classes of images (e.g., cat images), or even im-
ages with a specified abstract concept (e.g., erotic images),
extending beyond fixed target labels in traditional classifi-
cation tasks. (2) Multi-Modality Attack Surface. Unlike
traditional image classifiers that involve only one modality,
diffusion models (e.g., Stable Diffusion) can support a vari-
ety of modalities. (3) Limited Information. The detection
method only has access to the query images and the predic-
tion labels returned by the diffusion model.

Overview of the UFID
Intuition: Backdoor Attacks under a Causal Lens

To develop a backdoor detection algorithm for generative
models, we first need to address a fundamental question:
What distinguishes clean generation from backdoored gen-
eration, and how this distinction can be utilized in de-
signing an effective detection algorithm? Motivated by the
great potential of causal inference in deep learning, we pro-
pose to leverage causal inference as a new perspective to
understand the distinct mechanisms underlying clean and
backdoored generation processes. Specifically, we construct
causal graphs to illustrate the comparison between the two
processes, as shown in Figure 1.

A causal graph is a directed acyclic graph that illustrates
the causal relationships among variables, where each node
represents a variable and each edge represents a causal re-
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Clean Generation Backdoored Generation

Figure 1: Causal graph of clean and backdoored generation.

lationship. For simplicity, this figure only illustrates the un-
conditional diffusion model. However, the causal graph can
be easily extended to the conditional diffusion model by sub-
stituting the input noise (X7 ) with the input text (7).

Clean Generation. As depicted in Figure 1(a), the gen-
erated image (x() is dependent on the input noise x5, ~
N(0,1). This relationship is termed the causal path, denoted
as X% — X§. Consequently, adding a small Gaussian noise
€ ~ N(0,I) with a small weight « to x5, results in a new
input 2’ = 25 + - e = N (2’730, (1 + «)I), leading to a
different generated image z'j;, as shown in Figure 1(c).
Backdoored Generation. As shown in Figure 1(b), a back-
door attack A modifies an image zp by injecting a trig-
ger 0 and changing the image generation process towards
the target image z), denoted as X% «+ A — X{, where
xb = § + x5. This introduces a spurious path from X2 to
X¢, which lies outside the direct causal path X2 — X,
thereby establishing and strengthening the erroneous corre-
lation between the modified input noise and the target im-
age. Consequently, generations of poisoned noise images are
primarily influenced by this spurious path (Du et al. 2021;
Zhang et al. 2023; Li et al. 2021), while the direct causal
path X% — X¢ plays a minor role, represented by a gray
dotted line in Figure 1 (b). When an additional Gaussian
noise € ~ N(0,I) is added to the backdoored noise im-
age x5, with a small weight o, the new backdoored input
becomes 2’5 ~ N(8, (1 + a)I), which is a combination of
a new noise image =% + o - € and the trigger pattern ¢. It
can be interpreted as poisoning a new image . + « - € with
the trigger 0. Hence, the generated image is still affected by
the attack and lies within the domain of target images. In ad-
dition, the magnitude of the perturbation is controlled by a
small weight « (e.g., 0.01), ensuring that the trigger pattern
remains in the new input without being disrupted.

In summary, for clean generation, a small perturbation
significantly alters the output. However, triggers in backdoor
samples tend to be robust features learned by neural net-
work models. Consequently, minor perturbations of back-
door samples do not lead to substantial changes in the dif-
fusion model’s generation results. The following theorems
also validate our insights from causal analysis.

Lemma 1. Let fy and f; be two well-trained diffusion mod-
els as defined in Assumption 11 in the Appendix. Let input



1.Augmented Batch Generation 2.

Wa 1euoLlLpuodup

B T U [

Model Querying

Diffusion Model

3. Graph Density 4. Backdoored Detection

___________ /TN 10
Aboatona Aboatona Image K AN % graph density
lake, 0il lake, Oil Generation y 10, /| score DS(G)>1? Yes N
- o ! / o /L =
painting painting + —:) [ S X —-> L
Aboatona h > N\
(a] 1 3 ! \ i
o lake, Oil Xi xi ' Reject
=3 P —> —> 1
o painting == :
- Aboatona Aboatona \
ct Xi . n !
- lake, Oil lake, 0il H
g painting + painting + H
o X2 3 Diffusion Model !
L
s U U i
= 1
1
1
1
1
1

Figure 2: Pipeline of our unified framework for backdoor detection on diffusion models.

noise x'n follow N (0, p?I). Let ¥ be the generated image
for xl. and the generated distribution for clean input x5 be
q(z) ~ N(xe,0.0). We then have:

Oc
2
p

To = fo(alp) ~ N(ze, —1I). (1)

The lemma implies that if we modify the variance of the
input noise by multiplying it by p? (adding small Gaussian
noise), the variance of the generated image is reduced to p%
of the original.

Theorem 2. Suppose the output domain of the diffusion
model fq is Gaussian. Let N (x¢,0.) and N (xy, 0p) denote
the distribution of clean generations and backdoor genera-
tions respectively. Let N denote the image size. We assume
that o, > op + p2. Given clean input noise x5, ~ J\/’(O7 1),
backdoor input noise % = x5+ ~ N (6, I), and Lemma 1
if we perturb the clean input noises x and backdoor input
noise x4, with some ¢ ~ N (0,I) simultaneously, then for
the resulted clean generations N (., o) and the backdoor

generations N (z}, o), we have that o], — o}, > 1.

Corollary 3. Under the Theorem 2, for perturbed clean gen-
erations x1, To HRY- N (pe, o), and perturbed backdoor gen-

. iid. .
erations T3, T4 oy N (up, op), we have the following state-
ment

N(o.—op) — 0p
—\/m >0. (2)

Theorem 2 and Corollary 3 imply that, after adding noise,
the expected difference between the distance of generated
clean images ||z1 — x2||2 and the distance of the gener-
ated backdoor images ||73 — 24[|2 is significantly larger than
0. This further sheds light on the intuition that the diver-
sity of clean generations is significantly greater than back-
door generations after adding perturbations. Their proofs
are provided in the Appendix.

E(llz1 —22lla — [z —2all) >
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Scenario 1: Unconditional Diffusion Models

Motivated by the above causal analysis, our intuition for
detecting backdoor samples is that, when the input query
is perturbed with different random noises, clean samples
will result in diverse generations, whereas backdoor sam-
ples will consistently generate the target images. Therefore,
we introduce a magnitude set M = {¢1, €3, ..., qM|}, where
€1,€2, ony €M i N(0,T). For each input noise image z;,
we generate an input batch by adding each noise in M on z;
in order with a weight . This results in an augmented input
batch I = {z;} U{zl|z] = z; + a - ¢;,V1 < j < |M]J}.
Then, we query the diffusion model with the augmented in-
put batch I as shown in the first row of Figure 2 and the
detailed equation is shown as follows.

y! = fo(x]),Va] € L. 3)
Lety; = {y/|1 < j < M|+ 1} denote the generated batch.
We can then determine whether the input query z; is a back-

doored sample by inspecting the diversity of y;.

Scenario 2: Conditional Diffusion Models

Conditional diffusion models accept input from other
modalities to guide the generation of user-intended images.
For instance, in stable diffusion (Rombach et al. 2021), tex-
tual input is used to query the model. However, it is evi-
dent that the detection approach employed for unconditional
diffusion models cannot be directly applied to conditional
diffusion models due to the inability to introduce Gaussian
noise to discrete textual input. To adapt our detection method
for conditional diffusion models, we have extended the de-
tection approach with slight modifications, as depicted in the
second row of Figure 2. We leverage variations in output
diversity to distinguish between clean and backdoor sam-
ples. To further enlarge this diversity gap and enhance dis-
tinguishability in conditional setting, we propose appending
the input text z; with a random phrase ph; selected from a
diverse phrase pool containing completely distinct phrases,



such as ”Iron Man” and “’Kitchen Dish Washer,” denoted as
N = {phy, pha, ...ph)y }. For each input x;, we repeat this
process | M| times, where |M| < |N|. This results in an aug-
mented input batch I = {z;} U {2 |2 = z; ® ph;,V1 <
j < |M|}, where & denotes the string appending operator.
Similarly, we can generate an image batch y; by querying
the target stable diffusion model using Equation 3.

A Unified Framework for Backdoor Detection

As previously discussed, the diversity of images generated
by a specific input ¢ can be used to detect backdoors. To
quantify this diversity, we employ a two-step process that
involves calculating both pairwise and overall similarities
within the generated batch. The detailed steps are as follows:
Pairwise Similarity Calculation. Initially, we calculate se-
mantic embeddings of generated images through a pre-
trained image encoder (e.g., ViT-ImageNet (Wu et al. 2020)
and CLIP (Radford et al. 2021)), denoted as fg(-). Subse-
quently, we calculate the local similarity for each pair of
images in the generated batch using cosine similarity, rep-
resented by S.(+, ).

Graph Density Calculation. Following this, we construct
a weighted graph and compute its graph density to repre-
sent the overall similarity of all images within the graph.
Specifically, let G; = (V;, &;) represent the similarity graph
for input sample z;, where |V;| = |M| constitutes the set
of vertices (symbolizing the generated images) and &; is the
set of edges. Each edge’s weight, connecting a pair of im-
ages u,v € V, indicates their similarity score, denoted as
Elu,v] = S.(u,v), where E; € RI€l In this similarity
graph, the similarity between two generated images is in-
terpreted as the distance within the graph. Next, we intro-
duce graph density (Balakrishnan and Ranganathan 2012),
as a novel metric for evaluating the overall similarity of the
generated batch:

Definition 4. The graph density DS(G;) of the weighted
similarity graph is defined as:

B Z(m,<n) Se(fe(wi), fe (i)
DG = (™ — 1)

If DS(G;) is greater than the threshold 7, then it is deter-
mined as a backdoor sample, otherwise, it is a clean sample
and the originally generated image shall be returned to the
users. The total pipeline of our method is visualized in Fig-
ure 2 and the final detection algorithm is in Algorithm 1.

Remark 5 (Reliance on Pre-trained Encoders). Relying on
a pre-trained encoder f¢(-) might not always be feasible
in practice. To relax this assumption, we also explore us-
ing a model-free metric structural similarity index measure
(SSIM) to calculate the pairwise similarity between images.
We report the evaluation results in the Appendix.

Remark 6 (Applicability of UFID). The effectiveness of
UFID is based on a practical assumption that backdoor gen-
erations are more similar than clean generations, which has
been implicitly made in the previous backdoor attacks work,
e.g., the backdoor generations share a similar style (Strup-
pek, Hintersdorf, and Kersting 2022; Huang, Guo, and
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Juefei-Xu 2023), object (Chou, Chen, and Ho 2023b,a), or
semantic concept (Chen, Song, and Li 2023). It is also ob-
served that when the target images of backdoor attacks are
as diversified as the clean images (Zhai et al. 2023), the per-
formance of UFID will be limited. However, we could in-
corporate supplementary information to enhance the UFID.
Detailed evaluations are provided in the Appendix.

Experiments
Experimental Settings

Attack Baselines. To the best of our knowledge, the ex-
isting backdoor attacks on diffusion models include two
unconditional-DM-based backdoor attacks: TrojDiff (Chen,
Song, and Li 2023) and BadDiffusion (Chou, Chen, and
Ho 2023a), and three conditional-DM-based backdoor at-
tacks: Rickrolling (Rick) (Struppek, Hintersdorf, and Ker-
sting 2022), Villandiffusion (VillanDiff) (Chou, Chen, and
Ho 2023b), and Personalization (Personal) (Huang, Guo,
and Juefei-Xu 2023). We consider all five backdoor at-
tacks as our attack baselines. It is also noted that TrojD-
iff, Rickrolling, and Personalization all support diversity-
preserving backdoor attacks, where the attackers’ target
images are diversified. Detailed descriptions of them are
provided in the Appendix.

Defense Baselines. We compared our method with the exist-
ing well-established defense method TERD (Mo et al. 2024)
on the unconditional diffusion models and Shield (Wang
et al. 2024b) on the conditional diffusion models. It is noted
that both TERD and Shield require additional white-box ac-
cess to the model weights and structures, which are not
always feasible in our MaaS setting.

Models and Datasets. Different backdoor attacks are built
based on different backbone models and samplers. To fa-
cilitate evaluation, TrojDiff and BadDiffusion are evalu-
ated on DDPM, while VillanDiffusion, Rickrolling, and Per-
sonalization are evaluated on Stable Diffusion v1.4 (Rom-
bach et al. 2021). For the training datasets, we choose CI-
FAR10 (Krizhevsky, Nair, and Hinton) and CelebA (Liu
et al. 2015) for TrojDiff and BadDiffusion, and choose
CelebA-D (Jiang et al. 2021) and Pokemon (Pinkney 2022)
for VillanDiffusion, Rickrolling, and Personalization.
Metrics. Following the prior works on backdoor detection,
we adopt three popular metrics for evaluating the effective-
ness of our detection method: Precision (P), Recall (R), and
Area under the Receiver Operating Characteristic (AUC).
Implementation Details. All the models are well-trained
with the default hyper-parameters reported in the original
papers. Following the previous works (Lee et al. 2018; Guo
et al. 2023), we evaluate our detection method with a posi-
tive (i.e., attacked) and a negative (i.e., clean) dataset. Due to
space limits, the details for constructing the two datasets and
the default hyper-parameters are provided in the Appendix.

Main Results

Effectiveness. Table 1 presents the performance of our de-
tection method against backdoor attacks on unconditional
diffusion models, while Table 2 presents the performance
on conditional diffusion models. As shown, the AUC values



‘ UFID(black-box) TERD(white-box)

Dataset | Attacks P R AUC P R AUC
TrojDiff(D2I) 0.95 0.94 1.00 1.00 1.00 1.00
TrojDiff(In) 0.93 093 0.98 1.00 1.00 1.00

Cifar10 | TrojDiff(Out) 0.93 0.92 1.00 1.00 1.00 1.00
BadDiffusion 0.93 095 1.00 1.00 1.00 1.00
| Average 093 094 1.00 1.00 1.00 1.00
TrojDiff(D2I) 0.93 092 1.00 1.00 1.00 1.00
TrojDiff(In) 0.90 0.89 0.96 1.00 1.00 1.00

CelebaA | TrojDiff(Out) 0.91 0.92 098 1.00 1.00 1.00
BadDiffusion 0.97 0.95 1.00 1.00 1.00 1.00
\Average 093 0.92 0.99 1.00 1.00 1.00

Table 1: Performance of the proposed detection method
against backdoor attacks on unconditional diffusion models.

\ UFID(black-box) Shield(white-box)'
| Attacks P R AUC P R AUC

VillanDiff 0.92 095 0.96 0.80 0.95
Rick(TPA) 0.87 0.84 0.90 0.96 0.85
Rick(TAA) 0.82 0.81 0.87 -
Personal 0.76 0.72 0.82

0.85 0.84 0.89

091 093 094
0.83 0.85 0091
0.80 0.81 0.87
0.73 0.77 0.81

0.82 0.85 0.89

Dataset

CelebaA-D

| Average 0.88 0.90

VillanDiff
Rick(TPA)
Rick(TAA)
Personal

Pokemon

| Average

" Due to unavailable codes, we use the reported values in the
original paper directly.

Table 2: Performance of the proposed detection method
against backdoor attacks on conditional diffusion models.

for different backdoor attack methods on all the evaluated
datasets are over 0.8, suggesting that our method can effec-
tively distinguish backdoor and clean samples. Compared
to the baseline methods, UFID shows a comparable perfor-
mance with a slight drop. However, the decrease is reason-
able as the two baselines are white-box methods, which re-
quire additional access to the model weights and structures.
The similar performance drop has been observed in the pre-
vious studies (Guo, Li, and Liu 2021; Guo et al. 2023).

Efficiency. Figure 3 illustrates the efficiency of our detec-
tion method against TrojDiff(D2I) on CIFAR10 (32x32x
3) dataset. We query the diffusion models with 320 sam-
ples with a batch size of 64 and record the average inference
speed, defined as the average time consumption for a sam-
ple. The y-axis comprises three components: ’Vanilla,” rep-
resenting the average inference speed without UFID; *+aug-
mented Batch Query’ representing the average inference
speed after an augmented batch query; and ’+Similarity Cal-
culation’ representing the average inference speed after sim-
ilarity graph construction and calculation. Due to the in-
creased number of query samples, UFID inevitably results in
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Figure 3: Average inference speed against TrojDiff(D2I) on
the Cifar10.

a lower inference speed than that of the vanilla mode. How-
ever, the increased time consumption is within expectations.
Figure 23 presents the efficiency of the UFID against Vil-
lanDiffusion on the Pokemon (512 x512 x 3) dataset. Due to
the acceleration techniques in the modern sampler (Song,
Meng, and Ermon 2020; Lu et al. 2022), stable diffusion
models are usually denoised with only a small number of
steps (e.g., 25) to generate high-resolution images. There-
fore, we could observe that the UFID only slightly increases
the inference time. To further investigate how the selected
inference steps influence the efficiency, we evaluate the in-
ference speed with different numbers of inference steps. The
results show that when setting the inference step from 10 to
75, the inference overhead is acceptable.

Ablation Studies

In this section, we discuss how the hyper-parameters influ-
ence the effectiveness of the UFID.

The Influence of Different Pre-trained Encoders. The
pre-trained encoder is important in our detection method.
To evaluate its impact on the effectiveness of our detection
method, we test the performance of UFID when integrated
with different pre-trained encoders. For the space limit, we
present the results in the Table 3 - Table 8 in the Appendix.
According to the tables, UFID works well when integrated
with different pre-trained encoders. In particular, CLIP en-
coders show consistently good performance across different
datasets, due to their strong generalization ability from the
pre-training stage.

The Influence of Magnitude Set. Figure 4 investigates the
impact of the magnitude size on the running-time efficiency
and effectiveness, where the left y-axis denotes the perfor-
mance values, and the right y-axis denotes the average infer-
ence speed. Due to the space limit, we only present partial
results in the main manuscript, while the remaining parts can
be found in the Appendix. As the figure shows, our detection
method achieves a stably satisfactory performance against
all backdoor attacks when the size is over four. Addition-
ally, a size of four would also yield a balanced trade-off on
efficiency and effectiveness.

The Influence of Available Validation Dataset. Figure 16
in the Appendix presents the impact of the available vali-
dation dataset on the performance, where the X-axis values
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Figure 4: Performance with different sizes of magnitude set.

denote the number of available validation samples and the y-
axis denotes the performance values. As the figure suggests,
with more validation samples available, the performances
tend to become more stable. However, it is also noted that
if the number of validation samples becomes exceedingly
large, there is a slight drop in performance. A possible ex-
planation for this phenomenon is that more validation sam-
ples also introduce more noisy information, leading to an
unexpected threshold value.

The Influence of Image Size. Figure 19 in the Appendix
investigates whether UFID’s performance will be influ-
enced when handling high-resolution images. Specifically,
we evaluate UFID against TrojDiff and BadDiffusion on an
augmented CIFAR10 dataset, where the image size is manu-
ally scaled to 64, 128, and 256. We could see that the image
size does not have any influence on the performance, demon-
strating UFID’s potential to handle high-resolution images.
The Influence of Different Poisoning Rate. Figure 14 in
the Appendix explores whether the performance of UFID
is sensitive to the backdoor poisoning rate. We evaluate the
UFID under poisoning rate from 0.05 to 0.30. The results
reveal that our method can perform satisfactorily under dif-
ferent poisoning rates. Moreover, with the increase of the
poisoning rate, the performance becomes more stable.

Discussions

Visualizations of Similarity Graphs. To better understand
how UFID helps to detect backdoor samples, we visualize
the similarity graphs in Figure 5. Due to the space limit,
we only present similarity graphs against the TrojDiff(In-
D2D) on CIFAR10 in the main manuscript. More qualitative
examples are presented in the appendix. Each node in the
similarity graph denotes the generated images of the query
batch, while each edge denotes the cosine similarity scores
of the embedding of any two images. As shown, the similar-
ity scores for the clean query batch are significantly lower
than those for the backdoor query batch, validating our intu-
itions for backdoor detection.

Visualizations of Scores Distributions. Figure 17 and Fig-
ure 18 in the Appendix present the distributions of the graph
density S; for backdoor samples and clean samples respec-
tively. As shown, the distribution of backdoor samples tends
to be more clustered in a narrow range, while that of clean
samples tends to be spread out. Moreover, there is a distinct
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Figure 5: Similarity graphs against TrojDiff (In-D2D) attack
on CIFAR10 dataset.

gap between the two distributions, suggesting that UFID can
effectively distinguish backdoor and clean samples.
Resilient against Adaptive Backdoor Attacks. We evalu-
ate our detection method against an adaptive attacker who
already has prior information about our detection method.
Therefore, the attacker might try to make the generated im-
ages more diversified to avoid being detected. Specifically,
rather than training a diffusion model that maps the trigger
to the target images (e.g., erotic images), the attacker maps
the trigger to a target domain that contains both the target
images and a small number of clean images. In this way, the
attacker achieves a more stealthy backdoor attack by sacri-
ficing the attack success rate. We further define the ratio be-
tween the number of clean images to the backdoor samples
in this target domain as the ”’blending ratio”. We evaluate the
UFID against TrojDiff(D2I) and employ mean square error
(MSE) between the generated backdoor images and the tar-
get image (e.g., Mickey Mouse) as the attack success rate.
Figure 20 in the Appendix presents the performance of the
UFID under different blending ratios. As shown, the UFID’s
performance gradually decreases when the blending ratio
rises. However, the average MSE across generated backdoor
samples abruptly exceeds 0.15, which suggests the failure in
injecting backdoors. The right-hand side also provides some
samples in the CIFAR10 dataset, where we notice that im-
ages with an MSE of 0.15 to the target image are already
completely different from the target image.

Conclusion and Future Directions

In this paper, we propose a simple unified framework for
backdoor detection on diffusion models under the MaaS set-
ting. Our framework is first motivated by a causality anal-
ysis on image generation and further validated by theoret-
ical analysis. Motivated by the analysis, we design a uni-
fied method for distinguishing backdoor and clean samples
for both conditional and unconditional diffusion models.
Extensive experiments demonstrate the effectiveness of our
method. Despite the great success, there are still many direc-
tions to be explored in the future. For example, UFID still
requires a small amount of validation samples to determine
the threshold. Can we relax the assumption?
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