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Abstract

Researchers, policymakers, and developers of artificial intel-
ligence (AI) are actively collaborating to establish trustwor-
thy AI standards that align with broader societal values, par-
ticularly in the context of large language models (LLMs).
However, the critical discourse on bridging the vast knowl-
edge gap between experts who shape and implement stan-
dards for LLMs and users whose values are at stake remains
largely unaddressed. Taking a “bottom-up” perspective and
using a mixed-method approach, we first conducted inter-
views (N = 12) to engage with users’ perceptions of nor-
mative standards in the context of LLMs. We thereby identi-
fied 68 specific criteria that users’ consider when evaluating
whether their values are fulfilled. Second, we conducted an
online survey (N = 379) to further investigate how users pri-
oritize these standards and the identified criteria in conversa-
tional LLM-based applications. Our findings reveal opportu-
nities for strategic communication measures, the importance
of transparent governance mechanisms and the necessity of
non-technical complements to technical solutions for bridg-
ing the knowledge gap. We discuss actionable steps to effec-
tively communicate trustworthy AI standards.

Extended version — https://osf.io/rkb76/?view only=
02f2b6019f114d77b9cc7980246f2163

Introduction
Large language models (LLMs), such as GPT-4 (Open
AI) or LLaMA (Meta), have recently gained traction
as they are demonstrating unprecedented performance in
a wide array of Natural Language Processing (NLP)
tasks (Thirunavukarasu et al. 2023; de Winter 2023) and
widespread, rapid adoption (Hu 2023). Despite their re-
markable capabilities, significant uncertainties remain due
to their ethical and social risk, including the spread of mis-
information, discrimination, or compromised privacy (Wei-
dinger et al. 2022; Thirunavukarasu et al. 2023; Liao and
Vaughan 2023; Bommasani et al. 2021). To mitigate risks,
researchers, policymakers, and industry leaders are engaged
in a discourse aimed at establishing and implementing value-
aligned principles, guidelines and standards for trustworthy
AI in the context of LLMs (Hacker, Engel, and Mauer 2023).
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For example, methods to increase transparency of AI are
now extended to LLMs (Liao and Vaughan 2023) and re-
search is exploring how to adequately assess risks along the
complex LLM value chain (Sherman and Eisenberg 2024).

While these discussions have contributed to more ethi-
cal practices and an increased focus on human-centered ap-
proaches, the knowledge gap between experts who define
normative standards and users who are impacted by their
implementation remains largely unaddressed. For example,
users1 may not have access to relevant information to deter-
mine whether certain standards have been met or lack the
relevant knowledge to understand what these standards en-
tail (Knowles and Richards 2021; Mokander et al. 2023).
Furthermore, misalignments or inconsistencies in commu-
nicating standards may arise due to experts’ limited under-
standing of users’ interpretations of these standards (Mokan-
der et al. 2023).

Bridging this gap is important for at least three reasons.
(I) Trustworthiness is inherently subjective, relying on the
alignment between user values and the values implemented
within LLMs. In fact, the definition of AI trustworthiness
according to the International Standards Organization (ISO)
is “the ability to meet stakeholders’ expectations in a veri-
fiable way” (International Organization for Standardization
2020). As such, design affordances and cues, such as in-
terface features, documentation, and certifications address-
ing standards like safety and fairness, are effective only if
users can easily identify and understand them (Chiou and
Lee 2021; Schlicker et al. 2023; Liao and Sundar 2022).
(II) Communicating user-relevant information is an essential
mechanism for effective facework through which represen-
tatives can convey their commitment to ethical standards and
build public trust in AI (Knowles and Richards 2021). (III)
As research moves toward human-centered AI practices, it is
important to clearly define which trustworthiness informa-
tion can be conveyed through technical mechanisms, such
as explainability approaches embedded within the interac-
tion with the LLM, and those that should be communicated
through other means, such as certification labels or other
forms of governance disclosure (Scharowski et al. 2023;

1Following prior research (Scharowski et al. 2023), we define
users as layperson or groups who interact with LLMs in their day-
to-day activities, for various tasks, without necessarily having ex-
pertise in its underlying mechanisms or development process.
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Liao and Vaughan 2023). Particularly for standards that are
difficult for users to directly observe and that may lack
clearly defined evaluation metrics, such as fairness or safety,
it is crucial to identify the specific cues that effectively and
coherently communicate trustworthiness (Liao and Sundar
2022). This entails (a) identifying the specific information
that users seek and consider important to make trust judg-
ments, and (b) exploring the various channels through which
this information can be effectively communicated.

To address these gaps, our mixed-method study makes
three contributions. First, through a set of interviews with
users (N = 12), we uncover how they define and understand
existing normative standards in the context of conversational
LLM-based applications. We identify 68 specific criteria,
hereafter referred to as individual standards (Schlicker et al.
2023), that users employ to evaluate whether the overarch-
ing normative standards, henceforth called high-level stan-
dards, have been met. Second, through an online survey
(N = 348), we investigate how users evaluate and priori-
tize existing standards in the context of conversational LLM-
based applications. Findings reveal, among others, that users
tend to assess the fulfillment of standards - such as security,
safety, and fairness - through the lens of transparent infor-
mation provision and data handling practices. These aspects
are more familiar to users compared to other elements. Com-
paratively less emphasis is placed on transparency and ex-
plainability mechanisms within the interaction, highlighting
limitations with respect to technical solutions for communi-
cating standards to form trust judgments. Finally, we discuss
how our findings can be applied and guide researchers, de-
velopers, policymakers in improving the ethical landscape
of LLMs through effective communication strategies.

Our findings aim to complement the existing discourse
on ethical AI development. In the following, we synthesize
prior research on responsible AI guidelines and current ap-
proaches to their implementation, as well as the conceptual
underpinnings of our study.

Related Work
Principles and Guidelines for Trustworthy LLMs
Recent years have witnessed a proliferation of AI ethics
frameworks from both the public and private sectors (Mit-
telstadt 2019; Floridi 2019; Jobin, Ienca, and Vayena 2019;
Toreini et al. 2019; Adler et al. 2022). The EU, for example,
has outlined rigorous guidelines for trustworthy AI (Euro-
pean Commission 2019), followed by similar initiatives in
other regions (Université de Montréal 2018; Chinese Na-
tional Governance Committee 2019; UK House of Lords
2017). Tech giants such as Google and Microsoft have also
introduced their own responsible AI frameworks, though
their scope and focus vary2. These initiatives, while critical
for the development and deployment of ethical AI, are of-
ten articulated at a high-level of abstraction and for a broad
set of technological artifacts. Concepts such as “fairness”

2These frameworks range from broad, overarching goals, such
as avoiding the creation or reinforcement of unfair bias (Google
2023), to more detailed guidelines, including specific actions like
“evaluating all datasets to assess inclusiveness” (Microsoft 2022)

and “safety” effectively become “empty vessels” (Yeung,
Howes, and Pogrebna 2020), which can lead to varied in-
terpretations and implementations (Jakesch et al. 2022; Mit-
telstadt 2019).

In response, researchers are investigating how to distill
high-level AI standards into more meaningful and actionable
guidelines (Yurrita et al. 2022; Constantinides et al. 2024; Li
et al. 2023). For example, in their value-based framework,
Yurrita et al. (2022) identify a set of values and translate
them into specific criteria and manifestations that can be
used by policymakers and auditors. By employing a circular
organization, the authors effectively illustrate the trade-offs
between values, such as explainability versus privacy, and
identify overlaps among criteria, such as ‘data protection’,
which serves multiple values. Similarly, Li et al. (2023)
aim to unify the fragmented approach to translate high-level
standards into practice, considering the entire lifecycle of
AI and describing how AI systems can be evaluated and as-
sessed on each of these aspects. Moreover, some user stud-
ies have focused on the public’s attitudes toward high-level
standards. For instance, Saxena et al. (2018) tested public
perceptions of different definitions of fairness in the con-
text of loan decisions and found a preference for a defini-
tion in which individuals are selected or evaluated propor-
tionally to their merit. However, the nature and integration
of LLMs into the digital economy presents unique obsta-
cles to the implementation of existing principles, stemming
from several key factors: the inherent opacity of LLM ar-
chitectures, the proprietary nature of the technology (char-
acterized by their initial development and release by a single
entity, followed by adaptation across a myriad of applica-
tions by numerous other stakeholders), and the complexity
of their applications3 (Liao and Vaughan 2023; Mokander
et al. 2023). Given the subjective nature of aligning user val-
ues with trustworthy LLMs and the scarcity of actionable
guidelines, translating abstract principles into practical im-
plementation remains a significant challenge for AI devel-
opers and deployers (Mittelstadt 2019; Jakesch et al. 2022;
Mokander et al. 2023).

A bottom-up approach for trustworthy LLMs. In light
of this challenge, a key contribution of our research is to syn-
thesize a comprehensive set of criteria that delineate trust-
worthy LLMs from (lay) users’ point of view. Specifically,
we use a “bottom-up” approach, which focuses on the expec-
tations and information needs of users regarding the imple-
mentation of ethical values for LLMs. We argue that this ap-
proach can shed light on the specific informational cues that
users focus on when assessing the trustworthiness of LLMs,
thereby complementing existing top-down approaches led
by policymakers, researchers, or industry leaders and pro-
viding developers with more actionable information on what
information users seek. This differs significantly from the
traditional approach in AI research, which typically isolates

3We acknowledge the importance of distinguishing between
pre-trained LLM models, adapted LLM models, and the applica-
tion using the model, as suggested by Liao and Vaughan (2023).
Although we strive to adhere to these distinctions, for simplicity in
our reporting, we at times refer to all collectively as ’LLM’.
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the model to elicit user mental models at the system level
(Liao and Vaughan 2023; Liao and Sundar 2022).

For this purpose, we adapt the concept of “individual stan-
dards,” as introduced by Schlicker et al. (2023), which en-
capsulates the specific criteria used to evaluate the trustwor-
thiness of a given AI system. For example, user A may con-
sider an LLM application trustworthy, if it minimizes the po-
tential for stereotyping, while user B may consider it trust-
worthy, if it provides equal quality of service for marginal-
ized groups. Individual standards can be aggregated into
high-level standards that reflect the normative principles out-
lined previously. In summary, high-level standards encap-
sulate relevant end-user values, such as fairness or perfor-
mance, while low-level individual standards specify the cri-
teria necessary to determine whether a high-level standard
has been met, such as equality in service quality or reduc-
tion of stereotypes.

In the following paragraphs, we describe existing strate-
gies and available channels to communicate to users whether
or to what extent LLMs meet a given standard.

Communicating LLM Trustworthiness to Users
Prior research has explored various strategies to enhance
the understanding and communication of normative prin-
ciples throughout the operational lifecycle of LLMs and
LLM-based applications. Building on an existing body of
research on trustworthy AI more broadly (Liao and Sundar
2022; Li et al. 2021), several works have focused on the suit-
ability of existing transparency approaches to LLMs. These
include documentation for model reporting, such as model
cards (Crisan et al. 2022), explanations of a model’s inter-
nal processes or outputs (Schmude et al. 2023), or uncer-
tainty information (Liao and Vaughan 2023). These meth-
ods are designed to help users develop an understanding of
a machine learning (ML) model’s processes and reasoning,
thereby facilitating the evaluation of principles such as ro-
bustness, safety and fairness (Mittelstadt 2019).

However, these methods may not suffice or be suitable for
users to assess whether individual standards have been met.
This is due to several factors: First, these methods are devel-
oped according to developers’ priorities, and research indi-
cates that users may understand and prioritize standards dif-
ferently than developers might expect (Jakesch et al. 2022).
Second, it may be unreasonable to place the burden of ac-
countability on users, such as expecting them to validate all
outputs through the use of explanations, particularly if they
lack the necessary knowledge and expertise (Knowles and
Richards 2021; Liao and Vaughan 2023). Third, some stan-
dards may not be easily observable, such as what types of er-
rors are minimized to guarantee safety. Here, users must rely
on other signals or cues to make trust judgments (Liao and
Sundar 2022; Chiou and Lee 2021). As trustworthiness cues
provided by the system are only effective if they are detected
and understood by users (Chiou and Lee 2021), research is
exploring alternative approaches to effectively communicate
trustworthiness to users, including through certification la-
bels (Scharowski et al. 2023). However, determining which
information users seek is still an unresolved issue (Liao and
Vaughan 2023), and a gap our research seeks to address.

Specifically, we formulate the following research questions:

RQ1: What are user-relevant individual standards in the
context of LLMs?

RQ2: How do users prioritize standards in the context of
LLMs?

Methodology
To answer our research questions, we adopted a mixed-
method approach, comprising three phases: (a) a literature
search to identify high-level standards, (b) qualitative inter-
views to identify individual standards for LLMs, and (c)
a quantitative user study to examine how users prioritize
both the high-level and the identified individual standards
for LLMs. We describe each phase below.

Literature Search: Identifying High-Level
Standards
In the initial phase of this study, we conducted a narrative lit-
erature search to identify principles of AI that are applicable
to LLMs. Given the lack of established guidelines in the con-
text of LLMs and varied terminology used in the literature,
we identified high-level standards by examining a selection
of articles for mentions of standards, frameworks, values,
principles, and desiderata for AI. In a second step, four re-
searchers synthesized these findings into a consolidated set
of the 13 most frequently cited high-level standards.

Interviews: Identifying Individual Standards
For the second phase of this study, a total of 12 interviews
were conducted with users of different backgrounds, ages,
and gender that lasted 45 to 60 minutes. The interviews were
recorded through field notes and audio recordings.

Participants. Participants were selected based on their fa-
miliarity with and prior experience with LLMs. The final
sample of 12 participants (Mage = 36.58, SDage = 13.34,
Minage = 21, Maxage = 59) was predominantly female
(8 women and 4 men) and consisted of students in Busi-
ness and Economics (P1), Geo-sciences (P8) and Psychol-
ogy (P2, P3, P4, P6), as well as individuals describing their
occupation as teacher (P5), social worker (P9), musician
(P10), private banker (P11), television producer (P12) and
healthcare worker (P13). Participants were compensated for
their participation, with a gift card worth USD 20.

Procedure. All participants provided informed consent,
detailing the study objectives, withdrawal rights, and data
anonymity. During the interviews, participants initially de-
scribed their views on the opportunities and challenges as-
sociated with using LLMs. After a short briefing on LLM
applications and risks, participants were asked to define a set
of high-level standards identified in the literature according
to their own understanding and in the context of their expe-
riences with LLMs. Participants then received formal defini-
tions derived from the literature and were asked to identify
key criteria for their implementation in LLM applications,
evaluating four to six standards each.
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Survey: Evaluating Individual Standards
Participants. Participants for the online survey were re-
cruited via Prolific4. An initial sample of 384 participants
were recruited and received £3.00, considered “fair pay” ac-
cording to the Prolific guidelines, for taking part in the 13-
minute online survey. Following recommendations to ensure
data quality (Meade and Craig 2012; Brühlmann et al. 2020),
a self-reported single item for careless responding was used.
After the assessment of data quality, the final sample com-
prised 379 participants (Mage = 38.41, SDage = 11.76,
Minage = 18, Maxage = 76) with a balanced gender dis-
tribution (47% female).

Procedure. The third phase of our study was an online
survey consisting of two parts. After a brief introduction and
giving informed consent, participants were briefed on the
applications and potential risks that are associated with the
use of LLMs. Next, participants were provided with a for-
mal definition of the high-level standards and asked to rank
them by their perceived importance for LLMs. In addition,
participants rated the importance of each standard on a scale
of 1 to 100.

In the second part of the survey, participants were asked
to indicate their preference for the individual standards
identified during the interviews, comparing them in pairs
within each high-level category (e.g., “system security” vs.
“anonymity” for the standard Security). They were presented
with a balanced and quasi-random pair selection of indi-
vidual standards and instructed to select the standard they
perceived as more important for LLMs. For example, if the
participants considered “system security” to be more impor-
tant than “anonymity” in assessing whether the high-level
standard Security was met, then they selected this individual
standard. They were provided with a definition for each in-
dividual standard, which were derived from the interviews.
Each participant rated 30 individual pairs, which resulted in
an average of 76 ratings for each pair of individual standards.
The survey concluded by asking participants for which tasks
they mainly use LLMs and requesting feedback concerning
the study.

Analysis and Coding Procedure
Qualitative interview data and quantitative survey data were
used to address RQ1 and RQ2, respectively. The interview
data were analyzed using qualitative content analysis, fol-
lowing (Mayring and Fenzl 2019). Qualitative analysis in-
volved the following steps: paraphrasing the relevant con-
tent, generalizing it to a higher level of abstraction, and
conducting two stages of data reduction to develop a cross-
case category system. The coding process was conducted by
four researchers and involved several rounds of discussions
and iterations. To ensure similar coding strategies, three re-
searchers independently coded four interviews each. To en-
hance reliability, one interview was coded collaboratively by
two researchers to ensure consistency. Discrepancies were
discussed and resolved in open sessions with all researchers,

4https://www.prolific.com/

and the final cross-case category system was formed during
group sessions.

Results
Identifying Individual Standards (RQ1)
Our qualitative analysis identified 68 individual standards.
The distribution ranges from a minimum of four standards
for Accountability and Robustness to a maximum of eight
standards for User Experience. For instance, users anticipate
that the high-level standard Safety be met through unbiased
output (S2.1), user-centered design (S2.2) that takes into ac-
count their values, or data handling (S.3). Additionally, we
uncovered several individual standards that could address
multiple high-level standards, though these may be priori-
tized differently. This is illustrated by the individual standard
“transparent information”, which may refer to disclosures
about the LLMs storage and usage of data (S1.2), about data
handling and processing (S2.3), about the provider of the
LLM (S3.4), about the responsibilities of the user (S4.4),
and information about the training data and further informa-
tion necessary to understand the LLM (S5.4). Due to space
constraints, we refer the interested reader to the extended
version of the paper for a detailed description of all stan-
dards.

0 (%)

25 (%)

50 (%)

75 (%)

100 (%)

Autonomy
Auditability

Robustness

Fairness

Ux

Explanability

Performance Security

Sustainability

Safety

Transparency

Privacy

Accountability

Figure 1: Spider chart illustrating the ranked importance
across the 13 different high-level standards, ranging from
1 (=“not important at all”) to 100 (= “very important”).

Evaluating Individual Standards (RQ2)
To contextualize our findings, we initially asked survey par-
ticipants to indicate for what tasks they use LLMs. The ma-
jority of participants (48.3%) use LLMs for Q&A tasks, fol-
lowed by content generation (24.0%) and proofreading (10.0
%), summarization (9.0 %) and translation (3.7%). Other us-
ages mentioned by participants include administrative tasks
and experimentation, with a few participants (N = 8) re-
porting that, while they experiment with LLMs, they do not
yet trust them enough to rely on them for actual tasks.
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When asked to rate high-level standards, participants as-
signed the highest importance to privacy (M = 87.3, SD =
16.6), safety (M = 86.6, SD = 19.0), security (M = 86.0,
SD = 17.1), accountability (M = 77.4, SD = 20.0), fair-
ness (M = 77.0, SD = 21.5) and performance (M =
75.84, SD = 22.42). In contrast, sustainability received the
lowest average rating (M = 61.4, SD = 23.9). While this
more open response format largely confirmed the rankings,
we also observed ceiling effects that indicate that some stan-
dards are of similar importance to users. The results can be
found in Figure 1.

Results from the analysis of the pairwise comparison of
individual standards show a number of interesting findings.
In the following, we comment on those findings of the six
highest-ranked high-level standards, and contextualize them
with citations from the interview data. Heatmaps and overall
rankings display participants’ preferences between pairs of
individual standards. Each cell shows the percentage of par-
ticipants who favored the standard represented by the row
over the standard represented by the column. Cell color in-
tensity varies with value deviation from 50%. Values below
50% are increasingly red, while those above 50% become in-
creasingly blue. Heatmaps for all remaining high-level stan-
dards can be found in the long version of the paper.

NA% 25.0% 43.4% 55.3% 43.4%

NA% 72.4% 75.0% 68.4%

NA% 63.2% 48.7%

NA% 42.1%

NA%

1.1

1.2

1.3

1.4

1.5

1.1 1.2 1.3 1.4 1.5

0%
25%
50%
75%
100%

Figure 2: Heatmap displaying Privacy (S1). Individual Stan-
dards: 1.1 Data handling; 1.2 Transparent information provi-
sion; 1.3 Data Protection; 1.4 Anonymity; 1.5 User Rights.

Privacy (S1) As seen in Figure 2, participants believe
that their privacy is better fulfilled with data protection
through user login (S1.3), ensuring data are not shared or
accessed, than with transparent information provision (S1.2)
about how their data is used. During the interviews, users
frequently mentioned privacy concerns, however, users ex-
pressed skepticism whether privacy standards being claimed
are indeed being followed. For instance, P10 noted A log-in
can help, or an account, [...] but all of that ‘just’ increases
my trust, thereby referring to the inability to verify whether
the standard is met.

Safety (S2) & Security (S3) Participants considered these
standards primarily from a data protection lens. Monitoring

(3.6) and governance (3.7) were discussed by several inter-
view participants, however, they lacked information about
the regulations that guide these processes.

NA% 46.1%

NA%

40.8%

51.3%

NA%

43.4%

55.3%

56.6%

NA%

4.1

4.2

4.3

4.4

4.1 4.2 4.3 4.4

0%
25%
50%
75%
100%

Figure 3: Heatmap displaying Accountability (S4). Individ-
ual Standards: 4.1 Clear Responsibilities, 4.2 Responsible
Output, 4.3 Contestability, 4.4 Transparent Information Pro-
vision.

Accountability (S4) Preferences for Accountability are
more evenly distributed within a range of 41-59%, indicat-
ing that overall preferences did not lean strongly toward any
particular individual standard. Interviews highlighted a gen-
eral lack of clarity regarding the implementation of this stan-
dard, with participant P3 feeling unsure about where to find
relevant information on the specific criteria, such as how to
contest outputs (4.3) and how to identify who is responsible
(4.1).

Transparency (S5) & Fairness (S6) Overall, participants
placed more value on transparent information provision with
respect to data handling, than other forms of information,
such as system or output information. Figure 5 highlights
this preference, with values of other exceeding 80% com-
pared to other transparency information. Preferences were
more evenly distributed for Fairness (see Figure 4), with
the exception of heightened consensus for the importance of
equal output (S6.6), i.e., that the quality of the LLM output
remains consistent across different users.

Concerns and Wishes
Several participants raised additional concerns and wishes,
focusing primarily on the perception of being passive sub-
jects of LLMs rather than empowered consumers with a
choice. P11 noted when asked to reflect on their priorities:
Well [...] I have no control anyway. And further When you
receive information that [my data] will be deleted, no one
can guarantee that. You need to have a [certification] label
that you can trust this system. P10 noted: Ultimately, I am at
the mercy of others and have to trust. P4 noted: How [will
this] affect our lives in the next generations? If we become
dependent, if we always ask ChatGPT in every area of life
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Figure 4: Heatmap displaying Transparency (S5). Individ-
ual Standards: 5.1 Developer Information; 5.2 Output Infor-
mation; 5.3 Data Handling; 5.4 System Information.
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Figure 5: Heatmap displaying Fairness (S6). Individual
Standards: 6.1 Equal Access; 6.2 Accessibility; 6.3 Plural-
ity of Opinion; 6.4 Data Curation; 6.5 Content Moderation;
6.6 Equal Output.

and never use our own heads. If future generations only rely
on it in school and university. Constant dependency. Finally,
P9 raised concerns about agentic LLMs, highlighting sce-
narios such as the following: When asked to search for a ho-
tel, the system immediately books one because it has access
to my credit card information.

The interviews further revealed that participants were
most familiar with privacy and data standards, but showed
knowledge gaps with respect to Accountability and Au-
ditability, which users were largely uncertain about. P11
noted with respect to audits: I can’t really imagine what it’s
about... [...] Who controls the whole thing? and further What
[...] are the criteria for checking these systems? Some users
shifted their perspectives after engaging in detailed discus-
sions about the high-level standards. P5 noted: Before the
discussion I would have said explainability and privacy [are

most relevant]. After the discussion – accountability.

Discussion
Our qualitative findings revealing 68 individual standards
indicate that users have detailed information requirements
and underscore the subjective nature of aligning user val-
ues with trustworthy LLMs. For example, to assess whether
the value Accountability (S4) is met, users may consider
whether roles and duties of all parties involved — such as
users, developers, and providers of the LLM — are explic-
itly defined (S4.1), whether the LLM provides truthful out-
puts (S4.2), whether there is an opportunity to challenge the
LLM’s output through a human point of contact (S4.3), and
where to find information about the responsibilities of both
users and LLM providers (S4.4). Additionally, some individ-
ual standards occur under several high-level standards and
may prompt different questions. For example, the individual
standards “data handling” satisfies the value Privacy by ad-
dressing the question, “Is my data shared or sold to third-
party companies?”, improving the users’ sense of control
over their data. However, it may fall short of meeting the
value of Transparency, which raises the question, “How is
my personal data processed and stored?”, pertaining to visi-
bility and users’ understanding of data handling practices.

These findings collectively suggest that end-user expec-
tations may not align with existing trustworthiness criteria,
unless communicated effectively. Moreover, users consider
“transparent information” a necessary prerequisite to verify
various high-level standards. However, our findings indicate
persistent skepticism about privacy and data handling, as
users may feel that they lack the option to opt out of using
LLMs. Furthermore, knowledge gaps around accountability
and auditability contribute to user uncertainty about whom
to trust in this landscape, making these areas critical for (reg-
ulatory) attention and underscoring the need to prioritize the
development and clear communication of governance mech-
anisms for LLMs to foster a climate of trust.

Finally, our findings suggest that the majority of these
standards cannot be effectively communicated through typ-
ical technical approaches or methodologies, such as expla-
nations of model outputs, despite their frequent mention as
desiderata for responsible AI (Langer et al. 2021; Interna-
tional Organization for Standardization 2020). As such, and
in line with recent works (Ehsan et al. 2021; Hagendorff
2019), we advocate for a holistic approach that emphasizes
not only the technical implementation of standards, but ac-
knowledges the multifaceted evaluation process users face.
This is especially important as LLMs obscure the bound-
aries between base model, adapted model and application
itself (Liao and Vaughan 2023). To translate these results
into practical guidance, we will briefly explore the cues and
channels that can be utilized to bridge the knowledge gap for
users when evaluating whether individual standards are met.

Communication Cues and Channels
Our findings reveal significant variability in end-user inter-
pretations of high-level standards. Strategic alignment of
user values with trustworthiness signals and cues necessi-
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tates a taxonomy that outlines when and how users evalu-
ate LLMs. Such a framework would allow to prioritize and
tailor effective communication strategies. To contribute to
this endeavour, we draw inspiration from the search, experi-
ence, and credence framework from information economics
(Nelson 1970; Mitra, Reiss, and Capella 1999; Nelson 1970;
Stiglitz 2000). This model categorizes goods based on the
degree of information asymmetry between producers and
consumers. We propose a similar classification for LLM
standards, differentiating between standards that are readily
verifiable through documentation (search-based individual
standards), those that require user interaction (experience-
based individual standards), and those that are challenging to
assess even after use (credence-based individual standards)
and thereby pose a greater risk for users. By distinguish-
ing search, experience, and credence standards, developers,
companies, and policymakers can tailor their communica-
tion strategies accordingly. We briefly outline the three types
of standards and encourage future research to refine this pre-
liminary taxonomy into a comprehensive classification sys-
tem.

For search-based standards, users can easily assess
whether an LLM aligns with their values based on its stated
features. For instance, users that value Anonymity (1.4)
can access this information through the application’s de-
clared policies or certifications provided by the technol-
ogy provider. Available communication channels include,
among others, published model documentation (Crisan et al.
2022) or the provider’s terms and policies.

Experience-based standards emerge from real-time use
and can be observed while users are engaging with the sys-
tem. This category is of particular relevance to developers.
For example, at the time of writing, ChatGPT’s interface in-
cludes the disclosure ‘ChatGPT can make mistakes. Check
important info.’, which addresses transparent information
provision (S3.4) to fulfill Security, signaling users to ver-
ify the correctness of important information. Here, future
research could compare the effectiveness of additional or
alternative cues, such as communicating uncertainty within
the interaction (Liao and Vaughan 2023).

For credence-based standards, information can be ob-
tained neither before, nor during the interaction. They are
therefore characterized by high uncertainty and should be
the focus of strategies that aim to bridge knowledge gaps.
For example, users who value fairness may not easily ver-
ify whether they are presented with unbiased and balanced
viewpoints (S6.3). Here, communicating standards through
other means, such as certification labels can shift users’ trust
from an unknown actor to a recognized third-party entity,
such as a regulatory body (Scharowski et al. 2023). Develop-
ers could implement measures to shift safety standards from
credence-based to experience-based standards, for example,
by clearly specifying that LLM outputs may exhibit bias un-
der certain conditions.

To conclude, the knowledge gaps arising from blurred
boundaries between LLM models and downstream appli-
cation are barriers that may foster a climate of mistrust –
also described by Knowles and Richards (2021) as negative
facework. This climate is already evident in users’ percep-

tions of the widespread lack of transparency regarding their
privacy. Understanding how effectively different channels
help to communicate individual standards is a crucial step
towards aligning user expectations with trustworthy LLM
standards, thus contributing to the creation of positive face-
work and public trust.

Limitations and Future Work
This study has some limitations that we wish to address.
While aiming for a representative sample, our focus on depth
over breadth inherent in qualitative research resulted in a
potentially non-representative interview group. In particular,
we did not examine how various demographic groups might
prioritize different standards. As our study is exploratory in
nature, we aim to provide an initial understanding of end-
user values and perspectives.

Additionally, the survey design only allowed for the com-
parison of individual standards within a single high-level
standard. Future work could compare individual standards
across different high-level standards and investigate how
users respond in certain “trade-off scenarios” with conflict-
ing standards. Furthermore, our study was designed to iden-
tify and prioritize user-relevant standards, and as such, it
was confined to qualitative and survey-based methods. Fu-
ture research could benefit from incorporating experimental
methodologies to assess how various communication chan-
nels and cues affect users’ perceptions of risk and ability to
evaluate individual standards, for various tasks. Lastly, our
primary focus was on conversational applications of LLMs,
which are widely accessible. Future research should test the
generalizability of our findings across a broader range of ap-
plications not specifically covered in this study.

Conclusion
As public concerns about the trustworthiness of LLMs grow,
it is crucial to recognize that users may have diverse expec-
tations or concerns about what makes an LLM application
‘trustworthy’, and that these concerns may not always align
with formal criteria that have been adapted for value-aligned
AI. Understanding and engaging with the public’s interpre-
tation of established standards may help bridge the knowl-
edge gap between experts and users, and shape a narrative
that reflects the diverse perspectives and values of society.
This work aimed to contribute to the discourse on ethical
AI development, by empirically investigating how users un-
derstand and prioritize high-level standards in the context of
LLMs. Our findings, including strong preferences for gov-
ernance, monitoring, and transparent information provision
highlight the need for more research on strategic communi-
cation channels and cues that effectively communicate user-
relevant standards for trustworthy LLMs.
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