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Abstract
The rapid development of image generation models has fa-
cilitated the widespread dissemination of generated images
on social networks, creating favorable conditions for prov-
ably secure image steganography. However, existing meth-
ods face issues such as low quality of generated images
and lack of semantic control in the generation process. To
leverage provably secure steganography with more effective
and high-performance image generation models, and to en-
sure that stego images can accurately extract secret messages
even after being uploaded to social networks and subjected
to lossy processing such as JPEG compression, we propose a
high-quality, provably secure, and robust image steganogra-
phy method based on state-of-the-art autoregressive (AR) im-
age generation models using Vector-Quantized (VQ) tokeniz-
ers. Additionally, we employ a cross-modal error-correction
framework that generates stego text from stego images to aid
in restoring lossy images, ultimately enabling the extraction
of secret messages embedded within the images. Extensive
experiments have demonstrated that the proposed method
provides advantages in stego quality, embedding capacity,
and robustness, while ensuring provable undetectability.

Introduction
Steganography (Cachin et al. 2005) is a science and art of
covert communication that hides secret messages in covers,
which needs to avoid arousing suspicion from steganaly-
sis. In terms of security, steganography is divided into em-
pirically secure steganography (ESS) and provably secure
steganography (PSS). While empirically secure steganogra-
phy has been developed for many years (Sedighi, Cogranne,
and Fridrich 2015; Wang et al. 2019, 2020), there is rela-
tively little research on PSS. Actually, PSS also has a long
history. Cachin (1998) and Hopper et al. (2002) have pro-
posed the definitions of information-theoretic security and
computational security for steganography, respectively.

For a long time, PSS has been lacking due to the lack of
precise samplers and the inability to obtain a definite cover
distribution. It was not until the emergence of generative ar-
tificial intelligence that efficient, efficient PSS became pos-
sible (Chen et al. 2018), where generative image steganogra-
phy was in the vanguard. The image generation model gives
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Figure 1: Provably Secure Image Steganography (PSIS)
faces challenges in actual transmission within online social
networks (OSNs).

an explicit distribution of pixels (Van den Oord et al. 2016;
Tulsiani and Gupta 2021), or a sampler corresponding to
the distribution (Song and Ermon 2019; Goodfellow et al.
2020), which meets the requirements of PSS.

Yang et al. (2018) proposed the first provably se-
cure steganography method based on image generative
model, utilizing PixelCNN (Van Den Oord, Kalchbrenner,
and Kavukcuoglu 2016) for message embedding. Ding et
al. (2023) proposed a provably secure steganography con-
truction based on distribution copies and deployed it on Im-
ageGPT (Chen et al. 2020). These two methods can only
perform steganography at the pixel level, resulting in stego
images with low resolution and poor quality. In the context
where high-resolution image generation models have be-
come increasingly widespread (Zhang et al. 2022; Du et al.
2024), transmitting such low-resolution generated images is
no longer an entirely innocent act; this does not align with
the covert pursuit of steganographic behavior, as depicted in
Figure 1.

Additionally, in practical applications, digital images are
widely disseminated through social networks, and stegano-
graphic images are no exception. Therefore, the ability to
withstand lossy processing by social networks is also an im-
portant criterion for evaluating image steganography. Un-
fortunately, for the aforementioned provably secure image
steganography method, lossy processing can cause the re-
ceiver to lose synchronization, leading to heavy message
damage. To resist lossy processing, Yang et al. (2023) pro-
posed PARIS, a provably secure robust image steganography
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method using inverse sampling based on generative adver-
sarial networks (GANs), where the message is encoded into
a latent vector, and then generating the stego image. GAN
inversion (Xia et al. 2022) is utilized to reconstruct the la-
tent vector and then extract the secret message. As the GAN
network structure deepens, the inversion accuracy decreases
rapidly and the message is difficult to extract. Therefore, the
inversion-based method can only be limited to low-quality
small GAN.

Su et al. proposed StegaStyleGAN, achieving provably
security and higher resolution (Su, Ni, and Sun 2024). They
used a message mapping method similar to that of in PARIS
to map the message into random noise of StyleGAN (Karras,
Laine, and Aila 2019), and trained a CNN for message ex-
traction. Although StegStyleGAN has the capability to gen-
erate stegos with resolutions of 256 × 256, it is specifically
designed for StyleGAN, and the quality of the image is lim-
ited by the upper bounds of GAN’s generative capabilities.

Large language models (LLMs) offer remarkable perfor-
mance in solving language tasks (Vaswani et al. 2017; Rad-
ford et al. 2019; Achiam et al. 2023) and showing potential
towards achieving general artificial intelligence (Ge et al.
2024; Almeida et al. 2024), which inspired researchers to
explore the possibility of developing autoregressive (AR)
models in the field of image generation. AR image gener-
ation models, represented by Vector-Quantized-VAE (VQ-
VAE) (Van Den Oord, Vinyals et al. 2017), VQGAN (Esser,
Rombach, and Ommer 2021), DALL-E (Ramesh et al.
2021), and LlamaGen (Sun et al. 2024), may also be-
come mainstream in the future, just like LLMs. Moreover,
advanced generative models can use labels or descriptive
text to conveniently control the semantics of the generated
images, enabling the generated images that better fit the
steganographic scenario. However, novel AR models are
quite different from traditional models like PixelCNN. Is it
possible to design steganography methods for existing AR
models with VQ tokenizers that achieve high quality, prov-
able security, and robustness?

In this paper, we affirm the above question. A provably
secure robust steganography based on a semantic control-
lable AR image generative model, LlamaGen, is proposed.
Considering the requirement of security and robustness, we
design three modules, which are the secure message embed-
ding module, the discrete token optimization module, and
the cross-modal error correction module. The first module is
based on the AR model, which embeds the secret message
into an image token sequence in a distribution-preserving
manner. Subsequently, the token indices are decoded into an
image by the image tokenizer. The sender can utilize this
module to generate high-quality secure stego images.

The receiver still faces challenges. The image tokenizer
cannot accurately encode the image into correct stego to-
kens, and lossy social network processing exacerbates the
discrepancy. The second and third module are introduced to
address these two problems. In the second module, an op-
timization process for discrete image tokens is employed
to assist in the recovery of the tokens. As for the design
of a cross-modal error-correction module, with the aid of
an image-to-text model, compressed error-correction infor-

mation is embedded into a descriptive text about the stego
image using provably secure linguistic steganography. The
stego image is finally transmitted to the receiver along
with the error-correction text, achieving provably secure
robust image steganography through cross-modality error-
correction.

We conducted experiments and demonstrated that our
method can achieve provably secure, high-quality image ro-
bust steganography. The experimental results indicate that
the proposed method significantly enhances the image qual-
ity and embedding capacity of stego images while ensuring
the security and robustness of message extraction.

The main contributions of this paper are summarized:
• We propose a provably secure robust image steganog-

raphy method based on an auto-regressive generative
model, LlamaGen, capable of generating high-quality
stego images while preserving distribution.

• We design a robust enhancement mechanism, which in-
cludes a discrete token optimization module and a cross-
modal error-correction module, to strengthen the prov-
ably secure steganography against lossy channels.

• Experiments verify the provable security and robustness
of the proposed steganography method, and the visual ef-
fects demonstrate our significant advantage over existing
methods in terms of the quality of the generated images.

Related Work
There are two common definitions of steganographic secu-
rity. Cachin (1998) first proposed an information-theoretic
model for steganography with passive adversaries. The ad-
versary’s task of distinguishing between an innocent cover c
and a stego s containing a secret message is interpreted as a
“hypothesis testing” problem. The security of a stegosystem
can be quantified by Kullback-Leibler divergence between
the cover distribution Pc and the stego distribution Ps,

DKL(Pc||Ps) =
∑
x∈C

Pc(x) log
Pc(x)

Ps(x)
, (1)

where x is the object transmitted in the channel with
the alphabet V . If DKL(Pc||Ps) = 0, the stegosystem
is called perfectly secure. Another definition is based on
computational complexity theory, proposed by Hopper et
al. (2002). Computational security in steganography is es-
tablished through a probabilistic game that distinguishes the
outputs of a oracle OD that can randomly sample from the
channel distribution D and a steganographic encoding al-
gorithm ENCODED. The attacker’s advantage is defined as
the difference between the probability of correctly identify-
ing the stego and the probability of incorrectly identifying
a cover as a stego. The stegosystem is called secure if all
probabilistic polynomial time (PPT) adversaries A’s advan-
tage against the stegosystem is negligible with respect to a
security parameter κ, that is:∣∣∣Pr

[
AENCODED(K,·,·)

D = 1
]
− Pr

[
AOD(·,·)

D = 1
]∣∣∣ < negl (κ) ,

(2)
where negl (κ) is a negligible function concerning κ.
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Figure 2: Overview of the proposed provably secure robust image staganography for high-quality images. Three modules
are comprised: the secure message embedding module, the discrete token optimization module, and the cross-modal error-
correction module. The stego images and the stego-text are collectively transmitted to social networks to perform provably
secure robust image steganography via cross-modal error-correction.

Based on the aforementioned security definitions, Hop-
per et al. (2002) proposed a construction based on rejec-
tion sampling. Le et al. (2003) leveraged the duality be-
tween steganography and source coding (e.g. arithmetic cod-
ing) to encode and decode encrypted messages during the
sampling process from channel distribution D. These clas-
sic constructions needs implicit samplers or even explicit
representations of D, which is satisfied by deep learning
generative models (Chen et al. 2018). Due to the exponen-
tial time complexity of rejection sampling-based algorithms,
researchers focus on implementing or improving efficient
arithmetic coding-based algorithms (Yang et al. 2018; Chen
et al. 2020; Kaptchuk et al. 2021). However, their implemen-
tation inevitably distort the distribution. Zhang et al. (2021)
proposed ADG (adaptive dynamic grouping), grouping can-
didate signals with “equal probability sums” and encoding
messages using the group index. Ding et al. (2023) proposed
Discop, constructing multiple “distribution copies” during
signal generation and encoding messages using the copy in-
dex, thereby avoiding distortion of the distribution.

A suitable generative model allows these PSS construc-
tions to be applied across various signal cover, i.e., text, au-
dio, and images. While research into PSS for text is already
well-established, its application to image cover is limited.
Therefore, this paper aims to explore the potential for apply-
ing PSS to high-quality images with semantic control.

Methodology

Approach Overview

We propose CMSTEG, a novel provably secure robust im-
age STEGanography via Cross-Modal error-correction. As
shown in Figure 2, CMSTEG comprises three modules:
Secure Message Embedding, Discrete Token Optimization,
and Cross-modal Error Correction.

Figure 3: An example of Discop’s embedding algo-
rithm given a distribution {‘a’:[0,0.4),‘b’:[0.4,1.0)}. A
copy of the distribution that has been shifted by 0.5 is
{‘a’:[0.5,0.9),‘b’:[0,0.5)∪[0.9,1.0)}. A random number con-
trolled by K falls into a token interval, while the number will
fall into another interval after it is offset by 0.5. Depending
on the message bit, the token into whose interval the random
number falls can be selected, which is equivalent to using a
copy of the distribution to represent different message bits.

Secure Message Steganography Module M1

This module is capable of generating a stego image with
height H and width W , which is deployed with the sam-
pling process of a pre-trained AR model with a Vector Quan-
tised (VQ) tokenizer. The AR generative model is trained to
generate a sequence of discrete image tokens q ∈ Qh×w,
where h = H/p, w = W/p, p is the downsample ratio of
the image tokenizer, every q(i,j) is a indice of a image code-
book. The sequence of tokens starts from a given conditional
embedding H and stops at the location of the pre-defined
maximum length h · w. Image tokens (q1, q2, . . . , qh·w) are
sampled by AR models in the way of next-token prediction.
Utilizing the probability distribution p(qt|q<t,H) predicted
by the AR model, PSS constructions such as Meteor, Dis-
cop can be deployed during the sampling phase of image
token generation. At each time step t, the stego image token
is generated as follows:

qt = ENCODEp(qt|q<t,H) (K,mt) , (3)

where ENCODE denotes the steganographic embedding al-
gorithm used in practical deployment. Using Discop as
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Figure 4: Flowchart of the discrete token optimization mod-
ule used in the proposed provably secure and robust image
steganography method.

an example, ENCODE first constructs several distribution
copies based on the probability distribution, then selects the
one that represents the message bits mt from the distribution
copies according to the secret message to be embedded, and
finally chooses the stego token qt for this time step based
on the random number controlled by the steganographic key
K. Figure 3 provides a simple example of using Discop to
select a token from a distribution based on a message bit.

Then, a VQ tokenizer consisting of an encoder E and a
decoder G is used to remap the code indices q into the corre-
sponding feature vectors zq in a discrete codebookZ , where
Z ∈ RN×d is with N learnable vectors and pre-trained as
well as the image tokenizer E and G, d is the dimension of
zq . Then decoder G converts the vectors back into image
pixels x ∈ RH×W×3 by:

x = G(zq), (4)

where x is the generated stego image.

Discrete Token Optimization Module M2

The sender then uploads the stego image to a pre-agreed
communication channel with the receiver.

Assuming the channel is lossless, the receiver can directly
obtain the original generated stego image from the channel.
However, the receiver cannot directly extract the secret mes-
sage from the image pixels and must re-encode it into image
tokens. Specifically, the encoder E takes x as input and first
outputs a set of continuous vectors:

ẑ = E(x) ∈ Rh×w×d. (5)

In the subsequent element-wise quantizationQ(·), each vec-
tor ẑ(i,j) ∈ Rd is quantized to its closest codebook entry zn:

q̂ = Q(ẑ) :=
(
arg min

n∈N
∥ẑ(i,j) − zn∥

)
, (6)

where q̂ ∈ Qh×w are the indices corresponding to quantized
vectors zq̂ ∈ Rh×w×d.

Unfortunately, the VQ tokenizers do not guarantee con-
sistency on the vectors before and after passing through

a Decoder-Encoder structure. Formally, the loss between
stego tokens q and re-encoded tokens q̂ can be denoted as:

∆q = ∥q − q̂∥. (7)

To relatively accurately extract the secret message, it is
necessary to make ∆q as small as possible. We use the re-
versed tokens q̂ to regenerate a recovered image for opti-
mization. A differentiable noise layer N designed to simu-
late the noise attack NC of the channel C is introduced, en-
suring that the recovered image undergoes lossy operations
similar to those experienced by the stego image. Then the
receiver can get a lossy recovered image:

x̂′ = N (x̂) = N (G (zq̂)) . (8)

The difference between the lossy recovered image x̂′ and
the lossy stego image x′ can be denoted as:

∆x = ∥x′ − x̂′∥2 (9)
= ∥NC(G(zq))−N (G (zq̂))∥2, (10)

If q̂ is identical to q, then zq̂ is the same as zq , and ∆x

will be quite small. Let ∆x be a loss function of q, and an
optimization method can be used to obtain a q̂ that is as close
as possible to q.

Since the tokens are discrete integers, there is no gradient
at q and q̂. For generation images of larger sizes, the dis-
crete optimization of the h × w × N dimensions is quite
challenging. Therefore, we use the differentiable continuous
vectors ẑ ∈ Rh×w×d to replace q̂ for optimization based on
gradient descent:

ẑ ←
[
ẑ − γẑ

∂∆x

∂ẑ

]
, (11)

where γẑ denotes the learning rate of gradient descent.
Ultimately, after the optimization process, we convert ẑ

back into discrete tokens q̂ = Q(ẑ), which is more similar
to q than re-encode x′ directly. The whole discrete token
optimization module is shown in Figure 4.

Cross-Modal Error-Correction Module M3

Upon observation, we found that even if ∆x converges
to a considerably low level during the optimization pro-
cess, there are still some recovered tokens that differ
from the original stego tokens. We introduce additional
error-correction mechanisms to enhance the robustness of
steganography in this module.

Once the sender uploads the generated stego image x to
the selected channel, the sender has the ability to carry out
a complete discrete token optimization process, just as the
receiver would do during extraction. If there remains some
tokens that cannot be recovered, the sender can supplement
this part to the receiver in some other way. Specifically, let
δq be a set that represents the non-zero elements from ∆q ,

δq = {
(
(i, j), q(i,j)

)
| ∆q

(i,j) ̸= 0}. (12)

The error-correction module embeds δq as a secret message
into a piece of text using a PSS method based on genera-
tive models. The stego text is then conveyed to the receiver.

26357



To further strengthen the semantic connection between the
stego text used for error correction and the original stego im-
age, we opt to utilize a pre-trained vision-language model,
which consists of a frozen image encoder EB , a pre-trained
querying transformer (Q-Former) QFB used for bridging the
modality gap, and a large language model LLM for gen-
eration. Firstly, the image encoder EB and the Q-Former
QFB jointly take responsibility for extracting the lossy stego
image x′ that has been processed by the channel into a vi-
sual representationHx′ that can be understood by the LLM ,
which can be denoted as:

Hx′ = QFB(EB(x
′),Ht), (13)

whereHt represents the instruction text or question that can
be input during the Q-Former encoding process. Then the
LLM generates a corresponding descriptive text for x′ with
Hx′ as the context, while steganographic methods like Dis-
cop are employed to embed δq within it. Due to the limited
carrying capacity of text, to ensure complete error correction
as much as possible, we also need to compress δq . To send as
little additional information as possible while achieving the
strongest robustness, three principles are adhered to when
embedding error-correction information, namely:

Predecessor Priority. Errors that appear early in the im-
age token sequence can affect subsequent tokens, necessitat-
ing the prioritization of error correction for preceding ones.

Relative Coordinate. Most token reconstruction errors
tend to cluster. Except for the first token, we represent the
occurrence location of each erroneous token using relative
coordinates δ1 from the position where the previous erro-
neous token appeared. To reduce the volume of error cor-
rection information, we set a maximum relative coordinate
threshold λ1. Tokens exceeding the maximum relative coor-
dinate will not be corrected.

Vector Proximity. During the generation of image tokens,
the sampling is restricted to the top-k tokens. By calculating
the distance between all the top-k vectors corresponding to
samplable tokens and the vector corresponding to the incor-
rect reconstructed token after optimization, only the sorted
sequence numbers δ2 corresponding to the correct tokens
are transmitted during error correction. Given a set of vec-
tors z = {z1, z2, . . . , zk} after an optimization process,
where each zi corresponds to a samplable top-k token qi.
Let ze be the vector corresponding to the incorrectly recon-
structed token. We calculate the distance between each zi

and ze, ∆z,i = ∥zi − ze∥, i = 1, 2, . . . , k. The distances
∆z,1,∆z,2, . . . ,∆z,k are then sorted, and the correspond-
ing indices are o1, o2, . . . , ok. During error correction, only
the sequence number oj corresponding to the correct token
is transmitted, that is δ2 = oj where zj = zq. Similar to
the maximum relative coordinate value, a maximum relative
sequence threshold λ2 will also be set; tokens exceeding this
will not be corrected.

The compressed error-correction δq can be denoted as:

δq = {
(
(δ1, δ2)

(i,j)
)
| 1 ≤ i ≤ h, 1 ≤ j ≤ w,∆q

(i,j) ̸= 0},
(14)

where 0 ≤ δ1 < 2λ1 , 0 ≤ δ2 < 2λ2 . Every (δ1, δ2)
is encoded into binary numbers and encrypted, waiting for
steganographic embedding. At each time step t of sampling
process of the vision-language model, the stego text token lt
for error-correction is generated as follows:

lt = ENCODEp(lt|l<t,Hx′ ) (K, δt) . (15)
Assuming ENCODE has an embedding rate of ρ bits per to-
ken on the LLM, then the number τ of erroneous image to-
kens that the stego text tokens of length ℓ can correct can be
calculated as:

τ =

⌊
1 +

ρ · ℓ− ⌊log2(h · w)⌋+ λ2

λ1 + λ2

⌋
. (16)

After the steganographic process is completed, the stego
text corresponding to stego text tokens l = (l1, l2, . . . , lℓ),
along with the stego image x, is transmitted to the receiver.
The receiver can then extract error-correction information
from the stego text to assist in message extraction from
the stego image. Ultimately, robust provably secure image
steganography is achieved.

Complexity
The time complexity of our method can be evaluated in three
modules. In M1, the time to generate the stego image in-
cludes the predicting time of the token distribution, the em-
bedding time of secret message, and the generating time of
the image from the tokens. The embedding time depends on
the algorithm used. The complexity of optimizing in M2 is
O(T (3 ·H ·W + d), where T is the numbers of iterations,
d is the dimension of vector. M3’s time includes the time
to compute error correction information and to generate the
stego text. The first time is related to the number of tokens,
the top-k value, and the dimension of the vectors. The time
complexity is O(h · w(k · d+ k log k)).

Proof of Security
In our method, both the stego image with embedded secret
message and the stego text with embedded error correction
information are transmitted through public channels, and se-
curity needs to be guaranteed at the same time. For stego
text, since the security of the embedding algorithm used has
been proven, in this paper we only discuss the security of the
image steganographic embedding algorithm, that is, the un-
detectability of the stego image from the normal generated
image.

Assume that a PPT adversary A possesses a non-
negligible advantage to distinguish the generated stego im-
age x from a randomly sampled cover image xc by the same
model, which can be defined as:

|Pr[A(x) = 1]− Pr[A(xc) = 1]| = ϵ, (17)
where ϵ denotes a non-negligible quantity relative to the
length of shared key K, indicating that A is able to distin-
guish between xc and x. In this paper, an image is generated
by x = G(zq). We denote the sequence of tokens used to
generate the cover image as qc and the tokens used to gener-
ate the stego image as q. Hence, the advantage of A can be
calculated as:∣∣Pr[A(G(zq)) = 1]− Pr[A(G(zqc

)) = 1]
∣∣ = ϵ. (18)
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Figure 5: Visual results of generated stego images. All images are scaled to a suitable display size at the same ratio. (a) Ours;
(b) Discop-ImageGPT (Ding et al. 2023); (c) PARIS (Yang et al. 2023).

That is, A’s advantage to distinguish between x and xc can
be reduced to an advantage to distinguish between q and qc.
For each time step t, qt is obtained by the steganographic
embedding algorithm ENCODE based on shared key K and
message bits mt, while qc,t is determined by a random sam-
pling algorithm SAMPLE with a random number rt. Hence,
the advantage is:

|Pr[A(ENCODEp(qt|q<t,H) (K,mt)) = 1] (19)

−Pr[A(SAMPLEp(qt|q<t,H) (rt)) = 1]| = ϵ.

Based on the previously proposed PSS construc-
tions (Hopper, Langford, and Von Ahn 2002; Kaptchuk et al.
2021; de Witt et al. 2022; Ding et al. 2023), the aforemen-
tioned advantages can be reduced to A’s ability to distin-
guish between a uniformly distributed random number ob-
tained by encrypting with an encryption algorithm and a
random number directly sampled from a uniform distribu-
tion in polynomial time. However, during steganography, a
computationally secure symmetric encryption scheme is uti-
lized. Therefore, the non-negligible advantage cannot hold,
indicating that the cover and the stego are indistinguishable
in polynomial time, validating the computational security of
the proposed image steganography method. Q.E.D.

Experiments
In this section, we conduct experiments to present the per-
formance of CMSTEG mainly in terms of visualization and
robustness, and compare CMSTEG with previous provably
secure image steganography methods. The platform is Py-
torch 2.3.1 and NVIDIA A6000.

Secure Message Steganography Module M1 In our ex-
periments, we utilize a VQGAN with a downsampling rate
of 16 as the VQ tokenizer. The codebook vector dimension is
8, codebook size is 16384. We employ an AR model with 3
billion parameters based on the Llama architecture for gen-
erating image tokens. The training of both VQ tokenizer and
AR model is on ImageNet train set, using the resolution of
256 × 256 and random crop data augmentation. Top-k is
set to 2000. In the steganography experiments, we directly
use the pre-trained models for generation without retraining

Method Model Semantic Robust Resolution

Discop-ImageGPT AR weak weak 32× 32
PARIS GAN weak strong 64× 64

StegaStyleGAN GAN weak strong 256× 256
CMSTEG AR strong strong 384× 384

Table 1: Comparison of resolution of generated images with
other provably secure steganography methods.

them. The generated image size is set to 384× 384. The cat-
egory labels used for generating cover and stego images are
also sourced from ImageNet. Therefore, each cover or stego
image corresponds to a token sequence of length 576.

Discrete Token Optimization Module M2 When simu-
lating a lossy channel with a noise layer, JPEG-SS is used
to simulate JPEG noise in a differentiable manner since
it performs better than JPEG-MASK according to Yang
et al. (2023). The momentum-based optimizer Adam is
adopted with an initial learning rate of 0.002. The number
of optimization steps is set to 10, 000.

Cross-Modality Error Correction Module M3 As for
the image-to-text model, a InstructBLIP (Dai et al. 2023)
model with a 7 billion parameter Vicuna language model is
used. λ1 is set to 8, as is λ2. Max token length is set to 200.

Experimental Results
Visual Quality We focus on two aspects of visual quality:
one is the comparison of the quality of stego images that dif-
ferent steganographic methods can generate, and the other is
the comparison of quality between randomly sampled cover
images and stego images generated by the provably secure
and robust steganographic method. For the first aspect, we
are mainly concerned with the resolution of the images. Ta-
ble 1 presents a comparison of the resolutions of the stego
images that CMSTEG and other methods can generate. As
illustrated in Figure 5, our CMSTEG can generate stego im-
ages with higher resolution, greater diversity, and better vi-
sual quality. Figure 6 shows the stego image and its corre-
sponding error-correcting text, both of which have consis-
tent semantics.
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Figure 6: Example of stego image and its corresponding se-
mantically consistent stego text for error correction.

Noise w/ M1 w/ M1,2 w/ M1,2,3

Rq Cap Rq Cap Rq Cap

− 91.89 106 99.89 3803 99.98 4285

JPEG
QF 95 89.56 66 99.30 2793 99.81 3936
QF 85 84.60 47 98.28 2551 99.34 3861
QF 75 78.65 51 97.39 1935 98.42 3293

G.N. 0.01 32.88 15 93.33 1699 95.31 2888

Scale 0.5× 68.29 34 99.75 3725 99.99 4174
2.0× 89.73 82 99.84 3809 100.0 4292

Table 2: Performance of the proposed CMSTEG against
JPEG compression and other noise of different strengths.

Robustness We evaluate the robustness mainly using to-
ken recovery rate Rq . Effective capacity (Cap) is calculated
as the maximum number of message bits that can be suc-
cessfully decoded and extracted with the error-correcting
capability of the system before encountering an error that
exceeds the system’s correction threshold. We generate 50
stego images using CMSTEG with random message and at-
tempt to extract the message from it. Specifically, we ex-
tract the message immediately after re-encoding the stego
images, after the optimization process, and following the
error correction. The results of these three extractions are
recorded as w/ M1, w/ M1,2, and w/ M1,2,3, respectively, as
shown in Table 2. It can be seen that CMSTEG can almost
achieve lossless embedding and extraction of high-capacity
messages over a lossless channel after passing through all
three modules. It is also worth noting that due to the charac-
teristics of AR models, preceding errors will affect the ex-
traction of subsequent messages. Therefore, Rq is not en-
tirely proportional to the effective capacity.

Security To verify the security of the algorithm, three
deep-learning-based steganalyzers, namely ConvNet (Deng
et al. 2019), SRNet (Boroumand, Chen, and Fridrich 2018),
and LWENet (Weng et al. 2022), are employed to distin-
guish the cover image and stego image. In the experiment,
the detection error rate P̄E = PFA+PMD

2 is tested respec-
tively, where PFA denotes the false alarm rate and PMD

denotes the missed detection rate. For training three stegan-
alyzers, 4000 randomly sampled generated images are se-
lected as covers, and 4000 secret message-driven generated
images are used as stegos. 1000 covers and 1000 stegos are
used for the final test. The experimental results are shown in
Table 3. Remarkably, the detection error rates remain closely

Steganalyzer ConvNet LWENet SRNet

P̄E 0.5014 0.5043 0.4980

Table 3: Detection error rate P̄E against different stegana-
lyzers.

ℓ (token) 50 100 200 500

Payload (bit) 75 217 628 2037
Rq (%) 99.54 99.67 99.81 99.80
Cap (bit) 3608 3903 3935 3986

Table 4: Robustness of CMSTEG under JPEG Compression
(QF=95) with different max token lengths.

to 0.5, indicating that the cover and stego images are indis-
tinguishable. Our comparison is also within provably secure
steganographic methods, which similarly provide theoreti-
cal guarantees; as shown in their papers (Ding et al. 2023;
Yang et al. 2023; Su, Ni, and Sun 2024), their detection error
rates are also around 0.5. Experimental results show that our
proposed method, like previous secure image steganography
methods, can resist detection by existing steganalyzers.

Effectiveness of Error Correction Table 4 shows the
number of bits that can be embedded in the text, the recon-
struction accuracy of image tokens after text error correc-
tion, and the effective capacity of secret messages, all vary-
ing with the maximum text token length. It can be observed
that as the text length increases, the number of bits that can
be embedded in the text increases significantly. We believe
this is because, with the increase in text sequence length,
the constraints imposed by the image and the initial prompt
on text generation become weaker. Increasing the length of
the error-correcting stego text can enhance the robustness of
CMSTEG, which aligns with our expectations.

Conclusion
In this paper, we propose CMSTEG, for the first time,
achieving provably secure and robust image steganography
on AR image generation models with VQ tokenizer. CM-
STEG comprises three modules. The first secure message
embedding module embeds secret message into stego im-
ages without altering any distribution. The second discrete
token optimization module helps to recover the lost stego
tokens during re-encoding and the lossy channel. The third
cross-modal error-correction module utilizes an image-to-
text model to generate semantically consistent stego text cor-
responding to the stego image with error-correction message
embedded in it. Experiments on LlamaGen demonstrate that
CMSTEG can generate high-quality stego images. We have
provided theoretical proofs for the security of the proposed
image steganography method and experimental validation
against steganalyzers. The designed cross-modality error-
correction module effectively enhances the robustness of
steganography, ensuring that the method can extract secret
messages with a high payload under various types of noise.
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