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Abstract

LLM have achieved success in many fields but still troubled
by problematic content in the training corpora. LLM unlearn-
ing aims at reducing their influence and avoid undesirable be-
haviours. However, existing unlearning methods remain vul-
nerable to adversarial queries and the unlearned knowledge
resurfaces after the manually designed attack queries. As part
of a red-team effort to proactively assess the vulnerabilities
of unlearned models, we design Dynamic Unlearning Attack
(DUA), a dynamic and automated framework to attack these
models and evaluate their robustness. It optimizes adversarial
suffixes to reintroduce the unlearned knowledge in various
scenarios. We find that unlearned knowledge can be recov-
ered in 55.2% of the questions, even without revealing the
unlearned model’s parameters. In response to this vulnerabil-
ity, we propose Latent Adversarial Unlearning (LAU), a uni-
versal framework that effectively enhances the robustness of
the unlearned process. It formulates the unlearning process
as a min-max optimization problem and resolves it through
two stages: an attack stage, where perturbation vectors are
trained and added to the latent space of LLMs to recover the
unlearned knowledge, and a defense stage, where previously
trained perturbation vectors are used to enhance unlearned
model’s robustness. With our LAU framework, we obtain two
robust unlearning methods, AdvGA and AdvNPO. We con-
duct extensive experiments across multiple unlearning bench-
marks and various models, and demonstrate that they improve
the unlearning effectiveness by over 53.5%, cause only less
than a 11.6% reduction in neighboring knowledge, and have
almost no impact on the model’s general capabilities.

1 Introduction

Large language models (LLMs) have achieved remarkable
capabilities after being trained on an extensive amount of
corpora (Chen et al. 2024; Sun et al. 2024). However, since
the training data may contain copyrighted, private, and toxic
content, LLMs inevitably learn some potentially undesirable
behaviours (Ji et al. 2024). For example, LLMs may regur-
gitate copyrighted material without permission (Wei et al.
2024a), generate personal information such as phone num-
bers or mailing addresses (Yao et al. 2024b), and even pro-
duce offensive and harmful responses (Liu et al. 2024c).
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These unwanted behaviors introduce security concerns and
information hazards, hindering the deployment of LLMs in
real-world scenarios (Patil, Hase, and Bansal 2024).

To eliminate the influence of problematic content in the
corpora on LLMs, machine unlearning has emerged as a
promising solution (Eldan and Russinovich 2023; Yao, Xu,
and Liu 2024; Liu et al. 2024a). It transforms models to
behave as if they were never trained on certain data en-
tries so that specific target knowledge is erased, while other
knowledge and capabilities of LLMs are preserved (Chen
and Yang 2023; Maini et al. 2024). The most fundamental
machine unlearning method is to adopt a gradient ascent
procedure on the data that needs to be forgotten to fine-tune
LLMs, reversing the original gradient descent optimization
process (Jang et al. 2023; Yao et al. 2024a; Liu et al. 2024d).

However, despite their effectiveness, the unlearned mod-
els produced by these methods are fragile and suscepti-
ble to crafted adversarial user prompts (Patil, Hase, and
Bansal 2024; Liu et al. 2024a). Particularly, the previously
unlearned knowledge resurfaces through contextual inter-
actions (Shumailov et al. 2024). For example, after being
trained to forget the famous writer J.K. Rowling, the model
fails to answer the question ‘Who is the author of Harry
Potter?’ but still outputs the correct answer to the question
‘Who created the magical world that includes Diagon Alley
and the Forbidden Forest?’. To proactively assess the vul-
nerability of unlearned models to these malicious prompts,
static and manually-designed adversarial prompts are used
to reintroduce the unlearned knowledge (Jin et al. 2024).
However, such a manual process is resource-intensive and
often ineffective in guaranteeing the successful reintroduc-
tion of the previously unlearned knowledge.

Therefore, we propose a dynamic and automated attack
framework, called Dynamic Unlearning Attack (DUA), to
quantitatively assess the robustness of the unlearned mod-
els. Specifically, as Figure 1(b) shows, we optimize a uni-
versal adversarial suffix that maximizes the probability of
the model generating unlearned knowledge associated with
a given unlearning target. This optimization process is per-
formed and evaluated across various scenarios, considering
both practicality and generalization. For practicality, we
consider scenarios where the unlearned LLM is either ac-
cessible or inaccessible to the attacker. For generalization,
we consider whether the adversarial suffix trained on certain
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Figure 1: Our work focuses on assessing the robustness of unlearned models by training adversarial suffixes and enhancing the
robustness of the unlearning process through latent adversarial unlearning. In this figure, we show (a) An example of unlearning
J.K.Rowling; (b) An example of static and dynamic unlearning attack; (c) A framework of latent adversarial unlearning.

questions about a specific unlearning target can be employed
to other questions about the same target, or even to questions
about different targets. For example, if a model is supposed
to forget knowledge about J.K. Rowling, an adversarial suf-
fix can be trained to make the model recall knowledge about
her Harry Potter series. Then we test whether the same suf-
fix remains effective when applied to questions about her
book, The Cuckoo’s Calling, or when in a model intended
to forget knowledge about other authors. Experimental re-
sults demonstrate that the unlearned knowledge is recovered
in 54% of the questions with the adversarial suffixes, even
without disclosing the unlearned model to the attacker.

The revealed vulnerability motivates us to enhance the ro-
bustness of the unlearning process. Taking inspiration from
previous work about adversarial training (Casper et al. 2024;
Xhonneux et al. 2024), we propose a universal framework
named Latent Adversarial Unlearning (LAU), which ef-
fectively enhances the robustness of the unlearned models
and is inherently compatible with nearly all gradient-ascent-
based unlearning methods. It consists of two optimizing pro-
cesses: an attack process that aims to bring back the un-
learned knowledge, and a defense process that strives to en-
hance the model’s resistance to such attacks and suppress
the recall of unlearned knowledge. For the attack process, as
Figure 1(c) shows, we train perturbation vectors that will be
added directly to in the latent space of LLMs to promote
the unlearned knowledge. Particularly, we add a constrained
perturbation vector to the hidden state at a specific layer of
a LLM. This approach alleviates the burden of searching the
vast input space and facilitates the rapid optimization of ad-
versarial attacks. For the defense process, we fine-tune the
model using the previously optimized perturbation vector in
its latent space, thereby significantly improve the unlearned
model’s resistance to adversarial attacks.

To demonstrate the effectiveness of LAU, we propose Ad-
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vGA and AdvNPO, two robust variants of the widely used
mainstream unlearning methods, GA and NPO. We conduct
unlearning experiments with various models on two com-
monly used benchmarks, RWKU (Jin et al. 2024) and MUSE
(Shi et al. 2024). Experimental results demonstrate that our
LAU-augmented methods robustly forget the unlearning tar-
get with minimal side effects. Additionally, we assess the ro-
bustness of the LAU-trained models using our DUA frame-
work and demonstrate that they exhibit greater resistance to
adversarial attacks.
Our contributions can be summarized as follows:

* We propose Dynamic Unlearning Attack (DUA), a dy-
namic and automated attack framework to quantitatively
assess the robustness of the unlearned models. It recov-
ers unlearned knowledge in 55.2% of the questions using
trained adversarial suffixes, even without the direct ac-
cess to the unlearned model itself.

We propose Latent Adversarial Unlearning (LAU), a uni-
versal framework that effectively enhances the robust-
ness of the unlearned process and is compatible with
most gradient-ascent-based unlearning methods.

* We propose two robust unlearning methods, namely Ad-
vGA and AdvNPO. Extensive experiments across mul-
tiple unlearning benchmarks and various models demon-
strate that they improve the unlearning effectiveness by
over 53.5%, cause only less than a 11.3% reduction in
neighboring knowledge, and have almost no impact on
the model’s general capabilities.

2 Preliminaries

2.1 Problem Formulation

Given a LLM 7y with parameter 6 trained on dataset D =
{(zs,y:) | © = 1,2,..., N}, we define the forget set Dy



as the specific training subset to be forgotten. Machine un-
learning aims to eliminate the influence of Dy and make
model 7y behaves as if it is only trained on the retain set
D.=D\D ¢ Ideally, we can retrain the model on D, from
scratch but it is too costly and unrealistic thus effective ap-
proximate unlearning methods are essential. The most com-
monly used mathematical formulation for optimizing model
unlearning is presented below:

minE, en, b W | 2650)] 42X By ypyen  be(yr [ 250)] (D

forget retain

where /¢ and /¢, are the loss functions on forget set and
retain set, respectively, and A is a regularization parameter
to balance them.

Typically, the forget set D, and a subset of the retain set
D, are available in an unlearning task (Shi et al. 2024). In
a more practical setting, only an unlearning target ¢ is given
and we shall generate a synthetic forget set D} related to this
unlearning target ¢ and a corresponding pseudo retain set D!,
(Jin et al. 2024). In our paper, both scenarios are considered.

2.2 Unlearning Methods

We introduce two widely used loss functions for the forget
set, gradient ascent and negative preference optimization,
and two widely used loss functions for the retain set, gra-
dient descent and KL divergence.

Gradient Ascent. Gradient ascent servers as an important
baseline method in machine unlearning and uses the follow-
ing loss function:

ef - _EDfL (7T9(£U, y)) (2)

where L represents a cross-entropy prediction loss. It aims
to maximize the average prediction loss of LLMs on the for-
get dataset, thereby reverting the original gradient descent
training process on the forget set.

Negative Preference Optimization. Due to the divergent

nature of the gradient ascent method, the unlearning pro-

cess suffers from catastrophic collapse, wherein the model

quickly deteriorates and generates incoherent responses

(Zhang et al. 2024). Thus, the negative preference optimiza-

tion algorithm is introduced, characterized by the following
L (779 (l’ )7 y)

loss function:
B
1 1 3
°g< roseay) )] ®

where [ is a regularization parameter controlling the devi-
ation between the current model 7y and the original model
Tre . It provides more stable training dynamics and achieves
better performance.

2
gf == —BEDf

Gradient Descent. One widely adopted loss function for
the retain set is the standard cross-entropy loss function:

b =Ep,L(mg(z,y)) “
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KL Divergence. Another approach is to minimize the
Kullback-Leibler (KL) divergence between the predictions
of the original model and the current model on the retain
dataset. The loss function can be expressed as:

gr :EDX-DKL(TFO(J)?y)‘|7rre,f(x7y)) (5)

where mg and 7,.; denote the current model and the origi-
nal reference model, respectively. It prevents the model from
collapsing by ensuring that it does not deviate excessively
from the original predictions.

2.3 Datasets and Metrics

RWKU. RWKU (Jin et al. 2024) is a real-world knowl-
edge unlearning benchmark that requires models to erase
specific knowledge in their parameters. Specifically, for
the evaluation of unlearning effectiveness, it provides three
types of knowledge probe questions on the forget set: FB,
QA and AA. For the evaluation of utility preservation, it
provides two types of questions on the neighbor set to test
the impact of neighbor perturbation: FB and QA. We use
ROUGE-L score (Lin 2004) to measure model’s perfor-
mance. Lower scores on forget set indicate better unlearning
effectiveness, and higher scores on neighbor set indicate bet-
ter utility preservation. Additionally, it measures the model’s
various capabilities, including reasoning (Rea), truthfulness
(Tru), factuality (Fac) and fluency (Flu). It also provides
some membership inference attacks (MIA) to detect retained
knowledge in LLMs, where higher scores indicate that the
model retains specific knowledge. Further details and exam-
ples are presented in Appendix A.

MUSE. MUSE (Shi et al. 2024) is a comprehensive un-
learning benchmark that requires models to unlearn either
news articles or book series. Similarly, it also contains the
evaluation for unlearning effectiveness and utility preserva-
tion. More details are presented in Appendix A.

3 Dynamic Unlearning Attack Framework

In this section, we introduce a dynamic, automated frame-
work to assess the robustness of the unlearned models.
Firstly, we describe the process for optimizing adversarial
suffixes that reintroduce the unlearned knowledge. Subse-
quently, we introduce the various attack scenarios, focusing
on both practicality and generalization. Finally, we conduct
experiments on ten unlearned models, demonstrating that
they remain susceptible to adversarial attacks even without
exposing their parameters.

3.1 Adversarial Suffix Optimization

Motivated by the GCG attack in safety-related domains (Zou
et al. 2023), we introduce how to optimize attack suffixes in
the context of unlearning. Intuitively, we optimize the suf-
fix tokens to maximize the probability of generating the un-
learned knowledge.

Consider a question z (g ,,)) related to the unlearning tar-
get. We aim to find an adversarial suffix gjg,,,) that, when
combined with x to form [z; ¢], makes the unlearning model
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Figure 2: Experimental results of our dynamic attack framework. We report the ROUGE-L recall score (%) in this figure.

generate a response Yo, 77y containing the unlearned knowl-
edge. The optimization process can be expressed as:
H-1

—log [ »(vit1 | [®o:ms qo:n; yo::])
i=0

min
q[o’n)e{l,..,v}

(6)

where p denotes the next token prediction probability, V'
denotes the vocabulary size, m is the number of tokens in
user query x, n is the number of tokens in the adversarial
suffix g, and y is the desired response.

To solve this optimization problem, at each optimization
step, we leverage the gradients of the tokens to identify a set
of candidate tokens, then evaluate them token by token and
select the optimal one. Practically, we optimize one single
suffix across multiple prompts, resulting in a universal suffix
that can be transferred to other queries.

3.2 Robustness Assessment

The optimization process defined by Equation 6 can be per-
formed and evaluated in various scenarios. Depending on
the choice of the training data (z,y) and the computation
of the next token prediction probability p, we design our as-
sessment framework from the perspective of practicality and
generalization.

Practicality. We consider two scenarios for the calcula-
tion of the next token probability p. (1) Attack Unlearned.
The ideal approach is to use the unlearned model, as the ad-
versarial suffix will ultimately be used to attack this model.
(2) Attack Original. We also consider a more practical sce-
nario when the unlearned model is not available to the at-
tacker. Therefore, we directly use the models before unlearn-
ing to optimize the adversarial suffixes.

Generalization. Typically, the ability of the unlearned
models can be assessed by the question-answer style probes
related to the unlearning target. Thus the training data (z, y)
should be specified as similar question-answer pairs. This
raises the question of whether the testing questions are avail-
able to the attacker, and whether the unlearning target itself
is accessible. We consider three settings, each of which im-
poses progressively higher demands for generalization.

(1) Within Query. The test questions are available to the
attacker, thereby we can directly train adversarial queries on
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the testing questions. (2) Cross Query. The test questions
are not available to the attacker, necessitating the generation
of training data based on the unlearning target. (3) Cross
Target. The unlearning target itself is not available to the
attacker and the training data must be obtained using knowl-
edge probe questions about other unlearning targets.

3.3 Experiments

Configuration. To assess the robustness of the unlearned
models with our framework, we first conduct unlearning
experiments with Llama-3-8B-Instruct on dataset RWKU
using the negative preference optimization method. Subse-
quently, we apply our attack framework to create adversar-
ial queries across various scenarios and evaluate the perfor-
mance of the unlearned models. We present the average per-
formance of 10 models, each trained with unlearn different
targets. For the cross query setting, we generate knowledge
probe questions for training based on the unlearning target
using GPT-4. For the cross target setting, we use an addi-
tional 5 unlearned models along with their corresponding
knowledge probe questions to train the adversarial queries.

Additionally, we generate an equivalent number of static
attack questions using GPT-4 for comparison. Details of the
construction process for the static attack questions, along
with specific examples of both dynamic and static attack
questions, are provided in Appendix B.

Results. The experimental results are presented in Fig-
ure 2. We can draw the following conclusions: (1) The un-
learned models are vulnerable to adversarial queries, espe-
cially when the unlearned models and test queries are ac-
cessible to the attacker. For example, the unlearned model
demonstrates a maximum performance increase of 15.25%
using adversarial queries compared to not using them. It in-
dicates that the previously forgotten knowledge gets reintro-
duced in-context. (2) Models are more resistant to attacks
when knowledge probe queries and unlearning targets are
inaccessible to attackers. However, our dynamic framework
is still able to improve model performance beyond that of
static attacks, highlighting the limitations of the resistance.
(3) Even without access to the unlearned models, the at-
tacker can still carry out attacks that are nearly as effective



as those conducted with access to the unlearned models. For
example, the ‘attack original’ lines are almost equivalent to
the ‘attack unlearned’ lines and even outperform them in the
cross query setting. This reveals a more critical issue that
has been overlooked: malicious queries can be trained to re-
cover forgotten knowledge even without prior access to the
unlearned model itself.

4 Latent Adversarial Unlearning Framework

In this section, we propose an adversarial learning frame-
work to increase the robustness of the unlearning process.
First, we will propose a saddle-point (min-max) formulation
for adversarial training in the context of machine unlearning,
and subsequently, we will elaborate how our framework can
be employed to concrete methods in detail.

4.1 Framework Formulation

In the context of unlearning, we formulate the adversarial
training as the following min-max optimization problem:

min L (mp(zs +€),y) @)

maxE, D
0 (z¢,y¢)€EDs c€T (z¢)

where L is a negative cross-entropy loss function and 7T'(z¢)
is a set of adversarial perturbations generated by various at-
tack methods. It’s a composition of an inner minimization
problem and an outer maximization problem. The inner min-
imization process aims to identify adversarial queries that
effectively bypass the model’s restrictions and activate the
forgotten knowledge. The outer maximization strives to sup-
press the re-emergence of the forgotten knowledge on these
adversarial queries.

However, it is non-trivial to identify all the elements in the
adversarial query set T'(z), as there are too many potential
adversarial queries hidden beneath. Additionally, optimizing
a discrete set of tokens is challenging. To avoid the intricate
process of optimizing adversarial queries, we propose latent
adversarial unlearning. The core idea is that any type of ad-
versarial query will cause a perturbation in the latent space
of LLMs, potentially leading to the resurgence of forgotten
knowledge. Therefore, we directly add perturbations to the
latent space of LLMs, thus avoiding the extensive optimiza-
tion in the input space. This process can be formulated as the
following min-max optimization problem:

max g [min £ (n0y (10, () + 6ig)owe) | st | S5 ®)

where 7y, and 7y, represent the computations in LLM
mp before and after the perturbation ¢ is added, respectively.
The Lo-norm of the perturbation vector is restricted to a con-
stant «. In this way, both the inner and outer optimization
problems can be solved using gradient descent algorithms.

Practically, we add a perturbation vector to the residual
stream at a specific layer of a transformer model. For each
batch of samples, we optimize the perturbation vector us-
ing its gradient for a fixed number of steps. Subsequently,
we apply the classical stochastic gradient descent algorithm
to update the model’s parameters, with the previously opti-
mized perturbation vector in its residual streams. The impact
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of the choice of perturbation layers and the number of inner
optimization steps will be discussed in Section 5.

4.2 Two Adversarial Unlearning Methods

Our adversarial unlearning framework is suitable for most
of the existing machine unlearning algorithms. In this paper,
we apply our framework to augment the GA and NPO meth-
ods, resulting in two new algorithms: AdvGA and AdvNPO,
which are described below.

AdvGA. By substituting the internal minimization loss
function in Equation 8 with Equation 3, we can obtain the
following loss function ':

min —Ep, m(sin L (g, (7o, () + 6, y)) 9)

e

We denote this new loss function AdvGA.

AdvNPO. Similarly, we substitute the internal minimiza-
tion loss function in equation 8 with Equation 3 and the fol-
lowing loss function is obtained:
B
D

ol

We denote this new loss function AdvN PO. For clarifi-
cation, we omit the Lo-norm restriction on the perturbation
vector here, but it should be included during the optimization
process. This also applies to the loss function in AdvGA.

ming L (7, (mey () + 8, y)
L(mres(z,y))

. 2IE
min ——Ep,
o B!

4.3 Experiments

Configurations. We conduct machine unlearning experi-
ments on the following two datasets: RWKU (Jin et al. 2024)
and MUSE (Shi et al. 2024). We combine the previously in-
troduced forget loss functions and retain loss functions, and
finally obtain 12 unlearning methods as shown in Table 1.
We set the perturbation layer to 4, the inner optimization
steps to 6, and the weights of the forget and retain loss func-
tions to be equal. We conduct experiments with LLaMA-2-
7B-Chat (Touvron et al. 2023), LLaMA-3-8B-Instruct and
LLaMA-3.1-8B-Instruct. Following previous work, we run
the optimizing process using the AdamW optimizer with a
cosine learning rate scheduler. All the experiments are con-
ducted on 4 Nvidia A100 GPUs. Further details are provided
in Appendix C.

Results. The experimental results on RWKU with
LLaMA-3-8B-Instruct and LLaMA-3.1-8B-Instruct are pre-
sented in Table 1. Additional results with other models on
MUSE are provided in the Appendix C. From the table, we
can draw the following conclusions:

(1) Our methods, particularly the AdvNPO series, are
highly effective in unlearning the real-world knowledge in
LLMs. For example, AdvNPOg;r achieves a performance
increase of 57% on the forget set, but only causes a drop of
10.6% on the neighbor set comparing with a vanilla NPO
method. This demonstrates the effectiveness of the LAU

'Tt should be noted that the outer maximization is converted to
minimization by introducing a negative sign, thereby maintaining
consistency with the loss minimization format.



Methods Forget Set | Neighbor Set 1 MIA Set Utility Set T
FB QA AA All FB QA All FM1T RMJ] | Rea Tru Fac Flu
LLaMA-3-8B-Instruct
Before 85.6 703 747 76.9 93.1 82.0 87.6 236.5 2309 | 41.0 364 537 704.6
GA 720 64.6 685 68.4 850 747 79.8 2414 2346 | 404 37.6 496 7103
AdvGA 63.0 482 605 572464% | 758 721 740V73% | 2020 1765 | 40.1 352 494 717.0
GAGDR 726 640 69.7 68.8 86.2 76.5 81.4 2428 236.8 | 39.6 368 504 7103
AdvGAGgpr | 692 524 661 62.6%9% | 857 737 79.74%1% | 2052 1845 | 414 354 505 7121
GAkir 707 575 699 66.1 80.5 70.5 75.5 2424 2308 | 41.5 356 540 7044
AdvGAgigr | 58.8 438 595 54.04183% | 769 63.0 69.9V4% | 3713 3408 | 412 33.8 505 712.6
NPO 46.6 39.0 353 40.3 792 70.9 75.1 2633 2414 | 405 36.0 567 6959
AdvNPO 19.7 147 12.0 1554615% | 670 59.7 63.3457% | 270.1 2389 | 39.3 340 56.8 663.1
NPOgpr 522 439 429 46.3 82.5 705 76.5 2545 240.1 | 39.6 372 514 7082
AdvNPOgpr | 25.5 22.1 165 21.4438% | 719 69.1 70.5V78% | 2488 223.1 | 419 358 524 7052
NPOxr 525 40.6 432 45.4 832 721 71.6 253.0 2369 | 40.9 354 542 7049
AdvNPOg g | 23.6 189 16.0 19.5%79% | 721 66.8 69.44106% | 3472 3181 | 41.7 356 553 697.1
LLaMA-3.1-8B-Instruct

Before 639 651 69.5 66.2 741 69.8 72.0 2235 2182 | 422 354 612 6952
GA 50.7 454 612 524 456 372 414 2489 2419 | 432 358 487 7266
AdvGA 320 225 360 302424% | 275 210 243413% | 1737 1259 | 39.8 33.0 28.8 730.1
GAGDR 554 49.6 63.9 56.3 60.2 535 56.9 239.8 2313 | 442 350 539 7185
AdvGAGgpr | 44.0 341 478 420454% | 626 525 57.6M2% | 719 623 | 432 358 527 7186
GAKiR 627 499 664 59.7 679 612 64.6 2358 223.0 | 42.6 354 59.0 682.1
AdvGAgir | 50.8 420 548 492%176% | 508 598 59.8474% | 69.1 672 | 43.1 334 573 697.5
NPO 357 402 39.0 38.3 673 662 66.7 2414 2205 | 425 356 61.8 6842
AdvNPO 180 21.7 165 18.7%12% | 60.0 572 58.64%1% | 108.3 869 | 41.1 354 614 677.8
NPOGpr 424 372 420 40.5 740 66.7 70.3 2363 220.1 | 43.0 354 60.8 698.8
AdvNPOgpr | 23.1 208 167 202¥%% | 624 597 61.1431% | 910 77.6 | 426 354 60.7 696.1
NPOkir 406 414 422 414 733 69.9 71.6 2344 2188 | 423 354 615 695.1
AdvNPOgir | 24.1 185 194 20.7%%9% | 650 61.0 63.04122% | 889 749 | 422 352 605 690.2

Table 1: Experimental results on RWKU with LLaMA-3-8B-Instruct and LLaMA-3.1-8B-Instruct. The superscript denotes
the performance increase of our adversarial methods compared to the corresponding non-adversarial versions. Please refer to

Section 2.3 for the meaning of the abbreviations.

framework. (2) Our methods cause almost no side effects
on the general capabilities of LLMs. For example, perfor-
mance on the utility set remains nearly the same before and
after the unlearning process. This demonstrates that the un-
learned models remain powerful in many scenarios, despite
having specific knowledge removed.

5 Discussion
5.1 Influence of the Perturb Layers

We explore how the specific layer at which the perturbation
vector is added influences the final performance. Therefore,
we vary the perturbation layer from O to 30 for the Llama-3-
8B-Instruct model and report the averaged performance on
the forget and neighbor datasets for one unlearned model.
The experimental results are shown in the upper half of Fig-
ure 3. We can draw the following conclusions.

(1) Adding perturbations at the shallow layers (those
closer to the input prompts) is more effective. We attribute
this to the fact that perturbations at shallower layers have a
more significant impact on the model’s output, making them
easier to optimize. (2) Directly adding perturbation at the
embedding layer is entirely ineffective, as indicated by the
point where the perturbation layer equals zero. This is due
to the fact that our latent perturbation serves as an approxi-
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mation of the adversarial queries, but directly adding pertur-
bation at the embedding layer alters the entire prompt rather
than simply adding an adversarial suffix. (3) As the pertur-
bation layers get deeper, the performance converges to that
of the corresponding non-adversarial method. This finding
aligns with the intuition that deeper perturbation layers re-
sult in a more limited influence of the perturbation vectors.

5.2 Influence of the Inner Optimization Steps

Similarly, we also explore the influence of the number of in-
ner optimization steps in Equation 8. We follow the same
experimental configurations as before, but instead vary the
number of inner optimization steps. The experimental re-
sults are shown in the lower half of Figure 3. We can draw
the following conclusions:

(1) As we increase the optimization steps, the perfor-
mance on the forget dataset initially declines, then rises. We
thereby conclude that both insufficient and excessive opti-
mization steps are detrimental to unlearning performance.
(2) Regardless of the number of optimization steps, the
model’s performance on the forget dataset consistently re-
mains below that of non-adversarial methods. Even a small,
randomly initialized perturbation vector can enhance the ro-
bustness of the unlearning process, as indicated by the point
where the step equals 0.
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Figure 3: Influence of the perturb layers and the inner opti-
mization steps. We report the ROUGE-L recall score (%).

5.3 Robustness of Latent Adversarial Unlearning

Finally, we evaluate the robustness of the unlearned mod-
els trained with LAU-augmented methods under our previ-
ously proposed dynamic attack framework. We select ten
unlearned models and train adversarial suffixes with both
the original model and the unlearned model in the within
query setting. For a clearer comparison with unlearned mod-
els trained using non-adversarial approaches, we report the
performance change relative to the scenario without attack.
The experimental results are presented in Figure 4. We can
draw the following conclusions:

(1) The LAU-trained models are more robustness than the
non-LAU-trained models. For instance, the increased per-
formance under adversaries of the model trained with Non-
LAU is nearly twice that of the model trained with LAU.
This demonstrates a significant enhancement in the robust-
ness of the unlearned models. (2) The unlearned models be-
come safer especially when their parameters are not avail-
able to the attacker. For example, the ‘Attack LAU (origi-
nal)’ line consistently remains at a low value as the attack
optimization steps increase.

6 Related Work

Jailbreak Attack. To mitigate the undesirable behaviors
of LLMs, the safety-alignment stage has become essential
(Wei, Haghtalab, and Steinhardt 2023; Paulus et al. 2024;
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Figure 4: Robustness evaluation of AdvNPO. We report the
performance change (A) in terms of the ROUGE-L recall
score (%) compared to the scenario without attack.

Tamirisa et al. 2024). Within this context, a complemen-
tary approach called red teaming is proposed to assess the
robustness of the safety-alignment of LLMs by designing
Jjailbreaking attacks (Carlini et al. 2023; Huang et al. 2024).
Some work focuses on designing manually crafted adver-
sarial prompts (Yong, Menghini, and Bach 2024; Wei et al.
2024b), while others explore automatically generating the
prompts via gradient-based optimization (Jones et al. 2023;
Zou et al. 2023) or genetic-base methods (Lapid, Langberg,
and Sipper 2023; Liu et al. 2024b). However, they primarily
focus on the introduction of harmful behaviors, whereas we
focus on the resurgence of unlearned knowledge.

Machine Unlearning. Data protection regulations, such
as the European General Data Protection Regulation
(GDPR) (Mantelero 2013), have mandated “the Right to be
Forgotten™ and highlight the necessity of machine unlearn-
ing (Hu et al. 2024; Schwinn et al. 2024; Sheshadri et al.
2024). Therefore, a number of unlearning benchmarks are
proposed, including the forgetting of Harry Potter books
(Eldan and Russinovich 2023), facts about fictional authors
(Maini et al. 2024) and real world knowledge in LLMs (Jin
et al. 2024). Additionally, a line of research explores the
methodologies for effective machine unlearning, from vari-
ants of gradient-ascent (Jia et al. 2023; Zhang et al. 2024),
to localization-informed approaches (Wu et al. 2023; Fan
et al. 2024; Rosati et al. 2024). However, existing unlearning
methods remain vulnerable and our proposed LAU frame-
work provides a universal solution to enhancing the robust-
ness of the unlearning process.

7 Conclusion

In this paper, we propose a dynamic and automated frame-
work to assess the vulnerabilities of the unlearned models.
After revealing their susceptibility, we propose a latent ad-
versarial training framework, along with two concrete meth-
ods, namely AdvGA and AdvNPO. Extensive experiments
on several datasets with various models demonstrate the ef-
fectiveness and robustness of our unlearning methods.
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