The Thirty-Ninth AAAI Conference on Artificial Intelligence (AAAI-25)

FedGOG: Federated Graph Out-of-Distribution Generalization with Diffusion
Data Exploration and Latent Embedding Decorrelation

Pengyang Zhou', Chaochao Chen', Weiming Liu!, Xinting Liao', Wenkai Shen?, Jiahe Xu!,
Zhihui Fu?, Jun Wang?, Wu Wen', Xiaolin Zheng'*
!Zhejiang University
2Northwestern Polytechnical University
30PPO Research Institute
{zhoupy,zjuccc,21831010,xintingliao } @zju.edu.cn, shenwenkai @mail.nwpu.edu.cn, jiahexu@zju.edu.cn, luca@oppo.com,
junwang.lu@gmail.com, wuwen@intl.zju.edu.cn, xlzheng @zju.edu.cn

Abstract

Federated graph learning (FGL) has emerged as a promis-
ing approach to enable collaborative training of graph models
while preserving data privacy. However, current FGL meth-
ods overlook the out-of-distribution (OOD) shifts that occur
in real-world scenarios. The distribution shifts between train-
ing and testing datasets in each client impact the FGL per-
formance. To address this issue, we propose federated graph
OOD generalization framework FedGOG, which includes
two modules, i.e., diffusion data exploration (DDE) and latent
embedding decorrelation (LED). In DDE, all clients jointly
train score models to accurately estimate the global graph
data distribution and sufficiently explore sample space us-
ing score-based graph diffusion with conditional generation.
In LED, each client models a global invariant GNN and a
personalized spurious GNN. LED aims to decorrelate spuri-
ousness from invariant relationships by minimizing the mu-
tual information between two categories of latent embeddings
from different GNN models. Extensive experiments on six
benchmark datasets demonstrate the superiority of FedGOG.

1 Introduction

Graph structured data is widely studied in various domains
such as medical diagnosis (Kim et al. 2023), drug discov-
ery (Askr et al. 2023) and social networks (Liu et al. 2024b).
In the real world, graph data is often distributed across mul-
tiple sources, making centralized training challenging due to
privacy concerns (Voigt and Von dem Bussche 2017). Feder-
ated graph learning (FGL) (Fu et al. 2022; Liu et al. 2024a)
has emerged as a promising approach to enable collaborative
learning without leaking data privacy.

However, current FGL methods overlook the out-of-
distribution (OOD) shifts (Gui et al. 2022) in the practical
deployment. In the literature of graph OOD generalization,
it is typically assumed that a graph includes class-invariant
information that determines the graph property. Meanwhile,
the graph also contains spuriousness influenced by environ-
ments, which are causally irrelevant to the class labels. As
shown in Fig. 1, the spuriousness varies between training
and testing datasets in each client, leading to OOD shifts
that occur in both features and structures. These shifts reflect
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Figure 1: An illustration of the out-of-distribution shifts in
the federated graph learning.

spurious correlations between graphs and environments, re-
sulting in unstable predictions and degraded FGL perfor-
mance. Existing federated learning methods on graph classi-
fication mainly focus on handling training graphs with non-
independent and identical distributions (non-IID) through
strategies such as client clustering (Xie et al. 2021) or struc-
tural knowledge sharing (Tan et al. 2023). How to tackle the
OOD generalization problem in FGL remains a significant
but unresolved challenge.

Although recent efforts attempt to improve the graph
OOD generalization capability in centralized learning, they
are not directly applicable to the FGL scenarios. Firstly, sev-
eral methods adopt the graph data augmentation strategies to
enrich the data distribution during training, e.g., applying in-
tervention to diversify the training environments (Wu et al.
2022b; Sui et al. 2024; Liu et al. 2022; Yu, Liang, and He
2023), or using mixup operation for IN-distribution graph
data (Lu et al. 2024, Jia et al. 2024). However, the avail-
able graph data in each client is typically limited and bi-
ased, making it challenging to effectively explore the OOD
graph sample space and generalize to new and unseen en-
vironments. Secondly, a series of studies focus on extract-
ing label-related invariant information from the graph data,
which involves invariant subgraph extraction (Li et al. 2022;
Chen et al. 2022, 2024a; Gui et al. 2023), structural infor-
mation bottleneck (Yang et al. 2023) or reweighting strate-
gies (Fan et al. 2023; Chen et al. 2024b). Nevertheless, the
heterogeneity of graph data across different clients compli-
cates the extraction of stable and invariant information.

Different from existing work, we highlight two unre-



solved challenges in the FGL OOD generalization problem.
CHL1: How to explore the OOD sample space with limited
and biased client graph data? The insufficient client graph
data results in a constrained IN-distribution sample space,
making it difficult to capture diverse OOD shifts. To enhance
the generalization capability of the GNN model, it is essen-
tial to explore a broader OOD sample space. This requires
leveraging the graph distribution across all clients and ex-
tending exploration beyond the original local training data.
CH2: How to extract invariant relationships across hetero-
geneous client environments? Due to the heterogeneous data
distribution among clients, each client extracts different and
inconsistent relationships between the input graph and the
class labels. Additionally, the explored graph samples out-
side the original training space introduce new distributions,
further increasing the difficulty of eliminating spurious in-
formation unrelated to class labels in FGL scenarios.

To fill this gap, we propose a federated graph OOD gener-
alization framework, FedGOG. To address CH1, we devise
diffusion data exploration (DDE). Specifically, all clients
collaboratively train score models that estimate the distribu-
tion of graph data. Through local training and global aggre-
gation of the score models, DDE obtains a comprehensive
global graph distribution. DDE then generates OOD graph
samples with the knowledge of the global distribution. This
explores OOD data sample space beyond the limited and bi-
ased training distribution in each client. To address CH2,
we propose latent embedding decorrelation (LED). Each
client maintains a global invariant GNN for predicting class
labels and a personalized GNN for inferring spurious infor-
mation. LED performs decorrelation by minimizing the mu-
tual information between the latent embeddings produced
by the two GNNs. This decorrelation process is used for
both the original training graph data and the newly generated
samples, eliminating the impacts of the spurious correlations
and enhancing the extraction of invariant relationships.

We summarize our contributions as follows: (1) We are
the first to investigate the OOD problem in FGL, providing
a formal definition and scenario analysis. (2) We propose a
framework FedGOG consisting of DDE and LED. DDE per-
forms data augmentation using graph diffusion to explore
the OOD sample space, and LED decorrelates spurious in-
formation to extract invariant relationships, thus enhancing
the generalization of FGL. (3) We conduct experiments on
six datasets and prove the effectiveness of FedGOG.

2 Related Work
2.1 Federated Graph Learning

FGL is a distributed learning paradigm in which multiple
parties collaboratively train graph models while keeping
their individual graph data private. Existing FGL work at-
tempts to deal with three aspects of graph tasks, including
node-level, subgraph-level and graph-level learning. Node-
level research mainly applies to on-device recommendation
scenarios that involve only first-order graphs, where each
client is a user with their own purchase information (Wu
et al. 2022a; Mao et al. 2024; Luo et al. 2024). Subgraph-
level studies consider the scenarios that each client holds a
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portion of the overall graph, addressing the issue of cross-
client missing information (Zhang et al. 2021; Liu et al.
2023; Baek et al. 2023). In this work, we focus on the graph-
level task where each client owns a set of distinct graph
samples, e.g., molecular graphs. Current efforts mainly con-
sider the non-IID issue (Liao et al. 2023b,a) across client
graph datasets. GCFL (Xie et al. 2021) dynamically clusters
clients based on the gradients of GNNs and performs the ag-
gregation process in each cluster to alleviate the influence
of client heterogeneity. FedStar (Tan et al. 2023) designs
GNNs in a feature-structure decoupled manner and shares
the structure encoder across clients. However, they overlook
the OOD shifts between the training and testing datasets in
real-world deployment, which degrades the performance of
GNN and results in unstable predictions.

2.2 Graph Out-of-Distribution Generalization

The OOD generalization capability of GNNs has attracted
growing attention. Existing approaches can be broadly cat-
egorized into two groups. Firstly, several studies focus on
data augmentation techniques. These methods typically in-
volve intervening or recombining training environments to
generate new samples (Wu et al. 2022b; Sui et al. 2024;
Liu et al. 2022; Yu, Liang, and He 2023). Some approaches
also employ mixup strategies, either in the sample space
or representation space, to create hybrid combinations of
data (Lu et al. 2024; Jia et al. 2024). Secondly, a series
of studies aim to extract label-related invariant information
from graph data. From the perspectives of invariant learning
and stable learning, several works try to identify subgraphs
that are informative substructures of the entire graph and
use these subgraphs to predict class labels (Li et al. 2022;
Chen et al. 2022, 2024a). Another line of research seeks
to eliminate spurious correlations in variable representations
through reweighting strategies (Fan et al. 2023; Chen et al.
2024b). Recent attempts adopt structural graph information
bottleneck to capture latent invariant relationships between
data samples and class labels (Yang et al. 2023). However,
the above two categories of centralized graph OOD meth-
ods cannot be directly applied to FGL. The augmentation
will be hindered due to modeling limited and biased client
data, meanwhile, capturing invariance among heterogeneous
clients is still non-trivial.

3 Method
3.1 Problem Statement

A graph is denoted as G = (X, A) € G, where X € Rnxd
is the node feature matrix and A € R"*" is the adja-
cency matrix, with n being the number of nodes and d the
dimension of features. Based on (Fan et al. 2023), each
graph sample is composed of class-invariant information and
environment-spurious information. Class-invariant informa-
tion is associated with the class label ., which represents in-
herent properties of the graph, such as the chemical proper-
ties of molecular graphs. Environment-spurious information
is not related to graph class, instead, their spurious labels
are determined by various environments, e.g., the scaffold
structure or the size of the graph.
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Figure 2: The left part depicts the main framework of FedGOG, the right part elaborates on the details of sampling in diffusion
data exploration. IN indicates the IN-distribution graph space, OUT indicates the OOD shifts graph space.

In a federated learning system designed for graph-level
tasks, we consider a setup involving K clients and a central
server. Each client k possesses a training dataset Dy which
consists of Vi graph samples. The data distribution among
clients is heterogeneous, i.e., px (G, y.) # p; (G, y.) for dif-
ferent clients k and j. During the deployment of FedGOG, it
suffers from tackling the testing dataset with OOD shifts,
ie., pe(G,ye) # pe(G,y.) Vk € [K]. The distribution
shift is primarily reflected among spurious environments
(Krueger et al. 2021), pi(ys) # pe(ys), where the sets of
the training environments &, and the testing environments
& differ from each other. We aim to jointly train a global
invariant GNN model with parameter 8. through the col-
laboration among clients to infer class labels on the testing
dataset. The overall objective is formulated as:

min sup Ef , 1 p [£(0c;: G, yc)], M

0. e€&e

where L is the loss function. The overall objective is to ac-
curately predict class labels on seen graph spurious environ-
ments as well as effectively generalize to unseen graph en-
vironments during the testing period.

3.2 Framework Overview

The overall framework of FedGOG is depicted in Fig. 2,
illustrating the interactions between the server and the k-
th client. FedGOG consists of two modules, i.e., diffusion
data exploration (DDE) and latent embedding decorrelation
(LED). Firstly, in DDE, clients locally train two score mod-
els sy and s4 to estimate the distribution of node features
X and graph structure A, respectively. These score mod-
els are then aggregated in the server following the federated
paradigm. The process iterates until convergence to accu-
rately capture the global graph distribution across all clients.
Then each client employs the diffusion sampling process
with score models to generate new samples, utilizing con-
trollable OOD conditions to explore samples that differ from
the training distribution. Secondly, in LED, both original
graph and newly generated graph samples of each client will
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be represented in two embedding space using the global in-
variant encoder Fg, . and the personalized spurious encoder
Fbo, .. We minimize the mutual information of these embed-
dings to mitigate the correlations between the global invari-
ance and the environmental spuriousness. Thus FedGOG can
infer the class labels based on invariant graph represen-
tation, bringing more stable and accurate predictions. The
clients then upload the parameters of the invariant GNN,
ensuring consistent global extraction of invariant informa-
tion. This training process iterates until the performance of
FedGOG converges.

3.3 Diffusion Data Exploration

Motivation. To enhance the graph OOD generalization ca-
pability, existing efforts often adopt data augmentation tech-
niques. However, conventional augmentation methods will
fail in FGL settings, since the available graph samples are
limited and biased in each client. We utilize a controllable
score-based diffusion process(Song et al. 2021; Jo, Lee, and
Hwang 2022) to capture the global graph distribution across
all clients, enabling the generation of augmented OOD data
samples based on this global knowledge. Incorporating these
OOD samples into client local datasets effectively extends
the exploration beyond the existing In-distribution training
sample space. We describe the details below.

Graph Diffusion Process. The generative approach using
diffusion models involves two main processes: a forward
diffusion process and a reverse denoising process. Formally,
the forward diffusion process can be described as the se-
quence of random variables {G; = (X, A¢) }rejo,1] Over
a fixed time interval [0, T'], with Gy initially distributed ac-
cording to client local distribution pj. The dynamics of the
forward process are governed by the following It6 stochastic
differential equations (SDE):

dG, = f(Gy, t)dt + g(t)dw, @)

where f(-,t) : G — G represents the linear drift coefficient,
g(t) : R — R is the diffusion coefficient, and w is the stan-
dard Wiener process. The reverse of the diffusion process is

GO ~ Pk,



described by the following reverse-time SDE:

dG; = [f(Gtv t) — g(t)2th logpk,t(Gt)] dt + g(t)dﬁ;?,’
3)

where w is the reverse time Wiener processes and py ;
denotes the marginal distribution at time ¢ for client k.
However, directly computing graph diffusion using high-
dimensional score model, i.e., Vg, log py.+(Gy) € R™*¢ x
R™" requires overwhelming computation costs. Motivated
by (Jo, Lee, and Hwang 2022), we decompose Eq. (3) into

an equivalent system of SDEs:
{dAt = [fa(Ait) — ga(t)’Va, logpe,:(Gi)] dt + ga(t)dwa,

(C))
with the separation of drift coefficient f = (fx, fa) and
diffusion coefficient ¢ = (gx,ga). The joint log-density
Vx, logpri(Gy) € R™"*4 and V 4, log pi 1 (Gy) € R™™"
are commonly referred to as the partial score functions. This
separation brings two simpler graph diffusion processes,
mitigating the computation overhead.

Joint Training of Score Models. Each client & attempts
to train the time-dependent score models sy (G,t) and
54(G,t) using their own graph data to predict the partial
score functions. However, since the graph data from each
client has heterogeneous distributions, we use federated ag-
gregation to combine the score models learned by individual
clients. This approach seeks to obtain global score models
that capture a more generalized distribution, reflecting a di-
verse range of environmental conditions spuriousness.

Federated learning has the capability to integrate global
information from local data through model aggrega-
tion (Bonawitz et al. 2016; McMahan et al. 2017). The
aggregated global score models obtain more comprehen-
sive global information. During each communication round,
clients independently train their local score models on their
own graph datasets using the denoising score matching ap-
proach (Vincent 2011; Song and Ermon 2019):

min By {E. [|ss, (G, 1) — Vx, logpr.o(Xe|Xo)3}
k

dX, = [fx(X:,t) — 9x(t)*Vx, logpi,:(Gr)] dt + gx (t)dwx,

)
rgin E¢ {E* |s¢, (Gt,t) — Va, logpk,Ot(At|A0)||§} .
k

Here, ¢ is uniformly sampled from [0,77], and the expecta-
tion E, = Eg,Eq,|g, is taken over the samples G ~ p,
and G¢ ~ pio0:(Gt|Go) with py o; representing the transi-
tion distribution from py, o to py ;. The expectations can be
efficiently estimated using the Monte Carlo method (Rubin-
stein and Kroese 2016) with the samples (¢, Go, G+). Then,
each client uploads their trained score models to the central
server for aggregating global score models, i.e.,

K
(.0} = > wi{ty, ¢y},

k=1

(6

| Dy |
E§:1 ‘Dkl ’
models are then distributed back to each client for subse-
quent training rounds. This collaborative approach enables
the server to capture a comprehensive global graph distribu-
tion and further allows clients to leverage the global score

where wy = Vk € [K]. The aggregated score
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models for improved sample space exploration. Notably, the
aggregated score models carry only knowledge of the global
distribution. It ensures the privacy of FedGOG, i.e., clients
cannot access specific data details or infer the original graph
data of others through the score models.

Controllable OOD Exploration. By leveraging the global
score models, each client can diversify their training datasets
by generating new samples through the graph diffusion sam-
pling process. However, this process still tends to collapse
into the space of existing training samples, limiting the ef-
fectiveness of data augmentation. To address this limitation,
we propose incorporating controllable OOD conditions into
the sampling process. This strategy obtains the generated
OOD samples, thus broadening the range of sample space
available to GNN models.

Inspired by (Lee, Jo, and Hwang 2023), we consider the
conditional distribution p;(G¢|¢ = 1), where p; is the
global distribution among all the clients, ¢ denotes the de-
gree of OOD shifts and i1 € [0,1) is a hyperparameter. We
follow the conditional reverse-time SDE for sampling:

dG: = [£(Gi,1) — g(t)* Ve, log pi(Gi[¢ = p)] dt +g(t)dw.

(N
Here, the diffusion term is guided by the conditional score
Vg, logp:(Gi|¢ = p1), which can further be computed as
Vg, logpi(Gi)+Veg, logpi (¢ = p1|Gt). Given that OOD
samples are in the low-density probability regions, the distri-
bution follows p; (¢ = p1|Gy) x pi(G¢) #t. Thus, Eq. (7)
can be reformulated as:

®)

Setting 1 = 0 aligns the sampling process with the global
distribution among clients, while increasing p; progres-
sively moves samples away from the training distribution.

To enhance the efficiency, we avoid starting the sampling
process from random noise. Instead, each client randomly
selects existing graph data from the training dataset and it-
erates the forward diffusion process for 7 steps, following
the reverse diffusion process with controllable OOD condi-
tions formulated in Eq. (8). Here, 7 is significantly smaller
than the total diffusion steps T, reducing the computation
burdens. The newly generated samples share the same class
labels as the selected training samples. This practical imple-
mentation not only explores a wider but less unbiased OOD
space for generalization, but also reduces the required num-
ber of sampling steps and improves efficiency.

dX, = [fx(Xi,t) — (1 — p1)gx (£)%s4(Gy, t)] dt + gx (t)dwx,
dA; = [fa(Ae,t) — (1 — p1)ga(t)’se(Ge, t)] dt + ga(t)dwa.

3.4 Latent Embedding Decorrelation

Motivation. Graph OOD research typically considers in-
variant and stable learning principles that assign class labels
to specific substructures within a graph. However, the distri-
bution heterogeneity among clients prevents the consistent
extraction of the class-invariant information. To mitigate it,
FedGOG introduces a global invariant GNN for extracting
embeddings related to graph class labels and a personalized
GNN for capturing spurious information. By minimizing the
mutual information between the representations extracted by



these two GNNs, we aim to decorrelate global invariant re-
lationships from local spurious ones.

Spuriousness Decorrelation. Each client % trains global
invariant GNN 6}, . and personalized spurious GNN 6, ,
using their local graph datasets and newly generated aug-
mented graphs with controllable OOD graph diffusion pro-
cess. Each GNN consists of an embedding encoder F and
a label predictor P. For a batch of graphs G, the encoders
obtain z. = Fp, .(G) and z, = Fp, ,(G). The predictors
then attempt to infer the class labels . = Po, .(z.) and
spurious labels g, = P, (2s). The newly generated sam-
ples are assigned to a new class of spuriousness, since their
distributions are different from the existing in-distribution
training graph data. Typical cross-entropy loss is employed
to train the GNNis:

L"pred = ‘Cce(ym yc) + Ece(ysa ys) (9)

From these two GNNs, we not only learn class-invariant in-
formation related to the graph properties but also identify
spuriousness caused by the environments. However, learn-
ing the two tasks suffers from interference and entangle-
ment, i.e., capturing the information related to the class la-
bels will be inevitably impacted by the spuriousness. This
hinders the effective use of invariant information for accu-
rate prediction. Thus, we aim to conduct decorrelation at the
embedding level, extracting invariance that determines the
class labels while removing the influence of spuriousness.
The mutual information between z. and z is defined as:

p(zm zs)
p(zc>p<zs>] - (10

which can also be represented as the KL divergence
Dkr (p(2e, 2s) ||p(ze)p(2s)) between the joint and the
product of the marginal distributions. However, the probabil-
ity densities of the latent embeddings are unknown, making
direct computation of their mutual information intractable.
Following (Belghazi et al. 2018), we adopt the Donsker-
Varadhan dual representation of the KL divergence:

DKL (p(zc)Hp(zs))

I(ze; 2s) = Ep(z, 2, {10%

sup_ By z,)[¢] — log (Ep(z, [eF])
£&Q—-R
(1D

where the supremum is taken over all functions ¢ in the func-
tion space €2. Here, we use an MLP to estimate £, and the
mutual information is calculated as the objective:

B B
Ly = e % 25(%,1, zs,:) — log (; 21 eg(zc’i’zs’”)} ;

1 Z (12)
where B is the batch size and 2z, ; is obtained by randomly
shuffling z; within the batch. The full derivation is provided
in Appendix B. In practice, £ can be easily optimized us-
ing standard training procedures to maximize the objective
function. With the help of estimating the mutual information
between the invariant embeddings z. and the spurious em-
beddings z, we try to perform decorrelation by minimizing
the mutual information. The overall local training process is
then described by:

L = Lprea + p2Lowr, (13)
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where (o is the hyperparameter that controls the weight of
decorrelation. Decorrelating the invariant and spurious em-
beddings facilitates the invariant GNN to focus more on as-
pects relevant to the class labels while mitigating the influ-
ence of spuriousness.

Federated Invariance Aggregation. After the local train-
ing process, each client uploads the parameters of their up-
dated invariant GNN, while keeping the spurious GNN lo-
cally. The global invariant GNN parameters are aggregated
via 0, = Zszl w0} .. Due to variations in data distribu-
tion across clients, the locally retained spurious GNNs are
capable of capturing spuriousness relevant to each environ-
ment. Concurrently, the aggregated invariant GNN across all
clients effectively extracts invariance that has been decorre-
lated from spurious information, thus tackling the distribu-
tion heterogeneity across clients.

4 Experiments
4.1 Experimental Setup

Datasets. We conduct experiments on six datasets following
GOOD benchmark (Gui et al. 2022) and DrugOOD (Ji et al.
2023). These include two synthetic datasets Motif and CM-
NIST, where OOD shifts occur in structure on Motif, and
features on CMNIST. Additionally, we evaluate four real-
world graph datasets LBAPcore, HIV, Twitter and SST2 to
investigate more intricate and challenging OOD scenarios,
where shifts exist in both features and structure. We simu-
late the heterogeneous client training distribution using the
train set in the original dataset, and the original OOD test
set shared among all clients. In this study, we explore two
scenarios of heterogeneity among client training distribu-
tions, i.e., class heterogeneity and spuriousness heterogene-
ity. In the class heterogeneity scenario, the distribution of
class labels y. follows a Dirichlet distribution, denoted as
pj.r ~ Dir(a), which describes the allocation of class j to
client k. The spuriousness heterogeneity scenario also em-
ploys a Dirichlet distribution for the spurious labels y;.

Baselines and Implementation Details. To evaluate the
performance of FedGOG, we compare it with three
categories of baselines: (1) standard FL methods: Fe-
dAvg (McMahan et al. 2017), FedIIR (Guo et al. 2023), (2)
centralized graph OOD generalization methods adapted to
the FL scenario: Fed-DIR (Wu et al. 2022b), Fed-GIL (Li
et al. 2022), Fed-LECI (Gui et al. 2023), Fed-AIA (Sui
et al. 2024), and (3) graph-level FGL methods: GCFL (Xie
et al. 2021), FedStar (Tan et al. 2023). For all methods, we
use the standard three-layer GINs (Xu et al. 2019) as the
base graph neural networks. The embedding dimension is
128. All the training process uses an Adam optimizer with
the learning rate set to 0.001. We conduct experiments with
local epochs 5 and batch size 128 until convergence.

4.2 Performance Comparison

Class Heterogeneity Result. Tab. 1 shows the mean and
standard deviation from five random seeds. We observe
that: (1) Client heterogeneity: As client heterogeneity in-
creases from o« = 5.0 to « = 0.1, all methods suffer from



Datasets | Motif CMNIST HIV
Methods \ « | 0.1 0.5 5.0 0.1 0.5 5.0 0.1 0.5 5.0
FedAvg 44.80+0.49 51.71+£0.50 55.154+1.50 | 20.40+0.46 31.07+£0.90 31.06+0.53 | 61.324+0.71 61.36£1.05 63.59+0.99
FedIIR 47.63+0.52 52.30+1.15 53.04+1.69 | 21.624+0.39 30.85+0.47 30.65+0.92 | 63.05+0.47 62.10+1.25 64.54+0.35
Fed-DIR 52.3345.70  52.53+4.60 56.18+2.62 | 19.08+1.84 22.954+0.81 19.62+2.24 | 55.22+1.57 59.65+3.30 55.894+1.93
Fed-GIL 50.86+5.25 52.13+3.35 57.50+2.00 | 25.82+1.07 31.12+2.44 27.2942.20 | 51.42+2.46 51.63+0.67 52.15+1.54
Fed-LECI | 49.65+1.69 62.93+0.86 62.74+0.74 | 35.11+1.51 45.10+3.48 48.24+5.41 | 56.71+1.15 59.67+0.14 62.744+0.92
Fed-AIA 53.06+2.00 64.254+0.57 68.44+2.88 | 19.28+2.57 31.81+0.65 34.864+0.06 | 57.62+2.85 57.81+3.06 60.914+0.64
GCFL 47.83+1.82 54.09+1.04 53.2840.80 | 20.64+0.29 29.93+0.81 31.184+0.17 | 61.33+0.36 61.84+1.23 65.35+1.02
FedStar 53.09+0.41 64.35+1.59 71.46+1.31 | 15.66+0.28 22.50+0.36 23.07+1.07 | 56.97+0.65 57.58+0.45 59.064+-0.89
FedGOG 59.65+1.04 69.57+1.14 73.69+1.35 | 40.74+0.45 53.52+0.26 55.88+0.11 | 64.26+0.80 65.14+1.05 67.38+0.68
Datasets | LBAPcore Twitter SST2
Methods \ « | 0.1 0.5 5.0 0.1 0.5 5.0 0.1 0.5 5.0
FedAvg 67.08+0.12  66.36+0.26 68.98+0.17 | 52.48+0.32 53.60+0.29 57.144+0.58 | 58.91+1.76 78.61+0.49 77.054+0.79
FedIIR 67.75+0.39  66.32+0.54 69.40+0.07 | 54.66+0.43 53.354+0.37 55.574+0.41 | 59.75+1.18 79.01+0.32  78.524+0.46
Fed-DIR 64.67+0.89 67.04+0.59 68.02+1.23 | 47.05£1.01 44514046 51.72+0.19 | 59.72+1.59 77.06+0.52 78.45+0.61
Fed-GIL 66.86+1.21 67.97+0.75 69.85+1.01 | 50.93+2.22 47.1140.51 55.71+0.62 | 58.95+1.66 79.114+0.37 78.984+0.67
Fed-LECI | 65.01+£1.26 67.71+£0.26 69.604+0.30 | 48.88+1.14 49.59+0.50 56.02+£0.56 | 59.91+1.42 77.9540.13 80.35+0.46
Fed-AIA 67.18+1.12  67.59+0.34 68.69+0.13 | 49.15+0.13 47.73+0.76 54.43+1.12 | 51.59+0.72 65.35+0.26 76.564+0.58
GCFL 67.24+0.53 66.37+0.21 68.96+0.28 | 53.57+0.39 52.55+0.46 54.534+0.28 | 59.98+2.17 78.21+0.36 78.244+0.36
FedStar 55.94+0.25 65.1940.72 69.63+0.14 | 42.40+0.44 45.90+0.33 51.644+0.39 | 54.94+0.62 71.75+0.13 77.664+0.48
FedGOG 70.66+0.39 71.75+0.15 72.88+0.22 | 57.98+0.53 58.76+0.61 59.89+0.30 | 64.77+1.72 79.45+1.09 81.13+0.96

Table 1: Comparison of OOD shifts generalization in class heterogeneity scenarios.

Datasets | Motif | CMNIST
Methods \ « | 0.1 5.0 | 0.1 5.0
FedAvg 42.57+0.75 58.384+2.34 | 26.69+1.41 30.50+0.73
FedIIR 42.90+0.53 59.784+2.03 | 25.62+0.76  31.85+1.71
Fed-DIR 46.96+2.33 57.50+8.16 | 14.384+0.27 24.68+3.49
Fed-GIL 44.63+0.75 49.84+2.84 | 17.73+1.31 28.41+2.56
Fed-LECI | 48.1340.59 65.58+1.55 | 48.46+3.12 49.19+4.53
Fed-AIA 50.6740.67 61.874+4.14 | 28.21+0.72  34.624+2.00
GCFL 45.75+0.81 54.84+1.12 | 28.49+1.68 32.26+1.17
FedStar 64.20+3.27 69.42+3.93 | 21.69+2.01 22.91+0.41
FedGOG 69.85+1.06 71.41+2.01 | 54.52+1.86 55.97+3.34
Dataset | LBAPcore | SST2
Methods \ « | 0.1 5.0 | 0.1 5.0
FedAvg 67.36+0.07 69.30+0.23 | 80.08+0.19  80.13+0.49
FedIIR 67.07+0.41 69.124+0.04 | 79.55+0.12  79.89+0.25
Fed-DIR 66.56+1.44 67.77+0.93 | 78.64+0.33 79.95+1.17
Fed-GIL 69.704+0.62 69.87+0.49 | 82.01+0.38 81.324+0.09
Fed-LECI | 68.00+0.06 69.70+0.17 | 81.69+0.26 81.52+0.15
Fed-AIA 68.9340.24 70.064+0.24 | 74.57+£0.90 76.8440.56
GCFL 67.35+0.24  69.114+0.17 | 78.94+0.68 79.54+0.06
FedStar 67.80+0.11 69.504+0.06 | 74.28+0.42 78.67+0.23
FedGOG 71.61+0.19 72.22+0.33 | 84.29+1.08 85.71+0.51

Table 2: Comparison of OOD shifts generalization in spuri-
ousness heterogeneity scenarios.

a decline in performance, indicating that greater distribu-
tion heterogeneity among clients makes it more challeng-
ing to extract invariant information, which emphasizes the
importance of decorrelation strategies. (2) Compare with
standard FL methods: The federated OOD generalization
method FedIIR, applied previously in image classification,
does not significantly outperform standard FedAvg in the
FGL OOQOD scenario. The structural complexity of graph data
prevents satisfactory results from simply constraining the
gradient of the classifier to leverage implicit invariant re-
lationships. (3) Compare with centralized graph OOD
methods: We observe that these methods only show im-
provements in the simple Motif dataset, with limited or even
worse performance in other graph datasets. For instance,
the GIL method, which predicts class label by extracting

invariant subgraphs, shows improvements in the more bal-
anced LBAPcore @ = 5.0 scenario, but performs worse
than FedAvg in LBAPcore a = 0.1. This indicates the chal-
lenge of handling heterogeneous client data distributions in
FGL OOD problem, which complicates reliable augmen-
tation and consistent invariance extraction. LECI signifi-
cantly improves CMNIST by leveraging the DANN (Ganin
et al. 2016) concept from image domain adversarial train-
ing, which is effective due to the color shift in node features
and minimal structural changes in CMNIST. However, LECI
does not show consistent enhancements in other real-world
graph datasets in FGL scenarios that exhibit both feature
and structural shifts. (4) Compare with federated graph
learning methods: We find neither GCFL nor FedStar can
consistently perform well when confronted with OOD shifts
in testing datasets. The only exception is the significant
performance of FedStar in Motif, a synthetic dataset with
clear structural patterns. This improvement is largely due to
the specially designed structural embedding and additional
structure encoder within the FedStar framework. However,
FedStar does not maintain this advantage in more complex
graph datasets, indicating limitations in its approach to han-
dling diverse OOD challenges. (5) Overall performance of
FedGOG: FedGOG consistently outperforms all other meth-
ods across various scenarios. In the particularly challenging
CMNIST « = 0.1 scenario, FedGOG achieves a significant
5.63% increase in accuracy. Notably, the model performance
variance of FedGOG is practically controllable, demonstrat-
ing the stability and effectiveness in handling FGL OOD
generalization problem.

Spuriousness Heterogeneity Result. We also conduct ex-
periments under spuriousness heterogeneity scenarios in
Tab. 2, where clients have different distributions of environ-
mental spuriousness. This simulates situations where differ-
ent clients may have collected their graph datasets with vary-
ing spurious correlations. We observe that in more heteroge-
neous scenarios o = 0.1, all methods exhibit performance
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(c) FedStar (d) FedGOG

Figure 3: T-SNE visualization on CMNIST (o = 0.5).

Datasets | HIV | CMNIST
Methods \ o | 0.1 5.0 \ 0.1 5.0
FedAvg | 61.32£0.71 63.59+0.99 | 20.404+0.46 31.06+0.53

FedGOG-w/0-DDE | 63.98+0.67 66.27+0.52 | 37.41+1.03 52.174+0.21
FedGOG-w/o-LED | 62.594+1.12 64.02+£0.76 | 29.44+1.24 42.2740.88

FedGOG | 64.26+0.80 67.38+0.68 | 40.74+0.45 55.88+0.11
Table 3: Ablation study.
decreases compared to more uniform scenarios o = 5.0.

FedGOG demonstrates superior performances when com-
pared to all baseline models in these experiments.

4.3 In-depth Analysis

Visualization. We employ t-SNE to visualize training and
testing data. The results in Fig. 3 depict a clear separa-
tion between training and testing data representations for
both FedAvg and FedStar, indicating that they overlook the
issue of graph OOD shifts. LECI shows slight improve-
ments with partial overlap between the training and testing
data, suggesting limited generalization capability. In con-
trast, FedGOG significantly increases the overlap between
the training and testing datasets, which demonstrates the ef-
fectiveness of DDE to explore the space of OOD samples,
filling the gap of the limited and biased client training dis-
tribution. Furthermore, using LED to reduce spurious corre-
lations enhances the ability of FedGOG to extract invariant
relationships, further boosting its generalization capability.

Ablation Study. To evaluate the effectiveness of each mod-
ule in FedGOG, we devise the following two versions, i.e.,
FedGOG-w/0-DDE and FedGOG-w/0-LED. FedGOG-w/o-
DDE highlights the benefits of exploring the OOD sample
space beyond the training distribution, while FedGOG-w/o-
LED demonstrates the impact of decorrelating spuriousness.
The results in Tab. 3 show that each variation achieves sig-
nificant improvements over the vanilla FedAvg. Notably,
FedGOG-w/0-LED shows more performance drop, indicat-
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Figure 4: Effect of hyperparameters.
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Figure 5: Effect of FGL settings on HIV (o = 0.5).

ing that we should pay more attention to the decorrelation
process of spuriousness. These findings suggest that the two
modules are closely related and can function together to im-
prove the graph OOD generalization capability.

Hyperparameters Sensitivity. To investigate the sensitiv-
ity of various hyperparameters, we conduct experiments on
the HIV and LBAPcore under class heterogeneity scenario
with @ = 0.5. We tune the weight of OOD exploration
w1 = {0.01,0.05,0.1,0.2,0.3,0.5}, the weight of decorre-
lation g = {0.01,0.1,0.2,0.5,0.8, 1.0}, local epochs E =
{1,2,3,5,10} and number of clients K = {5, 10, 20, 50} in
Fig. 4 and 5. We observe that: (1) Increasing p; enhances
OOD exploration, but a large 11 may cause samples to devi-
ate far from the original distribution, failing to reflect inher-
ent properties of the graph data. (2) Adjusting p5 also forms
a bell curve, where initially increasing po reduces spurious-
ness, but excessive decorrelation may hinder learning from
class labels. (3) Varying the number of local epochs slightly
affects results, while increasing the number of clients signif-
icantly reduces performance. Notably, FedGOG consistently
outperforms the best baseline across all settings, which ver-
ifies the effectiveness of enhancing data diversity through
controllable graph diffusion and extracting invariant rela-
tionships by decorrelating spuriousness.

5 Conclusion

In this paper, we propose a federated graph OOD general-
ization framework FedGOG which contains diffusion data
exploration (DDE) module and latent embedding decorre-
lation (LED) module. DDE utilizes graph diffusion model
with OOD control to generate new samples, thereby ex-
tending the exploration of the OOD graph sample space.
LED further decorrelates the embeddings produced by the
global invariant GNN and the personalized spurious GNN,
which helps extract invariant relationships and eliminates
environmental spuriousness. Extensive experiments on both
class heterogeneity and spuriousness heterogeneity scenar-
ios demonstrate the effectiveness of FedGOG.
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