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Abstract

Model adaptation tackles the distribution shift problem with
a pre-trained model instead of raw data, which has become a
popular paradigm due to its great privacy protection. Existing
methods always assume adapting to a clean target domain,
overlooking the security risks of unlabeled samples. This pa-
per for the first time explores the potential trojan attacks on
model adaptation launched by well-designed poisoning tar-
get data. Concretely, we provide two trigger patterns with
two poisoning strategies for different prior knowledge owned
by attackers. These attacks achieve a high success rate while
maintaining the normal performance on clean samples in the
test stage. To defend against such backdoor injection, we pro-
pose a plug-and-play method named DIFFADAPT, which can
be seamlessly integrated with existing adaptation algorithms.
Experiments across commonly used benchmarks and adapta-
tion methods demonstrate the effectiveness of DIFFADAPT.
We hope this work will shed light on the safety of transfer
learning with unlabeled data.

Code — https://github.com/TomSheng2 1/DiffAdapt

Introduction

Over recent years, deep neural networks (Krizhevsky,
Sutskever, and Hinton 2012; He et al. 2016; Dosovitskiy
et al. 2021) have gained substantial research interest and
demonstrated remarkable capabilities across various tasks.
However, distribution shift (Saenko et al. 2010) between the
training set and deployment environment inevitably arises,
leading to a significant drop in performance. To solve this
issue, researchers propose domain adaptation (Ben-David
et al. 2010; Ganin et al. 2016; Long et al. 2018) to improve
the performance on unlabeled target domains by utilizing
labeled source data. As privacy awareness grows, source
providers restrict user’s access to raw data. Instead, model
adaptation (Liang, Hu, and Feng 2020), a novel paradigm
only accessing pre-trained source models, has gained pop-
ularity (Liang, Hu, and Feng 2020; Li et al. 2020). Since
its proposal, model adaptation has been extensively inves-
tigated across various visual tasks, including semantic seg-
mentation (Fleuret et al. 2021; Liu, Zhang, and Wang 2021)
and object detection (Li et al. 2021a; Huang et al. 2021).
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Security problems in model adaptation are always ig-
nored, only two recent works (Sheng et al. 2023; Ahmed
et al. 2023) reveal its vulnerability to the neural trojans (also
known as backdoors) (Gu, Dolan-Gavitt, and Garg 2017;
Chen et al. 2017) embedded in the source model. A dis-
tillation framework (Sheng et al. 2023) and a model com-
pression scheme (Ahmed et al. 2023) are proposed to elim-
inate threats from suspicious source providers, respectively.
In this paper, we raise a similar question: Can we trust the
unlabeled target data? Different from the source model, in-
jecting trojans through unlabeled data faces several signif-
icant challenges. It is difficult for unsupervised algorithms
to directly establish a strong connection between the trig-
ger and the target class through poisoning unlabeled data.
Nevertheless, we find that well-poisoned unlabeled datasets
still achieve successful backdoor attacks on adaptation algo-
rithms, as illustrated in Fig. 1.

We decompose unsupervised backdoor injection into two
parts: trigger design and poisoning strategy. First, a non-
optimization-based trigger and an optimization-based trig-
ger are introduced. We adopt the Hello Kitty trigger in
Blended (Chen et al. 2017) as the non-optimization-based
trigger. The optimization-based one is an adversarial pertur-
bation (Poursaeed et al. 2018) calculated with a surrogate
model. As for the poisoning sample selection, we provide
two strategies for different prior knowledge owned by at-
tackers. In cases where the attackers have ground truth la-
bels, samples belonging to the target class are directly se-
lected. When labels cannot be accessed, samples to be poi-
soned are selected by querying the open-source CLIP model
(Radford et al. 2021). Please note that after the poisoning
stage, attackers release the unlabeled version of the dataset
for downstream adaptation users. Experimental results have
shown that the collaboration of designed triggers and poi-
soning strategies achieves successful backdoor attacks.

To defend model adaptation against the backdoor threat,
we propose a plug-and-play method called DIFFADAPT.
DIFFADAPT eliminates the mapping between the backdoor
trigger and the target class by neglecting potentially poison-
ing target samples during optimization. First, we train a po-
tential risk target model with unlabeled data following the
common model adaptation algorithms (e.g., SHOT (Liang,
Hu, and Feng 2020), NRC (Yang et al. 2021)). Since poi-
soning samples have both semantic features and backdoor
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Figure 1: Backdoor attack and defense on model adap-
tation. With well-poisoned unlabeled data from malicious
providers, target users suffer from the risks of backdoor in-
jection. We propose DIFFADAPT, a defense method against
backdoor injection without sacrificing clean performance.

triggers connected with the target class, they tend to be less
sensitive to random noise perturbation. We calculate the dis-
tance between the output prediction of the original and per-
turbed version for every unlabeled data to form the sam-
ple weight. Finally, the sample weight is averaged by the
distance of all samples with the same pseudo label and a
new secure target model is trained with the sample weight
to avoid being injected with backdoors during unsupervised
adaptation. Since no requirements for loss functions and
network architectures, DIFFADAPT can seamlessly integrate
with existing adaptation algorithms. In the experiment sec-
tion, we demonstrate the effectiveness of DIFFADAPT on
two popular model adaptation methods (i.e., SHOT (Liang,
Hu, and Feng 2020), and NRC (Yang et al. 2021)) across
three frequently used datasets (i.e., Office (Saenko et al.
2010), OfficeHome (Venkateswara et al. 2017), and Do-
mainNet (Peng et al. 2019)). Our contributions are summa-
rized as follows:

e We explore backdoor attacks on model adaptation
through poisoning unlabeled target data. To the best of
our knowledge, this is the first attempt at unsupervised
backdoor attacks during adaptation tasks.

We provide two poisoning strategies coupled with
two trigger patterns capable of successfully embedding
neural trojans into existing adaptation algorithms.

We propose DIFFADAPT, a flexible plug-and-play de-
fense method against potential backdoor attacks while
maintaining task performance on clean data.

Extensive experiments involving two model adaptation
methods across three benchmarks demonstrate the ef-
fectiveness of DIFFADAPT.

Related Work
Model Adaptation

Model adaptation (Liang, Hu, and Feng 2020; Yang et al.
2021; Ding et al. 2023; Liang et al. 2021b), aims to trans-
fer knowledge from a pre-trained source model to an un-
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labeled target domain, which is also called source-free do-
main adaptation or test-time domain adaptation (Liang, He,
and Tan 2024; Yu et al. 2023). SHOT (Liang, Hu, and Feng
2020) first exploits this paradigm and employs information
maximization loss and self-supervised pseudo-labeling to
achieve source hypothesis transfer. NRC (Yang et al. 2021)
captures target feature structure and promotes label consis-
tency among high-affinity neighbor samples. Some methods
(Liet al. 2020; Zhang et al. 2022; Tian et al. 2021) attempt to
estimate the source domain or select source-similar samples
to benefit knowledge transfer. Existing works also discuss
many variants of model adaptation, such as black-box adap-
tation (Liang et al. 2022; Zhang et al. 2023a), open-partial
(Liang et al. 2021a), and online (Wang et al. 2021; Yu et al.
2024) scenarios.

With widespread attention on the security topic, a se-
ries of works (Agarwal et al. 2022; Li et al. 2021b; Sheng
et al. 2023; Ahmed et al. 2023) have studied the security
of model adaptation. A robust adaptation method (Agar-
wal et al. 2022) is proposed to improve the adversarial
robustness of model adaptation. ISFDA (Li et al. 2021b)
focuses on adaptation on class-imbalanced target dataset.
AdaptGuard (Sheng et al. 2023) investigates the vulnerabil-
ity to image-agnostic attacks launched by the source side and
introduces a model processing defense framework. SSDA
(Ahmed et al. 2023) proposes a model compression scheme
against source backdoor attacks. However, this paper fo-
cuses on the trojan attack on model adaptation through un-
labeled poisoning data, which has not been studied so far.

Backdoor Attack and Defense

Backdoor attack (Gu, Dolan-Gavitt, and Garg 2017; Wu
et al. 2022; Li et al. 2022; Zhang et al. 2023b; Liao et al.
2024) is an emerging security topic to plant a neural tro-
jan or a backdoor associated with a trigger pattern in deep
neural networks. Many well-designed backdoor triggers are
proposed to achieve trojan injection. BadNets (Gu, Dolan-
Gavitt, and Garg 2017) utilizes a pattern of bright pixels
to attack digit classifiers and street sign detectors. Blended
(Chen et al. 2017) achieves a strong invisible backdoor
attack by mixing samples with a cartoon image. ISSBA
(Li et al. 2021c) proposes a sample-specific trigger gen-
erated through an encoder-decoder network. In addition to
poisoning-based solutions, some methods enhance their at-
tack effects by controlling the training process (Nguyen and
Tran 2021; Doan et al. 2021).

Recently, backdoor attacks have been studied in diverse
scenarios besides supervised learning. Some works (Saha
et al. 2022; Li et al. 2023) explore the backdoor attacks for
victims who deploy self-supervised methods on unlabeled
datasets. A repeat dot matrix trigger (Shejwalkar, Lyu, and
Houmansadr 2023) is designed to attack semi-supervised
learning methods by poisoning unlabeled data. Backdoor in-
jection (Chou, Chen, and Ho 2023, 2024) also works on dif-
fusion models (Dhariwal and Nichol 2021). Our work tries
to launch the backdoor attack on model adaptation via poi-
soning unlabeled data, evaluating the danger of backdoor at-
tacks from a new perspective.

With the emergence of trojan attack methods, various



backdoor defense methods (Liu, Dolan-Gavitt, and Garg
2018; Wang et al. 2019; Guan et al. 2022; Guan, Liang,
and He 2024) are proposed alternately. Fine-Pruning (Liu,
Dolan-Gavitt, and Garg 2018) finds that a combination of
pruning and fine-tuning can effectively weaken backdoors.
NAD (Li et al. 2021d) optimizes the backdoored model us-
ing a distillation loss with a fine-tuned teacher model. ANP
(Wu and Wang 2021) identifies and prunes backdoor neu-
rons that are more sensitive to adversarial neuron perturba-
tion. CLP (Zheng et al. 2022) removes risky channels with
a high channel Lipschitz constant in a data-free way. How-
ever, those defense methods are deployed on in-distribution
data and most of them require labeled samples, which are
impractical for model adaptation.

Backdoor Attack on Model Adaptation

In this section, we focus on the backdoor attack on model
adaptation through unsupervised poisoning. First, we review
the model adaptation framework and introduce the challenge
and attacker’s knowledge of injecting trojans during adapta-
tion. Subsequently, we decompose backdoor embedding into
trigger design and data poisoning strategy, providing a de-
tailed discussion respectively.

Preliminary Knowledge

Model adaptation (Liang, Hu, and Feng 2020), also known
as source-free domain adaptation, aims to adapt a pre-trained
source model f to a related target domain. Two domains
share the same label space but follow different distributions
with a domain gap. Model adaptation methods employ unsu-
pervised learning techniques with the source model f, and
unlabeled data D; = {z!}¥*, to obtain a model f; with bet-
ter performance on the target domain.

Challenges of backdoor attacks on model adaptation.
Unlike conventional backdoor embedding methods, back-
door attacks on model adaptation encounter several addi-
tional challenges.

Previous attackers always achieve backdoor embedding
on supervised learning by adding the trigger on some sam-
ples and modifying their labels with the target class. Super-
vised victim learners using the poisoned dataset will capture
the mapping from the trigger to the target class. However,
for model adaptation algorithms, attackers are restricted to
poison unlabeled data which establishes a weak connection.
Moreover, the weak optimization ability of unsupervised
fine-tuning also makes implanting new features very chal-
lenging.

The attacker’s knowledge. In the scenario of backdoor
attacks on model adaptation, attackers are allowed to control
only target data, and in extremely challenging cases, only the
data supply of the target class. As the target data owner, the
attacker may have ground truth labels or obtain pseudo la-
bels through the open-source basic model (e.g., CLIP (Rad-
ford et al. 2021)). Last but not least, the attacker is not al-
lowed to access the source model and have no knowledge
about the downstream adaptation learners.
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Backdoor Triggers

To make adaptation algorithms capture the mapping from
the trigger to the target class, we utilize the triggers with se-
mantic information. Triggers with semantic information will
be extracted by the pre-trained source model with a higher
probability. Based on this requirement, we introduce a non-
optimization-based trigger and an optimization-based per-
turbation trigger in the following.

> A non-optimization-based (Blended) trigger. Blended
(Chen et al. 2017) is a strong backdoor attack technique
that blends the samples with a Hello Kitty image. Blended
trigger satisfies the requirements and no additional knowl-
edge is required, making it a suitable choice as our non-
optimization-based trigger.

> An optimization-based (perturbation) trigger. In
addition to the hand-crafted trigger, we introduce an
optimization-based method for trigger generation. Initially,
a surrogate model is trained on the target dataset D, =
{x§7yl}f\21 using a cross-entropy loss function. With the
surrogate model and the target data, we compute the univer-
sal adversarial perturbations (Poursaeed et al. 2018) for the
target class which leads to the misclassification of the ma-
jority of samples. The perturbation has misleading seman-
tics and is the same size as input samples which makes it a
great optimization-based trigger. It is worth noting that the
architecture of the surrogate model and the source model are
always different, and the perturbation will not achieve such a
high attack success rate on the source model due to the weak
transferability between different architectures.

Data Poisoning

Previous backdoor attack methods employ data poison with
a random sampling strategy. Due to the unsupervised nature
of adaptation algorithms, attackers are unable to establish a
connection between the trigger and the target class explic-
itly. Hence, a well-designed poison set selection strategy be-
comes critical backdoor embedding. Attackers are allowed
to access either ground truth or open-source basic model
predictions for the poisoning data selection. We provide a
selection strategy for each condition below.

> Ground-truth-based selection strategy. When attackers
hold the ground truth labels {y?}X*, of all samples, sam-
ples belonging to the target class y; are simply selected to
construct a poisoning set DY°**°" = {z!}F . To avoid in-
terference for backdoor embedding, samples in other classes
remain unchanged.

> Pseudo-label-based selection strategy. With no access
to the ground truth labels, attackers first obtain pseudo-
labels for all target data from the open-source basic model
CLIP (Radford et al. 2021). Then, a base poisoning set
D b= {xt}F | consists of samples belonging to the tar-
get class y;. In order to strengthen the poisoning set, attack-
ers can choose to continually select samples outside of DY !
but with a high prediction probability for the target class y,
creating a supplementary set Di*?? = {z!}E’ . The final
poisoning set DY?**°" is the union of the above two sets:
,Dfozson — Dfl U Dfupp-



source

model
secure
@ direct noise distance | class-based | sample weight @ .
rewelghl adaptatl(m
ada tdtl()n
' a“%
( poisoning ) G ST
target data i
risky L is--O Oo~--§ secure
= model S, &-© Q ! model
2 —— ? _—— A S 2 v
° I random 1 output space

_______

®) weight assignment

Figure 2: The framework of defense method DIFFADAPT. We train a potentially risky target model and obtain the distance
between the output prediction of the original and perturbed version for every unlabeled data. The sample weight is averaged by
the distance of all samples with the same pseudo label and a new secure target model is trained with the sample weight.

DIFFADAPT: A Secure Adaptation Method
Against Backdoor Attacks

From the previous section, we learn an incredible fact: ma-
licious target data providers can achieve a backdoor embed-
ding on model adaptation algorithms through unsupervised
poisoning. We introduce a straightforward defense method
named DIFFADAPT to mitigate such a risk. DIFFADAPT is
designed to defend against potential backdoor attacks while
preserving the adaptation performance in the target domain.
The framework of DIFFADAPT is illustrated in Fig. 2.

The main idea inside DIFFADAPT is intuitive, assigning
low weights to samples that may contain backdoor triggers,
instead of the uniform weights in existing adaptation meth-
ods. The key is to obtain accurate weights, that is, identify
samples containing backdoor triggers. For risky target mod-
els that may contain backdoors, the outputs of poisoned sam-
ples in the unlabeled training set will be determined by their
category semantics and the trigger. Since these samples have
both features connected with the target class, they tend to
be less sensitive to random noise perturbation, that is, there
will be little change between the output of the original im-
age and the perturbed version. Therefore, DIFFADAPT as-
signs weights to samples based on their sensitivity to noise
on potentially risky target models.

Here, we provide a detailed outline of the procedures
involved in DIFFADAPT. Firstly, a potentially risky target
model f7** is trained using the existing model adaptation
algorithm with unlabeled target dataset D;. Note that “po-
tentially” means that the target model f7*** may be secure.
Our defense method does not assume that the unlabeled tar-
get domain has to contain poisoned samples. To obtain the
sensitivity of each target sample, we randomly generate a
Gaussian noise € and construct a perturbed target domain
dataset. The distance between the predictions of the original
image and the perturbed version is calculated as follows:

O(weq) = I @ea) = F7F (@), M
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where 7, ;, = x;,; + € represents the perturbed image. Since
the risky target model f7*** has incorporated the knowledge
of unlabeled training data, a certain proportion of the data
tends to be less sensitive to noise like the poisoned sam-
ples. In addition, categories that are not related to back-
doors contain some highly sensitive outlier samples, and the
model’s high dependence on them will decrease the stabil-
ity of the adaptation process. Therefore, to focus on low-
weight clean samples while reducing the dependence on
high-weight samples, DIFFADAPT reassigns sample weights
according to pseudo labels. The final weight w; is the aver-
age among all samples with the same pseudo label:

o) — D 100 =) 0ry)
ﬂ Y@ =)

where §; = argmax_ f T“k(;zct’j)c represents the pseudo la-
bel provided by the risk target model. Finally, the secure tar-
get domain model is obtained by retraining using the adapta-
tion algorithm. The objective corresponding to each sample
in the adaptation process will be replaced by a weighted ver-
sion with w;:

L(zti) = Eq, ;ep,w(we ) ), 3)

where [(x ;) refers to the loss calculated on the sample
24, for example, self-training loss and entropy minimiza-
tion loss in SHOT (Liang, Hu, and Feng 2020) and class-
consistency loss in NRC (Yang et al. 2021).

Discussion. Since DIFFADAPT has no requirements on
model adaptation algorithms and network architectures, it
can be used as a plug-and-play defense strategy simply
combined with existing adaptation algorithms (e.g., SHOT
(Liang, Hu, and Feng 2020), and NRC (Yang et al. 2021)).
Besides effectively defending against test-time backdoor at-
tacks, DIFFADAPT maintains the adaptation performance on
the clean data.

2)



| SHOT (Liang, Hu, and Feng 2020)

| NRC (Yang et al. 2021)

Task A—-W D—A D—-W W—=A Avg A=W D—A D—-W W—A Avg
ACC ASR | ACC ASR|ACC ASR|ACC ASR |ACC ASR|ACC ASR|ACC ASR|ACC ASR|ACC ASR |ACC ASR
Source Only 774 - 62.0 - 95.0 - 63.6 - 745 - 774 - 62.0 - 95.0 - 63.6 - 745 -
No Poisoning | 92.5 - 764 - 97.5 - 764 - 857 - 93.7 - 783 - 98.7 - 771 - 87.0 -
Poisoning 91.2 419 758 484 98.1 60.0| 76.4 40.9| 854 47.8] 92,5 58.1| 76.6 80.3| 98.1 90.3| 77.4 823 | 86.1 77.7
+ CLP 90.6 284 | 76.0 27.3| 975 529|750 25.8| 84.8 33.6| 91.2 232 | 753 553|969 768| 746 729| 845 57.0
+ FP 88.1 394 | 753 51.2| 93.1 484 734 43.1| 82.5 455 8.8 63.2| 73.7 783 | 90.6 78.1| 72.7 82.1| 80.9 754
+ DIFFADAPT | 87.4 9.0| 744 47.0| 98.7 34.8| 727 297 833 30.1| 8.5 0.0 75.1 49.5| 98.1 53.6| 723 23.8| 828 317
Blended trigger 17 Perturbation trigger ||
Poisoning 91.2 645| 76.6 882|975 87.7| 748 86.0| 85.0 81.6| 92.5 38.7| 764 599 98.1 76.8| 782 55.1| 86.3 57.6
+ CLP 91.2 27.7| 751 61.1| 969 38.1| 75.0 41.1| 845 42.0| 91.2 6.5| 75.1 258 97.5 22.6| 746 55| 84.6 15.1
+ FP 88.7 523|746 70.2| 943 748 | 734 534|827 62.7| 868 265| 744 304|925 71.0| 735 372| 81.8 413
+ DIFFADAPT | 87.4 13| 73.0 15.8| 98.1 34.2| 72.1 103 827 154 | 8.1 0.7| 746 87| 98.7 103| 75.0 44| 84.1 6.0

Table 1: ACC (%) and ASR (%) of DIFFADAPT against backdoor attacks on Office (Saenko et al

adaptation (ResNet-50).

. 2010) dataset for model

‘ SHOT (Liang, Hu, and Feng 2020)

| NRC (Yang et al. 2021)

Task A— C— P— R— Avg A— C— P— R— Avg

; ACC ASR|ACC ASR | ACC ASR|ACC ASR|ACC ASR|ACC ASR|ACC ASR|ACC ASR|ACC ASR|ACC ASR
Source Only 60.2 - 58.6 - 547 - 624 - 59.0 - 60.2 - 58.6 - 547 - 624 - 59.0 -
No Poisoning | 71.3 - 734 - 672 - 69.5 - 704 - 711 - 729 - 64.6 - 69.8 - 69.6 -
Poisoning 70.7 85.6| 73.6 89.2| 66.8 62.5| 69.8 86.0| 70.2 80.8| 71.0 859 | 724 879]| 650 89.3| 69.0 84.6| 69.4 869
+ CLP 68.3 77.7| 70.6 86.5| 63.8 59.4| 67.7 80.9| 67.6 76.1| 68.3 80.4| 69.2 83.2| 61.7 855]| 66.6 769 | 66.5 81.5
+ FP 66.8 64.6| 689 72.0| 61.3 51.6| 644 65.0| 653 63.3| 67.6 69.6| 67.7 67.2| 60.1 70.0| 63.9 62.7| 648 67.4
+ DIFFADAPT | 69.2 68.0| 71.4 67.2| 63.3 60.6| 68.6 825 68.1 69.6| 69.1 65.1| 71.1 38.0| 634 79.8| 68.1 83.3| 67.9 66.6

Blended trigger 1T Perturbation trigger ||

Poisoning 71.7 80.2| 742 70.7| 66.4 782|704 74.0]| 70.7 758| 714 519| 722 36.0| 648 51.8| 69.3 54.7| 69.4 48.6
+ CLP 69.0 46.6| 709 36.6| 625 70.5| 684 543| 67.7 52.0| 689 235| 694 89| 61.6 385| 67.1 339 66.7 26.2
+ FP 67.7 43.8| 693 32.1| 61.5 434|652 335|659 382| 674 193| 68.1 6.5| 60.8 24.0| 642 159]| 65.1 164
+ DIFFADAPT | 689 15| 71.3 09| 634 48| 675 35 678 26| 694 45| 709 01| 64.1 20| 68.0 02| 68.1 1.7

Table 2: ACC (%) and ASR (%) of DIFFADAPT against backdoor attacks on OfficeHome (Venkateswara et al.

for model adaptation (ResNet-50).

Experiment
Setup

Datasets. We evaluate our framework on three commonly
used model adaptation benchmarks from image classifica-
tion tasks. Office (Saenko et al. 2010) is a classic model
adaptation dataset containing 31 categories across three do-
mains (i.e., Amazon (A), DSLR (D), and Webcam (W)).
Since the small size of the data in the DSLR domain makes
it difficult to poison a certain category, we remove two
tasks whose target domain is DSLR and retain the remain-
ing four (i.e., A=W, D—A, D—W, W—A). OfficeHome
(Venkateswara et al. 2017) is a popular dataset whose im-
ages are collected from office and home environments. It
consists of 65 categories across four domains (i.e., Art (A),
Clipart (C), Product (P), and Real World (R)). DomainNet
(Peng et al. 2019) is a large-size challenging benchmark
with imbalanced classes and extremely difficult tasks. Fol-
lowing previous work (Tan, Peng, and Saenko 2020; Li et al.
2021b), we consider a subset version, miniDomainNet for
convenience and efficiency. miniDomainNet contains four
domains (i.e., Clipart (C), Painting (P), Real (R), and Sketch
(S)) and 40 categories. For OfficeHome and miniDomainNet
datasets, we use all 12 tasks to evaluate our framework.
Evaluation metrics. In our experiments, we divide 80%
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2017) dataset

of the target domain samples as the unlabeled training set
for adaptation and the remaining 20% as the test set for met-
ric calculation. In order to avoid loss of generality, we uni-
formly select class O in alphabetical order as the target class
for backdoor attack and defense. We adopt accuracy on the
clean samples (ACC) and attack success rate on the poison
samples (ASR) to evaluate the effectiveness of our attack
and defense method. A stealthy attack should achieve high
ASR while maintaining accuracy on clean samples to keep
the backdoor from being detected. Similarly, a great defense
method should achieve both low ASR and high accuracy.

Baselines. Since there are no methods designed for de-
fending backdoor injection during the adaptation stage, we
select two pruning techniques that can be combined with the
model adaptation algorithms and require no annotated clean
samples. CLP (Zheng et al. 2022) performs data-free prun-
ing on the potentially backdoored model based on the upper
bound of the channel Lipschitz constant. FP (Liu, Dolan-
Gavitt, and Garg 2018) weakens backdoors by pruning the
neurons with high average activation values.

Implementation details. Different from supervised back-

door attacks, we choose two popular model adaptation meth-
ods, SHOT (Liang, Hu, and Feng 2020) and NRC (Yang
et al. 2021), as victim algorithms. We use their official codes



| SHOT (Liang, Hu, and Feng 2020)

| NRC (Yang et al. 2021)

Task C— P— R— S— Avg C— P— R— S— Avg
ACC ASR | ACC ASR|ACC ASR|ACC ASR |ACC ASR|ACC ASR|ACC ASR|ACC ASR|ACC ASR |ACC ASR
Source Only 64.0 - 702 - 674 - 66.8 - 67.1 - 640 - 702 - 674 - 66.8 - 67.1 -
No Poisoning | 80.5 - 803 - 715 - 809 - 798 - 80.7 - 81.6 - 775 - 832 - 80.7 -
Poisoning 78.8 63.3] 79.6 445]| 763 26.0| 80.6 46.9| 78.8 452 80.6 59.2| 80.8 43.1| 77.1 209 | 83.1 78.1| 804 503
+ CLP 762 652|779 44.4| 739 262 | 787 563 | 76.7 48.0| 784 62.7| 787 47.4| 741 282 80.7 824 | 780 552
+ FP 69.7 33.7| 755 32.1| 67.7 139| 74.1 36.0| 71.8 289| 73.6 32.6| 76.7 299 | 696 86| 762 61.1 | 740 33.0
+ DIFFADAPT | 755 69| 76.5 31.7| 723 13.0| 77.0 257 753 193 | 789 353 | 804 449| 739 2.6| 79.0 452 | 78.1 32.0
Blended trigger 17 Perturbation trigger ||
Poisoning 78.3 80.0| 79.7 73.0| 75.6 87.8| 80.3 69.1| 785 77.5| 80.2 55.0| 80.7 44.1| 76.6 62.0| 83.2 444 | 80.2 514
+ CLP 759 60.5| 782 52.5| 73.7 634 783 61.7| 76.5 59.5| 77.7 49.5| 78.6 29.8| 74.0 379 | 809 46.7| 77.8 41.0
+ FP 69.3 314 758 144| 679 342|735 29.7| 71.6 274| 737 91| 767 37| 703 65| 764 17.1| 743 9.1
+ DIFFADAPT | 740 8.0| 76.7 26.1 | 72.7 143 | 77.0 325 75.1 20.2| 78.0 12.1| 80.1 153 | 74.7 142| 787 164 | 779 145

Table 3: ACC (%) and ASR (%) of DIFFADAPT against backdoor attacks

model adaptation (ResNet-50).
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Figure 3: ACC and ASR curve of backdoor attack and DIFFADAPT on C—P from miniDomainNet (Peng et al. 2019).

and hyperparameters with ResNet-50 (He et al. 2016). For
each adaptation algorithm, we report the results from four
attack methods (two types of trigger with two poison selec-
tion strategies). For the non-optimization-based trigger, we
use the Hello Kitty trigger in Blended (Chen et al. 2017)
directly. The optimization-based trigger is implemented by
GAP (Poursaeed et al. 2018) and L;,y norm is 0.5 in a
120x 120 patch for Office and 100x 100 patch for others.

Hyperparameters. For all experiments, we simply set the
noise pixels to be sampled from a uniform distribution [-
0.25, 0.25]. DIFFADAPT is a plug-and-play defense method
for existing model adaptation algorithms, so no additional
hyperparameters are introduced. Other details are consistent
with the official settings of the adaptation algorithms.

Main Results

We evaluate two backdoor triggers with the ground truth poi-
soning strategy and our defense method against the above
attacks. The results are shown in Table 1, 2, 3. Note that
the results of the non-optimization-based (Blended) trigger
are reported in the upper part of the tables and the results of
the optimization-based backdoor (perturbation) trigger are
provided in the lower part. Due to space limitations, for Of-
ficeHome and miniDomainNet, we report the average result
across tasks from the same source domain and leave the de-
tailed results in the supplementary material'.

!Supplementary material is available at https:/github.com/
TomSheng21/DiffAdapt/pdf/supp.pdf.

Results about backdoor attacks on model adaptation.
Non-optimization-based backdoor attacks (Blended trigger)
obtain a high ASR across various benchmarks. Take results
on OfficeHome in Table 2 as an example, Blended trigger
achieves an average ASR of 80.8% on SHOT and 86.9%
on NRC. Besides, the injection of Blended trigger maintains
the target domain performance of the victim model which
demonstrates its great concealment. As shown in Table 1,
2, compared with the clean training set, the poisoning set
with Blended trigger only causes 0.6% and 0.2% decrease in
accuracy on Office and OfficeHome datasets, respectively.

For optimization-based backdoor attacks, as shown in Ta-
ble 1, the perturbation trigger achieves an average ASR of
81.6% and 57.6% on Office dataset on two adaptation al-
gorithms. And on miniDomainNet dataset in Table 3, the
average ASR of perturbation trigger on SHOT arrives at
77.5%. Also, the perturbation trigger keeps the model’s per-
formance, only reduces the clean accuracy of SHOT on
miniDomainNet from 79.8% to 78.5% and causes a smaller
0.5% gap on NRC algorithm. Generally, the results demon-
strate the effectiveness of two backdoor triggers, revealing
the poisoning risk of unlabeled data during the adaptation.

Results about DIFFADAPT against backdoor attack. To
defend against the backdoor attacks for the model adap-
tation, we further evaluate our proposed defense method
DIFFADAPT on the above benchmarks, and the results are
shown in Tables 1, 2, 3. It is obvious that DIFFADAPT ef-
fectively reduces ASR scores while maintaining the orig-
inal classification ability. Take Office dataset with pertur-
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Figure 4: ACC (%) and ASR (%) of backdoor attacks under
different poisoning rates for model adaptation.

Task ‘ A— ‘ C— ‘ P— ‘ R— ‘ Avg
ACC ASR|ACC ASR|ACC ASR|ACC ASR|ACC ASR
Poisoning 70.6 92.0]73.1 863|668 954|709 89.1]704 90.7
+CLP 68.8 66.7|71.0 58.5|63.5 873|679 725|678 71.2
+FP 66.9 60.3|68.3 43.7|62.7 804|657 51.0|659 589
+ DIFFADAPT | 684 14 |714 9.2 |644 74 |68.8 103|683 7.1

Table 4: ACC (%) and ASR (%) of DIFFADAPT against
backdoor attacks (pseudo label strategy) on OfficeHome
(Venkateswara et al. 2017) dataset for model adaptation.

bation trigger in Table 1 as an example, DIFFADAPT re-
duces ASR scores from 81.6% to 15.4% on SHOT and from
57.6% to 6.0% on NRC. At the same time, the clean accu-
racy of the target domain drops by 2.3% and 2.2% respec-
tively, which is within an acceptable range. Compared with
baseline defense methods, DIFFADAPT always achieves bet-
ter ASR and clean accuracy. Although DIFFADAPT shows
its superiority across most tasks, on OfficeHome data with
the challenging Blended trigger, it is still slightly worse
than FP whose defense is also weak. In addition, we record
the curves of ASR score and accuracy of backdoor attack
and DIFFADAPT on the C—P task from miniDomainNet
in Fig. 3. As expected, as shown in curves of adaptation,
DIFFADAPT effectively defends against backdoor injection
without affecting the convergence of the base algorithm.

More Analysis

Analysis about pseudo labeling poisoning strategy. Be-
sides the poisoning selection strategy based on ground truth
labels, we also provide a pseudo-label poisoning strategy
when the attacker can not access labels. The results on Of-
ficeHome dataset with the perturbation trigger are shown in
Table 4. Pseudo-label-based strategy achieves a high ASR
score of 90.7% on SHOT algorithm on OfficeHome dataset.
Also, DIFFADAPT outperforms baseline methods, it reduces
ASR from 90.7% to 7.1% and causes only a 2.1% accuracy
gap. Although the CLP obtains slightly better accuracy, it
produces poor performance at backdoor removal. These re-
sults further demonstrate the flexibility of the proposed at-
tack method and the effectiveness of DIFFADAPT.

Analysis about different network architectures. To as-
sess the versatility of our attack framework, we evaluate
our attack method on a variety of network architectures in-
cluding VGG, ViT, ConvNext, MobileNet, and ResNet101.
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Task A— C— P— R— Avg
: ACC ASR | ACC ASR|ACC ASR|ACC ASR|ACC ASR
VGG16 644 76.8 | 67.2 52.1]559 26 l 623 69.7 | 62.5 562
+ DIFFADAPT | 63.0 245 | 65.1 6.6 | 529 58.6 383|599 183
ViT-Base 783 50.7|56.1 325|732 655|754 447|707 484
+ DIFFADAPT | 754 20.2 | 81.0 422|702 25.0| 72.0 39.6| 747 31.8
ConvNext 80.0 65.7 84.8 785|749 775|776 682793 725
+ DIFFADAPT | 79.7 47.5| 814 187|732 449|748 48.6| 773 399
MobileNet | 63.6 80.7 | 62.8 56.1 | 57.2 26.8 | 63.7 77.1 | 61.8 60.2
+ DIFFADAPT | 623 48.0 | 61.3 21.0 | 53.5 30.8 | 59.1 43.0| 59.0 357
Resnet101 732 864|762 887|686 888|731 878|728 879
+ DIFFADAPT | 70.6 24.7 | 71.8 419 | 65.8 344 | 69.1 50.5| 69.3 37.9

Table 5: ACC (%) and ASR (%) with different backbones
against backdoor attacks on OfficeHome dataset.

Since DIFFADAPT needs no well-designed modification for
any networks, we also employ it on those backbones. The re-
sults of Blended trigger on SHOT algorithm are provided in
Table 5. Take ConvNext for an example, our attack achieves
an average ASR score of 72.5% while DIFFADAPT brings it
down to 39.9%. It is shown that our attack method achieves
a successful attack across different backbones and DIF-
FADAPT mitigates backdoor injection.

Analysis about different poisoning rates. In most ex-
periments, we assume that the attacker as well as the target
domain provider can control the whole unlabeled dataset.
Here we study our attack method under various poison rates
and report the results on OfficeHome with Blended trigger
in Fig. 4. Please note that the rate in the figure refers to the
poisoning rate of the whole target dataset and the samples
of the target class are approximately equal to 2.5%. It is
shown that a higher poisoning rate will result in a higher
ASR score. Moreover, various poisoning rates share almost
the same performance on the clean sample.

Conclusion

This paper discusses whether users can trust unlabeled data
during model adaptation. Our study focuses on backdoor
attacks during model adaptation and finds that a malicious
data provider can achieve backdoor embedding through un-
supervised poisoning. Furthermore, to reduce the risks of
potential backdoor attacks, we propose DIFFADAPT, a plug-
and-play defense method to protect adaptation algorithms.
DIFFADAPT eliminates the association between triggers and
target class by exchanging background areas among target
samples. Extensive experiments conducted on commonly
used adaptation benchmarks validate the efficacy of DIF-
FADAPT in effectively defending against backdoor attacks.

Limitation. It is worth noting that while our framework
achieves successful attacks and defenses, some limitations
still exist. We only explore the classification problem, which
is a relatively basic task. Popular online adaptation algo-
rithms employ minor optimization, making backdoor injec-
tion more difficult. As for defense, compared to direct adap-
tation, DIFFADAPT requires twice the computational cost.
Improvements in these aspects can further improve the ver-
satility of our framework.



Ethical Statement

In our work, we explore trojan attack and defense in model
adaptation, a sub-field of machine learning. Given that
model adaptation techniques are increasingly deployed in
sensitive areas such as security systems and medical diag-
nostics, our proposed backdoor attack could potentially re-
sult in risky consequences, including accidents and security
breaches. To address these risks, we propose a robust de-
fense framework aimed at helping adaptation algorithms de-
fend against trojan attacks. Our work highlights the vulnera-
bility of model adaptation to such attacks, intending to raise
awareness about these risks, particularly in high-stakes ap-
plications where the impact could be significant.
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