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Abstract

Deep Neuro-Fuzzy Inference Systems (DNFIS) seamlessly
fuse neural networks with the fuzzy inference system en-
abling intricate decision-making and knowledge representa-
tion, while upholding a commendable degree of adaptabil-
ity and interpretability. However, the challenge of privacy-
preserving inference (PI) over DNFIS has remained largely
uncharted, with no prior research addressing this critical is-
sue. In this paper, we embark on an exploration of this
issue. We introduce an efficient and secure PI framework
for DNFIS, named PrivDNFIS, which leverages the post-
quantum lattice-based homomorphic encryption to imple-
ment secure computation protocols for PI over DNFIS. Our
work incorporates several non-trivial performance enhance-
ments. Firstly, it consolidates multiple elements of input fea-
ture vectors into a single message, reducing encryption/de-
cryption overhead. Secondly, building upon this novel en-
coding approach, PrivDNFIS can perform ciphertext aggre-
gation and vector-vector inner production without necessitat-
ing time-consuming ciphertext rotation operations. Thirdly,
we replace the softmax function in the DNFIS layer with
a quadratic function to further enhance inference efficiency,
without compromising the inference accuracy. Under the
given threat model, we provide formal security proof for
PrivDNFIS. In comprehensive experimental results, PrivD-
NFIS demonstrates an approximately 1.9 to 4.4 times reduc-
tion in end-to-end time cost compared to the benchmark.

Introduction

Background Deep Neural Networks (DNNs) (LeCun, Ben-
gio, and Hinton 2015; He et al. 2016) excelling in areas
like image recognition, natural language processing (NLP),
and medical diagnosis (Jin et al. 2024). However, their
complexity, involving billions of connection weights, intro-
duces challenges in understanding and trust. This necessi-
tates explainable AI (Talpur et al. 2023; Yeganejou, Dick,
and Miller 2019) to provide human-friendly explanations
and build trust. A promising solution is deep neuro-fuzzy
inference systems (DNFIS) (Yeganejou, Dick, and Miller
2019; Yeganejou et al. 2023), which combine deep learn-
ing’s pattern recognition with fuzzy logic’s interpretability.
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This integration enables precise and transparent decision-
making, especially in healthcare and legal contexts (Talpur
etal. 2023). DNFIS leverages rule-based representations and
intuitive linguistic variables for clarity, with proven high per-
formance in fusing a DNN for feature extraction with a fuzzy
system for classification (Yeganejou et al. 2023).

Despite the benefits of DNFIS, privacy concerns pose
significant obstacles to its development. When users send
inference requests to third-party model owners, they must
share their original input, risking their privacy. In the case
of DNFIS, input privacy is critical in scenarios like medical
diagnosis. Users may upload sensitive health data to lever-
age the system’s capability for handling uncertainty and im-
precision in decision-making. A breach in such cases could
reveal private health records, leading to severe personal data
leakage. Therefore, safeguarding input privacy for model in-
ference services like DNFIS is critical and urgently needed,
as mandated by regulations like GDPR (Lu et al. 2021).

Related Work Preserving input privacy in DNN model
inference services has been extensively studied by both Al
and security communities (Liu et al. 2021). The main objec-
tive of a privacy-preserving inference (PI) scheme is to com-
pute inference results without accessing the original input. A
promising approach involves using advanced cryptographic
tools like fully homomorphic encryption (FHE) (Fan and
Vercauteren 2012; Viand, Jattke, and Hithnawi 2021) and
secure multiparty computation (MPC) (Hastings et al. 2019;
Rathee et al. 2020). These methods allow the server to evalu-
ate inference functions on the encrypted input. FHE supports
arbitrary computation on ciphertexts without decryption or
interaction (Viand, Jattke, and Hithnawi 2021), but its pro-
cessing of non-linear functions is computationally intensive.
Therefore, state-of-the-art (SOTA) PI schemes (Rathee et al.
2020; Huang et al. 2022; Lu et al. 2025) often use FHE for
linear function evaluations and MPC for non-linear func-
tions, such as ReLLU and softmax. While MPC has lower
computational overhead than FHE, it incurs higher com-
munication costs and requires multiple interaction rounds
(Hastings et al. 2019). Due to the complexity of DNNs and
cryptographic techniques, the existing PI scheme (Huang
et al. 2022) takes over two minutes to process a single query,
indicating room for efficiency improvements.

To our knowledge, PI for DNFIS has not been explored in
existing work. This paper seeks to initiate this topic and en-



courage future research. Our proposed scheme, PrivDNFIS,
involves a co-design of the DNFIS network architecture
(Yeganejou et al. 2023) and cryptographic primitives (Viand,
Jattke, and Hithnawi 2021) to achieve PI for DNFIS, incor-
porating several non-trivial performance optimizations.

Technical Challenges It is non-trivial to build a PI
scheme that accommodates DNFIS (Yeganejou et al. 2023)
with provable security and high efficiency.

* Functionality. The main challenge is scrutinizing the
DNFIS network architecture and the internal structure of
its neurons to specify the computational tasks. Moreover,
there is no existing secure computation protocol capable
of accommodating fuzzy membership functions as indi-
cated in (Yeganejou et al. 2023). This necessitates an in-
vestigation of both DNFIS and cryptographic techniques.

Security. The preservation of user input privacy necessi-
tates a theoretical guarantee. Particularly, formally estab-
lishing its semantic security under the given threat model
is a non-trivial task.

Efficiency. Excising PI schemes are often criticized for
their inefficiency. However, cost reduction becomes dif-
ficult when complex inference functions and provable se-
curity are essential requirements.

Our Contributions We
PrivDNFIS as follows.

e PrivDNFIS initializes the research on designing a PI
scheme for DNFIS. A secure and efficient PI system
is presented using somewhat homomorphic encryption
(SHE) (Fan and Vercauteren 2012) and ciphertext extrac-
tion technique (Chen et al. 2021). PrivDNFIS is expected
to motivate future efforts on this pivotal issue.

We give a formal security proof for PrivDNFIS under the

widely applied semi-honest threat model (Hastings et al.
2019). The analysis is sound and succinct.

sum the contribution of

PrivDNFIS proposes several optimizations for secure ag-
gregation and vector-vector inner production protocols.
Specifically, the heavy ciphertext rotation operation is
eliminated. Besides, we carefully tailor the last layer
(softmax) of the existing DNFIS model (Yeganejou et al.
2023) to further boost the overall performance without
undermining the accuracy. Compared to the benchmark,
PrivDNFIS delivers roughly 1.9 ~ 4.4 end-to-end time
cost reduction as evidenced by the experimental results.

Preliminaries

Deep Neuro-fuzzy Inference Systems The classical Adap-
tive Neuro-Fuzzy Inference System (ANFIS) (Jang 1993) al-
ters the network architecture to mimic the fuzzy inference
system (Jang, Sun, and Mizutani 1997). ANFIS consists of
the following five layers. @ Input layer. It receives the in-
put features from the user. Input nodes pass the input to
the next layer. @ Fuzzification layer. It fuzzifies the in-
puts, mapping input values to fuzzy sets. Each input node
is linked to fuzzy set (i.e., membership) functions, typically
triangular or Gaussian, for fuzzifying input values and yield-
ing membership degrees that signify the input values’ as-
sociation with each fuzzy set. @ Rule layer. It calculates
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Figure 1: Diagram of Deep Neuro-Fuzzy Inference System.

the “firing strength” for each fuzzy rule, typically obtained
as the product of all antecedent membership functions. @
Hidden layer. It computes the output for each rule, and its
output results from multiplying the rule’s activation by the
fuzzification layer’s output. The output values will be aggre-
gated using node weights (trainable parameters), typically
through a linear combination. @ Output layer. This layer
computes and outputs the class probabilities. As shown in
Fig. 1, DNFIS uses CNNs for feature extraction that produce
the inputs for ANFIS. This framework follows the paradigm
of the sequential deep neuro-fuzzy system (DNFS) (Talpur
et al. 2023). It enjoys the benefits provided by both CNNs
and ANFIS and is easy to deploy in practice.

Somewhat Homomorphic Encryption (SHE) SHE
(Viand, Jattke, and Hithnawi 2021) is rooted in the Learn-
ing With Errors (LWE) problem (Gentry, Sahai, and Waters
2013) and its ring variant (RLWE) (Fan and Vercauteren
2012). They share common public parameters denoted as
HE.pp = N,p,q, o, where p and ¢ are integers with ¢ >
p > 0, and o represents the standard deviation of error sam-
pling. In the RLWE scheme, plaintext messages are polyno-
mials in R ;. This scheme is comprised of three essential
algorithms, namely R.KeyGen(HE.pp) for public/private
key (pkg,skr) generation, R.Enc(pkgr, ) for encryption
of messages m € Ry, into ciphertexts CT € R?V, o and
R.Dec(skg, CT) for recovering message . In contrast, the
LWE scheme operates with plaintexts in Z,, and ciphertexts
in Zév 1 Tts structure mirrors that of the RLWE scheme,
encapsulated in L.KeyGen(-), L.Enc(-), L.Dec(-). SHE shall
support the following homomorphic evaluations.

CtPtAdd(CT5,v) — CT. It takes the ciphertext CTy of
the plaintext message u and another plaintext message v
as the inputs. It returns CT, that is a ciphertext of u + .

CtCtAdd(CTg, CT5) — CT. It takes the ciphertext CTg,
CT5 of the plaintetext messages u, v, respectively as the
inputs. It returns CT, that is a ciphertext of u + ©.

CtPtMul(CTg,v) — CT. It takes the ciphertext CT5 of
the plaintext message u and another plaintext message v
as the inputs. It returns CT i.e. a ciphertext of u X .

CtCtMul(CTg, CT5) — CT. It takes the ciphertext CTg
of @ and another ciphertext of ¥ as the inputs. It returns
CT i.e. a ciphertext of  x 7.

Extract(CT,¢). For a given message m and its RLWE ci-
phertext CT, this function can extract the i-th coefficient
of m from CT, and transfer it to a LWE format cipher-
text. The decryption key can be computed by a key switch
algorithm (Chen et al. 2021).
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Figure 2: System model of PrivDNFIS.

Problem Statement

System Model As shown in Fig. 2, the system of PrivDNFIS
consists of three entities, that are the cloud server A (CS 4),
cloud server B (CS ), and model user (MA). In the follow-
ing, we elaborate on the role of each entity.

¢ CS 4. It receives the private query request from the MU/
to extract the features using the CNN model. This task is
considered as the prelude of PrivDNFIS.

MU. Tt could be any individual or organization in prac-
tice, that needs to issue inference service requests in a
privacy-preserving manner. It first obtains the encrypted
extracted features from CS 4 and interacts with CSpg to
acquire the encrypted results over ANFIS.

CS p. It receives the private encrypted features from MU
and computes the inference over the ciphertext domain.
At last, it returns the final results to M. In PrivDNFIS,
we put main efforts into designing secure computing pro-
tocols for CS g over the modified ANFIS model.

Threat Model MU/ is considered to be fully trusted. It
will strictly follow the designed secure protocols. In prac-
tice, MU has no motivation to manipulate the queries at the
price of receiving inaccurate inference results. Cloud service
providers follow pre-defined secure protocols and return the
correct results for economic rewards. However, the cloud
service providers may be interested in the content of the re-
ceived data and peek at the users’ privacy (Lu et al. 2021) for
economic interests. This threat model is practical and preva-
lently applied by existing schemes (Lu et al. 2021). Prior
works dubbed it as ’semi-honest” (Lindell 2017). Under this
model, CS 4 and CS g will faithfully execute the given pri-
vate computing protocols but attempt to peek into user data.
We acknowledge that it is vital to develop malicious user de-
tection mechanisms. Due to space limitations, we will study
this issue in future work.

Proposed Scheme

We now present PrivDNFIS layer by layer, detailing how
the secure computation tasks are evaluated. We commit to
co-design on ANFIS (Jang 1993) and SHE acceleration to
boost the efficiency with mild accuracy loss.

Input Layer

The input layer takes the encrypted input from MU/ and
feeds it to the next layer. However, this is non-trivial to gen-
erate the inputs that meet the following requirements. First,
the original content of the features should be strictly con-
cealed from the server CS g with semantic security. Second,
the private input should support the processing of the con-
secutive layers. Third, the message packing method needs to

20176

be compatible with the homomorphic evaluation functions.
It is non-trivial to achieve these three goals simultaneously
because they demand strong privacy preservation, rich func-
tionality, and high efficiency in one scheme, that is the de-
sign goal of PrivDNFIS.

Instead of using traditional Chinese Remainder Theorem
(CRT) packing methods like SV (Smart and Vercauteren
2014), PrivDNFIS directly packs messages into the coef-
ficients of the plaintext polynomial. For example, given a
feature vector v = [1,2, 3, 4], the vector is encoded as the
polynomial o = 1z2Y + 22! + 322 + 423. Each element of
v is mapped into the polynomial coefficients, with unused
coefficients set to 0. This method can also support Single
Instruction Multiple Data (SIMD) (Viand, Jattke, and Hith-
nawi 2021) homomorphic evaluations. Let @, 0 € R,
then we have the addition @ = @+ v over Ry, is defined as
ali] = alé] + 0[i]. The product pli] = @ x ¥ is calculated as
the following equation.

plil = Z alloli - j] -

Z u[j]o[N + j — i] mod p.
i<j<N

(D

The correctness of Equation 1 is based on the property ¥ =
—1 mod 2"V +1. Given RLWE ciphertexts CT and CT5, in-
voking CtPtAdd(CTg,0) or CtCtAdd(CTg, CT5) returns a
ciphertext of 4+ v, supporting element-wise addition homo-
morphically (SIMD). Note that, invoking CtPtMul(CT, ?)
results in a ciphertext of p, not element-wise multiplication,
meaning SIMD isn’t supported.

Let d be the feature vector, MU first maps the elements
into a polynomial using the above method. We write the
polynomial as d € Ry ,. Then MU/ obtains the ciphertext

of d as CT; < R.Enc(pkgr,d) € R% . In practice, the
time cost of ciphertext-ciphertext multiplication homomor-
phic evaluation can be 100x than CtCtAdd(-), CtPtAdd(-),
and CtPtMul(-) (Mughees and Ren 2023). Thus, if we
can refrain from this operation, the entire performance will
be significantly improved. To achieve this, MU calculates
d*[i] = (d[i])?,i € [|d]]. Thenitis encoded as a polynomial
d*. At last, MU encrypts d* as CT5, <« R.Enc(pkg,d*).
Thus far, MU has finished the preparation of the private in-
put, that is a pair of RLWE SHE ciphertexts {CT 7, CT . }.
It will be uploaded to CS g as the output of the input layer.

Fuzzification Layer

The fuzzification layer converts input data into fuzzy lin-
guistic variables. It does this by linking each input variable
to fuzzy sets (rules) defined by membership functions, which
determine how strongly an input value corresponds to lin-
guistic terms like ”low,” ”medium,” or “high.” For a feature
vector with n dimensions and [/ fuzzy rules, n - membership
functions are needed. In PrivDNFIS, Gaussian membership
functions, commonly used in fuzzy systems (Bai et al. 2021;
Zhang et al. 2021), are employed for each input and rule.
These functions have two trainable parameters: the mean
and the standard deviation.



For each input value d[i],i € [n], all j € [I], then the
Gaussian membership functions can be computed as:
(d[l} — Mi,j)Q )

2
2Ui,j

wij < M ;(d[i]) = exp(— )
The parameter i, ; is the mean and o; ; is the standard
deviation. A straightforward method to evaluate Equation
2 over ciphertexts {CT 3, CT 4 } is using a polynomial to
simulate the Gaussian function. However, this method will
not only compromise accuracy but also place a substantial
computational burden on CS . Thus, we compute the nat-
ural logarithm instead of the Gaussian function (Yeganejou
et al. 2023). Then we are relieved from handling exponen-
tial computation over ciphertext. In addition, the logarithm
offers better numerical stability in the tails. As shown in the
Equation 3, the problem is transformed into computing a
quadratic polynomial.

1 1 22 i
1 i = — d 2 - »J \2 Jd 3
0B =~ W~ 5 B

Then CSp maps all the constant terms into polynomials.
Note that, all the input values are packed and encrypted
as one ciphertext. Thus, for any j-th rule, all the n pa-
rameters (e.g., 71/20%, i ;/0:.3) should be packed us-
ing the same method. For simplicity, we omit it as a de-
fault operation. @ Then the first term can be computed
as CT1 — CtPtMuI(CTd*7 1/20%;). @ The compu-
tation of the second term is trivial as it involves no ho-
momorphic evaluation. @ The third term can be com-
puted as CT?; « CtPtMul(CT 4 1. ;/0. ;). @ Then, CSp
merge the three terms one by one. It calculates CTl’2 —
CtPtAdd(CT_lyj, /2(7 ;)- @ Atlast, CSp obtalns a ci-
phertext of logw. ; by CTlogw,‘j « CtCtAdd(CT!;,CT?).
For all rules j € [I], CS g repeats the above calculations and
passes CTlng,,j to the rule layer.

Rule Layer

This layer is committed to evaluating the firing strength
(Talpur et al. 2023; Bai et al. 2021) for each fuzzy rule.
The existing schemes usually Compute the product of all an-
tecedent membership functions like w”™; = []"_; w; j. This
needs ciphertext-ciphertext mult1p11cat10n evaluation over
the n ciphertext slots within the same packed and encrypted
input vector. Unfortunately, it seems out of reach to achieve
this using SHE schemes (Viand, Jattke, and Hithnawi 2021).
To conquer this problem, PrivDNFIS turns to compute the
summation of the logarithm of the memberships. In specific,
we have wj’j =>"  logw; ;.

Before introducing our solution, we first show off an in-
teresting observation as follows. Assume that we have two
polynomials p; = 1+2z+32% +423, 0y = 1+ +22+23.
According to the Equation 1, p; X pa equals: 1+ (2+ 1)z +
(B+2+1)2?+(4+3+2+1)x*+(4+3+2)z* + (4 +
3)x®+42°. We can find that the coefficient of the fourth term
() equals the summation of all the coefficients of p;. By
extension, if we can extract the ciphertext of a certain coeffi-
cient over the ciphertext domain, we can compute the sum of
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the coefficients of any polynomial. In PrivDNFIS, CS g gen-
erates a polynomial € = 1+x+22+, ..., +2" ! and then in-
vokes CT’ ; «— CtPtMul(CToge. ,, €) forall j € [I]. At last,
CSp extracts LWE ciphertexts of n-th coeffient of CTf’ e
This can be achieved using an existing ciphertext extraction
function (Chen et al. 2021). In specific, CSp generates LWE
ciphertexts for all j € [I] as LCT | T Extract(CT’ ;,n)

and LCT W+, are then feed to the hidden layer.

Hidden Layer

In the hidden layer, activation is computed by taking a lin-
ear combination of input values d and multiplying it by the
normalized firing strength of the corresponding rule. To sim-
plify this, it is adjusted to use the sum of the logarithm of the
firing strength and the linear combination of inputs, with-
out applying the logarithm to the inputs themselves. This
approach creates fuzzy regions (clusters) while keeping the
deep convolutional backend fully trainable, avoiding gradi-
ent explosion issues. Let the n x [ matrix M represent ac-
tivation weights, and b be the bias vector for all rules. The
activation for the j-th rule is then computed as follows.

ZM i +bl). @

The task of CSp is to evaluate the above equation pri-
vately. Intuitively, the main challenge of computing Equa-
tion 4 is designing a privacy-preserving vector inner protocol
for Y7, M[i][;] - d[é]. Specifically, the problem is comput-
ing the ciphertext-plaintext vector inner product in a privacy-
preserving manner. A widely applied method is packing vec-
tors using CRT based scheme (Smart and Vercauteren 2014),
and then evaluating the element-wise multiplication by sim-
ply invoking CtPtMul(-). For instance, given two vectors
vy = [al, ag,as, Cl4], Vo = [bl, bQ, bg, b4], one can obtain
the ciphertext of the vector v{, [a1b1, asba, asbs, asby)
using the above method. Afterward, one needs to rotate the
ciphertext of v’ for one slot to acquire the ciphertext of vec-
tor vi = [agba, a3b3, a4by, a1 b1]. By evaluating the homo-
morphic addition of v{, and v/, we can have the ciphertext of
vector V2 [a1b1 + agbs, asbs + a3b3, asbs + agby, asby +
a1b1]. Then it rotates the vector v}, for two ciphertext slots
and obtain a ciphertext of vector v = [azbs + agby, asby +
a1by, a1by+azbs, asbs+asbs]. Lastly, one-time addition ho-
momorphic evaluation on ciphertexts of v4, v; will outputs
a ciphertext of vector v} = [a1b1 + a2bs + azbs + aqby, ...].
Apparently, the first element of v/ is the inner product of v
and v,. This method introduces prohibitive computational
costs. The ciphertext rotation operation is extremely time-
consuming, costing roughly 30x more than modular expo-
nentiation (Huang et al. 2022; Ren et al. 2024).

PrivDNFIS proposes to use a novel vector encoding
method to compute the inner product without rotation. Here
we give a toy example. Given two integer vectors v;
[a1, a2, a3,a4],ve = [b1,ba,bs,by], the vy is encoded in
reverse order onto the coefficients of a polynomial v
a4 + asx + asx® + a3, and vo is encoded in order onto the



coefficients of a polynomial Ty = by + box + bzx? + bya®.
U1 X Do is computed as follows.

V1 X Uy = agby + (agbs + azby)x

asbs + asby + asby)z?

asbs + asbs + asby + albl)x?’
asby + aobs + albg)m4

+ (agby + a1bz)a® + aybyx®.

The coefficient of the term (marked blue) equals the in-
ner product. By leveraging this finding and the coefficient
extraction function Extract(-), CSp can privately compute
the vector inner product efficiently without any decryption
or rotation operation (Viand, Jattke, and Hithnawi 2021).

+
+ (&)
+(

Algorithm 1: Privately compute the hidden layer on CSp
1:

Input: The LWE ciphertexts LCT_+ , the private input
5J

values CT ;. The weight matrix M and the bias vector
b

2: [O]utput: The LWE ciphertexts LCT,, of p; for all j €
l].

3: for j € [l] do

4: fori € [n]do

5: m(i] « M[é][4].

6:  end for

7:  m < m(m); CT, < CtPtMul(CT 5, m).

8: LCT, « Extract(CT,,n).

9:  LCTg « CtPtAdd(LCT,, b[j]).

10:

LCT,, < CtCtAdd(LCT4,LCT, 1 ).
.

end for
return a set of ciphertexts {LCT,, },j € [I].

11:
12:

Let 7(-) denote the inverse mapping function that takes
an integer vector as the input and outputs a polynomial. We
give the detailed technical design for private evaluation for
the hidden layer (i.e., Equation 4) in Algorithm 1.

Output Layer

The output layer normalizes the computed scores of all the
classes into the range of [0, 1]. The most used function is
softmax (LeCun, Bengio, and Hinton 2015; Yeganejou et al.
2023). Given the score vector [p1, pa, ..., pi], the softmax for
each rule j € [I] is computed as follows:

l
P; « softmax(p;) = exp(p;)/ >_ exp(pi)-

=1

6)

The evaluation of softmax is challenging as it needs to
compute non-linear function exp intensively. Most existing
schemes (Mohassel and Zhang 2017; Li et al. 2023; Dong
et al. 2023) intend to investigate approximations to softmax,
which is very expensive. Thus, in this paper, we propose to
use an aggressive approximation using a quadratic function:

l
Py« softmax(p;) = (p; + ¢/ 3 (pi + ¢ (D)
=1
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c is a small random constant.

The processing of reciprocals and ciphertext-ciphertext
multiplications continues to be time-consuming. PrivDNFIS
optimizes the straightforward method as follows. CSp first
extends (p; + ¢)® to a quadratic polynomial p? + ¢* +
2cp;. Given LCT, , for all j € [I] it conducts the fol-
lowing evaluations. @ LCT; < CtCtMul(LCT,,,LCT,,).
® LCT, <« CtPtMul(LCT,;,2¢). @ LCT; <«
CtCtAdd(LCT, CtPtAdd(LCTy, ¢?)). Apparently, LCT is
a ciphertext of p5 + ¢ + 2cp;. @ Then CSp can repeat-
edly invokes O(log(l)) times function CtCtAdd(-) to ob-

tain a ciphertext of Eﬁzl(pi + ¢)? denoted as LCT. Intu-
itively, in the next step, CS g should compute the reciprocal
of 22:1 (p; + ¢)? over the ciphertext domain. To reduce the
computational cost, PrivDNFIS let CS g send the ciphertext
back to MU for decryption. Then the extra cost is merely
one LWE ciphertext transmission (roughly 100KB in prac-
tice). In exchange, the overall time costs are substantially re-
duced as k times reciprocal processing is moved to the MU.
And it is computed over the plaintext domain. Here, the k is
number of the returned ciphertexts LCT}, j € [ and k < n.

At last, the service provider CS g needs to send the top-k
P;,j € [l] to user MU. In PrivDNFIS, it returns the top-k
(pj + ¢)?, i.e., their ciphertexts LCT?. For the implementa-
tion of homomorphic sorting, we adopt the existing scheme
(Hong et al. 2021; Viand, Jattke, and Hithnawi 2021). After
receiving the k LWE ciphertexts, MU simply decrypts them

and divides the plaintexts by Zé:l (pi + ¢)*

Security Analysis

We prove the security of PrivDNFIS formally following the
simulation paradigm (Lindell 2017). Specifically, we need to
prove that there exists a probabilistic polynomial time (PPT)
simulator that interacts with a PPT adversary, and the adver-
sary can not distinguish the view generated by the simulator
from the real protocol execution. Any PPT adversary can not
distinguish the view produced by the simulator from the real
protocol execution. The simulator can observe the input/out-
put of the adversary. According to the theory of provable se-
curity (Lindell 2017), if we can construct such a simulator,
then PrivDNFIS is semantic secure (i.e., provable secure).
PrivDNFIS is secure against the semi-honest PPT 4, which
is formalized as following theorem.

Theorem 1 (Security of PrivDNFIS). If the applied RL-
WE/LWE SHE schemes used in PrivDNFIS are semantically
secure against the semi-honest PPT adversaries, then the

proposed protocol PrivDNFIS is secure against the semi-
honest PPT A.

Proof sketch. As the user MU is fully trusted, the
main task to prove Theorem 1 is to prove the security of
PrivDNFIS against the semi-honest A (CSpg). To achieve
this, we should construct a simulator Simg that makes the
simulated view indistinguishable from the real execution of
PrivDNFIS. Due to the space limitation, the concrete hybrid
arguments in Simg will be provided in the full version of
this paper. The existence of Simg confirms that PrivDNFIS
provides semantic security under the given threat model.
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Performance Evaluation

Implementation settings. Experiments are conducted on a
computing machine with Intel (R) Xeon (R) CPU E5-26800
@ 2.70GHz processor with 8 cores, 4 GB RAM storage,
and Ubuntu 20.04 operation system. This server is used to
simulate CSp and we fully utilize the server’s computing
power. When simulating the end user MU, we use two
cores to run the encryption/decryption algorithms. The net-
work delay is set to 60ms (simulate the WAN environment.)
and the network bandwidth is set to 2Gbps when simulating
the end-to-end time costs. In PrivDNFIS we use the classic
RLWE-based HE scheme BFV (Fan and Vercauteren 2012)
to encrypt the private input and the homomorphic evalua-
tions are naturally operated over the BFV ciphertexts. The
ciphertext extraction function Extract(-) is implemented by
(Chen et al. 2021; Huang et al. 2022), we use their open-
sourced code. To implement BFV, the RLWE/LWE FHE li-
brary SEAL (Laine, K.; Cruz, R.; Boemer, F.; Angelou, N.;
and et al 2015) is applied with the parameters that guarantee
128-bit security. The results presented are the average of 10
trials.

Performance evaluation of MU/

MU first needs to encode and encrypt the private input and
generate a pair of RLWE ciphertexts. Compared to encryp-
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Figure 5: End-to-end running time comparison.

tion, the cost of mapping the plaintext messages onto the
coefficients of a polynomial is negligible. As shown in Fig.
3, the cost of encryption increases linearly as the number of
input vectors grows. Note that, the length of the input feature
vector n and the number of the ciphertext slots NV should sat-
isfy n? < N. Here we set N = 4096, then n < 64. Thus
in the real implementation, we need to segment the large
feature vector into small vectors with 64 elements. Let Ty
be the amortized RLWE SHE encryption time, then the time
cost for one feature vector encryption is roughly 2 {g—ﬂ -Tg.
We report the concrete running times for encryption in Fig. 3
by varying the number and length of feature vectors. Specif-
ically, for n = 2048, the total time cost for encrypting 100
feature vectors is roughly 44.15s.

The second part is the communication overhead. Assume
that the size of one RLWE SHE ciphertext is Sg, then the
total communication overhead for uploading a pair of ci-
phertexts is 2 [ 2] - Sg. As shown in Fig. 4, the total com-
munication load increases linearly with the number of is-
sued queries. When the amount of queries reaches 103, and
n = 2048, the total communication cost is around 5.4GB.

2
19

5
21

10 15
30 45

20
55

Number of ciphertexts (k)
Decryption time (ms)

Table 1: Decryption time cost on MU.

The third part is decrypting the LWE ciphertext of
S (pi+¢)%. k LWE ciphertexts also need to be decrypted.
Let Tp be the amortized LWE ciphertext decryption time,
then the total decryption time is around (k + 1) - Tp. We
report the concrete running time with different £ in Table
1. When examining the total time expenditure, this cost is
considered trivial.

Performance evaluation of CSp

For the fuzzification layer, the main task is evalu-
ating the Equation 3. Let T,,7g,T,,T5,7, be the
amortized time cost on one-time evaluation of func-
tion CtPtAdd(-), CtCtAdd(-), CtPtMul(-), CtCtMul(-), and
Extract(-); respectively. Given an encrypted feature vector



with n elements, the asymptotic time cost of the fuzzifica-
tion layer is O(l [ & ] (To 4+ T + 2T7)). In the rule layer,
the main task is to compute the aggregation of the polyno-
mial coefficients over the received ciphertexts. Specifically,
it invokes one time CtPtMul(-) and Extract(-) function for
each ciphertext received from the previous layer. Note that
when n > 64, we can aggregate the extracted LWE ci-
phertext by simply invoking [ - log([ 2 ]) times of function
CtCtAdd(-). In sum, the asymptotic time cost of rule layer
is O(([&] (T, + T.) + log(| &])T5)).

For Hidden layer, CS g needs to evaluate Equation 4. If
n > 64, for all [G%J segmented encrypted feature vectors,
CS p repeats the same evaluation protocol and conducts ad-
dition aggregation over the output of the Algorithm 1. The-
oretically, for all [ rules, the asymptotic time cost of hidden
layeris O(I(To + (log([ &) + 1)Ts + [ ] (T + T2))).

In the last layer, CS g evaluates the Equation 7. Specifi-
cally, to reduce the overall computational cost, CS g returns

a LWE ciphertext of Zﬁzl(m + ¢)? instead of computing
its reciprocal. PrivDNFIS adopts the SOTA homomorphic
sorting method (Hong et al. 2021) to obtain the top-% clas-
sification scores. Any advanced scheme can be plugged into
our scheme. We use 1’5 to denote its time cost and we omit
the technical details for simplicity. In theory, the asymp-
totic time cost of output layer is O((log(l) + )T + 1(Ts +
T, +T5)+Ts). We have the total computational complexity
Compx as shown in Equation 8, where n’ = [ .

64

Compx 2O((2+n')l - Ty,

(

(2L +In" 4+ (1 + 1)logn’ + logl) - Tp ®
(4’ +1)- T, +1-Ts
(

+
+
+({+1)n - T.+Ts).

Parameter and dataset Running time (ms)

n = 1024, Dataset: CIFAR-10 431.47+ Tg
n = 2048, Dataset: CIFAR-10 711.16 + Ty
n = 1024, Dataset: CIFAR-100 3850.90 + T
n = 2048, Dataset: CIFAR-100 7003.87 + 1T

Table 2: Running time on CS g.

In Table. 2, we report the concrete running time on CS .
We use T to represent the cost of the sorting operation
rather than give the concrete cost. When we process clas-
sification with a few categories like 10, simply downloading
all 10 ranking scores may only introduce a few milliseconds
that are negligible. In this case, it is unnecessary to run a
secure sorting protocol. For reference, it takes roughly two
minutes to find the top five among 100 HE ciphertexts (Hong
et al. 2021). However, it only needs a few seconds (= 3s)
to download the 100 HE ciphertexts. Furthermore, any lat-
est secure sorting protocol can be seamlessly plugged into
PrivDNFIS if we have to manage large-scale datasets.

The communication load on CS g depends on k chosen by
MU. Totally, CS g needs to return k£ + 1 LWE ciphertexts
back to MU. It roughly takes 64ms to download 11 (k = 10)
HE ciphertexts under our network setting that are negligible.
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End-to-end time cost

The total running time includes the local query encryption,
the server-side evaluation, and the upload & download com-
munication overhead. Fig. 5 shows the total end-to-end time
costs by varying the amount of queries. When processing
200 queries on CIFAR-100 (Krizhevsky, A.; Nair, V.; and
Hinton, G 2013), PrivDNFIS takes 1194.62s in total. On
average, it merely needs roughly 6s to process one query.
To demonstrate the high efficiency of PrivDNFIS, we also
simulate the performance of a previously proposed scheme
CryptFlow (Rathee et al. 2020) as the benchmark that uses
rotation to evaluate the vector inner product (Viand, Jat-
tke, and Hithnawi 2021; Rathee et al. 2020). As shown in
Fig. 5, compared with the benchmark scheme (Rathee et al.
2020) PrivDNFIS has compressed roughly 1.9x, 4.4 run-
ning time on CIFAR-10 and CIFAR-100 (Krizhevsky, A.;
Nair, V.; and Hinton, G 2013), respectively.

Inference accuracy

In PrivDNFIS, the network architecture of the fuzzy clas-
sifier is similar to the latest work (Yeganejou et al. 2023)
except for the last layer. Recall that we replace the last layer
(i.e., softmax) with a quadratic function for efficiency im-
provement. Fortunately, it seems that we have a free lunch
for such an approximation, and the classification results are
the same as the original results. PrivDNFIS only changes the
last layer, and the score ranking is not changed which leads
to the same inference accuracy. For two testing datasets
CIFAR-10 and CIFAR-100, the accuracy of the non-private
scheme DCNFIS (Yeganejou et al. 2023) and PrivDNFIS are
the same. Specifically, they are 93.02% on CIFAR-10 and
74.52% on CIFAR-100, respectively.

In the future, We plan to develop more efficient schemes
tailored to DNFIS, drawing on the latest advancements in
schemes (Bian et al. 2024; Lu et al. 2025; Zeng et al. 2023).

Conclusion

This paper initiates the investigation into the unexplored ter-
ritory of PI over DNFIS, introducing PrivDNFIS, a scheme
that melds DNFIS network architecture with advanced cryp-
tographic primitive lattice-based SHE. PrivDNFIS offers
formal security guarantees and efficiency improvements by
investigating several concrete optimizations, addressing sev-
eral pressing technical challenges. It presents a foundation
for future research in the critical domain of PI over DNFIS.
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