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Abstract

Prompt-based approaches offer a cutting-edge solution to
data privacy issues in continual learning, particularly in sce-
narios involving multiple data suppliers where long-term stor-
age of private user data is prohibited. Despite delivering state-
of-the-art performance, its impressive remembering capabil-
ity can become a double-edged sword, raising security con-
cerns as it might inadvertently retain poisoned knowledge in-
jected during learning from private user data. Following this
insight, in this paper, we expose continual learning to a po-
tential threat: backdoor attack, which drives the model to fol-
low a desired adversarial target whenever a specific trigger
is present while still performing normally on clean samples.
We highlight three critical challenges in executing backdoor
attacks on incremental learners and propose corresponding
solutions: (1) Transferability: We employ a surrogate dataset
and manipulate prompt selection to transfer backdoor knowl-
edge to data from other suppliers; (2) Resiliency: We simulate
static and dynamic states of the victim to ensure the back-
door trigger remains robust during intense incremental learn-
ing processes; and (3) Authenticity: We apply binary cross-
entropy loss as an anti-cheating factor to prevent the back-
door trigger from devolving into adversarial noise. Extensive
experiments across various benchmark datasets and contin-
ual learners validate our continual backdoor framework, with
further ablation studies confirming our contributions’ effec-
tiveness.

1 Introduction
The adaptability of human learning to absorb new knowl-
edge without forgetting previously acquired information re-
mains a significant challenge for machine learning models.
Continual learning (CL) endeavors to narrow this chasm by
guiding models to sequentially learn new tasks while main-
taining high performance on earlier ones. An outstanding
solution to CL is the prompt-based approach (Smith et al.
2023; Wang et al. 2022a,b, 2023; Qiao et al. 2024), which
leverages the power of pre-trained models and employs a set
of trainable prompts for flexible model instruction, accom-
modating data from various tasks. Thanks to its ability to re-
member without storing a memory buffer, prompt-based CL
methods are particularly suitable for scenarios prioritizing
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Figure 1: Multi data supplier scenario in prompt-based con-
tinual learning, with one supplier acting as an adversarial
attacker.

data privacy, such as those involving multiple data suppli-
ers.

Nonetheless, such promising results can inadvertently be-
come vulnerabilities, exposing CL to security threats. In-
deed, while CL methods effectively address catastrophic
forgetting by preserving and incorporating previously ac-
quired knowledge, they may also unwittingly retain knowl-
edge compromised by adversarial actions. These threats be-
come even more formidable in the multi-data supplier sce-
nario of prompt-based approaches, where the supplied data
might contain hidden harmful information, as shown in Fig-
ure 1.

One potential threat is backdoor attack, which manipu-
lates neural networks to exhibit the attacker’s desired be-
havior when the input contains a specific backdoor trigger.
Typically, adversaries poison a small portion of the train-
ing data, causing models trained on this data to misclassify
any images with the triggers as a given target class while
performing normally on clean samples. This makes the at-
tack less likely to be suspected by the victim learner. As
backdoor attacks pose such dangerous threats, increasingly
sophisticated methods are being introduced. These include
black-box scenarios where the attacker has no information
about the model and learning procedure (Saha, Subramanya,
and Pirsiavash 2019; Souri et al. 2021; Turner, Tsipras, and
Madry 2019), or data-constrained cases where adversaries
control only a fragment of the training data (Zeng et al.
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2022; Li et al. 2024b). With high efficacy, even in these chal-
lenging situations, backdoor attacks are particularly threat-
ening in multi-data supplier scenarios. In spite of signifi-
cant attention in various tasks and areas such as computer
vision (Turner, Tsipras, and Madry 2019; Liao et al. 2018;
Moosavi-Dezfooli et al. 2017; Doan et al. 2021; Doan, Lao,
and Li 2021; Nguyen and Tran 2021), large language mod-
els and natural language processing (Cai et al. 2022; Li et al.
2024a), point clouds (Xiang et al. 2021; Xiang, Qi, and Li
2019; Li et al. 2021a), federated learning (Xie et al. 2020;
Wang et al. 2020; Zhang et al. 2022; Dai and Li 2023), and
more, targeted black-box backdoor attacks have not been
thoroughly explored in continual learning.

Challenges. Despite holding such potential danger for
CL, extending backdoor attacks to the incremental setting
is non-trivial. Firstly, in the multi-supplier setting where
the victim gathers data from different sources, the attacker
lacks information about the actual data distribution used to
train the victim model. Consequently, generalizing backdoor
knowledge to be transferable to unknown data poses the
first challenge that our continual backdoor approach must
confront. The second challenge arises from the vulnerability
of backdoor attacks during fine-tuning. Recent studies (Sha
et al. 2022; Min et al. 2023) have highlighted the tendency
for backdoor knowledge to be removed when the victim
fine-tunes the poisoned model on a small and clean dataset.
This issue is exacerbated in continual learning, where the
victim model undergoes incremental training as new data
from various sources arrive. The final challenge involves the
backdoor trigger’s proneness to turn into adversarial noise.
Huynh et al. (Huynh et al. 2024) observed that the trigger,
when optimized using a surrogate model, may transform
into an adversarial perturbation, driving the clean model to
follow desired adversarial targets even in the absence of any
prior backdoor attacks. Since conventional adversarial de-
fenses can mitigate such adversarial noise, preempting this
behavior is crucial to strengthen the resilience of the back-
door trigger.

Contributions. In response to these shortcomings, we
propose a continual backdoor framework that satisfies three
key properties: transferability to unknown data, resilience
to incremental learning procedures, and authenticity to
avoid becoming adversarial noise. Initially, we leverage the
natural label mapping characteristic of visual prompting,
thereby approaching the data poisoning issue from the per-
spective of prompt selection. This approach allows our back-
door trigger to be generalized to any victim data distribution.
Next, we robustify the backdoor trigger by aligning the op-
timization process with the continuously changing states of
the incremental learner, thus ensuring the effectiveness of
the backdoor trigger when the model is trained on new in-
coming clean data. Finally, we reconsider the choice of loss
function for trigger optimization. We observe that the com-
monly used softmax function with cross-entropy introduces
bias towards the target class, pushing its score excessively
high and leading to the adversarial noise problem. Build-
ing on this observation, we propose adopting binary cross-
entropy (BCE) with sigmoid function to mitigate this issue,
thereby eliminating the dependency of trigger optimization

on other classes and preventing cheating behavior.
By integrating the components above, our framework,

termed backdoor-Attack On Prompt-based CL (AOP), suc-
cessfully backdoor-attacks continual learners, achieving an
Attack Success Rate (ASR) of up to 100%. Our contribu-
tions are three-fold and can be summarized as follows:

1. We expose prompt-based CL to backdoor attacks.
Our approach follows strong assumptions, with black-box,
clean-label, and constrained-data setting;

2. We highlight three key challenges that our continual
backdoor framework must address: ensuring transferability
to unknown data in prompt tuning, preventing the catas-
trophic forgetting of backdoor knowledge, and mitigating
the tendency to generate adversarial noise due to biases.

Motivated by these challenges, we propose a novel con-
tinual backdoor framework comprising three main compo-
nents: utilizing a surrogate dataset to manipulate prompt se-
lection, dynamically optimizing the backdoor trigger, and
adopting sigmoid BCE loss to mitigate bias and prevent
cheating;

3. We conduct extensive experiments on various prompt-
based continual learners with different datasets and provide
ablation studies to demonstrate the strength of our frame-
work.

2 Background
Continual learning. In continual learning scenarios,
the model undergoes a sequential presentation of tasks
D1, ...DT . Each task corresponds to distinct subsets of tu-
ples Dt = {xi

t,y
i
t}

i=nt
i=1 , where xi

t ∈ X t is the input sam-
ple, yi

t ∈ Yt is the corresponding label, and nt is the num-
ber of samples for task t. It is important to note that data
from prior tasks become inaccessible during the training of
subsequent tasks (Smith et al. 2023; Qiao et al. 2024). The
objective of continual learning is to continuously acquire the
capability to classify newly introduced classes while main-
taining proficiency on previously learned ones in a single
model f : X → Y . In this paper, and in prompt-based
methods (Smith et al. 2023; Wang et al. 2022a,b, 2023; Qiao
et al. 2024), f represents the pre-trained Vision Transformer
(ViT) encoder. Additionally, ϕ is employed as the shared
classification head, and ϕt is the classifier corresponding to
classes specific to the given task t.

Prompt-based continual learning. We provide a con-
cise overview of L2P (Wang et al. 2022b), which stands
as the first work that integrates prompts into the con-
text of continual learning. L2P introduces a prompt pool
comprising learnable prompts and their corresponding keys{
(k1,p1) , (k2,p2) , · · · ,

(
knp

,pnp

)}
where np is total

number of prompts. These prompts are then combined with
image features and fed into the pre-trained ViT f , instruct-
ing the model to perform classification. Prompts are queried
in an instance-wise manner using the top-K cosine simi-
larity γ (q(x),ki) between the keys and the query function
q(x) = f(x)[0, :]. Subsequent prompt-based methods are
designed based on L2P, each featuring prompt utility and op-
timization modifications. A brief explanation of these meth-
ods can be found in the supplementary material.
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3 Backdoor Attack on Prompt-based
Continual Learning (AOP)

We first outline the threat model and introduce key notations
in Section 3.1. We then delineate the three primary com-
ponents of AOP across Sections 3.2-3.4. A comprehensive
overview and the end-to-end algorithm is in the supplemen-
tary material.

3.1 Threat Model and Notations
Continual learning protocols. We consider the class-
incremental learning (CIL) setting in prompt-based contin-
ual learning (Wang et al. 2022a,b). In CIL, training data
for incremental tasks Dt arrive incrementally in a discrete
manner. Each task consists of data for new M classes
that have not been learned by the model before. Formally,
each task Dt = {Dm,t}Mm=1 with each class Dm,t =

{xm,t
i , ym,t

i }nm,t

i=1 comprises input samples xm,t
i ∈ X and

their corresponding labels ym,t
i = cm,t ∈ Y , where nm,t

represents the number of training samples for the corre-
sponding class. In CIL, the learner is required to perform
classification across all classes encountered up to task T
without being provided with explicit task labels during in-
ference. Data for different classes m and m′ are gathered
from different suppliers. To ease the ensuing presentation,
the index t is omitted unless noted otherwise.

Backdoor attack protocols. Let the attacker be the data
supplier for class m with labels cm. The attacker’s goal is to
poison the supplying dataset with a small amount of trigger-
injected samples, such that any data from any classes if ma-
nipulated with the backdoor trigger, will be misclassified as
cm by the resulting incremental victim model when perform-
ing inference at any time t. An example of a triggered image
is given in the supplementary material.

Consider Dm = {(xi, yi)}nm

i=1 as the benign train-
ing set of class m. The adversary then learns to gener-
ate the poisoned dataset Dp. Specifically, Dp consists of
two parts: a modified version of a selected subset (de-
noted as Ds) of Dm and the remaining benign sam-
ples. Thus, Dp = Dc ∪ Db, Dc = Dm\Ds, Db =
{(x′, cm) | x′ = G(x), (x, cm) ∈ Ds}, where cm is the ad-
versary target label, γ ≜ |Ds|

|Dm| is the poisoning rate, and
G : X → X is an adversary-specified poisoned image gen-
erator. We follow (Souri et al. 2021; Li et al. 2021b) and
formulate G(x) = x + δ, where the perturbation δ has a
bounded ℓp-norm.

We emphasize that given the considered multi-data sup-
plier scenario, we optimize the backdoor trigger following
a black-box setting (where the attacker has no access to
the training model or procedure) and a clean-label setting
(where the attacker cannot change the label of data).

3.2 Prompt Selection, Label Mapping, and
Transferability

The core of prompt-based continual learning methods lies in
the prompt pool and the prompt selection strategy. Specifi-
cally, the most relevant prompts are queried in an instance-
wise manner and then concatenated with the sample to op-
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Figure 2: (a) and (b): AOP’s prompt selection frequency on
benign and triggered samples when attacking DualPrompt.
(c) and (d): AOP’s average key-query similarities concerning
benign and triggered samples when attacking DualPrompt-
PGP. (e) and (f): Scores obtained from the clean model for
AOP’s triggered samples optimized with CE and BCE, re-
spectively.

timally guide the model in performing classification. We
leverage this fundamental mechanism of the prompt-based
approach to reframe the backdooring problem as one of ma-
nipulating prompt selections. As in Figures 2a and 2b, we
aim to ensure that triggered samples are directed to select
specific backdoor prompts, thereby causing the model to
misclassify these backdoor-prompted samples into the de-
sired class.

A key feature of visual prompting is its ability to act as
a label mapping mechanism when performing downstream
tasks using a pretrained model. In this context, prompts
function as universal input perturbation templates, enabling
the mapping of labels from a source dataset to a target
dataset (Chen et al. 2023). From this perspective, our aim
of controlling prompt selection translates into manipulating
label mappings between the two datasets. This new perspec-
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tive paves the way for the ”transferability” of our continual
backdoor framework.

When optimizing the backdoor trigger, we employ a sur-
rogate dataset, denoted as Dsurrogate, to address the back-
door transferability to data from other classes. It is worth
noting that Dsurrogate does not necessarily mirror the actual
data distribution used to train the incremental model. This
discrepancy stems from the visual prompting property dis-
cussed earlier. In particular, instead of optimizing a trig-
ger that causes the poisoned data to be misclassified by the
model, our backdoor trigger can be viewed as activating an
incorrect mapping to the target class. Since we focus on ma-
nipulating the mapping and prompt selection rather than the
dataset itself, Dsurrogate can be chosen differently from the
actual dataset to align with our objectives.

3.3 Static-dynamic Trigger Optimization
Since we lack information about the victim’s continual
model, we use Dsurrogate to train a surrogate incremental
learner. We then optimize the backdoor trigger δ based on
this surrogate incremental model. Specifically, we employ
the surrogate learner with two states: a static state that re-
flects how prompts learn label mappings between the source
and target datasets, and a dynamic state that reflects the con-
tinuous learning procedure of the victim model. Formally,
our static-dynamic trigger optimization involves the follow-
ing four stages:

(0) Preparation To set up the static-dynamic framework,
we partition the surrogate dataset Dsurrogate into two subsets:
Dstatic for the static surrogate stage and Ddynamic for the dy-
namic surrogate stage.

(1) Static surrogate stage In this initial stage, we train
the prompts on Dstatic ∪ Dm to capture the label map-
ping functionality between the source and target datasets.
During this phase, the prompts are optimized to instruct
the model to correctly classify clean input images. Conse-
quently, we obtain a pool of benign prompts for clean data.
Denoting the prompt pool as P =

{
p1,p2, · · · ,pnp

}
and

K =
{
k1,k2, · · · ,knp

}
as the corresponding prompt keys,

where np is the prompt pool size, the objective for this opti-
mization step follows (Wang et al. 2022b) and is given by:

min
P,K,ϕ

L (ϕ (f (x;P )) , y) + λ
∑
Kx

γ (q(x),ki) . (1)

Here, Kx denotes a subset of the top-K keys specifically
selected for each sample x. γ is the function that assesses
the similarity between the query feature q(x) and prompt
key. The scalar λ weights the loss. The first term is the soft-
max cross-entropy loss, while the second term acts as a reg-
ularizer to encourage selected keys to be closer to the corre-
sponding query features.

(2) Trigger optimization stage During this stage, the ad-
versary optimizes the trigger δ to induce misclassification
of the triggered inputs into the target class. Specifically, the
trigger loss function can be expressed as follows:

min
δ

∑
(x,cm)∈Dm

[L (ϕ (f (x+ δ;P )) , cm)] . (2)

…
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Figure 3: AOP framework. The backdoor trigger and
prompt pool are updated using the static-dynamic strat-
egy. Clean and poisoned data are mapped to corresponding
prompts, guiding the pretrained model to behave normally
on clean inputs while misclassifying triggered inputs accord-
ing to the adversary’s target.

(3) Transition stage This stage is designed to align the
surrogate learner with the behaviour of the victim learner
when being updated with new incoming tasks. Specifically,
we continuously train the prompts from Stage (1) with
the same objective as outlined in equation (1), but using
Ddynamic. In essence, the goal of this stage is to statically pre-
pare the surrogate learner for the subsequent dynamic stage.

(4) Dynamic surrogate stage In this stage, we aim to ac-
quaint the backdoor trigger with the continuously updated
prompts in continual learning. This dynamic stage entails
fine-tuning the prompt components for one epoch, as in
Stage (3), following several iterations of optimization of the
trigger with equation (2). This iterative process is repeated
for multiple rounds to enhance the resilience of the backdoor
trigger against the continual learning process.

After optimizing the trigger through the aforementioned
four stages, the optimized trigger δ∗ is used to poison a small
portion of Dm, which is then released to the victim learner.
Summarization of AOP is in Figure 3 and further details are
in the supplementary material.

3.4 Towards an Authentic Backdoor Trigger
Are we truly optimizing a backdoor trigger? While our
static-dynamic framework can generate a robust trigger that
withstands intense incremental learning processes, it can un-
intentionally transform into adversarial noise. To further ex-
plore this phenomenon, we analyze the output scores in Fig-
ure 2e. The visualization reveals that even when processed
by a clean model unaffected by backdoor attacks, the poi-
soned samples are consistently misclassified towards the tar-
get class with dominant scores. This observation prompts
a reconsideration of the backdoor trigger optimization pro-
cess. We discovered that the overconfident score bias to-
wards the target class is primarily induced by the commonly
used softmax with cross-entropy loss function. Softmax in-
troduces competition between classes, and the subsequent
cross-entropy loss tends to elevate the scores of the target
class significantly above the others. This pronounced bias
compels the trigger to act like adversarial noise.
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Sigmoid with binary cross entropy loss. To reduce bi-
ases, we mitigate the competition between the target class
and other classes caused by the relative scoring of softmax
by employing a sigmoid function after the logits to com-
pute output scores. This approach shifts the optimization
focus towards independently increasing the scores of tar-
get classes rather than suppressing others. Subsequently, we
utilize binary cross-entropy loss to enable independent op-
timization processes. Following (Cha et al. 2021), the gra-
dient of the loss at score (sj) for class j is computed as
∂LBCE(θ)

∂sj
= σ(sj) − I{j = ỹ}, thereby constraining the

score of the target class to a certain level regardless of the
scores of other classes. As a result, during inference with
a non-backdoored clean model, the output scores are more
balanced between classes, as shown in Figure 2f. This bal-
ance prevents the problem of generating adversarial noise
when optimizing the backdoor trigger.

4 Experiments
In this section, we first describe the experimental setup, then
present the results in five key aspects: the overall backdoor-
ing ability of AOP, its performance with different surrogate
datasets, the robustness of AOP with varying attack times,
the efficacy of adopting BCE in preventing the generation
of adversarial perturbations and its effectiveness compared
to baselines. Further discussions on performance, visualiza-
tions, baselines, efficacy against defenses, and sensitivity to
poisoning rates are deferred to the supplementary material.

4.1 Experimental Setup
Victim incremental learners. We evaluate our contin-
ual backdoor framework against 6 prompt-based continual
learning methods: L2P (Wang et al. 2022b), DualPrompt
(Wang et al. 2022a), HiDe-Prompt (Wang et al. 2023),
CODA-Prompt (Smith et al. 2023), and two variants of
PGP (Qiao et al. 2024), namely L2P-PGP and DualPrompt-
PGP. We follow the original settings and implementations
of each method. All learners utilize the ViT-B/16 backbone
(Dosovitskiy et al. 2021), pre-trained on ImageNet-1K (Rus-
sakovsky et al. 2015), except for HiDe-Prompt, which is pre-
trained on iBOT-1K (Zhou et al. 2022). Detailed experimen-
tal information is in the supplementary material.

Datasets. For the victim’s training dataset, we follow ex-
isting prompt-based continual learning methods (Wang et al.
2023; Qiao et al. 2024) and use three variants of ImageNet-
R (Hendrycks et al. 2020): 5-Split, 10-Split, and 20-Split
ImageNet-R. These variants divide the 200 classes of the
original dataset into 5, 10, and 20 tasks, respectively. Ad-
ditionally, we conduct experiments on the 5-Split-CUB200
dataset, which partitions the original CUB200 (Wah et al.
2011) dataset into 5 tasks, each containing 40 classes. For
the attacker’s surrogate dataset, we primarily use TinyIm-
ageNet (Le and Yang 2015) for all experiments and CI-
FAR100 (Krizhevsky 2009) in specific settings.

Backdoor setting. Following the guidelines of (Zeng
et al. 2022), we set the maximum poison ratio to 25 im-
ages, corresponding to 0.1% of ImageNet-R and 0.5% of

CUB200. Additionally, we set the upper bound of the ℓ∞-
norm of triggers to 16

255 , in line with standard practices in the
literature (Turner, Tsipras, and Madry 2019; Saha, Subra-
manya, and Pirsiavash 2019). During inference, the trigger
is amplified by a factor of 3 (Turner, Tsipras, and Madry
2019; Zeng et al. 2022).

Metrics. The evaluation of our framework utilizes two
key metrics: (1) average accuracy (ACC) and (2) attack suc-
cess rate (ASR). ACC assesses the accuracy of the back-
doored model on benign test samples, whereas ASR mea-
sures the proportion of attacked samples that the compro-
mised model predicts as the target label, reflecting the back-
door attack’s effectiveness. In the context of continual learn-
ing, ACC and ASR at a given time t are averaged across the
corresponding metrics for all data from task 1 to task t. All
results are averaged over 3 runs for fair comparisons.

4.2 Effectiveness of AOP
We report the ASR and ACC when performing backdoor
attacks against various incremental learners in Table 1 and
Table 2. As observed from the tables, our framework consis-
tently achieves high ASR with negligible effect on the ACC
of clean samples. This is due to the inherent characteristics
of continual learning, which enable the learner to perform
well across different tasks, making it vulnerable to backdoor
attacks. By considering backdooring in continual learning
as an additional ”backdoor task,” the plasticity of continual
learning allows the ASR, or performance on the backdoor
task, to be high without degrading the ACC on clean tasks.

It is worth noting that ASR still suffers from the catas-
trophic forgetting phenomenon of continual learning for
long sequence tasks. Specifically, in Table 2, the 20-Split-
ImageNet-R performs worse than the 5-split and 10-split
versions across all experiments. This indicates that the more
tasks and the longer the incremental learning process, the
higher the chance for a decrease in ASR. However, the ACC
also suffers from this phenomenon, as it is a major issue in
continual learning.

While prompt-based methods share a common core of uti-
lizing prompt pools and selecting relevant prompts for each
task or class, each exhibits distinct characteristics. AOP ob-
serves a significantly lower ASR when backdooring CODA-
Prompt. This is because CODA-Prompt utilizes all prompts
in the prompt pool through its weighted mechanism instead
of selecting only the top-K relevant prompts. Consequently,
even with triggered samples, clean prompts still exert some
influence, leading to degradation in ASR.

Different surrogate datasets. Another factor that makes
prompt-based continual learning vulnerable is the utilization
of prompting. As shown in Figures 2c and 2d, AOP’s trig-
gered samples consistently have the highest similarity with
prompt ID 2, which, in contrast, shows the smallest similar-
ity with benign samples. Thus, as discussed in Section 3.2,
prompting allows for actual data differences when choosing
surrogate datasets. We report the backdoor performance us-
ing TinyImageNet and CIFAR100 as surrogate datasets in
Table 1. The experiments show consistently high ASR re-
sults for both surrogate data choices, confirming the trans-
ferability of our continual backdoor framework.
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Surrogate dataset → TinyImageNet CIFAR100

ASR ACC ASR ACC

L2P 99.96± 0.02 74.71± 0.58 99.99± 0.02 74.44± 0.54
(↑ 86.44) (↓ 0.17) (↑ 64.91) (↓ 0.44)

DualPrompt 99.93± 0.02 82.62± 0.66 99.95± 0.05 82.71± 0.55
(↑ 57.08) (↑ 0.10) (↑ 42.36) (↑ 0.19)

L2P-PGP 99.97± 0.01 74.97± 0.83 100.00± 0.00 75.70± 0.50
(↑ 89.73) (↓ 0.48) (↑ 68.82) (↑ 0.25)

DualPrompt-PGP 99.93± 0.02 82.45± 0.29 99.99± 0.01 82.84± 0.12
(↑ 56.70) (↓ 0.31) (↑ 44.83) (↑ 0.08)

Table 1: Backdoor performance against L2P, DualPrompt, and PGP on 5-Split-CUB200. The attacker is the supplier for a
random class in task 1. The dynamic stage takes place over 5 rounds. Results are reported when using TinyImageNet and
CIFAR100 as surrogate datasets. For ACC, we additionally report the change in clean accuracy compared to clean-training
learners. For ASR, we provide a comparison with the baseline (Zeng et al. 2022) (without dynamic optimization and not using
BCE).

5-Split-ImageNet-R 10-Split-ImageNet-R 20-Split-ImageNet-R

ASR ACC ASR ACC ASR ACC

L2P 99.76± 0.10 64.27± 0.65 99.56± 0.22 62.43± 0.58 98.24± 0.21 60.51± 1.17
(↓ 0.77) (↓ 0.12) (↓ 0.83)

DualPrompt 99.57± 0.25 70.69± 0.56 99.26± 0.39 69.17± 0.27 96.17± 0.89 66.04± 0.43
(↓ 0.62) (↓ 0.85) (↓ 0.21)

CODA-Prompt 98.16± 1.01 74.15± 0.11 96.55± 1.29 72.86± 0.11 71.27± 2.86 70.86± 0.94
(↓ 1.04) (↓ 0.02) (↓ 0.04)

HiDe-Prompt 98.65± 0.90 74.89± 0.60 94.66± 0.93 71.99± 0.37 93.79± 0.66 70.93± 0.86
(↓ 0.32) (↓ 0.46) (↓ 0.09)

L2P-PGP 99.33± 0.05 64.38± 0.57 99.36± 0.15 61.73± 0.38 98.84± 0.16 60.74± 1.17
(↑ 0.10) (↑ 0.33) (↓ 0.15)

DualPrompt-PGP 99.83± 0.27 70.80± 0.08 99.17± 0.43 69.24± 0.41 97.01± 0.75 66.32± 1.04
(↓ 0.08) (↓ 0.18) (↓ 0.76)

Table 2: Backdoor performance across different prompt-based continual learning methods on three variants of Split-ImageNet-
R. The adversary’s target class is chosen randomly from the classes in task 1. The dynamic stage is iterated for 10 rounds. The
surrogate dataset used is TinyImageNet. We also report the change in ACC compared to non-attacked learners.

T = 1 T = 4 T = 10

ASR ACC ASR ACC ASR ACC

L2P 99.56± 0.22 62.43± 0.58 99.61± 0.19 62.09± 0.06 99.89± 0.05 62.27± 0.26
L2P-PGP 99.36± 0.15 62.73± 0.38 99.77± 0.08 62.88± 0.73 99.85± 0.35 62.32± 0.82

Table 3: Backdoor performance when the target class belongs to different tasks T . The results are reported when the victim’s
training dataset is 10-Split-ImageNet-R, and the attacker’s surrogate dataset is TinyImageNet.

Different attack times. We report the ASR in Table 3,
considering scenarios where the target class belongs to dif-
ferent tasks that arrive at different times. We observe slight
increases in ASR when the attack class is part of later
tasks, as it experiences less forgetting. Nonetheless, our
method AOP consistently maintains a high ASR, exceed-
ing 99% at all three reported attack times. This convinc-
ingly demonstrates that the backdoor knowledge can be ef-
fectively transferred to both previously learned and incom-
ing future classes.

Different dynamic rounds. We illustrate the attack per-
formance across varying numbers of dynamic rounds in Fig-
ure 4. As discussed above, the ASR decreases when tested
on the 20-Split-ImageNet. We observe that increasing the
number of dynamic rounds does not consistently lead to
higher performance. However, from a positive perspective,
since the adversary is unaware of the total tasks, adjust-
ing the number of dynamic rounds should minimally impact
ASR. We emphasize that in long sequence tasks, both ASR
and ACC degrade due to forgetting.
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L2P DualPrompt

10-Split- 5-Split- 10-Split- 20-Split-
ImageNet-R ImageNet-R ImageNet-R ImageNet-R

AOP with CE Top-1 ASR 74.18 34.18 42.85 96.93
Top-5 ASR 96.89 92.78 97.01 99.63

AOP with BCE Top-1 ASR 0.00 0.00 0.00 0.00
Top-5 ASR 0.00 0.72 0.12 2.68

Table 4: ASR of clean, non-attacked learners on triggered samples. Results are compared between triggers optimized with CE
softmax and BCE sigmoid loss.
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Figure 4: ASR when varying number of dynamic rounds.

Enhancing backdoor authenticity via sigmoid BCE.
As shown in Table 4, triggers optimized with softmax
CE retain considerable scores even when tested on non-
backdoored models. This suggests that CE optimization
might lead to the generation of adversarial perturbations.
Conversely, when optimized using sigmoid BCE, the ASR
on clean models remains consistently low. This confirms that
adopting BCE can enhance the authenticity of backdoor trig-
gers and avoid generating adversarial noise.

Comparisons to baselines. We compare the performance
of AOP in executing backdoor attacks on prompt-based con-
tinual learners against the black-box and clean-label back-
door frameworks, including Narcissus (Zeng et al. 2022) and
Label Consistent (LC) (Turner, Tsipras, and Madry 2019).
As illustrated in Figure 5, during the first task, both AOP
and Narcissus significantly outperform LC, as LC is not de-
signed for data-constrained scenarios. However, as the incre-
mental learning process progresses, Narcissus suffers from
forgetting, leading to a sharp decline in its average ASR. In
contrast, AOP maintains its backdoor effectiveness through-
out all tasks, thanks to its dynamic training strategy.
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Figure 5: Average ASR after each task during the attack on
L2P and L2P-PGP on CUB200. The figure compares the
performance of LC (Label Consistent) (Turner, Tsipras, and
Madry 2019), Narcissus (Zeng et al. 2022), and AOP (ours).

5 Conclusion

This paper explores the vulnerability of prompt-based con-
tinual learning methods and their susceptibility to backdoor
attacks. We emphasize three critical properties that a back-
door continual framework should possess: transferability to
unknown data from other classes, resilience against incre-
mental learning procedures, and the authenticity of the back-
door trigger. Building upon these considerations, we propose
a novel continual backdoor framework. We leverage the la-
bel mapping functionality of prompting to promote transfer-
ability, incorporate a static-dynamic optimization approach
to enhance resilience, and employ BCE sigmoid loss to mit-
igate the adversarial noise problem. Extensive experiments
confirm the effectiveness of our backdoor framework against
various prompt-based continual learners.

Nonetheless, we acknowledge some limitations in our
work. Firstly, competition between the target classes and the
remaining classes remains necessary to some extent. Rely-
ing solely on BCE to eliminate relative scoring might hurt
the performance. Secondly, certain defenses we employed
to assess our approach may not be optimal for continual
learning scenarios. Thus, regarding future directions, there
is potential in exploring other threat models and defenses
for backdooring continual learning and extending backdoor
attacks to other continual learning approaches.
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