
Query-efficient Attack for Black-box Image Inpainting Forensics via
Reinforcement Learning

Xianbo Mo1, Shunquan Tan1*, Bin Li2, Jiwu Huang1

1Faculty of Engineering, Shenzhen MSU-BIT University, China
2Guangdong Provincial Key Laboratory of Intelligent Information Processing, Shenzhen University, China

6420240106@smbu.edu.cn,tanshunquan@gmail.com,libin@szu.edu.cn,jwhuang@smbu.edu.cn

Abstract

Recently, image inpainting has become a common tool for
manipulating nature images in a malicious manner, which
has led to the rapid advancement of inpainting forensics. Al-
though current forensics methods have shown precise loca-
tion of inpainting regions and reliable robustness against im-
age post-processing operations, it remains unclear whether
they can effectively resist the possible attacks in real-
world scenarios. To identify potential flaws, we propose a
novel black-box anti-forensics framework to attack inpainting
forensics methods, which employs reinforcement learning to
generate a query-efficient countermeasure, named RLGC. To
this end, we define reinforcement learning paradigm to model
the Markov Decision Process of query-based black-box anti-
forensics scenario. Specifically, pixel-wise agents are used
to modulate anti-forensics images based on action selection
and query forensics methods to obtain corresponding outputs.
Later, reward function evaluates attack effect and image dis-
tortion with these outputs. To maximize the cumulative re-
ward, policy and value networks are integrated and trained
by Asynchronous Advantage Actor-Critic algorithm. Exper-
imental results demonstrate that, without visually detectable
distortion on anti-forensics images, RLGC achieves remark-
able attack effects in a highly query-effcient way against var-
ious black-box inpainting forensics methods, even outper-
forming the most representative white-box attack method.

Introduction
The rapid development of image forgery technologies such
as image inpainting has seriously challenged the authentic-
ity and integrity of digital images (Verdoliva 2020). As digi-
tal images are frequently employed as evidence and reliable
records in contexts such as criminal investigations, journal-
istic reporting, and intellectual property protection, the de-
tection and localization of inpainted regions within images
have emerged as significant research challenges. Numerous
forensic methods(Mayer and Stamm 2018; Li and Huang
2019; Wu and Zhou 2022; Yang, Cai, and Kot 2022; Zhang
et al. 2023) based on deep learning have been proposed to
address these issues in the past decade.

Although deep learning technology has significantly ad-
vanced inpainting forensics, current research (Akhtar and
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Mian 2018) has shown that it is vulnerable to adversarial
attacks. These attacks introduce perturbations to manipulate
input data, thereby misleading the target network into pro-
ducing incorrect predictions. They are typically classified
as either white-box or black-box attacks, depending on the
level of prior knowledge about the target network. White-
box attacks have full access to the details of the target net-
work, while black-box attacks have no access to these inter-
nal details. In inpainting forensics, adversarial attacks pose
a severe challenge. The reason is that inpainting forensics
methods remain the only reliable way to identify inpaint-
ing regions, as human eyes struggle to detect manipulated
areas within meticulously crafted inpainting images. Conse-
quently, the incorrect forensics results caused by adversarial
attacks are of utmost concern. Moreover, since anti-forensics
attacks expose vulnerabilities in existing forensics methods,
research on these attacks can further promote the design of
more robust forensics methods. To address these challenges,
many anti-forensics methods have been proposed in recent
years (Barni et al. 2019; Carlini and Farid 2020; Xie, Ni, and
Shi 2021; Ding et al. 2022; Fan, Hu, and Ding 2024).

However, existing attack methods are inappropriate for
image inpainting forensics. First, current anti-forensics
methods have focused on attacking image-wise classifiers,
whereas pixel-wise segmentation networks are used in in-
painting forensics. Secondly, in real-world scenarios, in-
painting forensics operate as black-box systems, with only
query results available to attackers. This makes query-
based attacks the most suitable approach for inpainting
forensics. Unfortunately, existing anti-forensics methods are
predominantly designed for white-box attacks, with sev-
eral relying on transfer-based black-box attacks. Besides,
for query-based black-box adversarial examples methods(Li
and Chen 2021; Andriushchenko et al. 2020; Maho, Furon,
and Le Merrer 2021) designed for computer vision tasks,
current research(Li et al. 2022) has shown that they can
be easily detected based on the similarity of successive
queries. Nevertheless, this detection method suffers from ex-
tremely high false alarm rates when the number of queries
is less than 10. Therefore, there is an urgent need for query-
efficient anti-forensics methods tailored for black-box im-
age inpainting forensics, capable of constructing successful
attacks with fewer than 10 queries.

To address this, we propose RLGC(Reinforcement
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Learning to Generate Countermeasure) to conduct highly
query-efficient attack for black-box image inpainting foren-
sics methods. Our goal is to utilize query results to build
adversarial attacks and achieve minimum visual distortion
on the original inpainting images. Specifically, we limit the
query times of RLGC to less than 10 times to evade the
detection of query-based attack defense method(Li et al.
2022). To this end, we first model attack scenario based
on RL(Reinforcement Learning) paradigm. Given the origi-
nal inpainting images, which correspond to the initial state,
the agent selects actions based on its policy and conducts
state transitions to modulate adversarial perturbations for
anti-forensics images. These images are then used to query
target forensics networks, obtaining corresponding outputs.
The reward function evaluates the attack effect and vi-
sual distortion according to these outputs. To maximize the
cumulative reward, our policy and value network are in-
tegrated by Asynchronous Advantage Actor-Critic (A3C)
framework, where the advantage-based loss functions op-
timize network parameters. Through iterative interactions
between agents and image inpainting forensics methods,
RLGC’s attack efficiency can be constantly optimized un-
til it achieves the given goal. Our contributions are as fol-
lows: (1) We propose the first query-based anti-forensics
framework targeting black-box inpainting forensic methods,
thereby eliminating the dependence on the transferability of
white-box attacks. (2) We first apply a reinforcement learn-
ing (RL) paradigm within the anti-forensics framework, en-
abling pixel-wise agents to learn highly query-efficient poli-
cies based on inpainting forensics results. (3) We propose
a novel method for generating perturbations that incremen-
tally introduce small magnitudes(+1/-1/0) of noise, thus mit-
igating the risk of generating excessively strong noise that
could leave conspicuous attack traces.

Background and Preliminaries
Image Inpainting Forensics
Given a mask {M = (mi,j)

(w×h),mi,j ∈ {0, 1}}, the dam-
aged image can be calculated as: D = (di,j,k)

(w×h×c) =

(xi,j,k ∗ mi,j)
(w×h×c), image inpainting is to obtain an in-

painting image Y that satisfies:

min
Y ∈I

∥X − Y∥, Y = (yi,j,k)
(w×h×c) = θi((di,j,k)

(w×h×c))

(1)
where ∥ · ∥ is L2 norm, and θi is the inpainting algorithm.

Over the years, advancements in inpainting frameworks
have resulted in synthetic images that are increasingly diffi-
cult to distinguish from authentic ones. Consequently, vari-
ous forensics methods have been proposed for detecting im-
age inpainting (Mayer and Stamm 2018; Li and Huang 2019;
Wu and Zhou 2022; Yang, Cai, and Kot 2022; Zhang et al.
2023). These methods not only determine the authenticity
of an image but also locate its synthetic regions. Given a
ground truth mask M , the objective of inpainting forensics
methods θf is to predict the mask Mp while adhering to the
following constraints:

min ∥M−Mp∥, Mp = (mp
i,j)

(w×h) = θf ((yi,j,k)
(w×h×c))

(2)

Black-box Adversarial Examples
Black-box attacks can be categorized into two types: (1)
Transfer-based attacks: A local substitute model is first
trained. Adversarial examples are then generated using
white-box attacks such as FGSM(Goodfellow, Shlens, and
Szegedy 2015) and i-FGSM(Kurakin, Goodfellow, and Ben-
gio 2017) on the substitute model, which are later directly
used to attack target models. The success of these attacks
depends on the transferability of white-box adversarial ex-
amples, which is influenced by the discrepancy between tar-
get and substitute models. (2) Query-based attacks: They can
be classified into two categories: score-based attacks(Li and
Chen 2021; Andriushchenko et al. 2020) and decision-based
attacks(Maho, Furon, and Le Merrer 2021). Score-based at-
tacks involve adding slight perturbations to the input and ob-
serving the response of target models. In contrast, decision-
based attacks start from a point already in the adversarial
region and use binary search to find a point on the decision
boundary between the starting point and the clean example.

Reinforcement Learning
RL is one of the three fundamental machine learning
paradigms, which focuses on creating intelligent agents that
can take actions to maximize cumulative reward. To model
a real-world scenario, a tuple (S,A, π, r, δ) is defined based
on the existing background knowledge, where S denotes the
set of states or the environment, A represents the action set,
π reflects the probability of state transition, r signifies the
reward generated by the state transition, and δ is the dis-
count factor for rewards. Typically, practical RL algorithms
are based on infinite-horizon MDP (Markov Decision Pro-
cess) with successive state transitions. In a single state tran-
sition, the process starts from the current state sc ∈ S . Then,
an action ac ∈ A is selected according to π(ac|sc). As a
result, sc transitions to next state sn ∈ S , which leads to
the reward r(sc, sn). In recent years, with the rapid devel-
opment of deep learning technology, RL has been integrated
with deep learning to form the deep RL paradigm.

A3C(Mnih et al. 2016) is a deep RL-based algorithm. The
foundation of A3C is an actor-critic framework, where the
actor selects its actions for the current state sc based on
π(ac|sc), while the critic evaluates the value of the next
state sn. Typically, deep learning-based policy and value
networks are used as the actor and critic in A3C. To train
these networks, A3C leverages the advantage of the actor
over the critic, which is the difference between the expected
reward and value. We denote the policy network and value
network as P and V respectively, and represent their param-
eters as θp and θv . At time step t, the expected reward of N
following states {s(t+i)|i = 0, 1, ..., N −1} is calculated as:

R
N

(t) =
N−1∑
i=0

λir(t+i) + λNV (s(t+N)), (3)

where rt is the reward of state st, V (s(t+N)) is the value
of state s(t+N), and λ is discount factor. Then, advantage
function of actor over critic can be represented as:

A(at, st) = R
N

(t) − V (st). (4)
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From the respect of critic, its target is to minimize
A(at, st) through the gradient descent algorithm as:

dθv = ∇θv ((A(at, st))
2), (5)

where dθv is the gradient of V . On the other hand, actor’s
target is to maximize A(a(t), s(t)), thus P ’s gradient dθp is:

dθp = ∇θp(− log π(at|st)(A(at, st))), (6)
where log π(at|st) is the probability map outputted by P .

In addition, A3C uses asynchronous gradient descent with
multiple agents running independently on separate threads,
sharing policy and value networks. They gather training data
through state transitions, calculate gradients, and update net-
works asynchronously, allowing for more efficient training
and improved policy learning.

Proposed Method
To propose a practical anti-forensics framework, two major
challenges need to be addressed. The first one arises from
the fact that most forensics methods are black-box systems.
As copyright protection and security concerns prevent the
disclosure of such methods’ details, only the forensics re-
sults are available to users querying these black-box sys-
tems. Thus, a practical anti-forensics framework should be
developed based on only query results. Building upon this
assumption, the simplest query-based attack on black-box
inpainting forensics systems can be conducted by adding
random noise (perturbation) to inpainting images until the
query results indicate that it successfully disrupts the out-
puts. Fig. 1 illustrates this procedure. However, this type of
attack is likely to be query-intensive due to the lack of prior
knowledge about the target forensics system and the ineffi-
ciency in utilizing query results. Additionally, it may result
in visually detectable distortions in inpainting images due to
the cumulative effect of excessive random noise.

Thus, the second challenge entails minimizing the total
number of queries n required while retaining optimal attack
performance, which corresponds to build a query-efficient
anti-forensics framework. However, the smaller n usually
means a compromised attack performance, thereby defeat-
ing the primary objective of the anti-forensics attack. There-
fore, it is imperative to balance between visual quality and
attack efficacy.

As depicted in Fig. 1, it is evident that at any given time
step (0 < t ≤ n), the current inpainting image Xt can be
simplified to depend solely on xt−1 and its corresponding
perturbation ξt−1. This dependency can be mathematically
expressed based on transition probability π as follows:

π(Xt|X0:t−1, ξ0:t−1) = π(Xt|Xt−1, ξt−1) (7)
This equation confirms that the state transition from xt−1

to xt satisfies the Markov property, where t ranges from 1
to n. Thus, we can model query procedure as a MDP guided
by a given policy. And an effective policy is desired to make
RLGC query-efficient. We propose a CNN-based policy to
accomplish this. Additionally, we employ the A3C algo-
rithm to better optimize our policy network. Prior to this, we
need to define the fundamental elements of the RL paradigm
used in RLGC.

Query OutputPerturbations

Black-box Inpainting Forensics Model

0X 1X 2X nX

0M 1M 2M nM

……

……

Figure 1: The illustration of querying black-box inpainting .

Elements Definition
Environmental model In RLGC, inpainting forensics
methods serve as environmental model, with IID-Net(Wu
and Zhou 2022) being utilized. IID-Net is selected due to
its excellent detection performance and robustness against
various image post-processing operations.

Agent Building upon the multi-threaded asynchronous
parallel concept of the A3C framework, we assign an indi-
vidual agent to each pixel. The objective is to empower each
agent to adaptively determine its direction and magnitude of
the perturbation by taking into consideration the distribution
of neighboring pixels.

State Our state set S consists of images set I, forming a
high-dimensional space with the size of 256(w×l×c). How-
ever, it is unnecessary to explore the entire state space as
even small perturbations can lead to excellent attack per-
formance. Specifically, given an original inpainting image
X0 ∈ I, it serves as the initial state S0.

Action RLGC leverages actions as a mean to modu-
late perturbations for attacking forensics models. To help
agents achieve more precise control, we set the magni-
tude of each perturbation to 1. For color images with three
channels, the image-wise action map A can be denoted
as A = {(aRi,j,k, aGi,j,k, aBi,j,k)(w∗h∗c)|aRi,j,k, aGi,j,k, aBi,j,k ∈
{0,−1,+1}}, where (aRi,j,k, a

G
i,j,k, a

B
i,j,k) are corresponding

to R, G, B channel of color images.

State transition The transition of St to St+1, denoted as
T (St+1|St,At), can be formulated as:

T (St+1|St,At) : Xt+1 = Xt +At

(xt+1
i,j,k)

w∗h∗c = (xt
i,j,k + ati,j,k)

w×h×c (8)

where Xt and Xt+1 are corresponding to St and St+1. At

is the action map that agents take at St.
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Figure 2: The illustration of a state transition of our proposed anti-forensics framework.

Reward function RLGC considers attack effect and vi-
sual distortion in reward function. Given an arbitrary
state transition T (St+1|St,At), its reward map R =
(ri,j,k)

w×h×c can be calculated as:

R(T (St+1|St,At)) = ωd ×RD(T (St+1|St,At),S0) +

ωa ×RA(T (St+1|St,At),M)
(9)

where RD(T (St+1|St,At),S0) corresponds to visual dis-
tortion difference; RA(T (St+1|St,At),M) corresponds
to attack performance difference; M is ground truth mask.
Specifically RD and RA are calculated as follows:

RD(T (St+1|St,At),S0) = (rdi,j,k)
w×h×c

= [(Xt −X0) ∗ (Xt −X0)]−
[(Xt+1 −X0) ∗ (Xt+1 −X0)]

= {(xt
i,j,k − x0

i,j,k)
2 − (xt+1

i,j,k − x0
i,j,k)

2|
i ∈ {1, 2, ..., w}, j ∈ {1, 2, ..., h}, k ∈ {1, 2, .., c}}

(10)

RA(T (St+1|St,At),M) = (rai,j,k)
w×h×c

= [(Mt −M) ∗ (Mt −M)]−
[(Mt+1 −M) ∗ (Mt+1 −M)]

= {(mt
i,j −mi,j)

2 − (mt+1
i,j −mi,j)

2|
i ∈ {1, 2, ..., w}, j ∈ {1, 2, ..., h}, k ∈ {1, 2, .., c}}

(11)

where ∗ is Hadamard Product symbol, Xt+1, Xt are the
inpainting images corresponding to St+1, St, respectively.
Mt+1 and Mt are the predicted masks outputted by the tar-
get forensics model.

Policy Optimization Network
The A3C-based policy optimization network in RLGC can
be divided into three different modules as follows:

Encoder The encoder module enables RLGC to process
high-dimensional states in an efficient manner. By com-
pressing these states into lower-dimensional representa-
tions, redundant information can be removed, facilitating the
learning process of our agent with the most relevant data for
the anti-forensics task. To this end, we have utilized the Im-
ageNet(Deng et al. 2009) pre-trained EfficientNet(Tan and
Le 2019) to initialize our encoder module. This pre-trained
network provides a plethora of useful feature information
derived from natural images, with its intermediate layer fea-
tures utilized for the input and concatenated layers of the
actor and critic. Hence, our encoder module employs the
down-sampled blocks extracted from EfficientNet B1.

Actor It generates a policy that directs the attack based
on the features derived from the encoder. To achieve this,
the actor module provides probability distributions for the
sampling process of the action set, which consists of 27
items. Therefore, the output of the actor module can be
expressed as a probability distribution over the action set
as P = {(pi,j,k)(w×h×27), |

∑27
k=1 pi,j,k = 1, ∀(i, j) ∈

{1, 2, ..., w} × {1, 2, ..., h}}.

Critic It is used for value function approximation. The
goal of the critic module is to estimate the value function of
the current attacked image based on the features provided by
encoder, which is defined as the expected sum of future re-
wards that an agent can receive from the current attacked im-
age. Thus, we denote the value map as V = (vi,j,k)

(w×h×c),
whose size is the same as reward map.

The actor and critic are both responsible for processing
the encoder’s features to accomplish their specific tasks.
Consequently, we have designed a similar network structure
for both components. The middle layers of actor and critics
are same as the upsampling module of UNet(Ronneberger,
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Fischer, and Brox 2015). For the activation function of out-
put layer, it is Softmax for actor, while it is Tanh for critic.

Training and Testing Procedures
In this section, we describe how RL elements collaborate
with policy optimization algorithm to construct query-based
attack via state transitions, as depicted in Fig. 2. Started from
arbitrary current state st, encoder model takes it as input and
outputs the corresponding features for actor and critic. Later,
the action map At is sampled from policy map Pt outputted
by actor, while the value map Vt is directly generated by
critic. After conducting state transition T (st+1|st,At), the
reward map Rt is obtained through calculating reward func-
tion (Equation (9)). In the training procedure, Vt and Rt

generated by 6 state successive state transitions are used to
calculate A3C’s loss function(Equation (3) and (4)).

In the testing procedure, the number of state transitions
may vary. To ensure that RLGC maximizes the distance be-
tween the predicted mask and ground truth, we terminate
state transition procedure when the attack performance of
next state is worse than that of current state. We utilize the
F1-score as the evaluation metric for our attack performance.
On the other hand, considering that longer state transition
procedures tend to result in more severe image distortions,
we have set a threshold for the decline in F1-score between
current and next states, which is fixed at 0.02. In other words,
if the difference in F1-score between the current and next
state exceeds 0.02, state transition procedure will continue.
Otherwise, state transition procedure will be terminated, and
we will consider current state as the terminal state. The cor-
responding inpainting image generated at the terminal state
will be deemed as the optimal attacked sample for target
forensics methods. Furthermore, it is important to note that,
during the first two state transitions, termination will not oc-
cur, as small perturbations during this early stage may not
result in stable attack performance.

Experiments
Experimental Setup
Dataset In black-box attack, the dataset settings are typi-
cally undisclosed to attackers. To showcase the effectiveness
of RLGC in this scenario, we utilized two distinct datasets,
which were introduced by IID-Net (Wu and Zhou 2022), for
inpainting forensics methods and RLGC as follows:

Dataset for Inpainting Forensics Methods: It is denoted
as DF , which contains 48,000 pairs of inpainting images
and ground-truth masks. The original images come from the
Places dataset (JPEG lossy compression)(Zhou et al. 2017)
or the Dresden dataset (NEF lossless compression)(Gloe and
Böhme 2010) with a proportion of 1:1. The masks are ran-
domly sampled from (Liu et al. 2018), and all the inpainting
images are generated by CA(Yu et al. 2018).

Dataset for RLGC: It is denoted as DA, which contains
11,000 pairs of inpainting images and ground-truth masks.
Its original images come from two additional datasets,
CelabA(Karras et al. 2018) and ImageNet(Deng et al. 2009).
And eleven different representative inpainting methods are
used to generate inpainting images, including seven deep
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Figure 3: The query times required for RLGC.

learning-based ones proposed in recent years (CA(Yu et al.
2018), GC(Yu et al. 2019), SH(Yan et al. 2018), EC(Nazeri
et al. 2019), LB(Wu, Zhou, and Li 2021), RN(Yu et al.
2020), and LR(Guo et al. 2017)), and four traditional ones
(TE(Telea 2004), NS(Bertalmio, Bertozzi, and Sapiro 2001),
PM(Herling and Broll 2014), and SG(Huang et al. 2014)).
Note that TE and NS were published before 2005, but they
have been included in the OpenCV extension package as the
built-in default inpainting methods, indicating their wide us-
age and the meaningfulness of the results based on them.
The proportion of training, validating and testing is 4:1:5.

Attack Comparison
To conduct a comprehensive comparison, we evaluated the
attack performance of RLGC(query-based black-box at-
tack method with up to 6 query times) against two other
attack methods: FGSM(Goodfellow, Shlens, and Szegedy
2015)(gradient-based white-box attack method) and Square
Attack(Andriushchenko et al. 2020)(query-based black-box
attack method with up to 250 query times). And the maxi-
mal magnitude of attack perturbation was set to 4 for FGSM
and RLGC, while it was 50 for Square Attack. From Table 1,
it is evident that both RLGC and FGSM outperform Square
Attack by significant margin. When comparing FGSM and
RLGC, despite RLGC operating in a black-box manner and
FGSM in a white-box manner, RLGC consistently achieves
better attack performance in almost all scenarios. These re-
sults demonstrate that RLGC not only provides a robust at-
tack mechanism but also does so with fewer queries, mak-
ing it an efficient and effective method for compromising
image inpainting forensics methods and query-based attack
defense method(Li et al. 2022).

Evaluation of Query Efficiency
To assess the query efficiency, we recorded the number of
query times required for RLGC to generate the final attacked
inpainting images against different forensics methods. The
results are presented in Fig. 3. In Fig. 3, the x-axis repre-
sents query times to attack, while the y-axis represents the
number of images in testing set of DA. It can be observed
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Forensics Methods Metrics Original Results Anti-Forensics Methods Attacked Results

Li-Net

F1-score 71.71%
FGSM 25.92% (↓ 45.79%)

Square Attack 31.34%(↓ 40.37%)
RLGC 24.45%(↓ 47.26%)

IOU 62.13%
FGSM 16.76%(↓ 45.37%)

Square Attack 24.22%(↓ 37.91%)
RLGC 16.15%(↓ 45.98%)

AUC 83.13%
FGSM 62.08%(↓ 21.05%)

Square Attack 70.02%(↓ 13.11%)
RLGC 61.52%(↓ 21.61%)

IID-Net

F1-score 84.85%
FGSM 22.40%(↓ 62.45%)

Square Attack 52.82%(↓ 32.03%)
RLGC 21.33%(↓ 63.52%)

IOU 78.32%
FGSM 15.78%(↓ 63.54%)

Square Attack 40.00%(↓ 38.32%)
RLGC 14.93%(↓ 63.39%)

AUC 98.21%
FGSM 59.93%(↓ 38.28%)

Square Attack 92.65%(↓ 5.56%)
RLGC 61.44%(↓ 36.77%)

Yang-Net

F1-score 85.07%
FGSM 29.89%(↓ 55.18%)

Square Attack 43.78%(↓ 41.29%)
RLGC 21.79%(↓ 63.28%)

IOU 79.56%
FGSM 20.01%(↓ 59.55%)

Square Attack 35.64%(↓ 43.92%)
RLGC 14.42%(↓ 65.14%)

AUC 95.58%
FGSM 74.08%(↓ 21.50%)

Square Attack 82.91%(↓ 12.67%)
RLGC 59.68%(↓ 35.90%)

Table 1: Attack performance of different anti-forensics methods against state-of-the-art forensics models.

that most of the images only require 2 query times to gener-
ate their final attack inpainting images, whose percentage is
3,953/5,500 = 71.87%. Furthermore, we have also calculated
the average number of query times, which is 2.44. This indi-
cates that RLGC exhibits a extremely low query cost while
achieving excellent attack performance. Based on these re-
sults, we can conclude that RLGC is a highly query-efficient
anti-forensics framework for attack different forensics meth-
ods in black-box scenario.

Visual Analysis
To better compare the attack performance of RLGC with
other comparative attack methods, we conducted a visual
analysis on the predicted mask outputted by IID-Net. The
results are presented in Fig. 4. Both FGSM and RLGC sig-
nificantly disturbed the predicted masks compared to corre-
sponding ground truth masks. However, Square Attack’s at-
tack performance was found to be unstable. For RLGC and
FGSM, although the evaluation of attack performance in Ta-
ble 1 with metrics of F1-score, IOU, and AUC suggests that
RLGC’s superiority over FGSM may not be substantial, the
visual analysis reveals significant differences between them.
For instance, as depicted in Fig. 4, the attack effect caused
by FGSM classifies most pixels as inpainting pixels, result-
ing in obviously larger inpainting regions in the correspond-
ing predicted masks than the original regions. This indicates
that FGSM attack forensics methods by causing the higher

false alarm rate. Conversely, RLGC prefers to classify most
pixels as original pixels, resulting in larger original regions
in the predicted masks. Importantly, in the context of anti-
forensics attack, the primary goal is to conceal inpainting
regions while preserving the original regions in predicted
masks. Therefore, we argue that RLGC aligns more closely
with actual anti-forensics goals compared to FGSM.

Forensics Methods PSNR SSIM
Li-Net 42.69 0.9798
IID-Net 42.58 0.9789

Yang-Net 42.50 0.9756

Table 2: Image quality of attack images generated by RLGC.

Moreover, image distortion caused by the attack of RLGC
is not visually noticeable in Fig. 4. It achieves by the fact that
image quality is directly associated with query efficiency
in RLGC, as each query time introduces modifications of
{−1,+1, 0} to the attack images while its average num-
ber of query times is 2.44. To further validate the quality of
RLGC’s attack images, we conducted image quality assess-
ment with metrics of Peak Signal to Noise Ratio (PSNR)
and Structure Similarity Index Measure (SSIM). The aver-
age PSNR and SSIM scores between attack images gener-
ated by RLGC and original images are shown in Table 2. The
results demonstrate RLGC achieves excellent image qual-
ity after assigning perturbations on attack images. Based on
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Figure 4: The visualization of inpainting images and its corresponding masks outputted by IID-Net.

Training On F1-score IOU AUC
DNS 22.13% 15.63% 64.56%
DTE 24.22% 17.31% 71.47%
DPM 24.36% 19.13% 72.93%
DSG 24.19% 17.33% 69.33%
DLR 22.42% 15.93% 62.40%
DCA 23.42% 16.67% 68.78%
DSH 24.06% 17.40% 71.84%
DEC 23.97% 17.30% 71.70%
DGC 24.69% 17.78% 69.87%
DRN 23.96% 17.33% 72.07%
DLB 25.52% 18.68% 72.59%
DA 21.33% 14.93% 61.44%

Table 3: The location performance of RLGC with single
training inpainting method against IID-Net.

these observations, we can conclude that the generated at-
tack images of RLGC are not visually distinguishable com-
pared with original images by human eyes, making RLGC’s
attacks more covert.

Limited Training Scenario
In this section, the effectiveness of RLGC is evaluated
with limitation of inpainting method in training dataset. For
example, we selected the images generated by inpainting
method of GC, denoted as DGC , which contains a total of
1,000 inpainting images. We use only 400 images for train-
ing, 100 images for validation, and the remaining 500 im-
ages and the other 10,000 inpainting images not generated
by GC, for testing. Additionally, we reduce the number of
training iterations, which is only 300 overall and one well-
trained model is save for each 50 iterations. In this context,

RLGC’s attack results are shown in Table 3.
From Table 3, we find that RLGC still achieves remark-

able attack performance against IID-Net. For example, the
IOU scores of all training subsets are distributed in the in-
terval of 15% to 20%. These results highlight the reliable
generalization capability of RLGC for mismatched inpaint-
ing methods between training and testing datasets. It is cru-
cial for real-world applications since there are always other
inpainting methods that are not included in training datasets.

Time Cost

RLGC’s training takes around 25 hours when conducted on
a single NVIDIA L40 GPU. And the average time to at-
tack one image is 3.37 seconds. These results demonstrate
RLGC’s efficient and practical characteristic.

Conclusions and Future Work

In this paper, we present a query-based anti-forensics frame-
work for attacking black-box inpainting forensics methods,
using RL-based techniques. It achieves both high attack per-
formance and negligible image distortion based on query-
efficient attack. Experiments demonstrate that RLGC is ef-
fective in transferring across different inpainting methods
and detectors, even when experimental settings for training
and testing differ. In the future, we aim to address several
issues in the future. First, we will expand our anti-forensics
scenarios to include more image forgery operations. Second,
we aim to leverage the power of RL to automatically gen-
erate forgery images, thus addressing the pressing need for
more well-crafted forgery datasets.
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