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Abstract

Graph neural networks for hyperbolic space has emerged as
a powerful tool for embedding datasets exhibiting a highly
non-Euclidean latent anatomy e.g., graphs with hierarchical
structures. While several Hyperbolic Graph Neural Networks
(Hy-GNNs) have been developed to enhance the representa-
tion of hierarchical datasets, they remain susceptible to noise
and adversarial attacks, posing serious risks in critical appli-
cations. The absence of robust Hy-GNN frameworks under-
scores a pressing problem. This research addresses this chal-
lenge by introducing HyperDefender—a robust and flexible
approach designed to fortify Hy-GNNs against adversarial
attacks and noises. HyperDefender aims to secure the relia-
bility of applications that depend on the integrity of hierar-
chical graph-structured data in real-world scenarios. Experi-
mental results demonstrate that HyperDefender significantly
improves node classification accuracy across various attacks,
effectively mitigating the performance degradation typically
observed in Hy-GNNs when the hierarchy in original datasets
is compromised.

Code — https://github.com/nikimal99/HyperDefender.git

1 Introduction

Graph Neural Networks (GNNs) extend traditional neural
networks to graph-structured data (Xu et al. 2018; Velick-
ovic et al. 2017; Kipf and Welling 2016). Despite the re-
markable breakthroughs, the existing GNN models are still
limited by the representation ability of Euclidean geome-
try, especially for datasets with hierarchical structures and
highly non-Euclidean latent anatomy (Yang et al. 2022; Zit-
nik et al. 2019; Clauset, Moore, and Newman 2008). Numer-
ous real-world datasets, such as disease propagation trees,
flight networks (Chami et al. 2019), recommendation sys-
tems (Wang et al. 2021a), knowledge graphs (Wang et al.
2021b), drug molecules (Qu and Zou 2022), stock graph re-
lations (Sawhney et al. 2021), medical ontology matching
networks (Hao et al. 2021), and Human PPI networks (Li
et al. 2023) have hierarchical structure.

Recently, hyperbolic spaces due to their exponential growth
properties have emerged as a better alternative, allowing
for high-fidelity embedding of hierarchical structured data.

Copyright © 2025, Association for the Advancement of Artificial
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Due to this several Hyperbolic Graph Neural Networks (Hy-
GNNSs) architectures have been developed to enhance the
representation of hierarchical datasets. The theoretical and
empirical superiority of hyperbolic space, characterized by
constant negative curvature, is evident in capturing implicit
hierarchies and outperforming Euclidean baselines. Moti-
vated by these advantages, ongoing research focuses on de-
veloping machine learning models in hyperbolic space. Hy-
GNN (Chami et al. 2019; Liu, Nickel, and Kiela 2019;
Shimizu, Mukuta, and Harada 2020; Gulcehre et al. 2018),
including HyLa-SGC (Yu and De Sa 2022), have demon-
strated strong empirical results in tasks like node classifica-
tion and link prediction, highlighting the efficacy of hyper-
bolic geometry in graph-based learning.

In summary, while Hy-GNNs have demonstrated remark-
able performance in hierarchical graph representation learn-
ing (Peng et al. 2021; Yang et al. 2022), their reliability re-
mains an open question. At this juncture, it is crucial to ad-
dress the following question:

Are existing Hy-GNN models inherently robust against
adversarial attacks and noise in the input data? If not, how
can we enhance their robustness to ensure their effectiveness
in practical scenarios?

To address these questions, we evaluate the vulnerability
of Hy-GNNss (including HGAT (Zhang et al. 2021), HGCN
(Chami et al. 2019), and HyLa-SGC) and GCNs under ad-
versarial attacks, as illustrated in Figures 1a, 1b and 1c. The
performance plots demonstrate a consistent decline for Hy-
GNNs when exposed to adversaries, indicating that these
models, similar to GNNs, lack inherent robustness against
adversarial attacks. Moreover, adversarial attacks can com-
promise the inbuilt hierarchies (measured by Gromov §-
hyperbolicity, details in section 2) of such networks, as
shown in Figure 1d.

This raises concerns about the utility of Hy-GNNs, as
their performance degrade significantly under subtle per-
turbations in graphs. Such a lack of robustness poses se-
vere consequences for critical applications (Hao et al. 2021;
Sawhney et al. 2021) which must be considered to pre-
vent vulnerabilities exploited by attackers. These hierarchi-
cal networks can be corrupted for discrediting information,
gaining a competitive advantage, extortion, or financial gain.
In practical scenarios, data like the disease networks depict-
ing infection propagation are prone to human errors during
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Figure 1: Node classification performance under Mettack for (a) Airport, (b) Disease, and (c) Cora datasets. (d) depicts the
hyperbolicity analysis of the disease network under various adversarial attacks with increasing perturbation rates, highlighting

the disruption of hierarchical structure in the graph.

data collection and can face severe consequences if the data
is corrupted. Additionally, random failures and malicious at-
tacks on complex tree-like networks, in the form of node and
edge-manipulations (Xu et al. 2020), necessitate strong ro-
bustness for practical networked systems.

Despite the significant advancements in adversarial at-
tacks and defenses for GNNSs, the robustness of Hy-GNNs
remains largely unexplored. This study aims to bridge this
gap, offering the following key contributions:

* We assess the susceptibility of existing GNNs and Hy-
GNNs to various poisoning and evasion attacks, reveal-
ing that neither the standalone Hy-GNN architectures
nor traditional Euclidean defense methods are sufficient
to mitigate adversarial attacks and noise in hierarchical
datasets.

We perform a Gromov §-hyperbolicity analysis on hier-
archical graph networks, examining how different adver-
sarial attacks compromise the hierarchical integrity of the
data.

We introduce HyperDefender, the first flexible and prac-
tical framework that leverages the strengths of various
Euclidean defenses to create robust hyperbolic methods.
This innovative approach not only withstands adversar-
ial attacks but also restores the lost hierarchy in compro-
mised datasets.

We rigorously test the HyperDefender’s performance un-
der adversarial conditions, benchmarking it against exist-
ing Euclidean defense models in node classification tasks
to provide deep insights into its effectiveness.

Outline: This paper is structured as follows: Section 2
presents the problem formulation and background. Our pro-
posed framework is elaborated in Section 3, and experimen-
tal results on adversarial attacks, along with comparative
analysis with existing methods, are discussed in Section 4.

2 Problem Formulation and Background

Let G = (A,X,0) be a hierarchical graph, where X =
{x1,...,Xy,} is the set of M -dimensional node features, and
0 denotes Gromov-hyperbolicity (Viisélda 2005). The adja-
cency matrix A € RV*¥ has elements A,, € {0,1} in-
dicating the presence of edge e,, between nodes w and v.
We consider the node classification task, where a Hy-GNN
fn classifies nodes into C' categories. The goal is to learn a

19397

function fp, ¢ : Vi — Y that predicts labels Y7, for unla-
beled nodes V;,. The objective function is formulated as:

rrbin[,(H,A,X,YL): Z C(fo(X, A)iyyi), (D

v, EVL

where 6 represents the parameters of f5 g, fr,0(X,A); is
the prediction for node v;, and £(-,-) measures the differ-
ence between the prediction and the true label, such as
cross-entropy. In an adversarial scenario, the graph G is
perturbed, resulting in G’. Training Hy-GNNs with noisy
graph information may not yield a reliable predictor func-
tion f5. Moreover, the unique properties of hyperbolic
space pose challenges for Hy-GNN models (Yu and De Sa
2022), which often rely on mappings between tangent space
and the hyperbolic manifold. Unlike Euclidean space, hy-
perbolic space lacks certain vector space properties, compli-
cating fundamental operations such as addition and multi-
plication. Consequently, optimizing Hy-GNN architectures
within hyperbolic space present significant difficulties for
developing defense mechanisms.

Problem statement. Formally, considering a hierarchi-
cal graph structure G' = (An, X, 0,) targeted by adver-
saries, where A,, denotes the perturbed adjacency matrix
A, € RVNXN and 6,, is the Gromov-hyperbolicty value of
the attacked graph, our objective is: to learn the embeddings
in hyperbolic space that optimize the node classification per-
formance of Hy-GNN against adversarial attacks.

Goal. The goal is to develop a range of flexible and prac-
tical robust Hy-GNNS methods. To achieve this, we envi-
sion a two-stage solution: (i) learning hyperbolic embed-
dings to approximate euclidean features, and (ii) applying
a euclidean defense mechanism. A schematic outline of the
proposed framework is presented in Figure 2 and detailed in
Section 3. Before delving into the framework, we first pro-
vide background on adversarial attacks and hyperbolicity.

Adversarial attacks and defense mechanisms. Adver-
sarial attacks (Dai et al. 2018) can be categorized into poi-
soning attacks and evasion attacks. In poisoning attacks
(Ziigner, Akbarnejad, and Giinnemann 2018), the attacker
perturbs the training graph, while in evasion attacks, the at-
tacker perturbs the graph during testing. According to the
attacker’s goal, these attacks can be further divided into
(1) Targeted attacks: where the attacker misclassifies spe-
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Figure 2: The figure showcases the HyperDefender framework, which consists of three steps: Step 1 involves learning hy-
perbolic embeddings (Z) of the perturbed data G’ = (A,,, X) and estimating HyLa features using Z. In Step 2, a Euclidean
defense method is applied to G’ = (A,,, X). Finally, in Step 3, the framework either retrieves the clean graph or achieves high
performance on the perturbed graph through various defense methods.

cific nodes, (2) Non-targeted attacks: where the attacker de- icity value as shown in Fig 1d. Consequently, changes in
grades the model’s overall performance on all test data, and empirical d-hyperbolicity can indicate whether a graph has
(3) Random attacks: where the attacker randomly injects been perturbed, often making it less hierarchical. A key ob-
fake edges into the graph. Adversarial attacks present a sig- jective of defense mechanism is to relearn the structure and
nificant threat to deep learning models, GNNs (Bojchevski restore true d-hyperbolicity. Thus, if § represents the hyper-
and Giinnemann 2019; Dai et al. 2018; Jin et al. 2021) as bolicity of the original graph, §,, that of the noisy graph, and
well as Hy-GNNs. Many recent efforts have concentrated Oclean that of the restored graph, the defense model aims to
on enhancing GNN robustness (Zhao et al. 2023; Ennadir achieve Ogjpqn ~ 0.

et al. 2024; Jin et al. 2020; Zhang and Zitnik 2020; Runwal,

Vivek, and Kumar 2022; Wu et al: 2019) but none of them 3 Proposed Hyperdefender Framework
considers how to defend hierarchical graphs. These meth-

ods doesn’t work well for hierarchical graphs as shown in The proposed framework HyperDefender consists of the fol-
Section 4. lowing two main components:

Hyperbolicity of graphs. Real-world networks are rarely 1. Estimation of hyperbolic embeddings to estimate the Eu-
exact trees (Abu-Ata and Dragan 2016), which is why a clidean features (or HyLa features) X ;.

measure of tree-likeness, such as Gromov’s J-hyperbolicity 2. Using the estimated X and A,, as an input to any eu-
(Viisild 2005), is useful. A lower J signifies a more hierar- clidean defense mechanism € to get H i.e., hyperbolic
chical graph dataset, with § = 0 indicating a tree structure. defense method.

Definition 1:  Let G be a graph with node set V/, and let The first component being an essential part of a robust Hy-
£(u, v) be the shortest path distance between nodes v and v. GNN architecture that helps to understand the hierarchical
G is d-hyperbolic if, for any nodes w,z,y, 2 € V, ordered graph better. While the latter is designed to provide defense
such that £(w, z) + ((y, z) > l(w, y) + U(z,z) = l(w,z) + against attacks.

£(z,y), the following condition holds:

(C(w, z) + €y, 2)) — (L(w, y) + £z, 2)) < 26 Stage 1: Euclidean features from hyperbolic embed-

dings. We first discuss the estimation of X. It is a feature-

A detailed explanation is provided in Appendix A.2. Gro- extracted architecture proposed in (Yu and De Sa 2022)
mov’s d-hyperbolicity remains consistent across graphs ex- which we utilise to embed the graph nodes or features into
hibiting hyperbolic geometry, regardless of their size, mak- hyperbolic space. It maps the hyperbolic embeddings to Eu-
ing it a valuable metric for evaluating real-world graphs. In clidean features X via the kernel transformation. Concretely,
this study, we examined how increasing levels of perturba- to map from hyperbolic space H,, to euclidean space R”, we
tion through various adversarial attacks affect the hyperbol- perform the following steps:
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1. Draw D independent samples Aq, ..., Ap from p where
p is gaussian,

2. D independent samples wy, .. .,wp uniform from 0B"
(the boundary of the ball 5™) and,

3. D independent samples by, . . ., bp uniform from [0, 27]
and,

4. Then output a feature map ¢, the kth coordinate of which
is ¢ (x) = %HyLa)\k’bkmk (x),

5. It is easy to see that this will yield feature vectors with
El(¢(z), ¢(y))] = k(z, ),

where, the kernel k(x, y) is defined as:

1 [ n—-1 . n—-1 .. n
k(x’y)=§/ 2F1< 5 +iA, 5 —M;?

1 2)
(1~ cosh (ds (e y>>>) p(N)dA,

which is selected at random from some distribution p(\).
The resulting kernel is an isometry invariant kernel that
depends on the distribution of A (Yu and De Sa 2022;
Rahimi and Recht 2007).

This approach only manipulates the input of the graph-based
learning model and hence, this architecture can be used with
any standard Euclidean defense model, £. Here, the model
parameters and the hyperbolic embeddings are learned
simultaneously with the backpropagation.

Algorithm 1: HyperDefender Framework

I: Input: G' = (A4, X,Y,6,), E

2: Output: Hg (parameters of H)
3: Stage 1: Estimate HyLa features X
4: Stage 2: Apply £ — (X, A4,)

5: Return #g

Stage 2: Applying defense measures. The defense oper-
ates through two primary strategies: (i) The first strategy si-
multaneously learns a clean graph structure A* constrained
to A = {0,1}¥*¥ and learns the model parameters Hg
(refer, Equation 1), formalized as:

argH”-lLiDL(%g,A*,Y, yl) ’ 3)
0
and A* = arg mjn L., (An,Y, A) )

where the model is trained on a clean graph adjacency A*,
obtained by simultaneously minimizing a noise removal ob-
jective function L, (An, X, A). This strategy is employed
in both the Pro-HyLa and RWL-HyLa defense methods. For
training these models we used joint learning strategy where
we are simulatneously learning the clean stracture of graph,
the hyla features and the model parameters.

(ii) The second strategy involves determining the pre-
diction gy , on the attacked graph G’ that minimizes the
difference:

ih,u = argmin (fi,,, (G') = fo.u(9)) )

yh,u

Here, f ,, (G') represents the prediction of Hy-GNN trained
on G'. In this case, f; (G') = H. Here, f, (G) denotes a
hypothetical prediction that the Hy-GNN would make if it
had access to clean graph G. This strategy forms the basis
of the HyLa-Guard approach. Here we are jointly learning
the hyla features and model parameters for this model.

Next, we present the hyperbolic defense strategies (H),
which we developed using these two essential components.
Here we give a thorough formulation for Pro-HyLa.

Pro-HyLa. The final objective function of Pro-HyLa is
given as follows:

arg Ming 4 A=A7; Ae AHo Ltotat = Ly (An, X, A) + ’Yg

(6)
where L is the loss function defined in Equation 1 for node
classification, controlled by a predefined parameter . Over-
all, Lyyq; constitutes the loss of Pro-HyLa with learnable
parameters Hg and clean adjacency A. Finally, the noise re-
moval objective function is defined as:

— T~
Lup(An, X, 4) = || 4y = Al + o | Al + B Al + M r(X LX)
(7

It is remarked that adversarial attacks focus on introducing

Algorithm 2: Pro-HyLa

1: Imput: A,, X, Ys, Hyper-parameters «, 3,~, A, 7, Learning
rate 7, n’, HyLa feature dimension d;

2: Output: A, Hoe
3: Initialize A < A,, and randomly initialize Heo
4: Initialize Z € R™*% {hyperbolic embeddings}
5: while Stopping condition not met do
6: A “ PS(prox, , (prox, s (A — nV.a®)))
7. fori=1toTdo
8: compute X HylLa features
9: Update H o parameter using L:
10: 6+ 7‘%(%%‘;:{’&)
11: Ho +— Ho — 77,(5
12:  end for

13: end while
14: Return A, Ho

unnoticeable perturbations and connecting two nodes with
dissimilar features (McPherson, Smith-Lovin, and Cook
2001). The formulation in Equation 7 is a potential solu-
tion for providing robustness against such types of attacks.
More concretely, the term || A,, — A|3, tries to maintain the
structure of the learned graph by ensuring that the learned
Adjacency matrix does not deviate too far from the original
input matrix.

Next, by minimizing tr(YTfLY) =1 Zf\;:l Az —
LEj)Z, we aim to ensure that the edges introduced between
two nodes with dissimilar features should be removed or
down-weighted. A\ is a predefined parameter to control
the contribution from feature smoothness. a and [ are
predefined parameters that control the contributions of the
properties of sparsity and low rank, respectively. The added
advantage of this formulation (7) lies in its ability to utilize



Data 1) Size Density Edges Classes
Cora 3 (2485, 1433) 16.42 5069 7
Disease 0 (1044, 1000) 7.5 1043 2
Airport 1.5 (3188, 11) 36.7 18630 4

Table 1: Dataset Specifications

information from L to steer the graph learning process,
serving as a defense mechanism against adversarial attacks.
This is particularly effective since graph adversarial attacks
aim to maximize L.

The strength of the proposed Pro-HyLa framework lies
in its seamless integration of HyLa model training with
graph reconstruction, functioning as an iterative process that
jointly refines both the estimated graph A and the model
parameters Hg. The workflow, detailed in Algorithm 2,
unfolds as follows: In line 3, the estimated graph A is
initialized as the perturbed graph A,,, and the model pa-
rameters H g are randomly initialized. Line 4 initializes the
hyperbolic embeddings Z. From lines 5 to 13, A and Hg¢
are updated iteratively, alternating between updates on the
clean structure. In line 6, the objective function is defined
as ¢ = ||A, — A|[% + L + )\tr(YTZY). In line 8, Hyla
features X are estimated using the steps explained in Stage
1. Moreover, we used the original authors’ implementation

of HyLa (Yu and De Sa 2022), together with the SGC
model, i.e., f(A, X) = softmax (AKX XW).

Essentially, we learn the HyLa features X and use
SGC as the graph learning model while ensuring other
graph properties, such as feature smoothness, sparsity, and
low-rank structure, are maintained as we learn a clean
adjacency matrix A. Specifically, the model parameters are
trained in each iteration, while the graph reconstruction
model is updated every 7 iterations.

4 Experiments

In this section, we evaluate the effectiveness of HyperDe-
fender.

Task and Datasets. We comprehensively compare the
node classification performance of HyperDefender methods
with existing euclidean-based defense mechanisms as
baselines: NoisyGNN (Zhao et al. 2023), HANG (Ennadir
et al. 2024), Pro-GNN (Jin et al. 2020), GNNGUARD
(Zhang and Zitnik 2020), RWL-GNN (Runwal, Vivek, and
Kumar 2022), and Jaccard-GNN (Wu et al. 2019) and also
a Hy-GNN model, i.e., HyLa-SGC. In addition, we analyze
the impact of attacks on the hyperbolicity of graphs.

We evaluate our proposed approach on three diverse
datasets: Cora (Sen et al. 2008), Disease (Anderson and May
1991) and Airport (Zhang and Chen 2018). Dataset statistics
are summarized in Table 1. The hyperbolicity values corre-
spond to our modified versions of the datasets.

Experiment Setup. We evaluate the node classification
performance of HyperDefender against three types of at-
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tacks, i.e., non-targeted attacks, targeted attacks, and random
attacks. We apply these attack methods to perturb the graph,
followed by training HyperDefender and baseline models on
the perturbed graph.

Performance analysis. In Table 2 and Figure 3, detailed
performance results for each model are shown. Observations
include:

* HyperDefender defense methods consistently outper-
form Euclidean-based defenses and also HyLa-SGC (Hy-
GNN) model across various perturbation rates. Tak-
ing the airport data as an example, our models exhibit
significant improvements over HyLa-SGC. At a 100%
perturbation rate in random attack scenarios (Figure 3
first row), nearly all our HyperDefender models surpass
HyLa-SGC by over 50%, and exceed 10% at 25% per-
turbation in Mettack. Also, Hyperbolic-based defenses
demonstrate considerable superiority over Euclidean-
based defenses on the Airport dataset in all the attacks.

For the disease dataset, Pro-HyLa outperforms HyLa-
SGC, Pro-GNN, and other Euclidean-based defense
methods by a wider margin, even under substantial per-
turbations. In the Cora dataset, our method surpasses
HyLa-SGC and Pro-GNN by over 58% and 6%, respec-
tively, at a 25% perturbation rate. But in some scenar-
ios, our defense methods show comparable performance
to standard Euclidean-based methods, in the case of the
Cora dataset.

While Pro-HyLa emerges as a superior performer in cases
of disease and airport datasets, RWL-HyLa shows good per-
formance in cases of RND attack (Table 2) on Cora and
disease. The results suggest that the more hierarchical the
graph is, the more improvements will be gained with hy-
perbolic based defense methods. The average performance
depicted in Figure 5 illustrates Pro-HyLa’s superiority over
the other three (GCN, Pro-GCN, and HyLa-SGC) models.
Notably, Pro-HyLa stands out as the most effective among
them, demonstrating superior performance compared to its
counterparts.

Visualization. In Figure 4, we visualize the HyperDe-
fender learned HyLa node features (X)) on both the original
and perturbed airport dataset with t-SNE. This visualization
demonstrates that HyperDefender methods achieve excel-
lent label-class separation, as indicated by the different
colors, whereas Euclidean-based defense methods fail to
achieve this separation. All four HyperDefender methods:
Pro-HyLa, HyLa-Guard, RWL-HyLa, and Jaccard-HyLa
consistently achieve strong label-class separation, even on
the original unperturbed dataset.

Since it is uncertain whether an input hierarchical graph
has been attacked, a successful Hy-GNN defender must
handle poisoned graphs without compromising performance
on clean datasets. Table 2, also shows the classification
accuracy of HyperDefender methods on clean graphs (at Ptb
% = 0), confirming that HyperDefender methods maintain
performance comparable to HyLa-SGC when there is no



Data | Ptb (%) Baselines Standard Defense Models (£) Proposed Hyperbolic Defense Models ()
Pro-GNN GNN-Guard RWL-GNN GCN-Jaccard NoisyGNN HANG | Pro-HyLa HyLa-Guard RWL-HyLa HyLa-Jaccard

0 83.05 81.75 70.34 76.71 66.79 78.46 94.94 96.06 94.47 95.03

2 81.67 79.46 68.09 75.38 66.79 76.48 94.38 94.35 90.03 93.89

Airport 4 75.57 76.75 66.25 70.61 63.16 76.28 93.82 93.01 87.74 91.03
6 73.47 75.03 64.65 70.41 63.35 76.09 93.25 88.35 84.50 86.83

8 72.90 73.47 64.46 68.51 62.97 73.32 92.69 87.90 83.24 83.77

10 68.89 68.53 63.50 68.70 60.30 72.53 93.25 86.03 83.05 82.44

0 68.50 69.44 67.71 79.52 79.92 71.65 80.31 78.74 78.72 80.31

2 66.92 57.79 63.07 65.35 64.17 63.39 67.32 65.74 71.26 67.71

Disease 4 61.41 53.46 58.74 59.05 56.69 55.91 61.41 55.90 64.57 53.93
6 67.71 52.04 58.03 52.75 55.51 48.43 58.26 57.48 57.87 53.54

8 59.05 50.07 52.20 53.14 53.93 41.34 67.32 51.96 62.20 52.75

10 59.84 48.42 54.88 51.57 50.03 38.98 62.59 53.15 56.26 54.72

0 81.34 76.59 78.17 80.63 81.84 80.73 84.20 81.99 79.33 80.63

2 77.62 73.29 68.56 70.87 73.03 71.93 80.93 75.28 75.15 76.65

Cora 4 71.93 68.64 65.79 64.28 63.78 58.65 72.28 70.85 73.79 72.53
6 67.76 66.47 62.78 56.99 54.22 46.28 67.60 61.82 71.13 68.20

8 65.24 59.95 58.00 47.83 44.76 29.02 66.19 47.07 68.41 66.09

10 61.62 56.63 57.19 43.76 42.90 23.19 61.56 45.40 68.00 63.98

Table 2: Node classification accuracy under targeted RND attacks. The best performance is highlighted in bold.

—+— HyLa-SGC —— Pro-HylLa —— Hyla-Guard —e— RWL-HyLa Jaccard-HylLa -+-- HANG
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Figure 3: First row: Results of different models under random attack, Second row: Results of different models under mettack

attack. This indicates that HyperDefender does not weaken
the learning ability of Hy-GNNs on clean datasets.

Analysis of Hyperbolicity. Gromov’s ¢-hyperbolicity,
was employed to assess our model’s performance. For each
attack, the hierarchy of the dataset was compromised. We
calculated the hyperbolicity values after attacking the graph
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dataset and compared them with the hyperbolicity values
of the learned clean adjacency matrix. We present this data
in Table 3, showcasing the average hyperbolicity values for
each dataset against various attacks. Here, Aavg represents
the mean of J-hyperbolicity values for six different per-
turbations for each attack. Similar calculations were per-
formed for the clean adjacency matrix learned using Pro-
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Figure 4: Evolution of latent space representations over time: Visualizing the transformation of HyLa features and node embed-
dings on the Airport dataset. Nodes of distinct classes are color-coded for clarity. On the left, (a) and (b) showcase HyLa-SGC’s
learned Hyla features for both unperturbed and perturbed data, while (c) and (d) present Pro-GNN and Pro-HyLa learned em-
beddings and HyLa features for perturbed data. On the right, (1) and (2) illustrate Hyla-Guard and Pro-HyLa learned node
embeddings and HyLa features for the original data, while (3) and (4) compare embeddings and HyLa features of GNN-Guard
and Hyla-Guard for perturbed data respectively. Similarly, (5) and (6) provide a comparison between RWL-GCN and RWL-

HyLa, respectively.

Dataset Attacks After-attack Pro-Hyla RWL-Hyla Jac-Hyla

Mettack 1.92 1.75 1.17 1.91
Airport RND 1.83 1.25 1.50 291
Random 1.92 1.08 1.08 1.66
Mettack 3.08 0.83 2.83 2.83
Disease RND 2.25 1.25 2.17 2.16
Random 2.75 1.92 2.58 2.66
Mettack 2.67 1.50 3.25 2.83
Cora RND 2.25 1.50 4.42 2.25
Random 2.50 2.00 2.58 2.58

Table 3: Aavg values (closer to the original is better)

HyLa, RWL-HyLa and Jaccard-HyLa. Observations indi-
cate a restoration in the Aavg values for the clean adjacency
matrix, suggesting that our framework, HyperDefender, is
capable of partially recovering the hierarchy of hierarchi-
cal networks. Among all hyperbolic defense methods, Pro-
HyLa emerges as the most effective in restoring the hier-
archical structure of networks, showcasing superiority not
only over Euclidean-based methods but also among other
hyperbolic defense methods.

5 Conclusion

We introduce HyperDefender, a flexible and effective frame-
work for enhancing the robustness of Hy-GNNs. Our ex-
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Figure 5: The figure illustrates the average performance of
ProHyla’s superiority over HyLa, GCN, and ProGCN.

periments show that HyperDefender significantly outper-
forms HyLa-SGC and Euclidean-based defense methods.
The analysis highlights Hy-GNNs’ vulnerability to attacks
and the critical need for HyperDefender in hierarchical net-
works. Notably, HyperDefender partially restores hierarchi-
cal structures in graphs. On datasets with minimal hierarchy,
like Cora, HyperDefender achieves performance compara-
ble to Euclidean defenses.
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