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Abstract

Federated learning (FL) enables decentralized clients to col-
laboratively train a global model under the orchestration of
a central server without exposing their individual data. How-
ever, the iterative exchange of model parameters between the
server and clients imposes heavy communication burdens,
risks potential privacy leakage, and even precludes collabora-
tion among heterogeneous clients. Distillation-based FL tack-
les these challenges by exchanging low-dimensional model
outputs rather than model parameters, yet it highly relies on
a task-relevant auxiliary dataset that is often not available
in practice. Data-free FL attempts to overcome this limita-
tion by training a server-side generator to directly synthe-
size task-specific data samples for knowledge transfer. How-
ever, the update rule of the generator requires clients to share
on-device models for white-box access, which greatly com-
promises the advantages of distillation-based FL. This moti-
vates us to explore a data-free and black-box FL framework
via Zeroth-order Gradient Estimation (FedZGE), which esti-
mates the gradients after flowing through on-device models
in a black-box optimization manner to complete the training
of the generator in terms of fidelity, transferability, diversity,
and equilibrium, without involving any auxiliary data or shar-
ing any model parameters, thus combining the advantages of
both distillation-based FL and data-free FL. Experiments on
large-scale image classification datasets and network archi-
tectures demonstrate the superiority of FedZGE in terms of
data heterogeneity, model heterogeneity, communication ef-
ficiency, and privacy protection.

Code — https://github.com/maxinge8698/FedZGE

Introduction

The remarkable success of deep neural networks is largely
attributed to data-driven centralized training schemes, which
consolidate data scattered across decentralized clients onto
a central server to build high-performing models. However,
growing data concerns and regulations impose stringent lim-
itations on data collection and transmission, leading to iso-
lated data silos where clients keep their data locally to en-
sure privacy and security. To break down this dilemma, fed-
erated learning (FL) (McMahan et al. 2017) has emerged
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as a privacy-preserving decentralized training paradigm that
delivers a “centralized” model by periodically sharing the
parameters of models locally trained by individual clients on
their private data with a central server for aggregation. How-
ever, the iterative exchange of model parameters between the
server and clients exposes FL to several inherent challenges:
1) Degeneration to data heterogeneity resulting from the sig-
nificant divergence between model parameters caused by the
non-independent and identically distributed (non-IID) data
among clients (Zhu et al. 2021; Ma et al. 2022); 2) Failure
to model heterogeneity when clients individually design per-
sonalized models to meet distinct specifications rather than
replicating a homogeneous model architecture for parameter
aggregation (Gao, Yao, and Yang 2022; Ye et al. 2023); 3)
Exorbitant communication overhead that scales up with the
number of model parameters hinders its application to larger
models or client populations (Kone¢ny et al. 2016; Alman-
ifi et al. 2023); 4) Vulnerability to privacy attacks where the
shared model parameters can be maliciously exploited to re-
construct clients’ private data in a white-box manner (Lyu
et al. 2022; Sharma and Marchang 2024).

To tackle these challenges, distillation-based FL (Li and
Wang 2019; Chang et al. 2019; Hu et al. 2021; Itahara et al.
2021; Gong et al. 2021; Cheng et al. 2021; Sattler et al. 2022;
Gong et al. 2022; Ma et al. 2023) extends knowledge distil-
lation (KD) (Hinton, Vinyals, and Dean 2015) to the con-
text of FL by exchanging model outputs associated with a
public auxiliary dataset for knowledge transfer, offering a
diverse range of benefits such as model-agnostic collabora-
tion, lower communication overhead, and less exposure of
sensitive information. However, a desirable auxiliary dataset
is not always available since its construction requires careful
deliberation and even prior knowledge about clients’ private
data to achieve satisfactory performance, which is inconsis-
tent with the privacy-preserving nature of FL.

Instead of assuming a pre-determined auxiliary dataset,
data-free FL (Zhu, Hong, and Zhou 2021; Zhang et al. 2022;
Zhang, Wu, and Yuan 2022; Luo et al. 2023) eliminates the
need for auxiliary data by training a server-side generator
to directly synthesize task-specific data samples for knowl-
edge transfer. However, the update rule of the generator de-
pends on the availability of clients’ local models, which in-
volves backpropagating first through local models and then
through the generator to yield the gradients. Consequently,



Auxiliary Model Black-box Exchanged Information
Taxonomy Method . - -

Data Heterogeneity Access Downlink Uplink
parameter-based FL FedAvg - X X model parameter model parameter
TS MHAT labeled v v auxiliary data, model output model output
distillation-based FL DS-FL  unlabeled v 4 auxiliary data, model output model output

FedGen  data-free X X model parameter model parameter
data-free FL FedFTG  data-free X X model parameter model parameter
DFRD data-free X X model parameter model parameter
FedZKT  data-free v X model parameter model parameter
data-free black-box FL. FedZGE  data-free v v synthetic data, model output model output

Table 1: Comparison of FedZGE with related work.

it is inevitable for clients to share on-device models with the
server for white-box access, which greatly compromises the
advantages of distillation-based FL.

To combine the advantages of both distillation-based FL
and data-free FL, this motivates us to explore a data-free and
black-box FL framework called FedZGE, which leverages
Zeroth-order Gradient Estimation (Nesterov and Spokoiny
2017) to complete the training of the generator in terms of
fidelity, transferability, diversity, and equilibrium by estimat-
ing the gradients after flowing through on-device models in a
black-box optimization manner, without involving any aux-
iliary data or sharing any model parameters. In summary,
this paper makes the following contributions:

* We propose FedZGE, a data-free black-box FL frame-
work that is granted the ability to launch data-free black-
box knowledge transfer across heterogeneous clients via
zeroth-order gradient estimation.

Contrary to distillation-based FL approaches that rely on
task-relevant auxiliary datasets, FedZGE trains a gener-
ator on the server to directly synthesize faithful, trans-
ferable, diverse, and balanced data samples for effective
knowledge transfer in a data-free manner.

Contrary to data-free FL approaches that require clients
to share on-device models, FedZGE estimates the gradi-
ents after flowing through these on-device models in a
black-box optimization manner to complete the training
of the generator, without sharing any model parameters.

Empirical experiments with extensive analysis demon-
strate the superiority of FedZGE in terms of data hetero-
geneity, model heterogeneity, communication efficiency,
and privacy protection.

Related Work
Parameter-based Federated Learning

Parameter-based FL represented by FedAvg (McMahan
et al. 2017) is a classical FL framework where a central
server distributes the global model to individual clients for
local training on their respective data, and then the resulting
model parameters are sent back for aggregation. Despite its
great potential in privacy-sensitive domains (Liang, Pan, and
Ming 2021; Liu et al. 2022; Li et al. 2023), parameter-based
FL still faces challenges such as data heterogeneity, model
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heterogeneity, communication efficiency, and privacy leak-
age (Liet al. 2020; Zhang et al. 2021; Kairouz et al. 2021). In
response to these challenges, numerous variants of FedAvg
have emerged (Tan et al. 2022; Alam et al. 2022; Bibikar
et al. 2022; Noble, Bellet, and Dieuleveut 2022). Unfortu-
nately, they still rely on model parameter exchange and thus
lack the ability to address all these issues simultaneously.

Distillation-based Federated Learning

Distillation-based FL (Mora et al. 2022; Wu et al. 2023; Qin
et al. 2024) tackles these challenges by leveraging KD to
aggregate local models in a black-box manner. However, it
relies heavily on a public auxiliary dataset to synchronize
the knowledge produced by these models. Earlier work con-
structed a task-relevant labeled (Li and Wang 2019; Hu et al.
2021; Cheng et al. 2021) or unlabeled (Chang et al. 2019;
Itahara et al. 2021; Sattler et al. 2022) dataset with a distribu-
tion similar to that of clients’ private data as auxiliary data.
However, this may explicitly expose clients’ private data.
Recent efforts (Gong et al. 2021, 2022; Ma et al. 2023) have
relaxed this restriction to a cross-domain unlabeled dataset,
whereas finding a desirable auxiliary dataset remains chal-
lenging in practice.

Data-Free Federated Learning

Inspired by the recent success of data-free KD (Lopes, Fenu,
and Starner 2017; Fang et al. 2019; Micaelli and Storkey
2019; Fang et al. 2022), data-free FL equips the server with
a generator to directly synthesize the data samples neces-
sary for knowledge transfer. Most existing approaches (Zhu,
Hong, and Zhou 2021; Zhang et al. 2022; Luo et al. 2023)
are essentially fine-tuning methods that train the genera-
tor using the ensemble of local models to further improve
the performance of the preliminary global model aggregated
from FedAvg. To accommodate heterogeneous clients, re-
cent work (Zhang, Wu, and Yuan 2022) adopts them as data-
free methods that transfer knowledge from local models to
the global model without parameter aggregation. However,
sharing clients’ local models with the server is still essential
in these frameworks since the training of the generator de-
pends on the availability of local models, which contradicts
the benefits of distillation-based FL. A detailed comparison
of FedZGE with related work is provided in Table 1.



Methodology
Problem Statement

Consider a FL setting consisting of a central server and K
decentralized clients. Each client & € {1,2, ..., K'} locally
hosts a private dataset Dy, = {(z¥, y¥)}*, and an on-device
model f; parameterized by 6, where ¥ € R and y¥ €
{1,2,...,C} are the i-th sample and its corresponding label,
C is the number of classes, and Ny is the local sample size.
The goal is to learn a global model f parameterized by 6 on
the server through multiple rounds of collaborative training
across clients while keeping their private data decentralized.

To overcome the limitations imposed by model param-
eter exchange in FL, distillation-based FL resorts to a pub-

licly available auxiliary dataset D, = {z¥ }f\i"l for black-box
model aggregation via KD. Specifically, in each communi-
cation round, the server selects a random set of available
clients £ C {1,2,..., K'} based on a sampling fraction ¢ to
participate in the FL training, where |IC| = [e - K|. Each
participating client & € K performs local training to update
its local model fj based on its own private data Dy, via the
following local optimization objective:

Ly(Dy;0k) = E  [CE(fa(z;0k),v)],

(z,y)~D,

ey

where CE(-) is the cross-entropy loss used to measure train-
ing error for a classification task. Subsequently, it downloads
the auxiliary data x,, ~ D,, from the server and sends back
the output fi(zp; 01) of its local model f;, on x,,. The server
then aggregates these local outputs into the ensemble output
Y okek % fr(xp; 0k) through weighted averaging, which as-
sembles knowledge from other peer clients and thus can be
used to distill the global model to preserve the knowledge of
local models via the following global distillation objective:

@)

Li(Dp;0)= E

Ty~

KL(o( 3 R fi(wp; 00); 7)o (f (23 0);7)) |+

P ke

where N =}, N}, is the cumulative sample size, o(+; 7)
is a softmax function with temperature 7 to control the dis-
tributional smoothness, and KL(:||-) is the Kullback-Leibler
divergence (Kullback and Leibler 1951) used to measure the
discrepancy between the global model and the ensemble of
local models. However, a task-relevant auxiliary dataset may
not always be available in practice.

Instead, data-free FL introduces a conditional generator
G parameterized by 6 on the server to capture the training
space of clients’ local models in a data-free manner. Specifi-
cally, taking a d.-dimensional random noise z sampled from
a standard Gaussian distribution NV (0, 1) as the input and a
random label § sampled from a uniform distribution /(1,C)
as the conditional context, the conditional generator G is
trained to synthesize a categorical data & = G(z,9;0q)
by minimizing the cross-entropy loss between the ensemble
output and the random label, as follows:

£hid(:00) = B CE( > 5k fu(#:60k),9)|, (3)
~G(2,5:06) kel
g~U(1,C)

which allows Z to be categorized to one specific class ¢ with
a high probability, thereby approximating clients’ private
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data under label ¢ from a global perspective. Meanwhile, the
generated synthetic data sample 2 is used to transfer knowl-
edge from local models to the global model, as follows:

Li(#:0)= E KL(U(%C R Sr(@:0k); m)llo(F(@:6);7) |- (4)

&~G(2,9:0G)
The generator and the global model are alternately trained on
the server. However, the update rule of the generator depends
on the availability of local models and requires clients to
upload their local models to the server for white-box access,
which greatly compromises the advantages of distillation-
based FL. Our proposed FedZGE aims to address this issue.

Reconstruction of Generator Training

Although the training objective in Eq. (3) ensures the fidelity
of the generated synthetic data samples, they may not be suf-
ficiently transferable, diverse, and balanced due to the lack
of explicit intervention in the training process of the gener-
ator. Considering that less useful information is transferred
from model outputs than from model parameters, it is im-
perative to improve the quality of generated synthetic data
samples so that the global model is able to capture more
useful information from local models to better exploit the
unique advantages of KD. Therefore, we systematically re-
construct the training of the generator in terms of fidelity,
transferability, diversity, and equilibrium.

Improvement of Transferability. To effectively transfer
knowledge from local models to the global model, one solu-
tion is to improve the transferability of synthetic data sam-
ples. Enlightened by the success of generative adversarial
networks (GANSs) (Goodfellow et al. 2014; Mirza and Osin-
dero 2014; Radford, Metz, and Chintala 2015), we introduce
an adversarial loss to encourage the generator G to generate
difficult data samples for the training of the global model by
maximizing the disagreement between the global model f
and the ensemble of local models { fx }xex, as follows:

LE" (&5 06) =

SKL(o( T M i 0k):T)HJ(f(i;9);T))] - 5)

iNG(]E?Q:F?c) { kek

Meanwhile, the generated synthetic data samples need to en-
sure knowledge consistency between the global model and
local models by minimizing the disagreement, as shown in
Eq. (4). As a result, the goals of G and f are to maximize
and minimize the disagreement between f and { f% }xcxc, re-
spectively, with the following adversarial game:

KL(o( 3 R fiu(@:00):7)llo(f(:0):7))| . (6)

kex

min max
0

E

e anG(z3:0c)
Promotion of Diversity. The conditional generator G may
experience the mode collapse problem (Mao et al. 2019)
during training since it tends to learn from the conditional
context that determines the main content while ignoring the
latent noise that induces diverse outputs, resulting in data
samples that are often generated from only a single or a few
modes of the distribution. To mitigate this problem, we add
a diversity loss to the generator training to promote the di-
versity and dispersion of the synthetic data samples {#;}2 |
generated in each batch over the data space, as follows:
Y

i,j€{1,2,

) —||&i—&;j||2x||zi 22
L8 (#:06) = ¢ o RN ¢))

~G(2,8:0G)
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Figure 1: Overview of the proposed FedZGE framework.

where B is the batch size. This explicitly maximizes the dis-
tance between the generated data and the corresponding la-
tent noises to increase the chances of generating data from
different modes and thus synthesizing diverse data samples.

Equilibrium of Distribution. Uniformly sampling of ran-
dom labels alone does not guarantee that the generated syn-
thetic data samples are balanced since the overall predicted
probability of ensemble outputs is higher on some classes
and lower on the others (Chen et al. 2019; Zhang, Chen,
and Lyu 2023). To this end, we train the generator to maxi-
mize the information entropy loss between the synthetic data
samples generated in each batch, inducing them to be uni-
formly distributed across classes. Specifically, we calculate
the frequency distribution of these synthetic data samples
{#:}2 | belonging to each class ¢ € {1,2,...,C} from their
corresponding ensemble outputs {3, (- 5 £, (45 0%) } 21,

as follows:
B

> o(3 Fe i),
i=1 kex

where o(-) is a standard softmax function. The resulting

probability distribution p = [p1, pa, ..., pc] € RE symbol-

izes the probability that each batch of synthetic data samples

will be generated on each class. By maximizing the informa-

tion entropy loss, as follows:

P=3 ®)

C
£ (a00) = ~H ) =Y pelost). O
c=1

each element p.. in p will be equal to é when the loss reaches
the maximum, which implies that the generator can generate
data from each class with approximately the same probabil-
ity, resulting in a balanced batch of synthetic data samples.
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Overall Training Objective. By combining the above

three losses with the original training loss (i.e., fidelity loss
Eé’d(i; 0 ) in Eq. (3)), the generator can be encouraged to
synthesize faithful, transferable, diverse, and balanced data

samples for effective knowledge transfer, as follows:
La(@30c) = LLY + BILEY + BoLE” + BsL!?, (10)
where (31, B2, and 33 are the tunable scaling factors.

Generator Training via Zeroth-Order Gradient
Estimation

As shown in Figure 1, £7(#;6) in Eq. (4) and L5 (F;0¢)
in Eq. (10) are two loss functions that we wish to minimize
over the dy- and dg-dimensional optimization variables ¢ €
R? and §g € R9e, respectively. Accordingly, training the
generator G requires using gradient descent to minimize the
loss function L (#; 0¢) with respect to 6, as follows:

Oc + 0g —naVo.La, (11)

where 7 is the learning rate of the generator. Similarly,
training the global model f requires minimizing the loss
function £ (&; 6) with respect to 6, as follows:

9<—9—77V9£f, (12)

where 77 is the learning rate of the global model. In the global
model training, it is natural to access the parameters of the
global model on the server for backpropagation. However, in
the generator training, according to the chain rule, it requires
backpropagating through local models on individual clients
to compute the derivatives of the loss function L (%;60¢)
with respect to 8¢, as follows:

ke

(Y T f(a:00)
90g .

9L __
00g

ILg
b i (@:65))

VocLa = (13)




Existing data-free FL approaches assume that clients must
share their local models with the server for white-box ac-
cess to perform the gradient-based first-order optimization
for the generator training. However, it is not desirable due to
communication burdens and privacy concerns. Instead, treat-
ing these local models as on-device black boxes and shar-
ing only their model outputs is consistent with distillation-
based FL. Unfortunately, this prevents the computation of
first-order gradients for backpropagation. To bridge this gap,
we complete the generator training from the perspective
of black-box optimization via zeroth-order gradient estima-
tion (Nesterov and Spokoiny 2017).

However, directly estimating the gradients of the loss
function L4(%; 6) with respect to the generator parameters
0 € R? is expensive and inefficient considering millions
of parameters accompany the generator (Liu et al. 2018).
To overcome the dimensionality curse, we instead choose to
estimate the gradients of L (Z; ) with respect to the syn-
thetic data & € R produced by the generator G since it has
a significantly lower dimensionality and is independent of
the scaling of the generator, i.e., d < dg, as follows:

0Lg OLg o o0z
09¢ oz 00g’
where the second term can be directly computed by perform-
ing backpropagation through G, as follows:

i 9G(z,4;0c)

0ba e
However, the computation of the first term still requires ac-
cess to the parameters of local models, as follows:

(Y Bk fi(@:61))
ke
oz

Voo La = (14)

(15)

Le _ ILc
9 T (S T fu(d:6r))
ke

(16)

To solve Eq. (16), we leverage zeroth-order gradient esti-
mation that interacts with the loss function Lg(%;6:) by
simply sending inputs along a set of random direction vari-
ables (i.e., & and {# + eu;}!_,) to on-device local mod-
els and receiving the corresponding model outputs (i.e.,
Dkek %fk(i"; Or) and {3 ) c %fk(i“ + eui; ) }ip) to
approximate its first-order gradients with respect to the syn-
thetic data & through finite differences, as follows:

8575 ~Vile = % zq: d(ﬁc(iv%ui';@f)*lic(fi;@c))ui, (17)
i=1
where d is the dimensionality of the synthetic data Z, u; is
a randomized perturbation variable drawn from a standard
Gaussian distribution A(0, 1), € > 0 is a smoothing param-
eter that controls the perturbation size, ¢ is the number of
random perturbation directions used to acquire finite differ-
ences. Consequently, we can compute a biased estimation
Vo L as an approximation for the true gradients Vg, L,
as follows:
8G(Z ) /g; 9G )
00¢ ’
which can then be used to complete the update of the gener-
ator through gradient descent, as follows:

Voo Lo ~ ﬁgcﬁg = @Q@CG X (18)

Oc «+ 0 —ncVesLa- (19)
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As a result, the prerequisite of sharing model parameters be-
tween the server and clients is eliminated by simply down-
loading the synthetic data and its perturbations from the
server to clients and uploading the corresponding model out-
puts from clients to the server. It is worth noting that clients
only need to perform forward propagation in this process,
and thus no excessive computational burden is imposed.

Mitigation of Data Heterogeneity

Only refining the global model may not adequately address
the challenge of data heterogeneity since the non-IID data
distribution among clients is not mitigated. To this end, we
leverage the balanced synthetic data samples and the cor-
responding ensemble outputs as additional supervision for
local distillation, aiming to smooth the non-IID data distri-
butions among local models and narrow their representation
gaps towards global generalization. Specifically, after trans-
ferring knowledge from local models to the global model on
the server, the ensemble output also needs to be transmitted
back to clients, with which each client can further regulate
its local model via the following local distillation objective:

L) (#;01) = (20)

#~G(2.0:06)
In this way, the central server can coordinate decentralized
clients to collaboratively train a global model by aggregating
their distributed knowledge without involving auxiliary data
or sharing on-device models. See Appendix A for detailed
algorithmic procedures of the proposed FedZGE framework.

KL(U(EK%fk(-’i';9k);7)||0(fk(-’i';9k);T)) .

Experiments
Experimental Setup

Datasets. The evaluation is conducted on two image
classification datasets commonly used in FL research: 1)
CIFAR-10 (Krizhevsky 2009); 2) CIFAR-100 (Krizhevsky
2009). To simulate data heterogeneity among clients, we
follow prior work (Hsu, Qi, and Brown 2019) to hetero-
geneously partition the training set of each dataset among
clients using a Dirichlet distribution Dir (), where « is a
concentration parameter that controls the degree of non-IID,
with smaller values indicating more heterogeneous data dis-
tribution. To ensure reliable performance evaluation, we run
the experiments three times with different random seeds and
report the average accuracy with standard deviation of the
global model on the original test set. See Appendix B for
more dataset statistics and partitioning details.

Baselines. We comprehensively compare FedZGE with
three types of FL frameworks: 1) parameter-based FL ap-
proaches, including FedAvg (McMabhan et al. 2017), which
aggregates knowledge through iterative model parameter
exchange; 2) distillation-based FL approaches, including
MHAT (Hu et al. 2021) and DS-FL (Itahara et al. 2021),
which rely on a labeled and an unlabeled auxiliary dataset,
respectively, to iteratively exchange model outputs for
knowledge transfer; 3) data-free FL approaches, includ-
ing FedGen (Zhu, Hong, and Zhou 2021), FedFTG (Zhang
et al. 2022), DFRD (Luo et al. 2023), and FedZKT (Zhang,
Wu, and Yuan 2022), which still require clients to share their
local models for data-free knowledge transfer.



ResNet-18 ResNet-34 ResNet-50
Method
a=1 a=0.1 Comm a=1 a=0.1 Comm a=1 a=0.1 Comm
FedAvg 80.42+0.34 68.90+0.51 83.31 81.36+0.19 69.484+0.25 158.62 82.01£0.16 70.12+0.41 175.30
MHAT  77.66+0.18 65.174+0.36 5.76 78.29+£0.24 66.061+0.36 5.76 78.83+0.09 66.53+0.19 5.76
DS-FL.  77.35+0.23 64.754+0.29 5.76 78.064+0.33  65.83+0.60 5.76 78.574+0.30  66.30+0.27 5.76
FedGen 81.29+0.31 69.97+0.40 90.92 82.33+0.12 71.48+0.43 166.23 82.96+0.17 72.10+0.27 18291
FedFTG 81.44+0.17 70.37+0.37 83.31 82.934+0.30 72.07£0.19 158.62 83.38+0.20 72.50+0.54 175.30
DFRD  81.78+0.11 70.86+0.24 83.31 83.10£0.22 72.31£0.25 158.62 83.59+0.12 72.72+0.36 175.30
FedZKT 81.204+0.16 70.064+0.32 83.31 82.64+0.17 71.78+0.24 158.62 83.214+0.31 72.284+0.51 175.30
FedZGE 82.194+0.20 71.35+0.28 63.17 83.40+0.12 72.65+0.18 63.17 83.784+0.21 72.94+0.25 63.17

Table 2: Test accuracy (%) and communication overhead (GB) on the CIFAR-10 dataset under the homogeneous FL setting.

ResNet-18 ResNet-34 ResNet-50
Method
a=1 a=0.1 Comm a=1 a=0.1 Comm a=1 a=0.1 Comm
FedAvg 56.87+£0.40 41.63£0.55 83.65 58.24+£0.35 42.11+0.43 158.97 58.89+0.16 43.04+£0.50 176.68
MHAT  53.12+£0.31 38.71+0.36  6.10  54.00+0.09 39.3440.22 6.10 54.76+0.28 40.11+0.44 6.10
DS-FL  52.71+0.28 38.25+0.19 6.09 53.65+0.13  39.08+0.24 6.09 54.23+0.36  39.79+0.37 6.09
FedGen 57.42+0.15 42.84+0.35 91.30 58.67£0.27 43.45+£0.35 166.61 59.06+0.13 44.09+0.29 184.32
FedFTG 57.76+0.16 43.03+£0.41 83.65 58.864+0.16 43.744+0.19 15897 59.54+0.17 44.47+0.18 176.68
DFRD  58.00+£0.25 43.204+0.21 83.65 59.394+0.23 43.96+0.26 158.97 59.93+0.26 44.51+0.33 176.68
FedZKT 57.584+0.32 4293+0.14 83.65 58.50+0.14 43.59+0.31 15897 58.74+0.19 44.16+0.51 176.68
FedZGE 58.414+0.11 43.66+0.23 65.18 59.67+0.25 44.24+0.32 65.18 60.02+0.17 44.67+0.36 65.18

Table 3: Test accuracy (%) and communication overhead (GB) on the CIFAR-100 dataset under the homogeneous FL setting.

CIFAR-10
a=0.1

CIFAR-100
a=0.1

Method

a=1 Comm a=1

FedAvg

MHAT
DS-FL

FedGen
FedFTG
DFRD
FedZKT

FedZGE

78.50+0.17
78.23+0.09

66.30+£0.28
65.95+0.35

5.76
5.76

54.331+0.17
54.811+0.31

39.774+0.21
39.631+0.45

160.07
160.07
143.46

65.18

44.09+£0.10
44.26+0.19
43.90+0.27

44.44+0.30

59.314+0.24
59.524+0.19
58.5940.11

59.731+0.21

159.00
159.00
142.70

63.17

72.24+0.24
72.52+0.11
71.94+0.45

72.81+£0.33

83.09+0.13
83.214+0.22
83.001+0.26

83.60+0.14

Table 4: Test accuracy (%) and communication overhead
(GB) on the CIFAR-10 and CIFAR-100 datasets under the
heterogeneous FL setting.

Settings. The experiments are performed under two dis-
tinct FL settings with the key hyperparameters a={1, 0.1},
K=10,e=1,T=100, B=500, and ¢=10: 1) homogeneous FL
setting, where clients are forced to replicate homogeneous
local models with the same architecture as the global model.
We employ three types of network architectures to explore
the effects of model scaling, including ResNet-18, ResNet-
34, and ResNet-50 (He et al. 2016); 2) heterogeneous
FL setting, where clients are allowed to independently de-
sign heterogeneous local models. We employ ResNet-50 as
the global model and allocate ResNet-18, ResNet-34, and
ResNet-50 as the local models to clients in a ratio of 3:3:4.
See Appendix C for full implementation details.

Experimental Results

Robustness to Data Heterogeneity. Tables 2 and 3 report
the test accuracy and communication overhead of different
FL approaches on the CIFAR-10 and CIFAR-100 datasets
under the homogeneous FL setting, respectively. A notable
observation is that the performance of all FL approaches
deteriorates dramatically as the degree of data heterogene-
ity among clients increases. However, FedZGE significantly
outperforms distillation-based FL approaches and achieves
comparable performance to data-free FL approaches at dif-
ferent levels of data heterogeneity as well as different scales
of network architectures, demonstrating its strong robust-
ness in data heterogeneous FL scenarios.

Compatibility to Model Heterogeneity. Table 4 reports
the test accuracy and communication overhead of dif-
ferent FL approaches on the CIFAR-10 and CIFAR-100
datasets under the heterogeneous FL setting. We can ob-
serve that FedZGE consistently outperforms distillation-
based FL approaches with superior performance and over-
whelms data-free FL approaches with less communication
overhead, without sharing any model parameters, suggesting
that FedZGE is more advantageous in model heterogeneous
FL scenarios.

Alleviation to Communication Overhead. The formula-
tions to calculate communication overhead for different FL.
methods are listed in Appendix D. As shown in Tables 2, 3
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CIFAR-10 CIFAR-100
Method

a=1 a=0.1 Comm a=1 a=0.1 Comm
FedZGE 83.7840.21 72.9440.25 63.17 60.0210.17 44.67+0.36 65.18
FedZGE (¢g=1) 83.10+0.30 72.0840.22 11.50 58.8140.14 43.854+0.50 12.00
FedZGE (g=5) 83.4410.26 72.331+0.33 34.46 59.3740.20 44.401+0.41 35.64
FedZGE (g=20) 83.8840.17 73.00£0.40 120.57 60.0840.07 44.7640.32 124.26
w/ Lé“i 82.90+0.08 72.01£0.13 63.17 59.04£0.11 43.97+0.27 65.18
w/o ,C‘“‘“’ 83.5440.18 72.70+£0.37 63.17 59.58+0.14 44.39+0.48 65.18
wlo LV 83.70£0.26 72.824£0.21 63.17 59.7440.25 44.58+0.24 65.18
w/o Eg‘f" 83.58+0.10 72.76+£0.46 63.17 59.70+0.18 44.44+0.25 65.18
wio L}, 83.4740.24 72.68+0.36 63.17 59.46+0.28 44.30+£0.33 65.18

Table 5: Ablation study of different FedZGE variants on the
CIFAR-10 and CIFAR-100 datasets using ResNet-50.

and 4, the communication overhead of FedZGE is indepen-
dent of model size, and consistently lies between distillation-
based FL approaches and data-free FL approaches. In con-
trast to data-free FL that sacrifices the benefits of black-
box access and communication-efficient collaboration of-
fered by distillation-based FL in exchange for improved per-
formance, FedZGE retains the low communication overhead
of distillation-based FL and the high performance of data-
free FL simultaneously, serving as a compromise between
them to provide a more effective and efficient FL solution.

Resistance to Privacy Leakage. Distillation-based FL
and data-free FL require transmitting real data samples and
model parameters between the server and clients, respec-
tively, which may raise privacy-related concerns since a
malicious attacker could exploit this information to recon-
struct clients’ private data. Instead, FedZGE transmits syn-
thetic data samples that capture only high-level feature pat-
terns, which are incomprehensible to humans and express
the global characteristics of private data, thereby providing
stronger privacy guarantees than previous FL approaches.
To illustrate this, we provide a visual comparison between
the synthetic data and the private data on the CIFAR-10 and
CIFAR-100 datasets in Appendix E.

Ablation Study

Effects of Loss Function Design. To explore the contribu-
tion of different auxiliary losses to the generator training, we
conduct a leave-one-out test to show the results after remov-
ing individual losses (denoted as w/o L&, w/o L&Y, and

w/o Eé’}f °, respectively) and all losses (denoted as w/ Eéid).
Moreover, we remove local distillation losses from clients
(denoted as w/o L},) to explore the role they play. As shown

in Table 5, it can observed that using only Egd to train
the generator leads to poor performance, and the absence of
a single loss leads to significant performance degradation,
suggesting that each component contributes to the improve-
ment of the generator. Furthermore, removing local distilla-
tion losses leads to more pronounced performance degrada-
tion in scenarios with severe data heterogeneity, highlighting
its effectiveness in mitigating data heterogeneity.

Effects of Perturbation Directions. To examine the ef-
fects of the number of random perturbation directions ¢ on
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Figure 2: Ablation study of FedZGE and FedZGE with true
gradients on the CIFAR-10 and CIFAR-100 datasets.

FedZGE, we sample different g={1, 5, 20} for zeroth-order
gradient estimation. As shown in Table 5, it can be observed
that a larger value of ¢ leads to a more accurate gradient es-
timation but increases the communication overhead. There-
fore, there is a trade-off between test accuracy and commu-
nication overhead for FedZGE. Empirically, adopting ¢=10
is the best practice since it performs comparably or even bet-
ter than other baselines with less communication overhead.

Effects of Gradient Estimation. To understand how the
gradient estimation affects the performance of FedZGE, we
modify FedZGE for analytical purposes by allowing clients
to upload their local models to the server for white-box ac-
cess to obtain the true gradient. As shown in Figure 2, It can
be observed that the performance of FedZGE is close to that
when the true gradient of the generator is available. How-
ever, it is closely related to the size of the local models to be
estimated due to the higher the complexity of the black-box
network architecture, the larger the difference between the
estimated gradient and the true gradient. More experimental
results and analysis can be found in Appendix F.

Conclusion

To combine the advantages of both distillation-based FL and
data-free FL, this paper introduces FedZGE, a data-free and
black-box FL framework that leverages Zeroth-order Gra-
dient Estimation to complete the training of the generator
in terms of fidelity, transferability, diversity, and equilib-
rium, without involving any auxiliary data or sharing any
model parameters. Extensive experiments on large-scale im-
age classification datasets and network architectures demon-
strate the superiority of FedZGE in terms of data heterogene-
ity, model heterogeneity, communication efficiency, and pri-
vacy protection. Future work will explore the application of
data-free black-box FL to more challenging textual domains
with discrete input spaces and large foundation models.
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