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Abstract

Federated Learning (FL) is notorious for its vulnerability to
Byzantine attacks. Most current Byzantine defenses share a
common inductive bias: among all the gradients, the densely
distributed ones are more likely to be honest. However, such
a bias is a poison to Byzantine robustness due to a newly
discovered phenomenon in this paper – gradient skew. We
discover that a group of densely distributed honest gradients
skew away from the optimal gradient (the average of hon-
est gradients) due to heterogeneous data. This gradient skew
phenomenon allows Byzantine gradients to hide within the
densely distributed skewed gradients. As a result, Byzantine
defenses are confused into believing that Byzantine gradi-
ents are honest. Motivated by this observation, we propose a
novel skew-aware attack called STRIKE: first, we search for
the skewed gradients; then, we construct Byzantine gradients
within the skewed gradients. Experiments on three bench-
mark datasets validate the effectiveness of our attack.

Code — https://github.com/YuchenLiu-a/byzantine skew

1 Introduction
Federated Learning (FL) (McMahan et al. 2017; Li et al.
2020) emerged as a privacy-aware learning paradigm, in
which data owners, i.e., clients, repeatedly use their private
data to compute local gradients and upload them to a cen-
tral server. The central server collects the uploaded gradi-
ents from clients and aggregates these gradients to update
the global model. In this way, clients can collaborate to train
a model without exposing their private data.

Unfortunately, FL is susceptible to Byzantine attacks due
to its distributed nature (Blanchard et al. 2017; Guerraoui,
Rouault et al. 2018). A malicious party can control a small
subset of clients, i.e., Byzantine clients, to degrade the utility
of the global model. During the training phase, Byzantine
clients can send arbitrary messages to the central server to
bias the global model. A wealth of defenses (Blanchard et al.
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Figure 1: The LLE visualization of honest gradients in the
non-IID setting on CIFAR-10. Substantial honest gradients
(blue circles) are skewed away from the optimal gradient
(green star). In this case, we can hide Byzantine gradients
(pink crosses) within the skewed honest gradients to circum-
vent defenses.

2017; Pillutla, Kakade, and Harchaoui 2019; Shejwalkar and
Houmansadr 2021) have been proposed to defend against
Byzantine attacks in FL. They aim to estimate the optimal
gradient, i.e., the average of gradients from honest clients,
in the presence of Byzantine clients.

Most existing defenses (Blanchard et al. 2017; Shejwalkar
and Houmansadr 2021; Karimireddy, He, and Jaggi 2022)
share a common inductive bias: the densely distributed gra-
dients are more likely to be honest. Generally, they assign
higher weights to the densely distributed gradients. Then
they compute the global gradient and use it to update the
global model. As a result, the output global gradient of de-
fenses is biased towards the densely distributed of gradients.

However, this inductive bias of Byzantine defenses is
harmful to Byzantine robustness in FL due to the presence of
gradient skew. In practical FL, data across different clients
is non-independent and identically distributed (non-IID),
which gives rise to heterogeneous honest gradients (McMa-
han et al. 2017; Li et al. 2020; Karimireddy, He, and Jaggi
2022). On closer inspection, we find that the distribution
these heterogenous honest gradients are highly skewed. In
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Figure 1, we use Locally Linear Embedding (LLE) (Roweis
and Saul 2000) to visualize the honest gradients on CIFAR-
10 dataset (Krizhevsky and Hinton 2009) when data is non-
IID split. Detailed setups and more results are provided in
Apendix A. As shown in Figure 1, a group of densely dis-
tributed gradients skews away from the optimal gradient.
We term this phenomenon as ”gradient skew”. When hon-
est gradients are skewed, the defenses’ bias towards densely
distributed gradients is a poison to Byzantine robustness.
In fact, we can hide Byzantine gradients within the skewed
densely distributed honest gradients as shown in Figure 1.
In this case, the bias of defenses would drive the global gra-
dient close to the skewed gradients but far from the optimal
gradient.

In this paper, we study how to exploit the gradient skew in
the more practical non-IID setting to circumvent Byzantine
defenses. We first observe the gradient skew phenomenon in
the non-IID setting and explore its vulnerability. Motivated
by the above observation, we design a novel two-Stage aT-
tack based on gRadIent sKEw called STRIKE. In particular,
STRIKE hides Byzantine gradients within the skewed hon-
est gradients as shown in Figure 1. STRIKE can take advan-
tage of the gradient skew in FL to break Byzantine defenses.

In summary, our contributions are:

• To the best of our knowledge, we are the first to dis-
cover the gradient skew phenomenon in FL: a group of
densely distributed gradients is skewed away from the
optimal gradient. Motivated by the observation, we de-
sign an attack principle that can circumvent Byzantine
defenses under gradient skew: hide Byzantine gradients
within the skewed honest gradients.

• Based on the above attack principle, we propose a two-
stage Byzantine attack called STRIKE. In the first stage,
STRIKE searches for the skewed honest gradients under
the guidance of Karl Pearson’s formula. In the second
stage, STRIKE constructs the Byzantine gradients within
the skewed honest gradients by solving a constrained op-
timization problem.

• Experiments on three benchmark datasets validate the ef-
fectiveness of the proposed attack. For instance, STRIKE
attack improves upon the best baseline by 57.84% against
DnC on FEMNIST dataset when there are 20% Byzan-
tine clients.

2 Related Works
Byzantine attacks. Blanchard et al. first disclose the Byzan-
tine vulnerability of FL. Baruch, Baruch, and Goldberg ob-
serve that the variance of honest gradients is high enough
for Byzantine clients to compromise Byzantine defenses.
Based on this observation, they propose a LIE attack that
hides Byzantine gradients within the variance. Xie, Koyejo,
and Gupta further utilize the high variance and propose an
IPM attack. Particularly, they show that when the variance
of honest gradients is large enough, IPM can make the in-
ner product between the aggregated gradient and the honest
average negative. However, this result is restricted to a few
defenses, i.e., Median (Yin et al. 2018), Trmean (Yin et al.

2018), and Krum (Blanchard et al. 2017). Fang et al. estab-
lish an omniscient attack called Fang. However, the Fang at-
tack requires knowledge of the Byzantine defense, which is
unrealistic in practice. Shejwalkar and Houmansadr propose
Min-Max and Min-Sum attacks that solve a constrained op-
timization problem to determine Byzantine gradients. From
a high level, both Min-Max and Min-Sum aim to maximize
the perturbation to a reference benign gradient while ensur-
ing the Byzantine gradients lie within the variance. Karim-
ireddy, He, and Jaggi propose a Mimic attack that takes ad-
vantage of data heterogeneity in FL. In particular, Byzantine
clients pick an honest client to mimic and copy its gradi-
ent. The above attacks take advantage of the large variance
of honest gradients to break Byzantine defenses. However,
they all ignore the skewed nature of honest gradients in FL
and fail to exploit this vulnerability.

Byzantine resilience. El-Mhamdi et al.; Karimireddy,
He, and Jaggi provide state-of-the-art theoretical analysis of
Byzantine resilience under data heterogeneity. El-Mhamdi
et al. discuss Byzantine resilience in a decentralized, asyn-
chronous setting. Farhadkhani et al. provide a unified frame-
work for Byzantine resilience analysis, which enables com-
parison among different defenses on a common theoretical
ground. Karimireddy, He, and Jaggi improve the error bound
of Byzantine resilience to be upper-bounded by the frac-
tion of Byzantine clients, which recovers the standard con-
vergence rate when there are no Byzantine clients. Allouah
et al. tightly analyzing the impact of client subsampling and
local steps. Yan et al. utilizes the correlation of clients’ per-
formance over multiple iterations to evaluate the reliability
of clients. They all share a common bias: densely distributed
gradients are more likely to be honest. However, this bias is
a poison to Byzantine robustness in the presence of gradient
skew. In practical FL, the distribution of honest gradients is
highly skewed due to data heterogeneity. Therefore, existing
defenses are especially vulnerable to attacks that are aware
of gradient skew.

Data heterogeneity. Yu, Yang, and Zhu first proposed to
measure data heterogeneity by gradient divergence, which
describes the difference between the local gradients and the
global one. Karimireddy et al. proposed a more general ver-
sion of gradient divergence - gradient dissimilarity. To the
best of our knowledge, these are the only metrics of het-
erogeneity from a gradient distribution perspective (Li et al.
2019; Woodworth, Patel, and Srebro 2020). Luo et al. find
that such difference mainly involves neural network predic-
tion heads. For label skewness, a particular type of hetero-
geneity, label distribution discrepancy is used to measure
heterogeneity (Peng et al. 2024). However, no existing work
noticed that such gradient divergence is skewed - a group
of densely distributed local gradients skew away from the
global gradient, i.e., the gradient skew introduced in Section
4.

3 Notations and Preliminary
3.1 Notations
‖·‖ denotes the `2 norm of a vector. For vector v, (v)k repre-
sents the k-th coordinate of v. Model parameters are denoted
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by w and gradients are denoted by g. We use ḡ to denote
the optimal gradient, i.e., the average of honest gradients,
and ĝ denotes the global gradients obtained by Byzantine
defenses. We use subscript i to denote client i and use su-
perscript t to denote communication round t.

3.2 Preliminary
Federated learning. Suppose that there are n clients and a
central server. The goal is to optimize the global loss func-
tion L(·):

min
w
L(w), where L(w) =

1

n

n∑
i=1

Li(w). (1)

Here w is the model parameter, and Li(·) is the local loss
function on client i for i = 1, . . . , n.

In communication round t, the central server distributes
global parameter wt to the clients. Each client i performs
several epochs of SGD to minimize its local loss function
Li(·) and update its local parameter to wt+1

i . Then, each
client i computes its local gradient gti and sends it to the
server.

gti = wt
i −wt+1

i , i = 1, . . . , n. (2)

After receiving the uploaded local gradients, the server ag-
gregates the local gradients and updates the global model to
wt+1.

ḡt =
1

n

n∑
i=1

gti , wt+1 = wt − ḡt. (3)

Byzantine attack model. Assume that among the total
n clients, f fixed clients are Byzantine clients. Let B ⊆
{1, . . . , n} denote the set of Byzantine clients and H =
{1, . . . , n} \B denote the set of honest clients. In each com-
munication round, Byzantine clients can send arbitrary mes-
sages to bias the global model. The local gradients that the
server receives in the t-th communication round are

gti =

{
∗, i ∈ B,
wt −wt+1

i , i ∈ H, (4)

where ∗ represents an arbitrary message. Following (Baruch,
Baruch, and Goldberg 2019; Xie, Koyejo, and Gupta 2020),
we consider the setting where the attacker only has the
knowledge of honest gradients.

4 Gradient Skew in FL Due to Non-IID data
Plenty of works (Baruch, Baruch, and Goldberg 2019; Xie,
Koyejo, and Gupta 2020; Karimireddy, He, and Jaggi 2022)
have explored how large variance can be harmful to Byzan-
tine robustness. However, to the best of our knowledge, none
of the existing works is aware of the skewed nature of honest
gradients in the non-IID setting and how gradient skew can
threaten Byzantine robustness.

We take a close look at the distribution of honest gradi-
ents in the non-IID setting (without attack). To construct our
FL setup, we split CIFAR-10 (Krizhevsky and Hinton 2009)
dataset in a non-IID manner among 100 clients. For more

setup details, please refer to Apendix A.1. We run FedAvg
(McMahan et al. 2017) for 200 communication rounds. We
randomly sample six communication rounds and use Locally
Linear Embedding (LLE) (Roweis and Saul 2000) to visu-
alize the gradients in these communication rounds in Fig-
ure 2. From Figure 2, we observe that a group of densely
distributed honest gradients (blue circles) skew away from
the optimal gradient (green stars). We call these blue circles
”skewed gradients” and name this phenomenon ”gradient
skew”. We provide visualization results on more datasets
in Apendix A.2. From visualization results on different
datasets, we observe that the ”gradient skew” phenomenon
is prevalent across different datasets.

5 Circumvent Robust AGRs under Gradient
Skew

Inspired by the above observation of the gradient skew phe-
nomenon, we design a novel attack principle that can exploit
this phenomenon to circumvent robust AGRs – hide Byzan-
tine gradients in the densely distributed skewed gradients.

A body of recent works (Farhadkhani et al. 2022; Karim-
ireddy, He, and Jaggi 2022; Allouah et al. 2023) have formu-
lated Byzantine resilience for general robust AGRs. These
formulations commonly show that Byzantine defenses in-
herently trust densely distributed gradients, regarding them
as honest. We take the definition of (f, κ)-robustness in (Al-
louah et al. 2023) as an example.
Definition 1 ((f, κ)-robustness). Let f < n/2 and κ ≥ 0,
a robust AGR A is called (f, κ)-robust] if for any input
{g1, . . . , gn} and any set G ⊆ {1, . . . , n} of size n − f ,
the output ĝ of AGR A satisfies:

‖A(g1, . . . , gn)− ḡG‖2 ≤
κ

n− f
∑
i∈S
‖gi − ḡG‖2,

where ḡG =
∑
i∈G

gi/(n− f).
(5)

In the definition, the distance between the aggregated gra-
dients ĝ and average candidate gradient ḡG is upper-bounded
by
∑

i∈S‖gi − ḡG‖2, which measures the distribution den-
sity of gradients. This means that the aggregated gradient
is biased to densely distributed gradients. In other words,
Byzantine defenses believe that the most densely distributed
n− f gradients are more likely to be the honest ones.

This inductive bias can be exploited by a malicious party
when gradient skew exists. In particular, we propose to hide
Byzantine gradients in the skewed gradients, i.e., place pink
cross within blue dots as shown in Figure 1, to fake Byzan-
tine gradients as honest ones. As shown in Figure 1, Byzan-
tine gradients and skew gradients, i.e., pink cross and blue
dots, are densely distributed. As a result, they would be mis-
taken as honest gradients by Byzantine defenses.

This attack strategy enjoys another advantage. It tricks
Byzantine defense into thinking other outlier honest gradi-
ents, i.e., gray circles in Figure 1, are malicious. As a re-
sult, these outlier gradients would be assigned lower weights
or even removed from aggregation. Unfortunately, outlier
gradients are crucial to improving the generalization perfor-
mance of the final FL model (Yan et al. 2024). As a result,
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Figure 2: Visualization of gradient skew on CIFAR-10 dataset. As shown in the figures, the optimal gradients (green stars)
deviate from the densely distributed gradients.

this attack strategy can pose a significant threat to model
performance.

6 Proposed Attack
In this section, we introduce the proposed two-Stage aTtack
based on gRadIent sKEw called STRIKE. As discussed in
the previous section, the attack principle is to hide Byzantine
gradients within the skewed gradients. To achieve this goal,
we carry out STRIKE attack in two stages: in the first stage,
we search for the skewed honest gradients; in the second
stage, we construct Byzantine gradients within the skewed
honest gradients found in the first stage. The procedure of
STRIKE attack is shown in Agorithm 1 in Apendix B.

Search for the skewed honest gradients. To hide the
Byzantine gradient in the skewed honest gradients, we
first need to find the skewed honest gradients. We per-
form a heuristic search motivated by Karl Pearson’s formula
(Knoke, Bohrnstedt, and Mee 2002; Moore, Mccabe, and
Craig 2009). Figure 3a illustrates the search procedure in
this stage.

As visualized in Figure 1, skewed honest gradients are
densely distributed. As the population mode (in statistics)
falls where the probability density is highest, the skewed
honest gradients coincide with the (population) mode. Thus,
we can identify honest gradients near the mode as skewed
gradients.

Karl Pearson’s formula (Knoke, Bohrnstedt, and Mee

2002; Moore, Mccabe, and Craig 2009) implies that the
mode and median lie on the same side of the mean. There-
fore, the search for the skewed gradients starts from the
mean and advances towards the median. That is, as shown in
Figure 3a we search for the skewed honest gradients along
the direction usearch defined as:

usearch = gmed − ḡ, (6)

where gmed is the coordinate-wise median of honest gra-
dients {gi | i ∈ H}, i.e., the k-th coordinate of gmed is
(gmed)k = median{(gi)k | i ∈ H}, median{·} returns the
median of the input numbers, and ḡ =

∑
i∈H gi/(n− f) is

the average of honest gradients.
For each honest gradient gi, we compute its scalar projec-

tion pi on the searching direction usearch:

pi = 〈gi,
usearch

‖usearch‖
〉, ∀i ∈ H, (7)

where 〈·, ·〉 represents the inner product. The n − 2f gradi-
ents with the highest scalar projection values are identified
as the skewed honest gradients. The goal is to have AGR
consider the selected n− 2f gradients as honest and the un-
selected f gradients as Byzantine. Let S denote the index
set, that is
S = Set of (n− 2f) indices of the gradients with the

highest scalar projection pi,
(8)

then the skewed honest gradients are {gi | i ∈ S}.
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(a) We search along the direction usearch = gmed − ḡ. The honest
gradients with the largest scalar projection pi are selected as the
skewed honest gradients (blue circles).

(b) We start from the average of skewed honest gradients ḡS (dark
blue star) and select α such that Byzantine gradient gb (pink cross)
lies within the skewed honest gradients.

Figure 3: Illustration of the proposed two-stage attack STRIKE: in the first stage, STRIKE searches for the skewed honest
gradients; in the second stage, STRIKE hides Byzantine gradients within the skewed honest gradients.

Hide Byzantine gradients within the skewed hon-
est gradients. In this stage, we aim to hide Byzantine
gradients {gi | i ∈ B} within the skewed honest gradients
{gi | i ∈ S} identified in stage 1. The primary goal of our at-
tack is to disguise Byzantine gradients and the skewed hon-
est gradients {gi | i ∈ B ∪ S} as honest gradients. Mean-
while, the secondary goal is to maximize the attack effect,
i.e., maximize the distance between these ”fake” honest gra-
dients and the optimal gradient. The hiding procedure in this
stage is illustrated in Figure 3b.

According to (Farhadkhani et al. 2022), robust AGRs are
sensitive to the diameter of gradients. Therefore, we ensure
that the Byzantine gradients gb lie within the diameter of the
skewed honest gradients gs in order not to be detected.

‖gb − gs‖ ≤ max
i,j∈S

‖gi − gj‖, ∀b ∈ B, s ∈ S, (9)

where B is the index set of Byzantine clients, S is the index
set of skewed honest clients.

Meanwhile, we want to maximize the attack effect. As
Byzantine defenses assume densely distributed gradients,
i.e., the skewed honest gradients {gs | s ∈ S} and Byzan-
tine gradients {gb | s ∈ B}, to be honest. The aggregated
gradients would be close to the mean of densely distributed
gradients ḡS∪B =

∑
i∈S∪B gi/(n−f). Therefore, we max-

imize the distance between ḡS∪B and the optimal gradient ḡ
to maximize the attack effect.

max
{gb|b∈B}

‖ḡS∪B − ḡ‖. (10)

Combining Equation (9) and Equation (10), our objective
can be formulated as the following constrained optimization
problem.

max
{gb|b∈B}

‖ḡS∪B − ḡ‖

s.t. ḡS∪B =
∑

i∈S∪B
gi/(n− f)

‖gb − gs‖ ≤ max
i,j∈S

‖gi − gj‖, ∀b ∈ B, s ∈ S

(11)

Equation (11) is too complex to be solved due to the high
complexity of its feasible region. Therefore, we restrict
{gb | b ∈ B} to the following form:

gb = ḡS + α · sign(ḡS − ḡ)� σS , ∀b ∈ B, (12)

where ḡS =
∑

i∈S gi/(n−2f) is the average of the skewed
honest gradients, α is a non-negative real number that con-
trols the attack strength, sign(·) returns the element-wise
indication of the sign of a number, � is the element-wise
multiplication, and σS is the element-wise standard devia-
tion of skewed honest gradients {gi | i ∈ S}. ḡS lies within
the feasible region of Equation (11), which ensures that
{gb | b ∈ B} are feasible when α = 0. sign(ḡS − ḡ) con-
trols the element-wise attack direction, and ensures that gb
is farther away from the optimal gradient ḡ under a larger
α. σS controls the element-wise attack strength and ensures
that Byzantine gradients are covert in each dimension.

With the restriction in Equation (12), Equation (11) can
be simplified to the following optimization problem,

maxα

s.t. ‖ḡS + α · sign(ḡS)� σS − gs‖ ≤ max
i,j∈S

‖gi − gj‖,

∀s ∈ S,
(13)

which can be easily solved by the bisection method de-
scribed in Apendix C. While α that solves Equation (13) is
provable in most cases, we find in practice that a slightly
adjusted attack strength can further improve the effect of
STRIKE. We use an additional hyperparameter ν(> 0) to
control the attack strength of STRIKE. STRIKE sets gb =
ḡS+να·sign(ḡS)�σS−gi for all b ∈ B and uploads Byzan-
tine gradients to the server. Higher ν implies higher attack
strength. We discuss the performance of STRIKE with dif-
ferent ν in Apendix D.2.

19028



CIFAR-10

Attack Multi-Krum Median RFA Aksel CClip DnC RBTM

BitFlip 54.76 ± 0.06 53.73 ± 2.05 56.04 ± 3.13 51.99 ± 2.04 54.44 ± 0.46 60.81 ± 0.56 55.21 ± 3.72
LIE 57.89 ± 0.22 49.20 ± 3.27 53.90 ± 5.43 46.73 ± 4.86 63.11 ± 0.43 61.58 ± 2.85 58.84 ± 0.64
IPM 47.55 ± 1.75 51.68 ± 1.85 55.36 ± 2.10 56.85 ± 2.07 58.75 ± 5.59 62.30 ± 3.60 48.43 ± 0.17
MinMax 59.44 ± 3.41 57.27 ± 0.63 60.20 ± 1.63 57.17 ± 5.50 59.38 ± 5.15 62.53 ± 2.67 57.72 ± 2.94
MinSum 55.47 ± 1.70 52.27 ± 0.53 54.59 ± 2.38 56.43 ± 1.74 54.70 ± 1.96 61.89 ± 1.62 46.78 ± 0.32
Mimic 56.00 ± 4.26 52.55 ± 0.89 53.61 ± 0.86 57.19 ± 2.50 51.00 ± 0.11 62.10 ± 5.22 46.77 ± 2.52
STRIKE (Ours) 42.90 ± 1.97 48.29 ± 0.40 52.92 ± 1.75 38.31 ± 0.47 50.67 ± 0.27 59.16 ± 1.84 44.82 ± 0.97

ImageNet-12

Attack Multi-Krum Median RFA Aksel CClip DnC RBTM

BitFlip 59.62 ± 0.73 58.56 ± 4.80 59.71 ± 5.00 61.64 ± 1.98 14.87 ± 1.58 59.78 ± 1.50 58.49 ± 1.99
LIE 62.66 ± 0.30 51.41 ± 1.52 60.99 ± 1.22 54.14 ± 3.14 16.19 ± 3.95 67.85 ± 2.87 67.12 ± 0.39
IPM 52.66 ± 2.01 59.20 ± 2.44 61.25 ± 0.62 59.17 ± 1.27 14.33 ± 5.95 66.31 ± 3.60 55.93 ± 0.57
MinMax 68.17 ± 1.91 67.76 ± 0.07 63.05 ± 0.75 59.33 ± 3.85 20.99 ± 3.07 68.05 ± 1.59 65.99 ± 1.26
MinSum 57.50 ± 3.09 58.78 ± 2.10 64.04 ± 0.69 67.15 ± 0.32 16.38 ± 2.70 68.69 ± 1.18 61.70 ± 1.62
Mimic 66.86 ± 0.04 59.39 ± 6.07 60.45 ± 7.09 58.94 ± 1.27 11.35 ± 2.26 69.07 ± 4.69 55.26 ± 1.30
STRIKE (Ours) 27.24 ± 1.63 42.98 ± 1.62 43.30 ± 3.13 38.11 ± 1.02 8.33 ± 1.85 53.40 ± 4.94 38.81 ± 0.65

FEMNIST

Attack Multi-Krum Median RFA Aksel CClip DnC RBTM

BitFlip 82.67 ± 5.13 71.57 ± 3.61 83.41 ± 4.33 81.42 ± 3.45 83.85 ± 8.50 83.58 ± 5.20 82.58 ± 6.08
LIE 68.11 ± 6.86 58.38 ± 7.06 66.19 ± 7.93 38.48 ± 3.32 73.03 ± 3.86 77.42 ± 5.60 53.35 ± 5.17
IPM 84.12 ± 3.06 72.60 ± 8.42 83.42 ± 4.13 78.28 ± 7.37 84.93 ± 4.41 83.03 ± 5.02 83.21 ± 6.42
MinMax 68.42 ± 5.91 66.44 ± 5.88 71.55 ± 5.98 34.22 ± 4.94 72.12 ± 4.39 75.40 ± 3.78 59.23 ± 3.41
MinSum 62.06 ± 3.13 65.46 ± 3.66 70.36 ± 7.24 44.91 ± 3.90 75.40 ± 4.88 77.11 ± 3.61 68.10 ± 8.86
Mimic 83.15 ± 3.46 74.00 ± 4.79 83.87 ± 3.00 79.06 ± 7.21 83.94 ± 5.25 82.22 ± 5.40 81.92 ± 3.40
STRIKE (Ours) 22.13 ± 7.78 55.19 ± 3.49 39.43 ± 5.06 16.58 ± 3.63 18.88 ± 4.30 17.56 ± 5.95 39.33 ± 11.98

Table 1: Accuracy (mean±std) under different attacks against different defenses on CIFAR-10, ImageNet-12, and FEMNIST.
The best attack performance is in bold (the lower, the better).

7 Experiments
We conduct all experiments on the same workstation with 8
Intel(R) Xeon(R) Platinum 8336C CPUs, a NVIDIA Tesla
V100, and 64GB main memory running Linux platform.

7.1 Experimental Setups
Datasets. Our experiments are conducted on three real-
world datasets: CIFAR-10 (Krizhevsky and Hinton 2009),
a subset of ImageNet (Russakovsky et al. 2015) refered as
ImageNet-12 (Li et al. 2021) and FEMNIST (Caldas et al.
2018). Please refer to Apendix D.1 for more details about
the data distribution.

More detailed setups are deferred to Apendix D.1.
Baseline attacks. We consider six state-of-the-art attacks:

BitFlip (Allen-Zhu et al. 2020), LIE (Baruch, Baruch, and
Goldberg 2019), IPM (Xie, Koyejo, and Gupta 2020), Min-
Max (Shejwalkar and Houmansadr 2021), Min-Sum (She-
jwalkar and Houmansadr 2021), and Mimic (Karimireddy,
He, and Jaggi 2022). Among the above six attacks, BitFlip
and LabelFlip are popular agnostic attacks; LIE, Min-Max
and Min-Sum are partial knowledge attacks; IPM is an om-
niscient attack. The detailed introduction and hyperparame-
ter settings of these attacks are shown in Apendix D.1.

Evaluated defenses. We evaluate the performance of our
attack on the following robust AGRs: Multi-Krum (Blan-

chard et al. 2017), Median (Yin et al. 2018), RFA (Pil-
lutla, Kakade, and Harchaoui 2019), Aksel (Boussetta et al.
2021), CClip (Karimireddy, He, and Jaggi 2021) DnC (She-
jwalkar and Houmansadr 2021), and RBTM (El-Mhamdi
et al. 2021). Besides, we also consider bucketing (Karim-
ireddy, He, and Jaggi 2022) and NNM (Allouah et al. 2023),
two simple yet effective schemes that adapt existing robust
AGRs to the non-IID setting. The detailed hyperparameter
settings of the above robust AGRs are listed in Apendix D.1.

7.2 Experiment Results
Attacking against various robust AGRs. Table 1 demon-
strates the performance of seven different attacks against
seven robust AGRs on CIFAR-10, ImageNet-12, and FEM-
NIST datasets. From Table 1, we can observe that our
STRIKE attack generally outperforms all the baseline at-
tacks against various defenses on all datasets, verifying the
efficacy of our STRIKE attack. On ImageNet-12 and FEM-
NIST, the improvement of STRIKE over the best baselines
is more significant. We hypothesize that this is because the
skew degree is higher on ImageNet-12 and FEMNIST com-
pared to CIFAR-10. Since STRIKE exploits gradient skew to
launch Byzantine attacks, it is more effective on ImageNet-
12 and FEMNIST. DnC demonstrates almost the strongest
resilience to previous baseline attacks. This is because these
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Figure 4: Accuracy under different attacks against seven robust AGRs with bucketing on ImageNet-12. The lower, the better.

Attack NNM + Median NNM + RFA NNM + DnC

BitFlip 57.14 58.55 53.68
LIE 58.04 58.68 58.87
Mimic 66.15 67.43 69.35
STRIKE 39.61 40.38 38.91

Table 2: Accuracy under different attacks against NNM on
ImageNet-12. The best results are in bold (The lower, the
better).

attacks fail to be aware of the skew nature of honest gra-
dients in FL. By contrast, our STRIKE attack can take
advantage of gradient skew and circumvent DnC defense.
The above observations clearly validate the superiority of
STRIKE.

Attacking against robust AGRs with bucketing. Fig-
ure 4 demonstrates the performance of seven different at-
tacks against the bucketing scheme (Karimireddy, He, and
Jaggi 2022) with different robust AGRs. The results demon-
strate that our STRIKE attack works best against Multi-
Krum, RFA, and Aksel. When attacking against DnC, Me-
dian, and RBTM, only MinSum attack is comparable to our
STRIKE attack.

Attacking against robust AGRs with NNM. Table 2
compare the performance of STRKE attack against top-3
strongest attacks against the NNM scheme (Karimireddy,
He, and Jaggi 2022) under the top-3 most robust robust
AGRs. The results suggest that the proposed STRIKE attack
still outperforms other baseline attacks against NNM.

Imparct of ν on STRIKE attack. We study the influence
of ν on ImageNet-12 dataset. We report the test accuracy
under STRIKE attack with ν in {0.25 ∗ i | i = 1, . . . , 8}
against seven different defenses on ImageNet-12. As shown
in Fgure 7, the performance of STRIKE is generally com-
petitive with varying ν. In most cases, simply setting ν = 1
can beat almost all the attacks (except for CClip, yet we ob-

serve that the performance is low enough to make the model
useless).

The effectiveness of STRIKE attack under different
non-IID levels. We vary Dirichlet concentration parame-
ter β in {0.1, 0.2, 0.5, 0.7, 0.9} to study how our attack be-
haves under different non-IID levels. We additionally test
the performance in the IID setting. As shown in Fgure 8,
the accuracy generally increases as β decreases for all at-
tacks. The accuracy under our STRIKE attack is consistently
lower than that of all the baseline attacks. Besides, we also
note that the accuracy gap between our STRIKE attack and
other baseline attacks gets smaller when the non-IID level
decreases. We hypothesize the reason is that gradient skew
becomes milder as the non-IID level decreases. Even in the
IID setting, our STRIKE attack is competitive compared to
other baselines.

8 Conclusion

In this paper, we observe the existence of the gradient
skew phenomenon due to non-IID data distribution in
FL. Based on the observation, we propose a novel attack
called STRIKE that can exploit the vulnerability. Gener-
ally, STRIKE hides Byzantine gradients within the skewed
honest gradients. To this end, STRIKE first searches for the
skewed honest gradients, and then constructs Byzantine gra-
dients within the skewed honest gradients by solving a con-
strained optimization problem. Empirical studies on three
real-world datasets confirm the efficacy of our STRIKE at-
tack. The STRIKE relies on the gradient skew phenomenon,
which is closely related to non-IIDness of data distribution.
When the data is IID, the performance could be limited.
Therefore, defenses that can alleviate non-IID can poten-
tially mitigate our STRIKE attack. In our future works, we
will explore potential defenses against this threat.
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Ethical Statement
The proposed skew-aware Byzantine attack STRIKE can
present a threat to federated learning. Our goal with this
work is thus to preempt these harms and encourage Byzan-
tine defenses that are robust to skew-aware attacks in the
future.
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