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Abstract

The effective utilization of data through Deep Neural Net-
works (DNNs) has profoundly influenced various aspects
of society. The growing demand for high-quality, particu-
larly personalized, data has spurred research efforts to pre-
vent data leakage and protect privacy in recent years. Early
privacy-preserving methods primarily relied on instance-wise
modifications, such as erasing or obfuscating essential fea-
tures for de-identification. However, this approach highlights
an inherent trade-off: minimal modification offers insuffi-
cient privacy protection, while excessive modification signif-
icantly degrades task performance. In this paper, we propose
a novel Recombining for Obfuscation (FRO) approach to ad-
dress this trade-off. Unlike existing methods that generate one
anonymized instance by perturbing the original data on a one-
to-one basis, our FRO approach generates an anonymized in-
stance by reassembling mixed id-related features from mul-
tiple original data sources on a many-in-one basis. Instead
of introducing additional noise for de-identification, our ap-
proach leverages the existing non-polluted features from
other instances to anonymize data. Extensive experiments
on identity identification tasks demonstrate that FRO outper-
forms previous state-of-the-art methods, not only in utility
performance but also in visual anonymization.

Introduction

With rapid advances in deep learning, Deep Neural Net-
works (DNN5s) have gained the exceptional ability to learn
from vast amounts of data (Jia et al. 2022; Wan et al. 2024,
Liu et al. 2025), driving the development of more cus-
tomized and efficient services. However, the increasing de-
mand for data, particularly personalized data, raises signifi-
cant concerns about data leakage and privacy breaches dur-
ing collection. As a result, securing data privacy has become
a crucial challenge in the ongoing deployment and advance-
ment of these technologies.

Early research (Zhou and Pun 2021; Li and Choi 2021;
Alshaibani and Quinn 2021; Seneviratne et al. 2022) on
privacy preservation typically focused on erasing or obfus-
cating identity-related information to defend against pri-
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Figure 1: Pipeline comparison. (a) In a one-fo-one way, existing
methods typically append perturbations caused by different noise
factors to transform real data into anonymized versions, often re-
sulting in identity-related information loss. The extent of this infor-
mation loss causes a trade-off between privacy protection and data
utility. (b) Our proposed many-in-one approach preserves the in-
tegrity of identity information without external noise. Recombining
features from mixed fragments of multiple identities at the feature
level effectively mitigates the risk of personal privacy breaches.

vacy breaches. For instance, Zhou and Pun (2021) intro-
duced perturbations to anonymize the original data, while
Alshaibani and Quinn (2021) employed facial blurring to
protect privacy. However, the enhanced privacy often comes
at the cost of degraded performance in downstream tasks.
Although subsequent research (Ahmad, Morerio, and Bue
2023; Kansal, Wong, and Kankanhalli 2024) has proposed
bi-level optimization methods to generate adaptive perturba-
tions aimed at improving performance, some degree of per-
formance degradation remains unavoidable.

The primary factor contributing to performance degrada-
tion is the loss of information caused by these added per-
turbations. Ideally, these perturbations are intended to erase
only visual identity-related features. However, they often in-
advertently remove or distort other crucial features neces-
sary for downstream tasks, leading to significant informa-
tion loss. This creates an inherent trade-off between erasing
visual identity-related features and preserving the remaining
essential features in privacy preservation efforts.

To address this trade-off, we aim to introduce less external
noise but leverage existing features from other identities to



obfuscate the visual features. The existing methods follow
the one-to-one basis for generating protected data, i.e., each
data instance is processed individually by adding perturba-
tion (Li and Lin 2019; Ahmad, Morerio, and Bue 2023). By
focusing on each instance in isolation, this one-fo-one basis
fails to utilize the inter-instance relationships that could be
used to enhance privacy preservation without compromising
performance. Figure 1 (a) illustrates how the one-to-one im-
age constraint introduced perturbations to the original data
to create a protected version, inevitably causing information
loss/degradation.

Recognizing the limitations of the one-fo-one approach,
we explore a novel many-in-one strategy to mitigate infor-
mation loss. Recent advances in deep learning interpretabil-
ity (Ribeiro, Singh, and Guestrin 2018; Goyal et al. 2019)
demonstrate that local critical regions of images can still
yield accurate predictions when combined with perturbed
parts of other instances. Building on this insight, we con-
sider using unaltered features from multiple other identities
as perturbations to obscure the visual features. By reassem-
bling id-specific features from various identities to gener-
ate a new instance, the many-in-one approach minimizes the
need for external noise while preserving essential features.

In this paper, we introduce a novel approach called Fea-
ture Recombining for Obfuscation (FRO), which embod-
ies the many-in-one strategy to balance identity privacy
with task performance. FRO extracts features from orig-
inal data to build a knowledge pool of fragmented fea-
tures, which are used to optimize a randomly initialized in-
stance into a new protected sample. To ensure anonymiza-
tion, we apply label softening to regularize feature acquisi-
tion and use Kullback-Leibler divergence with varying tem-
peratures to minimize information loss during reassembly.
Finally, we assess the effectiveness of the protected sam-
ples through a process we term knowledge replay. Figure 1
illustrates how our FRO method compares to the previous
one-to-one strategy, demonstrating its superior ability to pre-
serve essential features while enhancing privacy. The pro-
posed FRO method demonstrates enhanced utility perfor-
mance in identity-related tasks, person re-identification and
face recognition, surpassing state-of-the-art methods. Con-
currently, computational results and human perception eval-
uations support its visual anonymization effectiveness.

To conclude, our contribution can be summarized:

* We address the limitations of existing privacy-preserving
methods that rely on introducing external noise. Our
work highlights the inherent trade-off in traditional one-
to-one strategies between erasing visual identity-related
features and preserving essential features.

We propose a novel many-in-one strategy for privacy
preservation that avoids the need for external noise. This
strategy is realized through our Feature Recombining for
Obfuscation (FRO) method, which combines identity-
specific features from a knowledge pool to generate pro-
tected data instances.

Extensive experiments on two identity-related tasks have
demonstrated the superior performance of FRO in main-
taining the utility of anonymized data. Moreover, quanti-
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tative and qualitative results highlight the substantial ca-
pability of the method in safeguarding visual privacy.

Preliminaries and Related Works

Throughout this paper, we use fy to denote a neural network
with the corresponding weight parameters 6. The network

fo is normally trained on a real dataset X = {(x;, yz)}‘;ﬁ1
Traditionally, model weight parameters 6 is trained by,

Ox = arg;nin]Ez,yexﬁlD(m,yy (1)
where Lp is specified identity-related loss, e.g., classifica-
tion loss and metric loss (Schroff, Kalenichenko, and Philbin
2015), or a combination of multiple identity losses.

Early privacy-protecting techniques often degraded the
quality of original face images by simple operations, such
as masking (Liu, Kong, and Wang 2018; Meden et al. 2021;
Seneviratne et al. 2022), based on the assumption that only
facial regions in images contain sensitive personal informa-
tion. Later, it was widely recognized among researchers that
entire images of individuals contain personal privacy infor-
mation. Zhou and Pun (2021); Li and Choi (2021) opted
to blur specific details to prevent privacy breaches, yet ob-
scured images still preserve primary body structures and
clothing style. Wang, Kelly, and Veldhuis (2021) treated
only certain aspects of identity information, such as gender,
as privacy, altering images to reflect only gender changes.

Recently, focusing on face images, Li and Lin (2019);
Barattin et al. (2023) implemented identity anonymization
while preserving facial attributes using GAN-optimized la-
tent codes. Pan et al. (2024) isolated depression-related
signals from facial images, protecting identities with a
simulated privacy lens. Targeting person images, Ah-
mad, Morerio, and Bue (2023) developed an anonymization
network with similarity suppression loss to prevent iden-
tity recognition. Likewise, Kansal, Wong, and Kankan-
halli (2024) produced protected images using adversarial
identity constraints and similarity guidance. Furthermore,
(Hanisch et al. 2024) proposed to evaluate the performance
of anonymization methods in the worst-case scenario.

The privacy protection techniques outlined above can be
categorized as perturbation-based techniques. They ensure
privacy by injecting external noise into the original data and
subsequently optimizing it to obtain the one-to-one privacy-
preserving version. As shown Figure 1 (a), such optimiza-
tion can be formulated as:

Ox = argnbinm?XE%yex[LID(w}y) + Lsim(z,9)],  (2)
where Lgm(z, d) constrains the similarity between the orig-
inal data x and the perturbation-based = + §. The objective
is to obtain a model that is well-trained on original data and
a protected/anonymized set that is visually dissimilar to the
original ones. The protected image z+ § generated on a one-
to-one basis is highly dependent on the guidance of Ly, in-
evitably complying with the biometric structures of original
data x. Besides, introducing § to modify the real data will
unconditionally bring about direct information loss.
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Figure 2: Overview of existing perturbation-based approach (a) and the proposed mixing-based Features Recombining for Obfuscation (FRO)
(b). (a) Perturbation-based approaches often rely upon the noise factor to add perturbation to the original data. They generate one-to-one
anonymized version with information loss. (b) FRO fundamentally resolves the issue of incomplete anonymization by recombining features
to generate new instances in a many-in-one manner. Furthermore, it preserves the latent information inherent in the original distribution.

Methodology

Considering the limitations of the one-to-one approach, we
explore a novel many-in-one strategy to mitigate informa-
tion loss. In this section, we begin generating protected in-
stances by blending patches from multiple identities to in-
duce visual obfuscation, a simple pixel-level technique we
term Patches Recombining for Obfuscation (PRO). How-
ever, the protected samples remain vulnerable to recovery
through a finite exhaustive search, indicating a limitation
in privacy preservation. To enhance privacy security, we
reassemble new instances at the feature level, still avoid-
ing introducing external noises. Subsequently, we detail the
derivation and introduction of Features Recombining for
Obfuscation (FRO), to achieve comprehensive anonymiza-
tion while maintaining competitive utility performance. Fig-
ure 2 (b) shows the overall pipeline of the proposed FRO.

Patches Recombining for Obfuscation

To balance reduced recognizability with preserved data in-
tegrity, we introduce Patches Recombining for Obfuscation
(PRO), a straightforward pixel-level method for preliminary
exploration. PRO segments person images into grids and
rearranges them into puzzled samples (Figure 3), reducing
identity loss and enhancing visual ambiguity without exter-
nal noise.

Through training real data and puzzled data generated by
PRO, we demonstrate the feature extraction capabilities of
models, visualized by t-SNE (Van der Maaten and Hinton
2008) in Figure 3. The results indicate that puzzled samples
do not train the model to distinguish obfuscated identities.
However, the model still achieves classification performance
on the target validation set, closely approximating that of
a model trained on real data. This confirms the approach’s
ability to maintain utility performance.

However, the patch fragments used in pixel-level obfusca-
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Figure 3: Visualization of identity differentiation capability on real
data training and that of Patches Recombining for Obfuscation.

tion may still lead to potential data breaches and are vulner-
able to recovery through finite patch-level searches, failing
to ensure complete visual anonymization. To address this,
we further explore feature-level combinations as a more ro-
bust privacy-preserving approach, effectively mitigating in-
formation leakage.

Features Recombining for Obfuscation

To overcome the limitations of PRO in fully safeguarding
personal privacy information, we introduce Features Re-
combining for Obfuscation (FRO) at the feature level. FRO
leverages unaltered features from multiple other identities
as perturbations to acquire new obscured instances. Specif-
ically, identity-related feature fragments from all identities
are stored within a knowledge pool. These fragments are
then reassembled into visually obfuscated instances without



Algorithm 1: Feature Resembling Algorithm

Input: fy,. : Pre-trained knowledge pool;
Parameter: 0: pre-trained parameter weight; ¢: iteration to
update the obfuscated samples; C: the number of original
data classes; temperature scale 7'; label softening parameter
€; learning rate 7;
Output: protected person images

for £ < 1to C do

1:

2 22 ~MN(0,1) {Initialize the input}

3 R~y = {0,1,...,C — 1} {Specify main class}
4 gr=(1—-egp+¢/C{soften the labels}

5: fori< 1ltotdo

6 al Y =& — gVa(E[Lg] + aRen(2))

7: {Update the obfuscated samples}
8: end for

9: end for

10: return protected person images X.

introducing external noise. Finally, the obfuscated instances
undergo a knowledge replay process to ensure that utility
performance is maintained.

Knowledge Pooling. The knowledge pooling step aims to
extract identity-related information from the original dataset
and encapsulate it within a deep neural network. The trained
model serves as a knowledge pool, embedding the rich in-
formation the original data distribution provides. The model
is trained on the original dataset X using the formulation
in Eq. 1, employing cross-entropy loss with one-hot labels,
Lip = —ylog(p(x)), p(x) is the predicted probability. Fol-
lowing the knowledge pooling training, the data distribution
knowledge inherent in the original dataset is distilled and
encapsulated into feature fragments, parameterized by fy.,, .

Feature Assembling. For the data utility and recovering
the knowledge of real data distribution, we propose as-
sembling new instances by leveraging the dispersed fea-
tures stored within the knowledge pool. We integrate fea-
tures from multiple identities to meet privacy-preserving re-
quirements, generating new instances with visually obfus-
cated characteristics. The recombined instances encapsulate
extensive details about the data distribution, encompassing
abundant inter-class and intra-class features. The core mech-
anism of Feature Assembling is detailed in

To meet privacy-preserving requirements, we initiate the
optimization of protected data X from chaos, ensuring no
visual cues from the original data X are retained. We ini-
tial the protected images of the specified class k as (29, §9),
where ) ~ N (0,1), 39 ~ Y ={0,1,...,C — 1}.

Rather than relying on the cross-entropy loss over a hard
target label, we employ a softer approach using Kullback-
Leibler divergence (Kullback and Leibler 1951) to distill
rich information from all identities within the knowledge
pool. Blending information from multiple identities effec-
tively induces visual obfuscation and prevents information
loss. Here, the knowledge pool fy, computes the soft log-
its z; of the updating sample. Normally, a “softmax” out-
put layer is utilized to obtain probability distribution, p;
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e* />, e*. We employ the distribution as a softer target
to guide sample updates, encompassing probability infor-
mation across all classes. To further enrich the supervision
signals provided by the target, we implement a tempera-
ture scaling strategy, following the principle outlined by
Hinton, Vinyals, and Dean (2015). The temperature scaling
makes the feature reassembling process pay more attention
to matching logits that are much more negative than the aver-
age. It enables the feature recombination to incorporate more
extensive information from other classes with lower logits as
the temperature increases. The probability is adjusted by,

ezi/T
pi = W7

where 7' is a temperature that is normally set to 1.

To further enhance multi-class feature mixing and mit-
igate distribution information loss, we utilize a softened
label rather than the one-hot label Szegedy et al. (2016),
q = Uk, Jx = (1 — €)72 + €/C, € is the softening param-
eter. Hence, the objective to transfer fragmented knowledge
to new instances can be formulated as:

3)

Ly = EOSKCEKL@Z' I gi)- S

To improve the quality of the recovered images, we em-
ploy the Batch Normalization (BN) feature distribution reg-
ularization term (Yin et al. 2020), formulated as,

Ren(@) =Y [lm(@) — E(ulX)lly + Y llof (2) — E(o7|X)ll
! l

=D Mm@ = BN I, + > [lo? (@) — BNI ||,
! l

(5)
where [ is the index of BN layer, 1,(Z) and o7 (%) are mean
and variance. BNf™ and BN} are running mean and vari-
ance in the pre-trained knowledge pool fy, at I-th layer,
which is globally counted.

The overall learning objective can be formulated as:

X = arg minE[L 3] + aRpn(Z).
x

(6)

Knowledge Replay. Finally, we replay the knowledge by
assessing the new model’s performances on the protected

datasets X = {(xi)}lli')l1 It illustrates how recombined
instances convey data distribution information to a neu-
ral model. Since these new instances are synthesized from
mixed information across multiple identities, we avoid as-
signing them fixed labels based on the predominant compo-
nent. Instead, we obtain the soft targets for samples = € X
by § = fo. (Z). We utilize a teacher-student training frame-
work, employing Kullback-Leibler divergence to replay the
knowledge embedded in the recombined instances effec-
tively. The output of the newly trained model fy, i.e., re-
ferred to as the student, is denoted as fy (). Finally, we
define the following objective as the identity loss for train-
ing the model fy . on the protected dataset X:

b3 = arg;ninEie;gﬁKL(fex @) | for (@) (D



Methods | Models | Backbone | mAP | Rank-1
B SE-Net R-50 59.1 | 80.1
Bacﬁgzne ResNet-50 R-50 | 77.5| 90.1
ResNet-101 R-101 81.0| 924
DP-SGD R-50 4.5 17.6
Federated-Camera R-50 36.6 | 61.1
Perturbation | Face-blur MuDeep | ConvNet | 44.8 | 69.6
-based PIS R-50 51.9| 749
Face-blur HACNN | Inception | 71.3 | 87.5
Face-blur PCB R-50 729 | 882
De-ID R-50 577 | 77.6
Mixing FRO (ours) R-50 61.8 | 80.3
-based FRO (ours) R-101 65.7| 84.6

Table 1: Comparisons with different baselines and privacy-based
SOTA methods on the Market-1501 dataset. mAP, Rank-1 (%) ac-
curacy (%) are reported.

Methods | Models | Backbone | mAP | Rank-1
Base SE-Net R-50 52.3| 70.3
Backbone ResNet-50 R-50 70.0 | 84.1
ResNet-101 R-101 | 69.8 | 84.3
Face-blur MuDeep | ConvNet | 34.8 | 54.7
Perturbation | Face-blur HACNN | Inception | 56.7 | 73.1
-based Face-blur PCB R-50 65.4 | 80.2
De-ID R-50 493 | 67.0
Mixing FRO (ours) R-50 5141 70.0
-based FRO (ours) R-101 509 | 68.7

Table 2: Comparisons with different baselines and privacy-based
SOTA methods on the DUKEMTMC-REID dataset. mAP, Rank-1
(%) accuracy (%) are reported.

Experiments
Datasets and Experiment Setup

Datasets. MARKET1501 (Zheng et al. 2015) is a large-
scale re-id benchmark comprising 32,668 images of 1,501
pedestrians, 751 for training and 750 for testing, captured by
six cameras. DUKEMTMC-REID (Zheng, Zheng, and Yang
2017) dataset contains 36,441 images of 1,812 persons cap-
tured by eight cameras, 702 identities are used as the train-
ing set, and 702 persons are used as the query and gallery,
respectively. A subset of CASIA (Yi et al. 2014) contain-
ing 30,726 face images of 952 identities are selected in our
experiments. And LFW (Huang et al. 2008), CFP-FF and
CFP-FP (Sengupta et al. 2016), and AGEDB (Moschoglou
et al. 2017) are used for downstream face verification.

Training Details. The models are trained with one NVIDIA
GeForce RTX 4090 GPU using Pytorch. We use ResNet-
50 (He et al. 2016) as the backbone with Adam Optimizer.
The input images are resized to 256 x 128. The mini-batch
size is set to 64, containing 32 persons with 4 images each.
The initial learning rate is 3e—4 and is reduced by following
an exponentially decaying training schedule. « is set as 0.05.
Evaluation Metrics. We use Rank-1 accuracy and mean av-
erage precision (mAP) to evaluate the Re-ID utility perfor-
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(d) Ours
Methods Face-blur Adv-DeID FRO (ours)
SSIM 0.84 0.35 0.07
Human Perception 100% 65% 2%

Figure 4: Examples visualization of original and synthetic data
samples from MARKET-1501. The table below illustrates compu-
tational and human-perceived similarity evaluations between orig-
inal and synthetic data.

mance. SSIM (Wang et al. 2004) and Human Perception
are adopted to evaluate the visual anonymization capability
of protected data. Additionally, we employ the Silhouette
Score (SS) and Adjusted Rand Index (ARI) to evaluate the
quality of clustering extracted features.

Privacy Assumption. Our proposed method, FRO, targets
real-world cloud-sharing systems, such as surveillance or fa-
cial recognition in online banking. In this context, attackers
can intercept anonymized data streams with labels but can-
not access the server, model, or auxiliary data. The goal is to
prevent mapping intercepted data to real individuals, reduc-
ing fraud, financial risks, and information misuse.

Results on Person Re-Identification

We compare the RelD utility performance of three types
of methods: base backbone (SE-Net (Hu, Shen, and Sun
2018), ResNet-50 and ResNet-101 (He et al. 2016)), one-
to-one perturbation-based privacy-preserving methods (DP-
SGD (Abadi et al. 2016), federated learning (Zhuang et al.
2020, 2023), Face-blur MuDeep (Dietlmeier et al. 2020),
PIS (Dou et al. 2022), Adv-DelD (Kansal, Wong, and
Kankanhalli 2024)), and the proposed many-in-one mixing-
based privacy-preserving methods on MARKET-1501 and
DUKEMTMC-REID datasets in Table 2. We retrain the base
backbone with cross-entropy loss for classification train-
ing. As demonstrated, both perturbation-based and mixing-
based methods exhibit a performance drop compared to the
baseline models without privacy preservation. Among these
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Figure 5: Visualization of model’s identity differentiation capabil-
ity on real data training and that of Features Recombining for Ob-
fuscation (FRO).

methods, face-blur approaches achieve relatively higher
mAP and Rank-1 scores than others, and the proposed
method achieved second-tier accuracy performance.

To comprehensively evaluate privacy protection capabil-
ities, we present some protected instances of MARKET-
1501 dataset in Figure 4, including (a) real samples, (b)
face-blurred samples (Dietlmeier et al. 2020), (c) samples
generated by Adv-DelD (Kansal, Wong, and Kankanhalli
2024), and (d) our proposed FRO. Face-blurred samples
(a) conceal facial features but fail to protect information
from other body parts, despite higher identification accu-
racy. Adv-DelD (c) applies adversarial constraints to alter
images but often produces samples resembling the origi-
nals due to color distribution limitations. In contrast, the
proposed FRO method, benefiting from recombining feature
fragments from multiple identities, exhibits superior perfor-
mance in privacy preservation and identification utility.

To further assess anonymization effectiveness, we present
qualitative comparisons using the SSIM metric and visual
perception results in Figure 4. Specifically, we measure vi-
sual similarity across the dataset by calculating the overall
average SSIM between image pairs in the original and pro-
tected data within the same category. Our approach achieves
an SSIM score of 0.07, significantly lower than that of Adv-
DelD. Additionally, we conducted a visual evaluation with
10 volunteers to determine whether the protected images
could still be recognized as their true identities. As ex-
pected, the recognition rates for Face-blur, Adv-DelD, and
our method were 100%, 65%, and 2%, respectively. These
findings confirm that our generated data surpasses the one-
to-one perturbation-based method, providing stronger visual
privacy protection than real data.

Additionally, in Figure 5, we illustrate the feature extrac-
tion capability of the knowledge pool fy, , and the knowl-
edge replay model fy .. The model fp, exhibits strong class
feature discrimination ability on both train and val sets in
(a) and (c). ARI achieves approximately 0.94 and 0.54 on
train and val sets, respectively. However, as depicted in (b),
it loses clear discernment on the privacy-protected set, with
SS and ARI metrics indicating a distribution resembling ran-
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(b) Protected samples by FRO

Methods ~LFW CFP-FF CFP-FP AgeDB
ResNet 783 793 63.9 64.6
FRO (ours) 69.0  69.8 57.6 55.0

Figure 6: Examples visualization of original and protected faces
from CASIA dataset. The table below gives face verification re-
sults (%) of the baseline model ResNet-50 and the proposed FRO
on four datasets.

dom noise. In contrast, the model f; . in the second row
cannot directly identify the anonymized training set (e) but
can distinguish between the original training set (d) and the
target validation set (f). The smaller reductions in SS and
ARI, compared to those seen in the model trained on real
data, suggests that discriminative information at the feature
level is effectively preserved and transmitted through FRO.

Results on Face Recognition

We also evaluate our privacy-preserving approach on an-
other identity-related task, face recognition, as shown in Fig-
ure 6. In this section, we select a subset of CASIA con-
taining 30,726 face images of 952 identities to train the
knowledge pool. The visual examples confirm that the pro-
posed FRO effectively protects facial features while retain-
ing some implicit identity-related textures. The table be-
low demonstrates that anonymized samples from the CASIA
dataset maintain the differentiation ability of the pre-trained
knowledge pool, achieving notable verification results. Al-
though there is an accuracy loss of less than 10% across
four datasets, this trade-off is considered acceptable given
the significant improvement in visual privacy protection.

Results on Other Combination Strategies

Besides the proposed Patches Recombining for Obfusca-
tion (PRO), we also evaluate another pixel-level obfuscation
method, i.e., mix-up (Zhang et al. 2018). However, mix-up
faces similar limitations as PRO in achieving complete pri-
vacy protection. Beyond concerns about visual privacy, we
illustrate the data processed by the mix-up could be easily
recognized by the model fy, trained on the original dataset.
Figure 7 illustrates the clustering performance of extracted
features using different mixing ratios in the mix-up opera-
tion, » € {0.9,0.8,0.7,0.6,0.5}. The results indicate that
even at aratio of = 0.7, the model fy, can still effectively
distinguish features from mix-up samples. This finding sug-
gests that pixel-level merging of information from other
identity samples does not substantially impair the model’s
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Figure 7: Visualization of real data trained model’s identity differ-
entiation capability on mixup processed data with varying ratio.

recognition capabilities, thereby limiting the effectiveness of
this method in preserving identity privacy.

Parameter Studies

Effect of Temperature Scale and label softening pa-
rameter. In Features Recombining for Obfuscation (FRO),
the temperature scaling parameter 7' and label softening
parameter € are pivotal in modulating the proportion of
identity information integrated into the obfuscated images.
We examine their combined effects on performance in
Figure 8, evaluating various configurations where 7' €
{0.5,1.0, 5, 10,20,30} and € € {0.0,0.1,0.2,0.3,0.4,0.5}
on MARKET-1501 dataset. In this figure, we use the knowl-
edge pool fy, trained with ResNet-50 backbone on the real
training set using cross-entropy as identity loss, achieving
77.5%/90.1% mAP/Rank-1 accuracy on MARKET-1501 as
shown in Table 1. Overall, when the label softening param-
eter € is set to values of 0.1, 0.2, 0.3, or 0.4, variations in
temperature exert a relatively minimal influence on the re-
tention of knowledge within the synthesized samples. The
overall trend reveals that the label softening parameter con-
siderably influences the final accuracy, particularly at ex-
treme temperature values. Specifically, when 7" = 0.5 and
€ = 0.5, the low temperature sharpens the distribution, re-
sulting in overly confident predictions for the predominant
class. Meanwhile, the large label softening parameter seeks
to soften the labels. This combination creates a scenario
where the mixed images are less effective in transmitting
comprehensive identity distribution information.

Effect of Data Scale. The proposed method has the poten-
tial to generate an unlimited amount of protected data. How-
ever, given practical resource constraints, we investigate the
impact of varying the scale [ of the protected dataset, ex-
ploring different values of 3 € 0.5,0.75,1.0,1.5,2.0 to as-
sess how the quantity of generated data influences the effec-
tiveness and performance of the model. We illustrated the
results of two combinations of temperature scale and label
smooth parameter, [I' = 0.5,¢ = 0.2] and [T = 5,¢ = 0.0],
in Figure 9. They showcase the same trend in Re-ID util-
ity performance. When the scale of generated data exceeds
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original training data.

that of the original training set, both mAP and Rank-1 ac-
curacy progressively approach the performance achieved by
the original data. This observation indicates that the pro-
posed method can effectively and incrementally capture real
data distribution, closely approximating the original accu-
racy in identity-related tasks. For fair comparisons and to
conserve resources, we maintain a data scale similar to the
original set in all other experiments.

Conclusion

This paper highlighted the inherent trade-off in traditional
one-to-one strategies between erasing visual identity-related
features and preserving essential features. In response, a
novel many-in-one method, Feature Recombining for Ob-
fuscation (FRO), was designed, leveraging identity-specific
feature fragments from a knowledge pool to reassemble
protected instances. Extensive experiments on two identity-
related tasks demonstrated the superior performance of FRO
in maintaining the utility of anonymized data. Concurrently,
quantitative and qualitative results showcased the substantial
capability of the method in safeguarding visual privacy.

Ethics Statement. This research focuses on privacy-
preserving techniques within deep learning, specifically
aimed at protecting personal identity information during
image-based tasks. This work contributes to the broader ob-
jective of mitigating risks associated with the misuse of sen-
sitive data. We acknowledge the potential ethical implica-
tions of manipulating identity-related information and are
committed to the responsible use of such techniques.
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