
COMMIT: Certifying Robustness of Multi-Sensor Fusion Systems Against Semantic
Attacks

Zijian Huang1*, Wenda Chu2, Linyi Li3, Chejian Xu4, Bo Li4
1University of Michigan

2California Institute of Technology
3Simon Fraser University

4University of Illinois Urbana-Champaign
zijianh@umich.edu, wchu@caltech.edu, linyi li@sfu.ca, chejian2@illinois.edu, lbo@illinois.edu

Abstract

Multi-sensor fusion systems (MSFs) play a vital role as the
perception module in modern autonomous vehicles (AVs).
Therefore, ensuring their robustness against common and re-
alistic adversarial semantic transformations, such as rotation
and shifting in the physical world, is crucial for the safety of
AVs. While empirical evidence suggests that MSFs exhibit
improved robustness compared to single-modal models, they
are still vulnerable to adversarial semantic transformations.
In addition, although many empirical defenses have been pro-
posed, several works show that these defenses can be further
attacked by new adaptive attacks. So far, there is no certified
defense proposed for MSFs. In this work, we propose the first
robustness certification framework COMMIT to certify the
robustness of multi-sensor fusion systems against semantic
attacks. In particular, we propose a practical anisotropic noise
mechanism that leverages randomized smoothing on multi-
modal data and performs a grid-based splitting method to
characterize complex semantic transformations. We also pro-
pose efficient algorithms to compute the certification in terms
of object detection accuracy and IoU for large-scale MSF
models. Empirically, we evaluate the efficacy of COMMIT in
different settings and provide a comprehensive benchmark
of certified robustness for different MSF models using the
CARLA simulation platform. We show that the certification
for MSF models is at most 48.39% higher than that of single-
modal models, which validates the advantages of MSF mod-
els. We believe our certification framework and benchmark
will contribute an important step towards certifiably robust
AVs in practice.

1 Introduction
Autonomous driving (AD) has achieved significant advances
in recent years (Redmon et al. 2016; Law and Deng 2018;
Badrinarayanan, Kendall, and Cipolla 2017; Zhao et al.
2018; Zhou and Tuzel 2018; Luo, Yang, and Urtasun 2018;
Qi et al. 2018; Chen et al. 2017), and deep neural net-
works (DNNs) have been largely deployed as the perception
module for AD to process inputs frommultiple sources (e.g.,
camera and LiDAR) to detect objects such as road signs, ve-
hicles, and pedestrians. To make full use of multi-modal in-
puts, modern AD systems usually adopt the multi-sensor fu-
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Figure 1: Overview of COMMIT, the first framework that provides
certified robustness for multi-sensor fusion systems against seman-
tic transformations.

sion systems (MSFs) as the perception module (Pang, Mor-
ris, and Radha 2020; Chen et al. 2022).
Along with the wide deployment of AD systems, the

safety of AD systems in the physical world has raised se-
rious concerns (Hendrycks et al. 2021; Cao et al. 2021). A
rich body of research has shown that both adversarial per-
turbations and natural semantic transformations can mislead
the DNN-based perception modules in AD systems with a
high success rate (Pei et al. 2017; Hosseini and Pooven-
dran 2018; Xiao et al. 2018; Guo, Kurup, and Shah 2019;
Hendrycks and Dietterich 2018; Engstrom et al. 2019), so
that the AD system may ignore the pedestrians, the traffic
signs, or other vehicles with high confidence when the ob-
ject is slightly rotated or shifted, which can lead to severe
consequences such as fatal traffic accidents (McCausland
2019). Moreover, even though the multi-sensor fusion sys-
tems may be intuitively more robust, assuming that the input
transformations/perturbations are not adversarial to multiple
input modalities at the same time, existing work (Cao et al.
2021; Hallyburton et al. 2022) has falsified such intuition by
proposing feasible and highly efficient attacks against multi-
sensor fusion systems (Cao et al. 2021). In other words, se-
rious robustness issues still exist in existing MSFs, resulting
in practical safety vulnerabilities in AD.
To mitigate such safety threats, several empirical defenses

have been proposed for both single-modal models (Madry
et al. 2018) and multi-sensor fusion systems (Zhong et al.
2022). However, certified defenses exist only for single-
modal models (Wong and Kolter 2018; Cohen, Rosenfeld,
and Kolter 2019; Li et al. 2021; Chu, Li, and Li 2022). Re-
cent works have shown that the empirical defenses for MSFs
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can be adaptively attacked again by stealthy perturbations
or transformations (Zhong et al. 2022; Huang et al. 2022).
In this paper, we aim to provide the first robustness cer-
tification and enhancement framework for multi-sensor
fusion systems in AD against various semantic transforma-
tions in the physical world.

Our framework leverages the randomized smoothing tech-
nique (Cohen, Rosenfeld, and Kolter 2019), while random-
ized smoothing cannot directly provide a robustness guar-
antee against semantic transformations (e.g., object rotation
and shifting) for multi-sensor fusion systems due to three
main reasons: (1)Heterogeneous input dimensions: In ran-
domized smoothing, the isotropic noise is added to all in-
put dimensions, which is sub-optimal for multi-sensor fu-
sion systems since different input modalities need differ-
ent noises. (2) Intractable perturbation spaces: Seman-
tic transformations incur large ωp that cannot be handled
by classical randomized smoothing (Yang et al. 2020), and
the transformation function does not have a closed-form
expression that is required for semantic-smoothing-based
certification (Li et al. 2021). (3) Unsupported certifica-
tion criterion: Existing randomized smoothing techniques
are designed for certifying output consistency for classi-
fication (Cohen, Rosenfeld, and Kolter 2019) and regres-
sion (Kumar et al. 2020) tasks. However, multi-sensor fu-
sion systems output 3D bounding boxes for detected objects
and use IoU as the evaluation criterion, while randomized
smoothing cannot provide worst-case certification for IoU.

To solve these challenges, our framework COMMIT pro-
vides the following techniques: (1) We derive an anisotropic
noise mechanism that is practical (agnostic to the transfor-
mations to be certified) and efficient for randomized smooth-
ing over multi-modal data. (2) Under a mild assumption, we
propose a grid-based splitting method to integrate small ωp
certifications and form a holistic certification against com-
plex semantic transformations. (3) We derive the first rigor-
ous lower bounds of detection confidence and lower bounds
of IoU for MSF models.

We leverage our framework to certify the state-of-the-
art large-scale camera and LiDAR fusion 3D object detec-
tion models (CLOCs (Pang, Morris, and Radha 2020), Fo-
calsConv (Chen et al. 2022), and MVX-Net (Sindagi, Zhou,
and Tuzel 2019)) and compare them with a camera-based
3D object detector (MonoCon (Liu, Xue, and Wu 2022))
as well as one LiDAR-based 3D object detector (SECOND
(Yan, Mao, and Li 2018)) in CARLA simulator. We con-
sider transformations such as rotation and shifting, which
correspond to the turning around and sudden brake cases in
the real world. In particular, among the 62 scenarios ran-
domly sampled from CARLA Town01 map, under arbitrary
rotation transformations with 30%, we are able to certify the
robustness of confident detection (→ 80% confidence) for
all scenarios and high bounding box IoU (→ 0.5 IoU) for
53.23% scenarios. Compared to single-modal models, the
certification improvements are 25.19% and 53.23%, respec-
tively. We demonstrate that the certified robustness depends
on both the input and the fusion pipeline structure.

Technical Contributions. In this paper, we provide the
first certification framework for multi-sensor fusion systems
against adversarial semantic transformations. We make con-
tributions on both theoretical and empirical fronts.

• We propose the first generic framework for certifying the
robustness of multi-sensor fusion systems against practi-
cal semantic transformations in the physical world.

• We propose a practical anisotropic noise mechanism to
leverage randomized smoothing given multi-modal data,
a grid-based splitting method to characterize complex se-
mantic transformations, and efficient algorithms to com-
pute the certification for object detection and IoU lower
bounds for large-scale MSF models.

• We construct extensive experiments and provide a bench-
mark of certified robustness for multi-sensor fusion sys-
tems based on COMMIT. We certify several state-of-the-
art camera-LiDAR fusion models and compare them with
single-modal models. We show that the multi-sensor fu-
sion systems provide nontrivial gains on certified robust-
ness, e.g., achieving 53.23% improvement against the ro-
tation transformation. In addition, we present several in-
teresting observations which would further inspire the de-
velopment of robust sensor fusion algorithms. The bench-
mark will be open source upon acceptance and will be
continuously expanding to evaluate more AD systems.

2 Related Work
Multi-sensor fusion systems. Multi-sensor fusion DNN
systems leverage data of multiple modalities to predict 3D
bounding boxes for object detection. In this work, we con-
sider multi-sensor fusion systems that take both image (from
a camera) and point clouds (from a LiDAR sensor) for ob-
ject detection (Pang, Morris, and Radha 2020; Chen et al.
2022), which is one of the most common forms of AD per-
ception module (Shen et al. 2022). These fusion systems typ-
ically integrate outputs from sub-models for each modality
via learning-based methods or aggregation rules. Note that
our framework is architecture-agnostic — applicable for any
fusion system regardless of their internal architectures.
Adversarial attacks for DNNs. The robustness vulner-
abilities of DNNs are manifested by adversarial attacks.
A rich body of research shows that DNNs can be at-
tacked by pixel-wise perturbations bounded by small ωp
norm with even 100% success rate (Szegedy et al. 2013;
Goodfellow, Shlens, and Szegedy 2014; Carlini and Wag-
ner 2017). Besides ωp-bounded perturbations, subsequent re-
search shows that spatial transformations (Xiao et al. 2018),
occlusions (Sun et al. 2020), and semantic transformations
that naturally exist (Pei et al. 2017; Hendrycks and Diet-
terich 2018; Ghiasi, Shafahi, and Goldstein 2020) can also
mislead DNNs to make severe incorrect predictions. In par-
ticular, several physically realizable and effective adversarial
attacks have been proposed against multi-sensor fusion sys-
tems (Eykholt et al. 2018; Cao et al. 2021), posing serious
safety threats to modern AD.
Certified robustness for DNNs. To mitigate the robust-
ness vulnerabilities, several defenses are proposed, which

17529



can be roughly categorized into empirical and certified de-
fenses. The empirical defenses (Madry et al. 2018; Saman-
gouei, Kabkab, and Chellappa 2018; Shafahi et al. 2019)
train DNNs with heuristic approaches, e.g., adversarial train-
ing, to defend against adversarial attacks. However, they
cannot provide rigorous robustness guarantees against pos-
sible future attacks. In contrast, certified defenses can prove
that the trained DNNs are certifiably robust against any pos-
sible attacks under some perturbation constraints (Li, Xie,
and Li 2023). Certified defenses are mainly based on ver-
ification methods like linear relaxations with branch-and-
bound (Wong and Kolter 2018; Zhang et al. 2022b), Lip-
schitz DNN architectures (Zhang et al. 2022a; Singla and
Feizi 2021; Xu, Li, and Li 2022), and randomized smooth-
ing (Cohen, Rosenfeld, and Kolter 2019; Yang et al. 2020;
Chiang et al. 2020; Li et al. 2022; Sun et al. 2022; Carlini
et al. 2023).
For multi-sensor fusion systems, although some empiri-

cal defenses have been proposed (Liu and Lei 2022; Zhong
et al. 2022), there is no certified defense that provides ro-
bustness guarantees to our best knowledge. Thus, here we
aim to provide the first robustness certification and enhance-
ment framework for MSF models.

3 Robustness Certification for Multi-Sensor
Fusion Systems

In this section, we introduce our framework COMMIT for
certifying the robustness of multi-sensor fusion systems
against semantic transformations in detail.

3.1 Threat Model and Certification Goal
Notation. We consider a multi-sensor fusion system that
takes an image from a camera and a point cloud from a
LiDAR sensor as the input and outputs several labeled 3D
bounding boxes for its detected objects. In particular, the
image input x ↑ X ↓ Rd has d dimensions, and the point
cloud input p ↑ P ↓ R3→N contains N (un-ordered) 3D
point coordinates. Note that our framework can be easily
extended to handle point clouds with intensity. In the out-
put, each labeled 3D bounding box is a tuple of box coordi-
nates B = (x, y, z, w, h, l, r) ↑ B ↓ R6 ↔ [0, 2ε] (where
x, y, z, w, h, l are 3D center coordinates and width, height,
length respectively, and r is the rotation angle in the x ↗ z
plane), label c ↑ C, and confidence score s ↑ [0, 1]. Hence,
a multi-sensor fusion system can be modeled by a function
g : X ↔P ↘ (B↔C↔ [0, 1])n where n is of variable length
and stands for the number of output bounding boxes.
Threat model. An adversary can apply a certain param-
eterized transformation that may alter both the image and
point clouds to mislead the model. We formulate a transfor-
mation by two functions T = {Tx, Tp}where Tx : X↔Z ↘
X transforms images and Tp : P↔Z ↘ P transforms point
clouds respectively. Note thatZ ↓ Rm is the set of valid and
continuous parameters of the transformation, which is usu-
ally in a low-dimensional space, i.e.,m is small. We consider
the strongest adversary that can pick an arbitrary parameter

z ↑ Z to transform the input
(
x
p

)
≃↘

(
Tx(x, z)
Tp(p, z)

)
and feed

into the system.
In particular, we will instantiate our robustness certifica-

tion framework for two common transformations: rotation
and shifting. The rotation transformation Trot takes a scalar
rotation angle r as the parameter and rotates the front car
in the x ↗ z plane clockwise. The angle can be negative,
meaning a counterclockwise rotation. The shifting transfor-
mation Tsft takes a scalar distance ϑ ↑ R+ as the parameter
and places the front car in ϑ meters away, i.e., imposes a
ϑ displacement along the z-axis. Figure 2 illustrates these
two types of transformations. Note that our framework will
require only oracle access to the output of the transforma-
tion function to derive robustness certification. Hence, our
framework can be readily extended to other transformations,
as long as the transformation is measurable, i.e., can be de-
terministically parameterized.
Fine partition assumption. For common transforma-
tions, we find that when the parameter space is partitioned
into tiny subspaces with ω↑ diameter smaller than some
threshold ϖ , in each subspace bounded by ω2 norm, the dis-
tortion incurred by the transformation is upper bounded by
the distortion with extreme points as transformation param-
eter. We formally state such partition assumption and empir-
ically verify it in Appendix A.
Robustness certification goal. Our goal is to certify that,
no matter what transformation parameter is chosen by the
adversary within a bounded constraint or what transforma-
tion strategy is used, the multi-sensor fusion system can al-
ways detect the object and locate the object precisely. Here
we mainly focus on the task that the multi-sensor fusion
system aims to detect the front vehicle when it is present.
Extensions to other tasks such as multi-object detection
are straightforward via box alignment (Chiang et al. 2020).
Now, we formalize this certification goal by two criteria:
Given an input (x,p) containing a front vehicle, a trans-
formation T , and a constrained parameter space S for any
transformed input (Tx(x, z), Tp(p, z)) with z ↑ S ,
• (Detection Certification) the multi-sensor fusion system
always outputs a bounding box for the vehicle with confi-
dence → ϱ, where ϱ is a pre-defined threshold;

• (IoU Certification) the multi-sensor fusion system al-
ways outputs a bounding box for the vehicle whose vol-
ume IoU (intersection over union) with the ground-truth
bounding box → some value v.

In the above criteria, ϱ determines whether the confi-
dence is high enough to report “vehicle detected”, which
is usually set to 0.8; the IoU is the standard for evaluating
bounding box precision (i.e., given two 3D bounding boxes
B1, B2 ↑ B, IoU(B1, B2) = Vol(B1↓B2)

Vol(B1↔B2)
denotes the ratio

of intersection volume over the union volume).

3.2 Constructing Certifiably Robust MSFs via
Smoothing

Common multi-sensor fusion systems are challenging to
be certified due to complex DNN architectures and fusion
rules. Hence, we leverage the randomized smoothing (Co-
hen, Rosenfeld, and Kolter 2019), in particular, median
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smoothing (Chiang et al. 2020), as the post-processing pro-
tocol to construct a smoothed multi-sensor system. For-
mally, for each coordinate of the multi-sensor fusion system
gi : X ↔ P ↘ ((B ↔ C ↔ [0, 1])n)i, we add anisotropic
Gaussian noise to the input and define q-percentile of the
resulting distribution of gi:
hiq(x,p) = sup{y ↑ R | Pr[gi(x+ ϑx,p+ ϑp) ⇐ y] ⇐ q},

(1)
where ϑx ⇒ N (0,ς2

xId) and ϑp ⇒ N (0,ς2
pI3→N ). We

define the resulting smoothed multi-sensor fusion system
hq := (h1q, h2q, . . . ). In practice, we use finite ϑx and ϑp
samples to approximate hq by ĥq with high probability and
deploy (q is usually set to 0.5 so it is called median smooth-
ing). For any q, we can obtain high-confidence intervals for
hq via Monte-Carlo sampling (Chiang et al. 2020).

Though existing work provides robustness certification
for smoothed models (Cohen, Rosenfeld, and Kolter 2019;
Chiang et al. 2020; Li et al. 2021; Chu, Li, and Li 2022),
such certification is limited to single-modal classification or
regression against ωp-bounded perturbations. In contrast, our
goal is to certify the robustness of multi-sensor fusion sys-
tems against semantic transformations under the two afore-
mentioned criteria, where direct applications of prior work
are infeasible due to heterogeneous input dimensions, in-
tractable perturbation spaces, and unsupported certification
criteria. In the following text, we introduce theoretical re-
sults that fulfill our robustness certification goal.

3.3 General Detection Certification
For detection certification, we locate the vehicle bounding
box with the highest confidence and consider the confidence
of this box as the detection confidence. Hence, for notation
simplicity, we let g : X ↔P ↘ [0, 1] to represent this detec-
tion confidence of the multi-sensor fusion system.
Theorem 1. Let T = {Tx, Tp} be a transformation with
parameter space Z . Suppose S ↓ Z and {φi}Mi=1 ↓ S .
For detection confidence g : X ↔ P ↘ [0, 1], let hq(x,p)
be the median smoothing of g as defined in Eq. (1). Then
for all transformations z ↑ S , the confidence score of the
smoothed detector satisfies:
hq(Tx(x, z), Tp(p, z)) → min

1↗i↗M
hq(Tx(x,φi), Tp(p,φi))

(2)

where q = !

(
!↘1(q)↗

√
M2

x

ς2
x

+
M2

p

ς2
p

)
, (3)

Mx = max
ω≃S

min
1↗i↗M

⇑Tx(x,φ)↗ Tx(x,φi)⇑2, (4)

Mp = max
ω≃S

min
1↗i↗M

⇑Tp(p,φ)↗ Tp(p,φi)⇑2. (5)

Remark 1. A full proof for Theorem 1 is in Appendix B.1.
Suppose we have upper bounds forMx andMp (to be given
in Lemma 2), we can compute a lower bound of q, and
a high-confidence lower bound of hq(Tx(x,φi), Tp(p,φi))
via Monte-Carlo sampling. As a result, we can compute a
high-confidence lower bound of detection confidence hq . By
comparing it with ϱ in Section 3.1, we can derive the detec-
tion certification.

Lemma 2. If the parameter space to certify S = [l1, u1] ↔
· · · ↔ [lm, um] is a hypercube satisfying the finite par-
tition assumption (Assumption 5) with threshold ϖ , and
{φi}Mi=1 = {K1↘k1

K1
l1 + k1

K1
u1 : k1 = 0, 1, . . . ,K1} ↔

· · · ↔ {Km↘km
Km

lm + km
Km

um : km = 0, 1, . . . ,Km}, where
Ki → ui↘li

ε , then
Mx →

m∑

i=1

max
k→!

∥∥∥Tx(x,w(k))↑ Tx(x,w(k) + wi)
∥∥∥
2
,

Mp →
m∑

i=1

max
k→!

∥∥∥Tp(p,w(k))↑ Tp(p,w(k) + wi)
∥∥∥
2

where ” = {(k1, . . . , km) ↑ Zm | 0 ⇐ ki < Ki} and
w(k) = (K1↘k1

K1
l1+

k1
K1

u1, · · · , Km↘km
Km

lm+ km
Km

um).wi =
ui↘li
Ki

ei, where ei is a unit vector at coordinate i.
Remark 2. This lemma splits each dimension of S by
a ϖ -cover: {Ki↘ki

Ki
li + ki

Ki
ui : ki = 0, 1, . . . ,Ki}.

Hence, for each tiny subspace defined by [w(k),w(k) +
(w1, . . . , wm)], we can apply the finite partition assump-
tion (Assumption 5) and the lemma follows. A full proof
is in Appendix B.2. The lemma provides feasible upper
bounds (via computing maximum of finite terms) for Mx

and Mp, so a lower bound of q is computable, and hence
the robustness certification in Theorem 1 is computationally
feasible.

3.4 General IoU Certification for 3D Bounding
Boxes

Median smoothing for 3D bounding boxes. Given a base
3D bounding box predictor for the front vehicle g : X ↔
P ↘ B with B ↓ R6 ↔ [0, 2ε] describing the geometric
shape of the bounding box (details in Section 3.1), we denote
by hq(x,p) the coordinate-wise median smoothing on the
outputs of g following Equation (1).
First, by applying Theorem 1 on each coordinate of the

bounding box from two sides, we obtain the intervals of
bounding box coordinates after any possible transformation.
Theorem 3. Let T = {Tx, Tp} be a transformation with
parameter space Z . Suppose S ↓ Z and {φi}Ni=1 ↓ S . Let
gi : X ↔ P ↘ (B)i be the i-th coordinate of a predicted
bounding box of a multi-sensor fusion system, and hiq(x,p)
be the median smoothing of gi as defined in Eq. (1). Then for
all transformations z ↑ S , the i-th coordinate of the median
smoothed bounding box predictor satisfies:
min

1→i→M
hiq(Tx(x,ωi), Tp(p,ωi)) ↑ hiq(Tx(x, z), Tp(p, z))

↑ max
1→i→M

hiq(Tx(x,ωi), Tp(p,ωi)) (6)

where
q = !

(
!↘1(q)↗

√
M2

x

ς2
x

+
M2

p

ς2
p

)
, (7)

q = !

(
!↘1(q) +

√
M2

x

ς2
x

+
M2

p

ς2
p

)
. (8)

with Mx,Mp defined as Eq. (5).
With the intervals of bounding box coordinates, we pro-

pose the following theorem for computing the lower bound
of IoU between the output bounding box and the ground
truth.
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Theorem 4. Let B be a set of bounding boxes whose
coordinates are bounded. We denote the lower bound of
each coordinate by (x, y, z, w, h, l, r) and upper bound by
(x̄, ȳ, z̄, w̄, h̄, l̄, r̄). Let Bgt = (x, y, z, w, h, l, r) be the
ground truth bounding box. Then for any Bi ↑ B,

IoU(Bi, Bgt) →
h1 · (lw ↗Vol(S\Sgt))

hwl + h̄w̄l̄ ↗ h2 ·
(
l̄w̄ ↗Vol(S̄\Sgt)

)

(9)
where S, S̄ are convex hulls formed by (x, z, r, x̄, z̄, r̄) with
respect to (w, l) and (w̄, l̄) (details in Appendix B.3), and
Sgt = (x, z, w, l, r)gt is the projection of Bgt to the x ↗ z
plane.

h1 = max
(

min
y↑≃[y,ȳ]

min{h, h, h+ h

2
↗ |y⇐ ↗ y|}, 0

)
,

h2 = max
(

min
y↑≃[y,ȳ]

min{h, h̄, h+ h̄

2
↗ |y⇐ ↗ y|}, 0

)
.

(10)

Proof Sketch.. To prove a lower bound for the IoU be-
tween Bi and the ground truth Bgt, we lower bound the
volume of the intersection Bi ⇓ Bgt and upper bound the
volume of the union Bi ⇔ Bgt separately. We estimate
the upper bound of union by Vol(Bgt) + Vol(Bmax) ↗
min(x,y,z,r) Vol(B(x, y, z, w̄, h̄, l̄, r) ⇓ Bgt). We calculate
h1 and h2 as the smallest possible intersection between Bi

and Bgt along y axis given height h and h̄, respectively.
We then prove the lower bound of their intersection on the
x ↗ z plane. We leverage the fact that Vol(S ⇓ Sgt) =
Vol(S)↗Vol(S\Sgt) and upper bound the volume of S\Sgt

by considering the convex hull that contains all possible
bounding boxes with bounded (x, z, r). The full proof is in
Appendix B.3.

We illustrate the computing procedures for both detection
and IoU certification in Appendix C.

3.5 Instantiating Certification for Rotation and
Shifting

In this section, we demonstrate how our certification frame-
work works for concrete transformations. Specifically, we
discuss two of the most common transformations for
vehicles—rotation and shifting. For rotation transformation,
we consider a vehicle rotating around the vertical axis based
on bounded angle z within a radius r, i.e., z ↑ [↗r, r]. For
shifting transformation, we consider a vehicle moving along
the road based on bounded distance z ↑ [a, a+ 2r] where a
is the original distance.
We instantiate Theorem 1 on certifying detection and The-

orem 4 on certifying IoU against both transformations by
computing their interpolation errors Mx and Mp as defined
in Equation (5). We choose {φi}Ki=1 = { 2i↘K

K r}Ki=1 accord-
ing to Lemma 2 and compute the interpolation errors Mx

and Mp for both transformations. We then leverage Mx and
Mp to derive the lower bound for the detecting confidence
score and the IoU regarding the ground-truth bounding box
based on Theorems 1 and 4.

Although the certification procedure can be time-
consuming due to space partitioning, the certification cost
usually happens before deployment (i.e., pre-deployment
verification). After the model is deployed, the inference
of smoothed inference is efficient (Cohen, Rosenfeld, and
Kolter 2019). It is an active field to further reduce the in-
ference cost (Horváth et al. 2022), and our framework can
seamlessly integrate these advances.

4 Experimental Evaluation
We first construct a benchmark for evaluating certified
robustness, then systematically evaluate our certification
framework COMMIT on several state-of-the-art MSFs.
Dataset. There is no established benchmark for certified
robustness evaluation for multi-sensor fusion systems to our
knowledge. Hence, we construct a diverse dataset leverag-
ing the CARLA simulator (Dosovitskiy et al. 2017). We
consider two types of transformation: 1) Rotation transfor-
mation, which is common in the real world since the rel-
ative orientation of the car in front of the ego vehicle fre-
quently changes. 2) Shifting transformation, which simu-
lates the scenario where the distance between the front and
the ego vehicle changes drastically within a short time.
We provide details of training, testing, and certification

data construction as below.
• Training and testing data. We generate our KITTI-
CARLA dataset (Deschaud 2021) with 5, 000 frames in
CARLA Town01 with 50 pedestrians and 100 vehicles
randomly spawned, in which 3, 500 frames are used for
training and 1, 500 frames are used for testing.

• Rotation certification data. We spawn our ego vehicle
at 15 spawn points randomly chosen in CARLA Town01,
and we then spawn a leading vehicle in front of the ego ve-
hicle within rotation interval [↗30⇒, 30⇒]. This is because
30 degrees of car rotation largely cover the car rotation
happening in the real world (cars changing lanes usually
incur less than 30 degrees of rotation) and previous work
(Li et al. 2021) mainly focuses on rotation within 30 de-
grees. Our framework can be further extended to a larger
range easily. To study the effect of car color and surround-
ing objects on the rotation robustness, we collect our ro-
tation certification data with 3 different colors of the lead-
ing vehicle in 4 different settings (combination of with or
without buildings + with or without pedestrians), which is
summarized in Table 2 in Appendix D.1.

• Shifting certification data. We spawn our ego vehicle
at the same 15 spawn points as above and then spawn a
leading vehicle facing forward in front of the ego vehicle.
We choose [10, 15] for the shifting intervals according to
our empirical experiments. Specifically, we test the perfor-
mance of our four models (MonoCon, SECOND, CLOCs,
FocalsConv and MVX-Net) when the distance is smaller
than 10 meters and we find that they always predict the
car in front of the ego vehicle accurately enough. There-
fore, we choose 10 meters as the starting point of our test-
ing distance. We notice that the performance of all models
drops tremendously when the distance reaches 15 meters.
Thus, we choose 15 meters as our evaluation ending dis-
tance. Similar to the rotation certification data, we use the
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same environment settings to study the effect of vehicle
color, buildings, and pedestrians.
In total, in our benchmark dataset, the certification data

contains 62 scenarios for rotation and 62 scenarios for shift-
ing. We set the size of the image input to 64↔ 87 following
the standard setting.
Models. We choose two fusion models based on image
and point clouds, which are highly ranked on the KITTI
leaderboard: FocalsConv (Chen et al. 2022), CLOCs (Pang,
Morris, and Radha 2020) and MVX-Net (Sindagi, Zhou,
and Tuzel 2019). FocalsConv (Voxel R-CNN (Car) + mul-
timodal) achieves 85.22% 3D Average Precision (AP) on
the moderate KITTI Car detection task and 100% 3D AP
on our KITTI-CARLA dataset. CLOCs (Faster RCNN (Ren
et al. 2015) + SECOND (Yan, Mao, and Li 2018)) achieves
80.67% 3D AP on moderate KITTI Car detection task and
100% 3D AP on our KITTI-CARLA dataset. MVX-Net
achieves 85.9% 3D AP on moderate KITTI Car detection
task and 100% 3D AP on our KITTI-CARLA dataset.
To compare the performance between fusion models and

single-modal models, we select a camera-based model–
MonoCon (Liu, Xue, and Wu 2022), and a LiDAR-based
model–SECOND (Yan, Mao, and Li 2018), which achieve
19.03% and 78.43% 3D AP respectively on the moderate
KITTI Car detection task and 100% on our KITTI-CARLA
moderate car detection task.

Metrics. We consider two metrics: detection rate and IoU.
In detection certification, attackers aim to reduce the object
detection confidence score to fool the detectors to detect
nothing. We aim to certify the lower bound of the detec-
tion rate under a detection threshold, where Det@80 means
the ratio of detected bounding boxes with confidence score
larger than 0.8. In IoU certification, we aim to lower bound
the IoU between the detected bounding box and the ground
truth bounding box when attackers are allowed to attack the
IoU in a transformation space. As for the notation in all ta-
bles, AP@50 means the ratio of detected bounding boxes
whose IoU with the ground truth bounding boxes is larger
than 0.5. In Figure 3 and Figure 7, we show corresponding
results by choosing different detection or IoU thresholds.

Certification details. To make the models adapt with
Gaussian noise smoothed data, we train two sets of models
with Gaussian augmentation (Cohen, Rosenfeld, and Kolter
2019) using noise variance ς = 0.25 and ς = 0.5. For the
ease of robustness certification, for rotation certification, we
use models trained with ς = 0.25 to construct smoothed
models; for shifting certification, we use models trained with
ς = 0.5. Note that our framework allows using different ς
and sample strategies for image and point cloud data.

4.1 Certification against Rotation Transformation
In this section, we present the evaluations for the certified
and empirical results of our framework COMMIT against ro-
tation transformation. In terms of certification, we use small
intervals of rotation angles 0.1⇒ and samples 1000 times
with ςx = 0.25,ςp = 0.25Gaussian noises for each interval
(in total 600↔ 1000 Gaussian noises with certification con-
fidence 95%) to estimate hq (see definition in Section 3.2).

Empirically, we split the rotation intervals into small 0.01⇒
and use the models’ worst empirical performance in these
samples as the empirical robustness against rotation attacks,
which is equivalent to the PGD attack with step 0.01⇒. We
set the overall confidence of certification to be 95%, aligning
with the setting in (Kang et al. 2022).
Table 1a shows the results in the [↗30⇒, 30⇒] rotation in-

terval. We can see that in terms of detection ability, the ro-
bustness order is FocalsConv > MVX-Net > MonoCon >
CLOCs > SECOND, according to both the empirical
and certification results. Hence, FocalsConv and MonoCon
may be more likely to predict the existence of the object
when it exists. Furthermore, we observe that multi-sensor
fusion models have better detection robustness compared
with single-modal models under the same threshold (e.g.,
FocalsConv > MonoCon,CLOCs > SECOND). In addi-
tion, we find that our certification is pretty tight in many
cases. In particular, row “Certification” serves as the lower
bound of row “Adv (Smoothed)”, and in most cases they are
very close, indicating the tight robustness certification.
Now we study the IoU metric since we expect that models

can predict not only with high confidence but also precise
bounding boxes. By comparing the empirical and certified
results in IoU metric, CLOCs outperforms all other mod-
els. It is easy to understand that CLOCs outperforms single-
modal models since it combines the information from both
images and point clouds. However, FocalsConv is not as ro-
bust as CLOCs even though it is a also camera-LiDAR fu-
sion model, which could be due to the fusion mechanism,
and thus more robust fusion algorithms will help improve
the model prediction robustness.
We also present some interesting findings of rotation

transformation in Appendix D.2 (e.g., the effect of threshold,
the effect of attack radius) and possible reasons for detection
failure cases in Appendix D.5.

4.2 Certification against Shifting Transformation
Here we present the evaluations for the certified and em-
pirical results of our framework COMMIT against shifting
transformation. For robustness certification, we use small
shifting intervals of size 0.01 and samples 1000 times with
ςx = 0.5,ςp = 0.5 Gaussian noises in each interval to esti-
mate hq (see definition in Section 3.2). In the empirical ex-
periments, we divide the shifting intervals into small inter-
vals of size 0.001 and use the worst empirical performance
of the model among these samples as the empirical robust-
ness against PGD attacks. We set the overall confidence of
certification to be 95% following the standard setting.
Table 1b shows the certified and empirical robustness of

different models against shifting transformation. The robust-
ness in terms of both detection ability and IoU is CLOCs >
MVX-Net ↖ SECOND ↖ MonoCon > FocalsConv. We
also notice that SECOND outperforms MonoCon when the
distance is larger while they have a similar performance
within short distances, which could be due to the accurate
estimation of large distances by LiDAR sensors and the lack
of depth information in the 2D camera images. However,
this does not mean that image data do not have meaningful
features because CLOCs is always more robust than SEC-
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Model Input Attack Radius Benign Adv (Vanilla) Adv (Smoothed) Certification
Modality Det@80 AP@50 Det@80 AP@50 Det@80 AP@50 Det@80 AP@50

MonoCon
(Liu, Xue, and Wu 2022) Image

|r| ↗ 10↓

100.00% 100.00%

58.06% 56.45% 80.65% 82.26% 75.81% 0.00%
|r| ↗ 15↓ 58.06% 54.84% 80.65% 82.26% 75.81% 0.00%
|r| ↗ 20↓ 58.06% 53.23% 80.65% 74.19% 75.81% 0.00%
|r| ↗ 25↓ 45.16% 35.48% 80.65% 16.13% 75.81% 0.00%
|r| ↗ 30↓ 32.26% 0.00% 80.65% 3.23% 75.81% 0.00%

SECOND
(Yan, Mao, and Li 2018) Point Cloud

|r| ↗ 10↓

100.00% 100.00%

19.35% 96.77% 0.00% 100.00% 0.00% 100.00%
|r| ↗ 15↓ 19.35% 96.77% 0.00% 100.00% 0.00% 100.00%
|r| ↗ 20↓ 19.35% 96.77% 0.00% 100.00% 0.00% 100.00%
|r| ↗ 25↓ 1.61% 83.87% 0.00% 96.77% 0.00% 0.00%
|r| ↗ 30↓ 1.61% 51.61% 0.00% 54.84% 0.00% 0.00%

CLOCs
(Pang, Morris, and Radha 2020)

Image +
Point Cloud

|r| ↗ 10↓

100.00% 100.00%

100.00% 90.32% 88.71% 100.00% 88.71% 100.00%
|r| ↗ 15↓ 100.00% 90.32% 66.13% 98.39% 66.13% 87.10%
|r| ↗ 20↓ 100.00% 88.71% 50.00% 98.39% 50.00% 69.35%
|r| ↗ 25↓ 20.97% 87.10% 50.00% 98.39% 50.00% 67.74%
|r| ↗ 30↓ 3.23% 80.65% 50.00% 98.39% 50.00% 53.23%

FocalsConv
(Chen et al. 2022)

Image +
Point Cloud

|r| ↗ 10↓

100.00% 100.00%

100.00% 96.77% 100.00% 100.00% 100.00% 0.00%
|r| ↗ 15↓ 100.00% 0.00% 100.00% 0.00% 100.00% 0.00%
|r| ↗ 20↓ 100.00% 0.00% 100.00% 0.00% 100.00% 0.00%
|r| ↗ 25↓ 100.00% 0.00% 100.00% 0.00% 100.00% 0.00%
|r| ↗ 30↓ 98.39% 0.00% 100.00% 0.00% 100.00% 0.00%

MVX-Net
(Sindagi, Zhou, and Tuzel 2019)

Image +
Point Cloud

|r| ↗ 10↓

100.00% 100.00%

100.00% 96.77% 100.00% 100.00% 100.00% 0.00%
|r| ↗ 15↓ 100.00% 96.77% 100.00% 100.00% 100.00% 0.00%
|r| ↗ 20↓ 90.32% 96.77% 100.00% 100.00% 100.00% 0.00%
|r| ↗ 25↓ 3.23% 75.81% 100.00% 100.00% 100.00% 0.00%
|r| ↗ 30↓ 3.23% 75.81% 93.55% 100.00% 99.71% 0.00%

(a) Rotation
Model Input Attack Radius Benign Adv (Vanilla) Adv (Smoothed) Certification

Modality Det@80 AP@50 Det@80 AP@50 Det@80 AP@50 Det@80 AP@50

MonoCon
(Liu, Xue, and Wu 2022) Image

10 ↗ z ↗ 11

100.00% 100.00%

66.13% 77.42% 66.13% 77.42% 64.52% 41.94%
10 ↗ z ↗ 12 62.90% 74.19% 62.90% 74.19% 61.29% 1.61%
10 ↗ z ↗ 13 56.45% 72.58% 56.45% 72.58% 51.61% 0.00%
10 ↗ z ↗ 14 46.77% 33.87% 46.77% 33.87% 41.94% 0.00%
10 ↗ z ↗ 15 27.42% 1.61% 27.42% 1.61% 27.42% 0.00%

SECOND
(Yan, Mao, and Li 2018) Point Cloud

10 ↗ z ↗ 11

100.00% 100.00%

0.00% 93.55% 0.00% 100.00% 0.00% 0.00%
10 ↗ z ↗ 12 0.00% 80.65% 0.00% 80.65% 0.00% 0.00%
10 ↗ z ↗ 13 0.00% 80.65% 0.00% 80.65% 0.00% 0.00%
10 ↗ z ↗ 14 0.00% 80.65% 0.00% 80.65% 0.00% 0.00%
10 ↗ z ↗ 15 0.00% 80.65% 0.00% 80.65% 0.00% 0.00%

CLOCs
(Pang, Morris, and Radha 2020)

Image +
Point Cloud

10 ↗ z ↗ 11

100.00% 100.00%

100.00% 93.55% 93.55% 100.00% 67.74% 79.03%
10 ↗ z ↗ 12 100.00% 80.65% 93.55% 80.65% 66.13% 51.61%
10 ↗ z ↗ 13 85.48% 80.65% 88.71% 80.65% 64.52% 48.39%
10 ↗ z ↗ 14 64.52% 80.65% 85.48% 80.65% 62.90% 48.39%
10 ↗ z ↗ 15 64.52% 80.65% 83.87% 80.65% 61.29% 48.39%

FocalsConv
(Chen et al. 2022)

Image +
Point Cloud

10 ↗ z ↗ 11

100.00% 100.00%

96.77% 0.00% 96.77% 100.00% 54.84% 0.00%
10 ↗ z ↗ 12 96.77% 0.00% 96.77% 100.00% 4.84% 0.00%
10 ↗ z ↗ 13 0.00% 0.00% 0.00% 82.26% 0.00% 0.00%
10 ↗ z ↗ 14 0.00% 0.00% 0.00% 14.52% 0.00% 0.00%
10 ↗ z ↗ 15 0.00% 0.00% 0.00% 8.06% 0.00% 0.00%

MVX-Net
(Sindagi, Zhou, and Tuzel 2019)

Image +
Point Cloud

10 ↗ z ↗ 11

100.00% 100.00%

88.71% 96.77% 100.00% 100.00% 100.00% 0.00%
10 ↗ z ↗ 12 88.71% 96.77% 100.00% 100.00% 98.39% 0.00%
10 ↗ z ↗ 13 88.71% 96.77% 100.00% 100.00% 98.39% 0.00%
10 ↗ z ↗ 14 88.71% 96.77% 100.00% 100.00% 96.77% 0.00%
10 ↗ z ↗ 15 20.97% 96.77% 95.16% 100.00% 85.48% 0.00%

(b) Shifting

Table 1: Certified and empirical robustness of different models against different semantic transformations. 62 scenarios are
evaluated for each transformations and we report the percentage of correct and (certifiably or empirically) robust scenarios. Each
row represents the corresponding model and attack radius. “Benign”, “Adv (Vanilla)”, “Adv (Smoothed)”, and “Certification”
stand for benign performance, vanilla models’ performance under attacks, smoothed models’ performance under attacks, and
certified lower bound of performance under bounded transformations. Det@80 and AP@50 mean that we use 0.8 and 0.5 as
the thresholds of confidence score and IoU score. Results under other thresholds are in Appendix D.2.

OND, which could be caused by the fact that more candi-
dates are proposed by 2D detectors (Faster RCNN in our
case) which are ignored by the point cloud detectors. On the
other hand, there is an interesting finding that FocalsConv
performs poorly against shifting transformation. The reason
might be that FocalsConv highly depends on the image fea-
tures, and shifting transformation can attack the image and
point cloud spaces at the same time. This implies that the de-
sign of the fusion mechanism is also an important factor on
the robustness of multi-modal sensor fusion models. More
findings and failure case analysis are in Appendix D.2 and
Appendix D.5.

5 Conclusion
In this work, we provide the first robustness certifica-
tion framework COMMIT for multi-sensor fusion systems
against semantic transformations. Our theoretical certifica-

tion framework is flexible for different models and transfor-
mations. Our evaluations show that current fusion models
are more robust than single-modal models, and the design
of the fusion mechanism is an important factor in improving
the robustness against semantic transformations.
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