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Abstract

Zeroth-order (ZO) optimization as the gradient-free method
has become a powerful tool when the first-order gradient is
unavailable or expensive to obtain, especially in decentralized
learning scenarios where data and computational resources
are distributed across multiple clients. There have been many
efforts to analyze the optimization convergence rate of zeroth-
order decentralized stochastic gradient descent (ZO-DSGD)
algorithms. However, the generalization of these methods has
not been well studied. In this paper, we provide a general-
ization analysis of ZO-DSGD with changing topology, where
the clients run zeroth-order SGD with local data and commu-
nicate with each other according to time-varying topology.
We systematically analyze the generalization error in convex,
strongly convex, and non-convex cases. The obtained results
in the convex and strongly convex cases with zeroth-order
oracles recover the results of SGD. Moreover, the general-
ization bounds derived in non-convex cases align with that
of DSGD. To capture the influence of communication topol-
ogy on the generalization performance, we analyze local gen-
eralization bounds concerning local models held at different
clients. The obtained results reflect the influence of the num-
ber of clients, local sample size, and topology on the gener-
alization error. To the best of our knowledge, this is the first
work that provides a generalization analysis of zeroth-order
decentralized stochastic gradient descent methods and recov-
ers the results of SGD.

Introduction
Zeroth-order (ZO) optimization algorithms play an impor-
tant role in scenarios where gradients are either unavail-
able or too costly to compute, such as black-box optimiza-
tion (Chen et al. 2024; Fang et al. 2022), reinforcement
learning (Zhong et al. 2024), and prompt engineering (Liu
et al. 2023). In addition to the constraints on gradient com-
putation, practical applications often involve decentralized
clients with limited communication capabilities (Tang et al.
2018; Koloskova et al. 2020; Martı́nez Beltrán et al. 2023).
Zeroth-order decentralized stochastic gradient descent(ZO-
DSGD) and its variants offer a promising solution to address
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constraints on data privacy (Chen et al. 2023), network com-
munication (Qiu, Shanbhag, and Yousefian 2023), and gradi-
ent computation (Chen et al. 2024). In this approach, clients
perform local updates using zeroth-order estimated gradi-
ents and communicate with each other according to the net-
work topology.

The theoretical analysis of zeroth-order stochastic algo-
rithms can be divided into two primary categories: optimiza-
tion error (Nesterov and Spokoiny 2017) and generaliza-
tion error (Nikolakakis et al. 2022). Specifically, optimiza-
tion error reflects the convergence speed of the algorithm on
seen data during training (Duchi et al. 2015). Generaliza-
tion error measures the algorithm’s performance on unseen
data, which is fundamental for evaluating the machine learn-
ing models (Liu et al. 2024). The optimization analysis of
zeroth-order algorithms in the decentralized learning setting
concern the communication complexity (Li et al. 2019; Fang
et al. 2022), dimension dependence (Gu et al. 2024; Li et al.
2024) and convergence rate (Shamir 2017; Ling et al. 2024).
Existing generalization analysis of zeroth-order algorithms
primarily focuses on centralized settings (Nikolakakis et al.
2022; Chen et al. 2023; Liu et al. 2024). Although these
works indicate that the generalization bounds for centralized
ZO-SGD are comparable to those of SGD in non-convex
case (Nikolakakis et al. 2022), it remains an open question
whether these bounds align in convex case (Liu et al. 2024).
Furthermore, the generalization performance of zeroth-order
stochastic algorithms in decentralized settings (Wang and
Chen 2024) has not been carefully examined.

Recent works have developed generalization error bounds
for decentralized stochastic gradient descent (DSGD) us-
ing algorithm stability tools (Richards and Rebeschini 2020;
Sun, Li, and Wang 2021; Deng et al. 2023; Zhu et al. 2022;
Le Bars et al. 2024). Algorithm stability assesses the sensi-
tivity of the random algorithm to perturbations in the train-
ing dataset, providing insights into the generalization error
of the algorithm (Bousquet and Elisseeff 2002; Lei and Ying
2020). The stability analysis of DSGD involves the ran-
domness of the data samples and the communication topol-
ogy among clients at each iteration (Wang and Chen 2024).
However, the influence of the communication topology on
the generalization performance has not been well under-
stood. Some of the existing generalization bounds of DSGD
are topology-dependent and suggest that sparse communica-
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tion topology has a negative impact on generalization (Sun,
Li, and Wang 2021; Deng et al. 2023; Zhu et al. 2022). How-
ever, another line of work derives topology-independent
generalization bounds for DSGD, which indicates that the
communication topology has no effect on the generalization
error (Richards and Rebeschini 2020; Le Bars et al. 2024).

The inconsistency of generalization bounds on centralized
zeroth-order SGD and first-order DSGD algorithms moti-
vates us to ask the following question: How does the com-
munication topology of ZO-DSGD impact its general-
ization error? Is the generalization bound of ZO-DSGD
consistent with DSGD and SGD?

To answer the above questions, we investigate the gen-
eralization error of zeroth-order decentralized SGD (ZO-
DSGD) with changing topology. Our analysis framework
covers zeroth-order federated learning (Local SGD) as a
special case. We provide systematic generalization error
bounds for ZO-DSGD in the convex, strongly convex, and
non-convex cases. The obtained results for the consensus
model match those of SGD in the convex and strongly con-
vex cases, and they recover the results of DSGD in the
non-convex case. Moreover, we derive generalization error
bounds for local models, and the obtained results reflect the
influence of the communication topology. Our contributions
are summarized as follows:

• We conduct a comprehensive analysis of the generaliza-
tion error of ZO-DSGD. Instead of analyzing the de-
centralized systems with fixed communication topology,
we consider the case where the communication topology
may change over time. Our unifying framework covers a
class of methods, such as zeroth-order federated learning
(Local SGD) and its decentralized variants.

• We provide generalization error bounds for the consen-
sus model of ZO-DSGD using algorithm stability tools.
The obtained results recover those of SGD in the con-
vex, strongly convex, and non-convex cases. To the best
of our knowledge, this is the first work that provides gen-
eralization bounds matching those of SGD in the convex
and strongly convex cases.

• We derive generalization error bounds for the local mod-
els of ZO-DSGD, which is more practical when the dis-
tributed data is heterogeneous and communication is lim-
ited or unstable. The derived generalization bounds of
local models reflect the influence of the communication
topology. Our results match the generalization bounds of
DSGD in the convex, strongly convex, and non-convex
cases with proper learning rates.

Notations. Throughout this paper, we denote the unit
sphere by Sd−1. For any x ∈ Rd, we denote by ∥x∥ =
the standard ℓ2-norm. ∇f(·) denotes the gradient of a func-
tion f, and ∇̃f(·) denotes the zeroth-order gradient estima-
tor. [m] denotes the set {1, · · · ,m}. Im ∈ Rm×m denotes

the identity matrix. The parameter Γd
K =

√
K+d−1

K is fre-
quently used in our analysis.

Algorithm 1: ZEROTH-ORDER DECENTRALIZED SGD

Require: for each client i ∈ [m] initialize x0
i ∈ Rd, learn-

ing rate {ηt}T−1
t=0 , iteration number T , mixing matrix

distributionsWt.
1: for t in 0 . . . T − 1 do
2: Sample Wt ∼ Wt

3: for client i ∈ [m] in parallel do
4: Generate Zjt

i and {vt
i,k}Kk=1 from Si and

√
dSd−1

uniformly
5: Compute gt

i ← ∇̃fi(xt
i;Z

jt
i , {vt

i,k}Kk=1, ϵ)

6: x
t+ 1

2
i = xt

i − ηtg
t
i ▷ stochastic updates with

zeroth-order oracles
7: xt+1

i ←
∑m

j=1 W
t
ijx

t+ 1
2

j ▷ gossip averaging
8: end for
9: end for

Preliminaries
Distributed Learning with Heterogeneous Data
Consider a distributed system with m clients (Shamir and
Srebro 2014). Let Di be the unknown data distribution asso-
ciated with the i-th client (i = 1, · · · ,m), which is defined
on a sample space Z . If Di ≡ D for all clients, the sys-
tem is called homogeneous. In this paper, we consider the
heterogeneous distributed setting where the Di varies across
clients (Zhao et al. 2018; Reddi et al. 2020). The goal of
distributed learning is to learn a hypothesis parameterized
by x ∈ Ω,Ω ⊆ Rd, to minimize the global population risk
F (x) : Ω→ R. That is,

F (x) =
1

m

m∑
i=1

Fi(x), Fi(x) = EZi∼Di [f(x;Zi)],

where each client i ∈ [m] holds the local population risk
Fi(x) realized by its distribution Di, and f(x; ·) is the ob-
jective function.

In practice, it is impossible to access the population risk
F (x) since the distributions {Di}mi=1 are unknown. There-
fore, we turn to optimize the global empirical risk realized
by the data set sampled from the unknown distributions
{Di}mi=1. Let Si = {Zj

i }nj=1 denote the local training set
located on the i-th client, which consists of n i.i.d. realiza-
tions of Z following Di. The global empirical risk FS(x) is
defined as

FS(x) =
1

m

m∑
i=1

FSi(x), FSi(x) =
1

n

n∑
j=1

f(x;Zj
i ),

where each FSi
(x) denotes the local empirical risk at the

i-th client, and S = S1 ∪ · · · ∪ Sm represents the global
training set across all clients.

Decentralized Learning with Changing Topology
In a decentralized setting, the topology of the communi-
cation network can be represented as an undirected graph:
(V,E), where V = {1, · · · ,m} denotes the client set and
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E ⊆ V × V represents the edge set. The communication
topology is represented by a mixing matrix W ∈ Rm×m,
where Wij ≥ 0 and Wij denotes the communication
weight from client j to client i. The goal of decentralized
learning is to learn local models {xT

i }mi=1 or a consensus
model xT = 1

m

∑m
i=1 x

T
i , where xi denotes the local model

on the i-th client and T is the total iteration number.
Let xt

i represent the local model on the i-th client at the
t-th step, and x0

i ≡ x0 be the initial point. At iteration
t, each client first updates its local model by the stochas-
tic gradient ∇f(xt

i;Z
jt
i ), where Zjt

i is the data uniformly
sampled from Si. The local update rule can be written as
x
t+ 1

2
i = xt

i − ηt∇f(xt
i;Z

jt
i ), where ηt is the learning rate

at step t. Then, each client aggregates its updated models
with its neighbors according to the communication matrix
Wt at iteration t. The aggregating step can be written as
xt+1
i =

∑m
j=1 W

t
ijx

t+ 1
2

j .

Decentralized Learning with Zeroth-order Oracles

ZO optimization methods are widely used in scenarios
where the gradients are not available or too expensive to
compute. Instead of computing the first-order gradient, ZO
methods perturb the model and use the corresponding func-
tion values to estimate the gradient. In this paper, we con-
sider the forward difference estimator, which is defined as

∇̃f(xt
i;Z

jt
i , {vt

i,k}Kk=1, ϵ)

=
1

K

K∑
k=1

f(xt
i + ϵvt

i,k;Z
jt
i )− f(xt

i;Z
jt
i )

ϵ
vi,k,

where xt
i is the local model at time t, Zjt

i is the data uni-
formly sampled from Si, ϵ > 0 is the perturbation parame-
ter and {vt

i,k}Kk=1 are i.i.d. random vectors uniformly sam-
pled from the sphere

√
dSd−1. Although our theoretical re-

sults are derived for random vectors sampled from
√
dSd−1,

they can be extended to other distributions, such as standard
Gaussian distributionN (0, Id) or uniformly l2-ball distribu-
tion U(

√
d+ 2Bd−1) (Liu et al. 2024).

In this paper, we consider zeroth-order decentralized SGD
defined in Algorithm 1. At iteration t, each client i first
samples a data point Zjt

i and K random vectors {vt
i,k}Kk=1

from the corresponding uniform distribution, and then esti-
mate the gradient ∇̃f(xt

i;Z
jt
i , {vt

i,k}Kk=1, ϵ) using the for-
ward difference estimator. Then, each client updates its lo-
cal model xt+ 1

2
i using the estimated gradient. Finally, each

client averages its updated models with its neighbors accord-
ing to the communication matrix Wt generated from a dis-
tributionWt at iteration t.

Note that zeroth-order federated learning (Local SGD)
can be seen as a special case of decentralized learning with
a time-varying topology. That is, the mixing matrix Wt is
set as the identity matrix Im at local update steps and is set
as the original mixing matrix at gossip averaging steps.

Assumptions and Definitions
Assumption 1 (Lipschitz continuous) Assume the objec-
tive function f is L-Lipschitz. That is, for any z ∈ Z and
any x,x′ ∈ Ω, there exists constant L ≥ 0 such that

∥f(x, z)− f(x′, z)∥ ≤ L∥x− x′∥.

Assumption 2 (Smoothness) Let β ≥ 0. For any sample
z ∈ Z and x,x′ ∈ Ω, there has

∥∇f(x, z)−∇f(x′, z)∥ ≤ β∥x− x′∥.

Assumption 3 (Strongly convex) Let Ω be a convex com-
pact set, the objective function f : Ω → R is µ-strongly
convex, i.e., for all x,x′ ∈ Ω, we have

f(x) ≥ f(x′) +∇f(x′)⊤(x− x′) +
µ

2
∥x− x′∥2.

Remark 1 Lipschitz continuity and smoothness are widely
used in the analysis of optimization and generalization
(Reddi et al. 2016; Allen-Zhu and Hazan 2016; Bousquet
and Elisseeff 2002; Hardt, Recht, and Singer 2016). Al-
though standard, these properties can be relaxed using the
techniques for generalization analysis in (Lei and Ying
2020; Chen et al. 2023; Lei, Sun, and Liu 2023).

Assumption 4 The mixing matrix Wt is doubly stochas-
tic, i.e., Wt

ij ≥ 0 for all i, j ∈ [m] and
∑m

j=1 W
t
ij =∑m

i=1 W
t
ij = 1 for all i, j ∈ [m].

Remark 2 In this paper, we do not require the communica-
tion network to be connected. The mixing matrix Wt can be
set as identify matrix Im, which means that each client runs
zeroth-order local update without communication at step t.

Excess error measures the distance between the learned
consensus model A(S) and the optimal model x∗ with re-
spect to the global population risk. It can be decomposed
into generalization error and optimization error.

Definition 1 (Excess Error Decomposition) Denote x∗
S =

argminx FS(x) and x∗ = argminx F (x) as the optimal
model of global empirical risk and population risk min-
imization respectively. Let A(S) represent the consensus
model generating by algorithm A on dataset S, then the ex-
cess error F (A(S))− F (x∗) can be decomposed as

EA,S [F (A(S))− F (x∗)]︸ ︷︷ ︸
Excess error

≤ EA,S [F (A(S))− FS(A(S))]︸ ︷︷ ︸
Generalization error

+ EA,S [FS(A(S))− FS (x∗
S)]︸ ︷︷ ︸

Optimization error

,

where the inequality holds since EA,S [FS (x∗
S)] ≤

EA,S [FS (x∗)] = ES [F (x∗)] .

The second term in the decomposition is the optimization
error, which measures the performance of consensus model
A(S) with respect to the global empirical risk. It can be ad-
dressed by optimization tools in decentralized learning. In
this paper, we focus on the first term, generalization error,
which measures the performance gap between the global
population risk and the global empirical risk.
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Algorithm stability is a popular tool for bounding the gen-
eralization error of randomized algorithms (Bousquet and
Elisseeff 2002; Elisseeff, Evgeniou, and Pontil 2005). The
stability measures the sensitivity of a random algorithm to
perturbations in the training samples. To bound the gener-
alization error of the consensus model, we first introduce
the definition of uniform stability (Hardt, Recht, and Singer
2016; Liu et al. 2024) for heterogeneous data.
Definition 2 (Neighboring Datasets) Two datasets are
said to be neighboring if they only differ in one data point.
Let Zj

i ∈ S be the j-th data point on the i-th client and
Ẑj
i ∈ S(i,j) be the independent copy of Zj

i , we use S and
S(i,j) to denote the neighboring datasets with different data
points Zj

i and Ẑj
i .

Definition 3 (Uniform Stability (Lei and Ying 2020))
Let A be a randomized algorithm, we say A is ϵ-uniformly
stable if for all neighboring datasets S, S(i,j), we have

sup
Z

EA

[∣∣∣f(A(S), Z)− f
(
A
(
S(i,j)

)
, Z
)∣∣∣] ≤ ϵ.

For generalization analysis of centralized or homoge-
neous distributed algorithms, the definition of uniform sta-
bility only involves one unknown data distribution. In het-
erogeneous decentralized systems with m clients, its defi-
nition involves m unknown data distributions. The relation-
ship between uniform stability and generalization error is
given in the following lemma (Lei and Ying 2020).
Lemma 1 (Generalization via Uniform Stability) If the
consensus model learned by ZO-DSGD is ϵ-stable under
uniform stability in function values, we have

|EA,S [F (A(S))− FS(A(S))]| ≤ ϵ.

Remark 3 Uniform stability measures the distance be-
tween learned models conducted on neighboring datasets
S and S(i,j). With the assumption that the loss function
is L-Lipschitz, the uniform stability ϵ can be chosen as
LEA

[∥∥A(S)−A(S(i,j))
∥∥] . For stochastic gradient algo-

rithms, the expectation is taken over the randomness of the
sampled data at each iteration. For the zeroth-order stochas-
tic algorithms, the expectation is taken over the randomness
of the sampled data and the random vectors used to perturb
the model at each step.

Our generalization error bounds depend on the communi-
cation matrix product defined as follows.
Definition 4 (Communication Matrix Product WT−1:t )
For any t ≤ T − 1, let WT−1:t = WT−1WT−2 · · ·Wt be
the product of matrices from iteration T − 1 to t, where Wt

is the communication matrix at iteration t.

Generalization Error for Consensus Model
In this section, we present the generalization bounds of ZO-
DSGD for the consensus model A(S) = 1

m

∑m
i=1 x

T
i . Our

results recover the generalization bounds of DSGD in the
non-convex cases and match the generalization bounds of
SGD in the convex and strongly convex cases. As far as we
know, this is the first work that recovers the results of SGD
in the line of zeroth-order stochastic algorithms.

Stability Analysis
Stability analysis involves the upper bound of difference
between the consensus model A(S) and A(S(ij)), where
S(ij) is the neighboring dataset of S. Let xt = 1

m

∑m
i=1 x

t
i

and x̃t = 1
m

∑m
i=1 x̃

t
i be the consensus models induced by

neighboring dataset S and S(ij), respectively. The update
rules of i-th client at step t can be written as:

xt+1
i = xt

i − ηt∇̃f(xt
i;Z

jt
i , {vt

i,k}kk=1, ϵ),

x̃t+1
i = x̃t

i − ηt∇̃f(x̃t
i; Z̃

jt
i , {vt

i,k}kk=1, ϵ),

where jt is the index of the data point uniformly sampled
from [n] at iteration t. The key step of stability-based gen-
eralization analysis is to bound the iterate stability error
EA[∥xT − x̃T ∥]. Previous generalization analysis of zeroth-
order algorithms rely on the decomposition technique devel-
oped in (Nikolakakis et al. 2022), which directly breaks the
zeroth-order stability error into gradient approximation er-
ror and first-order stability term. However, previous results
based on this decomposition technique fail to recover the
generalization bounds of SGD in the convex and strongly
convex cases. Instead of decomposing the zeroth-order sta-
bility error into the gradient stability term and gradient ap-
proximation term, we carefully decompose the zeroth-order
stability error by considering the convexity of the objective
function. With this new decomposition technique, we derive
the following lemma on the zeroth-order growth recursion.

Lemma 2 (Zeroth-order Growth Recursion) Consider
two update sequences {xt

i}Tt=0 and {x̃t
i}Tt=0 started from

the same initial point x0
i = x̃0

i . Let δti = ∥xt
i − x̃t

i∥ be
the stability error at step t. If f is β-smooth, there exist a
sequence of weights αt such that the following properties
hold for any i ∈ [m], and 0 ≤ t < T.

• If Zjt
t = Z̃jt

t , we have E∥δt+1
i ∥ ≤ αtE∥δti∥+ ϵηtβd

3/2.

• If Zjt
t ̸= Z̃jt

t , we have E∥δt+1
i ∥ ≤ min(αt, 1)E∥δti∥ +

2ηtLΓ
d
K + ϵηtβd

3
2 .

Specifically, αt can be chosen as follows.

• If f is β-smooth, αt = 1 + ηtβΓ
d
K .

• If f is convex and β-smooth, then for ηt ≤ 2K
β(K+d−1) ,

αt = 1.

• If f is µ-strongly convex and β-smooth, then for any ηt ≤
2K

(β+µ)(K+d−1) , αt = 1− ηtβµ
β+µ .

Remark 4 Lemma 2 provides the growth recursion of the
zeroth-order update rule in the convex, strongly convex, and
non-convex cases. The last term in the growth recursion is
the second-order approximation error of the ZO estimator.
Compared with the growth recursion of SGD developed in
(Hardt, Recht, and Singer 2016), the choice of learning rate
ηt in Lemma 2 depends on the model parameter dimension d
and the number of random perturbations K. Compared with
the growth recursion of ZO-SGD developed in (Nikolakakis
et al. 2022; Liu et al. 2024), our results are tighter.
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Generalization Error Bounds for Consensus Model
With the zeroth-order growth recursion in Lemma 2, we
derive generalization error bounds for the consensus model
A(S) = 1

m

∑m
i=1 x

T
i learned by ZO-DSGD. Recent works

have shown that the generalization bounds of DSGD match
those of SGD in the strongly convex case. However, there
is still a gap between the generalization bounds of ZO-SGD
and SGD in the convex and strongly convex cases (Liu et al.
2024). In this paper, we aim to bridge this gap by providing
generalization bounds for ZO-DSGD.

Theorem 3 (Convex Case) Assume that the loss function
f(·, z) is convex, L-Lipschitz (Assumption 1) and β-smooth
(Assumption 2). Let A(S) = 1

m

∑m
i=1 x

T
i be the final con-

sensus model produced by algorithm ZO-DSGD with mixing
matrix Wt satisfying Assumption 4. When ηt ≤ 2K

β(K+d−1)

and ϵ ≤ LΓd
k

βmnd3/2 , ZO-DSGD has a bounded expected gen-
eralization error:

|EA,S [F (A(S))− FS(A(S))]| ≤
3L2Γd

k

∑T−1
t=0 ηt

mn
.

Moreover, with constant learning rate ηt ≡ η0, the upper
bound is simplified as 3L2Γd

kη0T
mn .

Remark 5 Theorem 3 provides global generalization
bounds on average final model xT = 1

m

∑m
i=1 x

T
i . When

applying constant learning rate, Theorem 3 matches the
optimal rate of order O( T

mn ) in centralized SGD (Hardt,
Recht, and Singer 2016; Zhang et al. 2022). Previous gen-
eralization bounds of orderO( T

mn ) for ZO-SGD require ap-
plying monotonically non-increasing learning rate C

t+1 (Liu
et al. 2024), which is a stronger assumption.

Next, we consider the strongly convex case. Let ΠΩ(x) =
argminx′∈Ω ∥x − x′∥ be the Euclidean projection onto the
convex compact set Ω. In the strongly convex case, we re-
place the stochastic update step in Algorithm 1 with its pro-
jected version as follows:

x
t+ 1

2
i = ΠΩ

(
xt
i − ηt∇f(xt

i;Z
jt
i )
)
.

Theorem 4 (Strongly Convex Case) Assume that the loss
function f(·, z) is strongly convex, L-Lipschitz (Assumption
1) and β-smooth (Assumption 2). Let A(S) = 1

m

∑m
i=1 x

T
i

be the final consensus model produced by algorithm ZO-
DSGD with mixing matrix Wt satisfying Assumption 4.
When ηt ≤ K

β(K+d−1) , ϵ ≤
LΓd

k

βmnd3/2 , ZO-DSGD has a
bounded expected generalization error:

|EA,S [F (A(S))− FS(A(S))]| ≤
6L2Γd

k

µmn
.

Remark 6 Theorem 4 presents generalization error bounds
that match that of SGD (Hardt, Recht, and Singer 2016) and
DSGD (Le Bars et al. 2024) in the strongly convex case. This
is the first generalization bound for a ZO algorithm that
aligns with the result of SGD. The key to getting improved
results is the new decomposition technique used in Lemma
2, which allows us to control the ZO growth recursion.

Theorem 5 (Non-convex Case) Assume that the loss func-
tion f(·, z) ∈ [0, 1] is L-lipschitz (Assumption 1) and β-
smooth (Assumption 2). Let A(S) = 1

m

∑m
i=1 x

T
i be the

final consensus model produced by algorithm ZO-DSGD
with mixing matrix Wt satisfying Assumption 4. When ηt ≤

C
(t+1)Γd

K

, ϵ ≤ LΓd
k

βmnd3/2 , ZO-DSGD has a bounded expected
generalization error:

|EA,S [F (A(S))− FS(A(S))]|

≤
(
1 +

1

βC

)(
3L2C

) 1
βC+1

T
βC

βC+1

m
1

βC+1n
.

Remark 7 Theorem 5 presents the generalization error of
ZO-DSGD in the non-convex case. The obtained general-
ization bound is of order O

(
Ta

m1−an

)
, where a = βC

βC+1 ∈
(0, 1). This bound aligns with the result for DSGD derived
recently in Le Bars et al. (2024).

Note that the generalization bounds in Theorem 3, 4, and
5 are topology-independent. It indicates that the communi-
cation topology has no impact on the generalization error
of the consensus model learned by ZO-DSGD. This conclu-
sion aligns with previous generalization analysis of DSGD
(Le Bars et al. 2024; Wang and Chen 2024). Nonetheless,
considering that the optimization error is influenced by the
topology, the final excess risk still depends on the topology.

Generalization Error for Local Models
In the last section, we provide generalization bounds for the
average model xt = 1

m

∑m
i=1 x

t
i with respect to global gen-

eralization error F (xT )−FS(x
T ). However, the global gen-

eralization bound fails to characterize the individual gener-
alization performance Fi(x

T
i )−FSi

(xT
i ) of the local model

at each client. Considering that obtaining the average model
xt is challenging when the communication is limited or un-
stable, we provide the generalization bounds for local mod-
els {xt

i}mi=1 in this section. The corresponding results are
practical, especially in decentralized systems with changing
topology. Specifically, we provide generalization bounds for
local models in the convex, strongly convex, and non-convex
cases. The obtained results reflect the influence of the com-
munication topology on the generalization performance.
Theorem 6 (Convex Case) Assume that the loss function
f(·, z) is convex, L-Lipschitz (Assumption 1) and β-smooth
(Assumption 2). Let WT−1:t denote the matrix product as
defined in Definition 4, and let Ai(S) = xT

i represent the
local model at the i-th client after T iterations of ZO-DSGD.
Assume ϵ ≤ LΓd

k

βmnd3/2 , ηt ≤ 2K
β(K+d−1) , and that the mixing

matrix Wt satisfies Assumption 4. For any i ∈ [m], the local
generalization error associated with Ai(S) is bounded by:

|ES,A [Fi(Ai(S))− FSi(Ai(S))]|

≤ 2L2Γd
K

n

T−1∑
t=0

ηt

(
WT−1:t

i,i +
1

m

)
,

where Fi(Ai(S)) = Fi(x
T
i ) and FSi

(Ai(S)) = FSi
(xT

i )
represent the local population risk and local empirical risk
at each client, respectively.
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Remark 8 Theorem 6 provides the generalization error
bounds for local models {xT

i }mi=1 learned by ZO-DSGD,
which holds for decentralized systems with time-varying
topology. Compared to the topology-independent bounds de-
rived for global generalization error, the results in Theo-
rem 6 capture the influence of communication topology on
local generalization error ES,A [Fi(Ai(S))− FSi

(Ai(S))] .
In the special case that the communication network is com-
plete (fully connected) at each step, the topology-dependent
term satisfies WT−1:t

i,i = 1
m . The local generalization

bounds can be simplified as 4L2Γd
K

mn

∑T−1
t=0 ηt in this case,

which matches the optimal rate for centralized SGD with
convex loss function (Zhang et al. 2022).

To further analyze the influence of communication topol-
ogy on the average local generalization error of ZO-DSGD,
we provide the following Corollary.
Corollary 7 Under the same conditions of Theorem 6, the
average local generalization error is bounded by:∣∣∣∣∣ES,A

[
1

m

m∑
i=1

(Fi(Ai(S))− FSi(Ai(S)))

]∣∣∣∣∣
≤ 2L2Γd

K

mn

T−1∑
t=0

ηt
(
Tr(WT−1:t) + 1

)
,

where Tr(WT−1:t) is the trace of matrix WT−1:t.

Remark 9 In the setting of centralized federated learning,
we have Tr(WT−1:t) = 1. Corollary 7 has a worst-case up-

per bound O(TΓd
K

n ), since Tr(WT−1:t) ≤ m by the prop-
erty of doubly stochastic matrix. If the topology at step T−1
is fully connected, i.e., WT−1 = 1

m · 1m1⊤
m, we obtain

Tr(WT−1:t) = 1 based on the double stochastic matrix

property. In this case, the bound improves to O(TΓd
K

mn ).

Theorem 8 (Strongly Convex Case) Assume that the loss
function f(·, z) is strongly convex, L-Lipschitz (Assumption
1) and β-smooth (Assumption 2). Let WT−1:t be the ma-
trix product defined in definition 4 and Ai(S) = xT

i be the
local model at i-th client after T iterations of ZO-DSGD
with mixing matrix Wt satisfying Assumption 4. Let t0 =
2β(K+d−1)

µK , apply ηt =
2
µt for t ≥ t0, and ηt ≤ K

β(K+d−1)

for t < t0. With ϵ ≤ LΓd
k

βmnd3/2 , for any i ∈ [m], the local
generalization error is bounded by:

|ES,A [Fi(Ai(S))− FSi(Ai(S))]|

≤ 6L2Γd
K

µnT

T−1∑
t=t0

(
WT−1:t

i,i +
1

m

)
,

where Fi(Ai(S)) = Fi(x
T
i ) and FSi(Ai(S)) = FSi(x

T
i )

represent the local population risk and local empirical risk
at each client, respectively.

Remark 10 Theorem 8 provides the generalization error
bounds for the local model xT

i learned by i-th client. Com-
pared with the consensus model, the generalization error of

local models is directly related to the average local model
stability. It establishes the local generalization bounds of
ZO-DSGD for strongly convex loss functions with a mono-
tonically non-increasing learning rate. For the special case
of centralized ZO-SGD, the topology-dependent term satis-
fies WT−1:t

i,i = 1
m , and the corresponding bound will be

simplified as 12L2Γd
K

µmn .

Corollary 9 Under the same conditions of Theorem 8, the
average local generalization error is bounded by:∣∣∣∣∣ES,A

[
1

m

m∑
i=1

(Fi(Ai(S))− FSi(Ai(S)))

]∣∣∣∣∣
≤ 6L2Γd

K

µmn

T−1∑
t=t0

(
Tr(WT−1:t) + 1

T

)
.

Remark 11 The results in corollary 9 can extend to the
extreme setting where each client operates local SGD
steps without any inter-client communication. In this case,
Corollary 9 has a worst-case upper bound O(Γ

d
K

µn ), since
Tr(WT−1:t) = m. Similar to Corollary 7, as long as the
communication matrix at the last step is fully connected, i.e.,
WT−1 = 1

m · 1m1⊤
m, the bound improves to O( Γd

K

µmn ).

In the non-convex case, we have the following results.

Theorem 10 (Non-convex case) Assume that the loss func-
tion f(·, z) ∈ [0, 1] is L-Lipschitz (Assumption 1) and β-
smooth (Assumption 2). Let WT−1:t be the double product
defined in definition 4 and Ai(S) = xT

i be the local model
at i-th client after T iteration of ZO-DSGD with mixing ma-
trix Wt satisfying Assumption 4. With monotonically non-
increasing learning rate ηt ≤ C

(t+1)Γd
K

and ϵ ≤ LΓd
k

βmnd3/2 ,

for any iteration index t0, the local generalization error is
bounded by:

|ES,A [Fi(Ai(S))− FSi(Ai(S))]|

≤ t0
n

+
2CL2T βC

n

T−1∑
t=t0

(
WT−1:t

i,i + 1
m

(t+ 1)Cβ+1

)
,

where Fi(Ai(S)) = Fi(x
T
i ) and FSi

(Ai(S)) = FSi
(xT

i )
represent the local population risk and local empirical risk
at each client, respectively.

Corollary 11 Under the same conditions of Theorem 10,
with monotonically non-increasing learning rate ηt ≤

C
(Tr(WT−1:t)+1)(t+1)Γd

k

and ϵ ≤ LΓd
k Tr(WT−1:t)

βmnd3/2 , then it fol-
lows that∣∣∣∣∣ES,A

[
1

m

m∑
i=1

(Fi(Ai(S))− FSi(Ai(S)))

]∣∣∣∣∣ ≤ O

(
T

βC
βC+1

m
1

βC+1 n

)
.

Remark 12 Theorem 10 and corollary 11 provide the gen-
eralization error bounds for local models learned by de-
centralized zeroth-order optimization methods. The gener-
alization error bounds depend on the communication matrix
product WT−1:t defined in Definition 4.

17347



Algorithms Reference Learning Rate Assumption Bound
SGD Hardt, Recht, and Singer (2016) ηt ≤ 2

β C O
(
T
n

)
SGD Hardt, Recht, and Singer (2016) ηt ≤ 1

β SC O
(

1
µmn

)
SGD Hardt, Recht, and Singer (2016) ηt ≤ C

t+1 NC O
(

T
βC

βC+1

n

)
DSGD Richards and Rebeschini (2020) ηt ≤ 2

β C O
(

T
mn

)
DSGD Richards and Rebeschini (2020) ηt ≤ 1

β SC O
(

1
µmn

)
DSGD Le Bars et al. (2024) ηt ≤ C

t+1 NC O
(

T
βC

βC+1

m
1

βC+1 n

)
ZO-SGD Liu et al. (2024) ηt ≤ C

(t+1) C O
(
T
n

)
ZO-SGD Nikolakakis et al. (2022) ηt ≤ C

(t+1)Γd
K

NC O
(

T
βC

βC+1

n

)
ZO-DSGD Ours ηt ≤ 2K

β(K+d−1) C O
(

T
mn

)
ZO-DSGD Ours ηt ≤ K

β(K+d−1) SC O
(

1
µmn

)
ZO-DSGD Ours ηt ≤ C

(t+1)Γd
K

NC O
(

T
βC

βC+1

m
1

βC+1 n

)
ZO-DSGD* Ours ηt ≤ 2K

β(K+d−1) C O
(∑T−1

t=0 Ct
topo

mn

)
ZO-DSGD* Ours ηt = min( 2

µt ,
K

β(K+d−1) ) SC O
(∑T−1

t=0 (Ct
topo/T )

µmn

)
ZO-DSGD* Ours ηt ≤ C

(t+1)Γd
kC

t
topo

NC O
(

T
βC

βC+1

m
1

βC+1 n

)
Table 1: Summary of the generalization error bounds for stochastic gradient algorithms and zeroth-order stochastic algorithms.
Here, T represents the total number of iterations, m is the number of clients, n denotes the sample size at each client, C is
a constant, β is the smoothness constant, NC, C and SC are the abbreviations of nonconvex, convex, and strongly convex,
respectively, and Ct

topo = Tr(WT−1:t) + 1 characterizes the properties of the decentralized topology, * represents the results
for local models.

Related Work

We list the most relevant works on SGD, DSGD, and ZO-
SGD in Table 1. For the generalization analysis of ZO al-
gorithms, Nikolakakis et al. (2022) and Liu et al. (2024)
establish generalization bounds of order O(T

βC
βC+1 /n) for

ZO-SGD in the non-convex cases. However, there is still
a gap between the generalization bounds of ZO-SGD and
SGD in the convex and strongly convex cases (Hardt, Recht,
and Singer 2016; Liu et al. 2024). Our generalization bounds
on the consensus model bridge this gap. Our results indicate
that in order to achieve the same convergence rate as the
SGD algorithm, Zero-Order SGD requires a smaller learning
rate (K/(β(K + d− 1)) for ZO-DSGD compared to 1/β
for SGD). For the generalization Analysis of DSGD, exist-
ing works mainly focus on the global performance of the
average consensus model (Richards and Rebeschini 2020;
Le Bars et al. 2024). We analyze not only the generalization
error of the average model in ZO-DSGD but also the gen-
eralization error for local models. Our results show that the
generalization bounds for the consensus model are topology-
independent, and the generalization bounds for local models
are topology-dependent, which reveals the influence of com-
munication topology on the ZO-DSGD.

Conclusion and Limitations

In this paper, we present a systematic analysis of the gener-
alization error of ZO-DSGD, which covers strongly convex,
convex, and non-convex cases. The generalization bounds
for the global consensus model are derived based on the
uniform stability tools. The obtained generalization bounds
match that of centralized SGD and DSGD in the strongly
convex and convex. To the best of our knowledge, this is
the first work on generalization bounds of zeroth-order op-
timization algorithms that also recovers the results of SGD.
Moreover, we propose a new average stability framework for
the generalization analysis of individual local models and
derive the generalization bounds reflecting the explicit in-
fluence of communication topology. Our results provide a
theoretical foundation for understanding the generalization
performance of decentralized zeroth-order optimization al-
gorithms. The limitation of our work lies in the assumption
of Lipschitz and smoothness. In practice, the Lipschitz and
smoothness assumptions may not hold. In the future, we plan
to extend our analysis to more general settings, such as non-
Lipschitz or non-smooth optimization problems. Moreover,
the extension to the minibatch setting is also an interesting
direction for future work.
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