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Abstract

Uncertainty estimation is essential for practical applications
such as decision-making, risk assessment, and human-AlI col-
laboration. However, uncertainty estimation in open-ended
question-answering (QA) tasks presents unique challenges.
The output space for open-ended QA is vast and discrete, and
the autoregressive nature of LLMs, combined with the rapid
increase in model parameters, makes inference sampling sig-
nificantly costly. An ideal uncertainty estimation for LLMs
should meet two criteria: 1) incur no additional inference cost
and 2) capture the semantic dependencies of token-level un-
certainty within sequences. We propose a promising solution
that converts redundancy into randomness in the extensive pa-
rameters of LLMs to quantify knowledge uncertainty. We can
obtain token-level Monte Carlo samples without multiple in-
ferences by introducing randomness during a single forward
pass. We theoretically analyze the FLUE sampling method
and employ a post-processing method to learn the state transi-
tions from token uncertainty to sequence uncertainty. In open-
ended QA tasks, we demonstrate that FLUE can achieve com-
petitive performance in estimating the uncertainty of gener-
ated sentences without extra inference overhead.

1 Introduction

The increasing capabilities of Large Language Models
(LLMs) (Achiam et al. 2023; Touvron et al. 2023a) for
a wide range of applications have sparked growing inter-
est in uncertainty estimation for tasks such as decision-
making, risk assessment, and human-Al collaboration in
real-world scenarios (Amodei et al. 2016; Xiao and Wang
2019; Ye et al. 2024). However, uncertainty estimation for
open-ended question-answering (QA) tasks, a unique advan-
tage of LLMs, faces distinct challenges compared to well-
studied tasks such as classification and regression (Malinin
and Gales 2021). The output space for open-ended ques-
tion answering is discrete and enormous (Malinin and Gales
2021) (i.e., for each question, there are LV possible out-
puts, where L is the output length and V is the vocabulary
size). Moreover, the autoregressive generative structure and
the rapid growth of model parameters make inference sam-
pling significantly expensive.
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Several research efforts have focused on providing tar-
geted optimizations for uncertainty estimation in open-
ended QA with LLMs to address these challenges. Most of
these uncertainty estimation approaches are sample-based
methods (Malinin and Gales 2021; Kuhn, Gal, and Farquhar
2023), which essentially measure the consistency of mul-
tiple sampling outputs by introducing randomness into the
model output process. There are two main approaches: 1)
measuring token-level uncertainty (Malinin and Gales 2021;
Balabanov and Linander 2024) and approximating sequence
uncertainty through entropy chain propagation, where the
uncertainty arises from the inconsistency of the conditional
prediction posterior of ensemble models under the same
prefix condition, ignoring the potential nonlinear relation-
ship between the uncertainties of continuous tokens; and 2)
measuring sequence-level uncertainty (Farquhar et al. 2024;
Manakul, Liusie, and Gales 2023), which leverages the ran-
domness of decoding (e.g., controlling Temperature or Top-
K) to obtain diverse sequence semantics and measure the
inconsistency in the semantic space, inherently requiring ad-
ditional inference costs.

An effective uncertainty estimation for LLMs should pos-
sess two key characteristics: 1) no additional inference cost
and 2) the ability to capture the semantic features of uncer-
tainty in the sequence. One potential solution is to utilize
the large number of parameters in LLMs to introduce ran-
domness in the output and measure knowledge uncertainty.
Recent work has revealed a clear distinction between the
layers in LLMs, with knowledge storage typically located
in the higher-level FFN layers (Chuang et al. 2023; Geva
et al. 2020), and these layers usually exhibit similar char-
acteristics (Sun et al. 2024). Introducing randomness during
a single forward pass enables the acquisition of token-level
Monte Carlo samples without requiring multiple inferences.

In this work, we initially demonstrated that the entropy of
hidden states within a specific layer interval of LLMs can
serve as an approximate upper bound for the entropy of pre-
dictive posterior, providing a theoretical foundation for sub-
sequent sampling strategies. We then introduced the MC-
FLUE sampling method, transforming the multi-layer hid-
den states during forward propagation into a samplable out-
put space. Sampling hidden states within layer intervals pro-
vides an approximation of empirical entropy, which aligns
with the empirical entropy obtained through MC-Dropout



(Gal and Ghahramani 2016). Although this approximation
is effective only within specified layers, it can still be con-
sidered as an approximate upper bound for standard uncer-
tainty estimation. Finally, we designed a post-processing ap-
proach for token uncertainty, updating sequence uncertainty
through a state transition model using new observations (to-
ken uncertainties). Importantly, the state transition model
can utilize more powerful architectures to capture poten-
tial temporal dependencies and non-linear relationships in
the token uncertainty sequence, mitigating the difficulty of
token-based uncertainty methods in accounting for semantic
relationships in generated content.

We validate the effectiveness of FLUE through open-
ended question-answering tasks. We demonstrated that it
can achieve competitive performance in estimating the un-
certainty of generated sentences without incurring extra
inference overhead. This efficiency positions FLUE as a
promising solution for enhancing the safety and reliability
of LLM-powered applications, enabling their deployment in
real-time and resource-constrained environments.

Our contributions are as follows:

* We establish a theoretical analysis demonstrating that
the entropy of hidden states in intermediate layers of
LLMs approximates an upper bound for predictive distri-
bution entropy. Based on this, we introduce MC-FLUE,
a novel single-pass sampling strategy that approximates
MC-Dropout without multiple inferences.

We propose a state transition-based post-processing ap-
proach to capture temporal dependencies and non-linear
relationships in token uncertainty sequences, enabling
semantic-aware sequence-level uncertainty estimation.

Empirical evaluations on open-ended QA tasks, con-
ducted across diverse open-source language models,
demonstrate FLUE’s competitive performance while
maintaining computational parity with standard infer-
ence without uncertainty quantification.

2 Background

From a Bayesian perspective, model outputs involve prob-
ability distributions rather than single point estimates
(MacKay 2003). Bayesian methods combine prior knowl-
edge with observed data to update beliefs about model pa-
rameters, resulting in a posterior distribution. This posterior
distribution reflects the likelihood of parameters given the
data, thus quantifying the uncertainty in the predictions.

2.1 Token Uncertainty of LL.Ms

LLMs aim to learn the conditional probability distribution
P(yily1,-..,y1—1) over sequences from a vocabulary V.
Consider models p(y|z; 87™), 6™ ~ ¢(8), where ¢(6)
is the implicit approximation of posterior p(8|D). Each
model captures the mapping between an input sequence * =
z1,...,x7 € X and a target sequence y = y1,...,Yr € Y,
with 24,41 € {wi,...,wyy|}. The token-level predictive
posterior P(y;|y.;, «, D) of an LLM can be obtained from
following:

P(yly< l,z,D) = Eqe)[P(uily<, x,0)], (1)
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The models in the ensemble can be approximated
by MC-Dropout (Gal and Ghahramani 2016) or Lora-
ensemble (Balabanov and Linander 2024). The token un-
certainty is then estimated by the entropy of the predictive
posterior (Malinin and Gales 2021):

%[P(yl|y<lvsz)] = EP(yl|y<L,m,’D)[7 1nP(yl|y<lvmaD)]
@)

2.2 Sequence Uncertainty of LL.Ms

Length Normalization (Malinin and Gales 2021) employs a
normalization approach, which accumulates token-level un-
certainties while constraining the uncertainties of sequences
of different lengths to the same scale:

L
HIP(ule,D)] ~ Eymrino) | 1 3 HIPily<, D)
1=1
3)
While length-normalized uncertainty uses the same se-
quence prefix for sequence-level uncertainty, it still requires
multiple inferences as token-level uncertainty estimation
needs Monte-Carlo sampling (Equation 2).

Another sequence-level uncertainty estimation method is
Semantic Entropy, which generates multiple completions
and calculates the entropy of their distribution in semantic
space (Farquhar et al. 2024).

3 Methodology

First, Section 3.1 introduces the theoretical foundation for
using the entropy of hidden states as an upper bound for
the entropy of the predictive posterior. Section 3.2 describes
the MC-FLUE sampling method in detail, explaining how to
sample from multiple layers of hidden states in a single for-
ward pass. Section 3.3 discusses a post-processing method
for converting token-level uncertainty to sequence-level.

3.1 Uncertainty of Hidden States

Let’s consider a scenario where we perform forward passes
on multiple models in an ensemble and Monte-Carlo sam-
pling on the hidden layer states rather than on the predictive
posterior. Consider a language model P(y;|y.,;, z,0) with
residual connections between Transformer decoder layers.

Let Hl(i) denote the hidden state of the [-th token at the i-th

layer, fIl(a:b) represent the hidden state from layer a to b con-
sidering residual connections, and y; be the output variable
for the [-th token. Assume the inference process of the lan-

guage model satisfies the Markov property, i.e., given I;Il(a:b)
and 0, y; is conditionally independent of other variables. We
have the following proposition.

Proposition 1. When b is sufficiently close to the total num-
ber of model layers N, there exists a small positive constant
& such that the entropy of the hidden states approximately
upper bounds the entropy of the predictive posterior:

Epoip) [H[y:10]] < Epeop) [H[ﬁl‘b)w}] +5 @)
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Figure 1: FLUE sampling strategy. During a single forward
pass, FLUE selects a consecutive range of hidden layers and
applies layer-wise randomness to their hidden states, ap-
proximating the effect of multiple samples.

where O represents the parameters of the model, and
P(0|D) is the posterior distribution of the parameters given
the training data D.

Proposition 1 suggests that the entropy of the hidden
states can serve as an approximate upper bound for the en-
tropy of the predictive posterior, with a small additional term
0. The details of the proof are provided in Appendix A.

This proposition relies on the observation that in well-
designed and sufficiently trained LLMs, hidden states in
higher layers (i.e., as b approaches V) become increasingly
informative about the final output, leading us to assume that

the conditional entropy H[y; |I;Il(b)} becomes very small.

In the following, we describe the details of applying
Proposition 1 in practical scenarios. At each position [, we
perform S Monte Carlo samples on the hidden state Hl(b) to
obtain S samples hl(l), cee hl(S). Then, we pass these sam-
ples through the output layer (i.e., Im_head, since it is typ-
ically a linear mapping, we will omit this term) to estimate

the empirical entropy of the hidden state Hl(b):

S

. 1 .

A EH] = - log P(hy” |y, 2, D) (5)
s=1

where P(h{")|y_,,a, D) is the probability density of the
hidden state 1" for the I-th token.

According to Proposition 1, we can use the empirical en-
tropy H(%)[H}] to approximate the predictive posterior:

H[P(yily <1, @, D)] = Eq(o) ['H(S) [H1|9]} ~ H[H]
(6)
where H[P(yi|y ., , D)] represents the entropy of the out-
put probability distribution P(y;|y;, «, D) for [-th token.
In conclusion, by performing Monte-Carlo sampling on
the hidden states, we can estimate the uncertainty of the hid-
den states 74 [H;], and this uncertainty can approximately up-
per bound the uncertainty of the token-level uncertainty.

3.2 FLUE Sampling Strategy

Next, we will estimate the token-level hidden state uncer-
tainty in a single forward pass.

The Deep Ensemble method requires expensive pre-
training for each model and inference on multiple models

simultaneously during inference, which is computationally
unacceptable.

Fortunately, redundancy in the parameters of LLMs (con-
taining multiple structurally identical transformer encoder
layers) may provide opportunities for sampling during a sin-
gle forward pass. Based on this idea, we propose a more
efficient sampling strategy called FLUE (Fast LLMs Uncer-
tainty Estimation). The key idea behind the FLUE sampling
strategy is to utilize the high similarity between the hidden
states of different transformer decoder layers to approximate
MC-Dropout (Gal and Ghahramani 2016). Empirically, the
hidden layer states in the middle to upper layers are usu-
ally highly similar (Sun et al. 2024). When the hidden layer
states of these layers are highly similar during inference,
it may indicate that the model is certain when processing
the current input (Chuang et al. 2023). We will first intro-
duce how to identify a set of consecutive layers with simi-
larity constraints and then describe the method for sampling
within these layers.

We use ¢ to limit the sampling layer range LS. In detail,
for any layer ¢ and layer j in LS, the cosine similarity of
their output hidden layer states satisfies ¢; ; > 1 — e. We
empirically evaluated the hidden state similarity of multiple
open-source models in Figure 2 to illustrate the approximate
range of ¢ selection.

Alternatively, we can adaptively select the layer range
with:

5= {

where N is the number of transformer decoder layers, and ¢
is the average cosine similarity of all layer pairs (4, j), 4 # J,

i.e.: , [
EZiN(Nfl)Z Z Ci,j (®)

i=1 j=i+1

N—-1

=147

1 N
> o) >Bai=12 Ny ()

Next, we describe the process of FLUE sampling. Specif-
ically, in position [ of sequence, we concatenate the hidden
states of the LS layers into a matrix C; € RIVIXILSI:

Co= ™ b h)Y) ©)
where ¢ = min(LS),b = max(LS). We introduce a

weight matrix W; € RIZSIXIVI where each column W,
of the matrix W/ is a random variable following a Dirichlet
distribution:

Wlmj ~ DiriChlet(a)v Jj= 15 27 ) |V‘ (10)

where « is the parameter of the Dirichlet distribution, con-
trolling the concentration of the distribution.

Subsequently, we perform S independent samples on

Dirichlet(a) to obtain S matrices Wl(l)7 WZ(Q)7 - ,WZ(S),
and compute S output vectors ol(s) e RV
LS|
o = 3" (Cil:, k] © W[k, 1)) (11)
k=1

Assume that the cosine similarity between the hidden
states of different transformer decoder layers satisfies ¢; ; >
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Figure 2: Cosine similarity between different hidden states. To implement Proposition 2, we choose € = 0.25. We highlight
in red rectangles the set of transformer decoder layers participating in FLUE sampling, which are the layers where the cosine

similarity between the hidden states satisfies ¢; ; > 1 — €.

1 — ¢, where ¢ is a small positive number. Also assume that
o) ~ po(z),r®) ~ p.(x),s = 1,2,...,S , where 7(*)
are S sampling results obtained through MC-Dropout, and
§TL ) BBy, [o)

Proposition 2. Letc > 0and o > 0. If ¢; ; > 1 — € for all
1,7, then:

lim (12)
e—0,aa—00

Dgr(prllpo) =0

where D1, denotes the Kullback-Leibler divergence, p, is
the output distribution after dropout, and p, is the output
distribution obtained by sampling the hidden layer states.

Proof. Due to space limitations, we provide the detailed
proof in Appendix B. 0

Given the conclusion of Proposition 2, we can derive the
following proposition.
Proposition 3. If lim  Dgr(p,||po) = 0, then MC-
e—0,aa— 00
FLUE as a Bayesian Approximation.

Proof. This is straightforward to demonstrate, as according
to the conclusion of Proposition 2, we have:

L= oL~
s g

where 7 is a small positive number. Furthermore, since MC-
Dropout approximates Bayesian model averaging (Gal and
Ghahramani 2016), i.e.:

<n 13)

S
1
S Z r() & Epip) |:Ep(yl|y<l’9) [yl]} (1

s=1

Then MC-FLUE is also a Bayesian approximation:

s
1 S
52" *Eppp) Ergu. ol 15
s=1
See Appendix B for more details of this proof. O

The above proposition illustrates that by MC-FLUE, we
can approximately obtain the token-level uncertainty in a
single-pass inference.
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3.3 Uncertainty Propagation from Token to
Sequence

To derive sequence-level uncertainty from token-level un-
certainties, we propose a post-processing model that satis-
fies single-pass inference requirements while accounting for
temporal dependencies between tokens, which often repre-
sent semantic properties within the sequence. Our objective
is to determine the most probable sequence of sequence-
level uncertainty states given a series of token-level uncer-
tainties.
(1:T)

Formally, let u; )

, U ,...,uiT)} denote the

1

= {u”
sequence of token-level uncertainties, where ugl) repre-
sents the uncertainty of the i-th token. We aim to find
the optimal sequence of sequence-level uncertainty states
(L:T)*x (L)x  (2)* (T)* .
Us = {us ", us us ’" } that maximizes the con-

g eeey

ditional probability:

w1 (16)

ulFT* = arg max P(ultT)|
ghT)
where ugj ) denotes the sequence-level uncertainty state
corresponding to the j-th token.
Employing a state transition model, we decompose the
conditional probability as follows:

T
P [u*) = T PP uf™™ WD) (17)

=1

Here, P(ul”|u{"" , u{"*" ")) represents the probability of
the ¢-th sequence-level uncertainty state, given all preceding
token-level uncertainties and sequence-level states.

Implementing the state transition model is not confined
to a specific architecture. However, it should possess non-
linear mapping capabilities and the ability to capture tempo-
ral dependencies among tokens in the sequence.

4 Evaluation

We evaluate the efficacy of FLUE through comprehensive
comparisons with existing white-box and black-box meth-
ods, using various LLMs on open-ended QA tasks, assessing
both token-level and sequence-level uncertainty.



Models

Methods ~ Datasets y,°njA~ LLaMA LLaMA Mistral Vicuna Vicuna LLaMA LLaMA  Average
27B 2138 270B 7B 7B 13B 33B 3.18B

(rivia 0.862 0.784 0759 0634 0684 0740  0.776 0.850 0.761
Length -, 0.537 0.538 0613 0550 0588 0587  0.661 0.813 0.611
Nopreth g 0.775 0.771 0.866 0642 0764 0754 0779 0.756 0.763
squad 0.732 0.746 0725 0595 0714 0655 00644 0.729 0.693
bioasq 0.665 0514 0581 0587 0611 0551  0.680 0.699 0.611
rivia 0.769 0.755 0732 0791 0765 0790 0776 0.759 0.767
Semantic | Svamp 0.827 0.883 0.903  0.89 0824 0868  0.880 0.876 0.869
it nq 0.730 0.758 0757 0776 0716 0778  0.746 0.748 0.751
squad 0.793 0.734 0744 0706 0766 0777  0.754 0.756 0.754
bioasq 0.858 0.833 0869 0906 0855 0865 0865 0.886 0.867
rivia 0.703 0.523 0558  0.829 0865 0761 0598 0.849 0.710
svamp 0.462 0.610 0513 0728 0524 0526  0.656 0.608 0.578
P(True) nq 0.706 0.476 0559 0762 0712 0725 0583 0.750 0.659
squad 0.624 0.498 0582 0684 0708 0623 0641 0.640 0.625
bioasq 0.663 0.578 0743 0735 0754 0830  0.584 0.548 0.679
trivia 0.885 0.841 0.881 0812 0766 0768  0.854 0.659 0.808
FLUE svamp 0.612 0.745 0775 0869 0810 0842 076l 0.742 0.770
s nq 0.680 0.813 0769 0834 0838 0820  0.824 0.618 0.775
squad 0.818 0.775 0862 0794  0.820 0890  0.866 0.579 0.800
bioasq 0.692 0.929 0925 0845 0772 0842  0.873 0.578 0.807

Table 1: AUROC (1) evaluation for sequence-level uncertainty of white-box methods on five datasets across 8 LLMs.
Bold and underlined values indicate best and second-best performance, respectively.

4.1 Experiment Setup

To validate the feasibility and efficacy of our proposed
FLUE method, we conducted experiments under the follow-
ing experimental settings.

Models. Following (Farquhar et al. 2024), we use LLaMA
2 (Touvron et al. 2023b) models(7B, 13B, 70B), Mistral 7B
models (Jiang et al. 2023). Following (Xiong et al. 2024), we
also evaluate our experiment on Vicuna (Zheng et al. 2023)
models(Vicuan 7B v1.5 and Vicuna 13B v1.5). For diversity,
we also test some recently released models, Mixtral 8x7B
(Jiang et al. 2024), LLaMA 3 8B (Dubey et al. 2024), and
LLaMA 3.1 8B (Dubey et al. 2024).

Datasets. The dataset used in this study aligns with (Far-
quhar et al. 2024), including SQuAD2.0 (Rajpurkar, Jia,
and Liang 2018), SVAMP (Patel, Bhattamishra, and Goyal
2021), NQ-open (Lee, Chang, and Toutanova 2019), Triv-
1aQA (Joshi et al. 2017), BioASQ (Krithara et al. 2023).
SQuAD 2.0 is an updated version of the SQuUAD dataset
(Rajpurkar et al. 2016), which combines questions and con-
texts, and some questions do not have standard answers.
SVAMP is a benchmark mathematical reasoning dataset
containing elementary-level math problems described in nat-
ural language. NQ-open is a concise open domain ques-
tion answering benchmark derived from Natural Questions
(Kwiatkowski et al. 2019), based on consolidated Google
Search queries. TriviaQA is a high-quality supervised read-
ing comprehension question and answer dataset. BioASQ
is a manually curated dataset for biomedical question an-
swering, featuring diverse question types and correspond-
ing answers derived from scientific literature and structured
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biomedical data.

Baselines. We compare our method with Length Normal-
ization (Malinin and Gales 2021), Semantic Entropy (Far-
quhar et al. 2024; Kuhn, Gal, and Farquhar 2023), P(true)
(Kadavath et al. 2022), LLM Self-Expression Uncertainty
(Xiong et al. 2024) for sequence-level uncertainty. Length
Normalization(LN) is an ensemble-based framework that
provides both token-level and sequence-level uncertainty es-
timation in autoregressive structured prediction tasks. At the
token level, it estimates total uncertainty and knowledge
uncertainty through information-theoretic measures of the
predictive posterior distribution. For sequence-level uncer-
tainty, it uses Monte Carlo approximations to obtain asymp-
totically exact estimates during ensemble inference. Follow-
ing (Kuhn, Gal, and Farquhar 2023), we implement LN us-
ing a single model with multinomial generation. Semantic
Entropy(SE) generates multiple outputs and uses seman-
tic invariance to cluster the generated set into equivalence
classes, obtaining uncertainty estimates by calculating the
entropy of the semantic distribution. P(True) is the proba-
bility a model assigns to the proposition that a specific sam-
ple is the correct answer to a question. (Kadavath et al. 2022)
Confidence Elicitation(CE) leverages LLMs’ inherent ca-
pabilities by using prompt strategy to encourage the models
to express their confidence in their responses.

Performance Evaluation Metrics. Uncertainty estima-
tion in LLMs should reflect the relationship between the
response’s confidence and accuracy. Our method does not
modify the inference or decoding process, so accuracy is
a method-agnostic metric. Following prior work (Farquhar



Dataset

Methods Models . .

bioasq nq squad svamp trivia
AUROC ECE AUROC ECE AUROC ECE AUROC ECE AUROC ECE
LLaMA 2 7B 0484 0525 0.603 0.625 0581 0.692 0577 0.799 0592 0.377
Confidence LLaMA213B 0.501 0.544 0451 0.615 0549 0.661 0510 0.743 0486 0.392
Elicitation Mistral 7B 0.580 0537 0487 0.743 0597 0.668 0450 0.699 0.676 0.571
Vicuna 7B 0.528 0.606 0.560 0.784 0559 0.740 0.688 0.880 0.568 0.596
Vicuna 13B 0.516 0552 0.561 0.662 0.488 0.701 0.527 0.867 0.468 0457
LLaMA 2 7B 0.592 0340 0580 0.384 0.648 0.378 0.612 0414 0.685 0.387
FLUE LLaMA213B 0.629 0.282 0.613 0.299 0.675 0312 0.645 0349 0.641 0421
(ours) Mistral 7B 0.645 0397 0.634 0415 0.694 0409 0.669 0315 0.712 0.303
Vicuna 7B 0.672 0354 0.638 0349 0.620 0369 0.710 0357 0.666 0.273
Vicuna 13B 0.642 0338 0.620 0.324 0.690 0350 0.742 0307 0.768 0.245

Table 2: Comparative Evaluation of AUROC (f}) and ECE ({}) in Black-box setting

et al. 2024; Lin, Trivedi, and Sun 2024), we adopted the
Area Under Receiver Operating Characteristic (AUROC) as
a metric for quantifying uncertainty, using it to measure the
relationship between uncertainty and answer correctness in
open-ended generation scenarios. Consistent with previous
work (Xiong et al. 2024), we also use Expected Calibration
Error(ECE) to quantify the calibration error between pre-
dicted probabilities and observed accuracy.

Choices of ¢ and layers selection in different LLMs.
Figure 2 presents our experimental results for layer selection
in FLUE sampling, with rectangular intervals representing
parameters a and b from Equation (9).

The cosine similarity is an average of hidden layer states
across multiple data points. We created a summary dataset
by randomly sampling 100 points from each original dataset.
This method can be generalized by a more comprehensive
dataset.

4.2 FLUE Token Level Uncertainty Evaluation

Uncertainty for the LLMs can be roughly divided into se-
quence uncertainty and token uncertainty. Token uncertainty
focuses on quantifying the model’s uncertainty in predict-
ing specific token positions, providing a real-time measure
of uncertainty at the token level. LN approximates the pre-
dictive posterior’s entropy using the MC entropy estimation
chain rule.

To compare our proposed method with LN, we align the
inference process of LLMs with LN. We calculate token un-
certainty with the same token prefix at each token position.
We use Pearson and Spearman correlation coefficients to
evaluate the effectiveness of our methods. As shown in Fig-
ure 3, FLUE and LN exhibit a strong correlation, evidenced
by high Pearson and Spearman coefficients, demonstrating
that our method can achieve similar token uncertainty esti-
mates to LN without the computational overhead of using
multiple ensemble models and performing multiple forward
passes.

4.3 FLUE Sequence Level Uncertainty Evaluation

In an open-ended natural language generation(NLG) sce-
nario, accurately estimating sequence-level uncertainty is
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Dataset: squad_v2 Dataset: trivia_qa
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Figure 3: The Pearson and Spearman correlation coefficients
of FLUE and length norm methods for the token level uncer-
tainty. (a) squad dataset result. (b) trivia dataset result.

essential for evaluating the reliability of the model-
generated text. We utilize a lightweight state transition
model (Luo and Wang 2024) to assess sequence uncer-
tainty based on token-level uncertainties computed during
the inference process. LN leverages a length-normalized
method to conquer the auto-regressive conditional indepen-
dence assumption that distributions over long sequences can
have higher entropy than short ones. SE clusters semantic
Equivalence class of multiple generations to represent se-
quence uncertainty. P(true) needs to calculate the negative
log-likelihood loss of LLM to give a specific sequence. We
evaluated all these white box uncertainty estimation base-
lines and FLUE, as shown in Table 1; FLUE achieved the
highest AUROC on TriviaQA, NQ-Open, and SQuAD v2.0,
and competitive performance on the remaining two datasets
across eight LLMs. Although both methods perform ad-
mirably, with SE achieving particularly high overall perfor-
mance, their computational cost is prohibitive, especially for
long sequence generation tasks. As for P(true), it performs
well on specific models but demonstrates inconsistent re-
sults.

Aside from the white-box method that needs to ac-
quire the logits or hidden states, we also compare our ap-
proach in the black-box setting. Confidence Elicitation is



Inference

Meth AUR(
ethods Time (1) UROC(T)
Semantic Entropy 1h16min 0.774
Length Normalization =~ 1h47min 0.726
Confidence Elicitation 25min 0.537
FLUE(ours) 15min 0.837

Table 3: Temporal and Performance Evaluation of LLaMA
2 7B Uncertainty Estimation on SQuADv2.0

a prompt-based uncertainty estimation method that encour-
ages LLMs to express their uncertainty through carefully
crafted prompts; for detailed implementation specifics of the
black box setup, please refer to Appendix E. As shown in Ta-
ble 2, FLUE achieves higher AUROC and lower ECE overall
by emulating black-box model states with a proxy model.
CE necessitates well-designed prompts tailored to specific
models. Small-scale LLMs typically exhibit weaker in-
context learning capabilities than more powerful LLMs, like
GPT-4 (Achiam et al. 2023) or Claude-3 (Anthropic 2024).
This discrepancy in performance suggests that LLMs’ self-
expressed confidence is often poor, considering LLMs usu-
ally exhibit excessive confidence. (Xiong et al. 2024) Re-
garding efficiency, CE requires at least a single inference,
considering that the effectiveness of prompts is not guaran-
teed. Moreover, CE demands longer supplementary prompts
beyond the queries, increasing computational overhead.

We also explored the impact of selecting various numbers
of layers and sampling quantities on uncertainty estimation
performance for FLUE. Figure 4 shows that different models
exhibit diverse sensitivities to these parameters. More layers
and a larger sample size do not necessarily lead to absolute
performance improvements.

4.4 Comprehensive Performance Evaluation

We conducted a comparative analysis of four uncertainty es-
timation methods, evaluating their inference time and AU-
ROC. For the four methods of estimating uncertainty, for
the methods that require multiple generations, we fixed the
number of generations at 10. The sampling count for FLUE
layers is also set to 10. In this setting, we tested the infer-
ence time of the Llama 2 7B model on the SQuAD dataset
(after random sampling). Table 3 demonstrates that FLUE
achieves competitive performance with minimal time. The-
oretically, CE and FLUE incur equivalent inference costs,
CE requires additional prompts and is susceptible to single-
inference failures. For ensemble-based and multiple-sample
methods, the time overhead increases significantly. For hard-
ware parameters, please refer to Appendix E.

Compared to the SE method, our approach achieves 5x
faster inference while demonstrating better performance in
general domains (trivia, nq, squad) and competitive results
in specialized domains (svamp, bioasq). Notably, SE’s clus-
tering process may be more advantageous in specialized do-
mains, as exemplified by datasets like SVAMP and BioASQ.
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Figure 4: (a) Results of ECE with different selected layer
counts. (b) Results of ECE with different sampling counts.

5 Related Works

Bayesian methods have been widely studied in machine
learning, but the posterior distribution is often intractable
in practice, necessitating the use of approximate methods.
Variational inference (Graves 2011) has been a popular ap-
proach, with extensions such as Monte-Carlo Dropout (Gal
and Ghahramani 2016) and Bayes-by-Backprop (Blundell
et al. 2015) being applied to various models.

Recent work has focused on applying these techniques to
more complex models and tasks. Zablotskaia et al. (2023)
have benchmarked methods like Gaussian Process output
layers for improving uncertainty estimation in summariza-
tion models. Malinin and Gales (2021) have further for-
malized information-theoretic measures of parameter uncer-
tainty for structured prediction tasks and their estimators.

Recently, with the rapid development of pre-trained
LLMs (Achiam et al. 2023; Touvron et al. 2023a), uncer-
tainty estimation schemes based on ensembles have be-
come increasingly unacceptable due to their expensive train-
ing overhead. (Xiong et al. 2024) empirically evaluated the
self-awareness of LLMs regarding uncertainty. Another ap-
proach is to use semantic equivalence to provide uncertainty
estimates (Farquhar et al. 2024; Manakul, Liusie, and Gales
2023), which, although widely recognized, sacrifices the
possibility of compressing the sampling space. In this pa-
per, starting from standard entropy estimation, we describe
a more efficient sampling scheme and post-processing pro-
cedure.

6 Conclusion

This work introduces a single-pass uncertainty estimation
method based on hidden state entropy, including the MC-
FLUE sampling strategy and a state transition-based post-
processing model. This approach captures sequence-level
uncertainty without increasing inference costs. In open-
ended question-answering tasks, FLUE demonstrated com-
petitive uncertainty estimation performance across multiple
open-source LLMs while providing an efficient uncertainty
estimation for LLM applications in real-time environments.
Future research directions may include further optimization
of the sampling strategy and exploration of more complex
post-processing models.
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