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Abstract

Backdoor attacks in federated learning (FL) face challenges
such as lower attack success rates and compromised main
task accuracy (MA) compared to local training. Existing
methods like distributed backdoor attack (DBA) mitigate
these issues by modifying malicious clients’ updates and par-
titioning global triggers to enhance backdoor persistence and
stealth. The recent full combination backdoor attack (FCBA)
further improves backdoor efficiency with a full combina-
tion strategy. However, these methods are mainly applicable
in small-scale FL. In large-scale FL, small trigger patterns
weaken impact, and scaling them requires controlling expo-
nentially more clients, which poses significant challenges,
while simply reverting to DBA may decrease backdoor per-
formance. To overcome these challenges, we propose the
self-adaptive distributed backdoor attack (SADBA), which
achieves similar performance to FCBA with a lower percent-
age of malicious clients (PMC). It also adapts more flex-
ibly through an optimized model poisoning strategy and a
self-adaptive data poisoning strategy. Experiments demon-
strate SADBA outperforms state-of-the-art methods, achiev-
ing higher or comparable backdoor performance and MA
across various datasets with limited PMC.

Introduction

Federated Learning (FL) is a distributed machine learning
framework that allows multiple clients to train collabora-
tively without revealing their local data to protect privacy
(Smith et al. 2017; Wang et al. 2024b; Wei et al. 2023). How-
ever, recent study has shown that it is vulnerable to backdoor
attacks (Zhang et al. 2023; Wang et al. 2024a; Nasr et al.
2021), which aim to manipulate a subset of local training
data by injecting a unique trigger (Wang et al. 2022) so that
the model trained with poisoning data will predict target la-
bel for the data injected with trigger in the test period while
predicting normally for the benign data (Ning et al. 2022).
This dual nature makes backdoor attacks particularly insid-
ious and challenging to detect (Dong et al. 2021; Sun et al.
2019) and mitigate (Wang et al. 2019).

Although FL is capable of aggregating dispersed and of-
ten restricted information provided by different parties to
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Oh! Controlling a large number of malicious
clients in FCBA is incredibly challenging!
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SADBA, which offers similar backdoor
performance to FCBA with a lower PMC

Figure 1: Background of SADBA.

But the backdoor efficiency decreases
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train a better model, its distributed learning methodology
and inherently heterogeneous (i.e., non-i.i.d.) data distribu-
tion (Huang, Ye, and Du 2022; Cai et al. 2023) across dif-
ferent parties may unintentionally provide a venue for new
attacks. The limitation of access to individual parties’ data
due to privacy concerns or regulatory constraints can fa-
cilitate backdoor attacks on the shared model trained with
FL or allow modification of the local dataset to a mali-
cious type (Feng et al. 2024; Liu et al. 2024a; Jia, Fang,
and Gong 2023). For example, attackers can change the
model’s behavior only on specific attacker-chosen inputs via
data poisoning (Gu, Dolan-Gavitt, and Garg 2017; Chen
et al. 2017). However, methods that purely insert back-
doors through data poisoning are inefficient. Subsequently,
the model replacement-based (MR) approach (Bagdasaryan
et al. 2020) was introduced, which improves backdoor per-
formance by scaling up the malicious clients’ model updates
in FL, achieving the same attack success rate (ASR) with
fewer malicious clients. For instance, in a picture classifi-
cation task with the CIFAR dataset, an attacker who con-
trols 1% of the participants achieves the same ASR as a
data-poisoning attacker who controls 20% (Ji et al. 2018).
Nonetheless, the MR method’s trigger insertion strategy is
a centralized static insertion, which does not fully exploit



Backdoor Strategy Reducing PMC Improving Backdoor Persistent Improving Adaptability
MR (Bagdasaryan et al. 2020) — 4
DBA (Xie et al. 2019) v X X
FCBA (Liu et al. 2024b) X v X
SADBA (Ours) v 4 v

Table 1: Comparison with other strategies.

the distributed learning methodology of FL, as it embeds the
same global trigger pattern to all adversarial parties. To fur-
ther leverage the power of FL in aggregating dispersed in-
formation from local parties to train a shared model, the dis-
tributed backdoor attack (DBA) (Xie et al. 2019) was pro-
posed. DBA decomposes the global trigger into local pat-
terns and embeds them in different adversarial parties, re-
sulting in a higher ASR. However, these methods boost ASR
only briefly post-poison injection, raising concerns about
their long-term efficacy. To enhance the durability of back-
door attacks against dilution by benign model updates in FL.
Liu et al. (2024b) propose the Full Combination Backdoor
Attack (FCBA) by employing a full combination strategy to
distribute the trigger partitions based on DBA to more mali-
cious clients, thereby improving backdoor persistence. How-
ever, this also results in a substantial increase in the number
of clients that the attacker needs to control. Therefore, fur-
ther improvements in backdoor performance with a lower
percentage of malicious clients (PMC) are necessary. Fig.
1 shows the background of our method. Here, PMC repre-
sents the proportion of malicious clients required to carry
out an attack, with a lower PMC indicating a more prac-
tical and less restrictive attack setup. Backdoor persistence
reflects the stability of the ASR over time, even as benign
clients continue to update the model. Moreover, adaptability
evaluates the attack’s effectiveness across diverse federated
learning environments.

To address these challenges, we propose a novel ap-
proach called Self-Adaptive Distributed Backdoor Attack
(SADBA). Our method comprises two components: @ a
novel data poisoning strategy that enhances each malicious
client’s backdoor contribution to the global model while
maintaining a limited PMC. @ a model poisoning optimiza-
tion strategy that addresses the issue of asynchronous lo-
cal model training. In FL, some malicious local models
are rarely chosen for training due to the random selection
strategy, which often results in low backdoor contributions
from these models, while others may have already converged
and offer limited backdoor impact. By dynamically adjust-
ing the malicious clients’ local training parameters, SADBA
ensures a more consistent and effective backdoor insertion
across all malicious clients. By integrating these strategies,
SADBA not only mitigates the exponential client control
problem but also provides a robust and adaptable solution
for backdoor attacks in FL, achieving higher ASR and main
task accuracy (MA) across diverse datasets. Tab. 1 highlights
the differences between our method and the state-of-the-art
approaches (SOTAs).
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Contributions. Our main contributions can be summa-

rized as follows:

* We propose the Self-Adaptive Distributed Backdoor At-
tack (SADBA), an innovative approach for distributed
backdoor attacks that enhances both model poison-
ing and data poisoning strategies. Evaluations across
three image classification tasks demonstrate that SADBA
achieves an average 29.7% increase in ASR while re-
ducing PMC by 14.3% SOTAs. Moreover, in terms of
scenario adaptability, SADBA, with a trigger pattern of
m = 9, can reduce the min-PMC requirement by up to
98.2% compared to SOTAs. This advancement highlights
the effectiveness of SADBA in optimizing attack effi-
ciency and success in distributed learning environments.

For model poisoning, we introduce a dynamic parameter-
setting method to address the issue of asynchronous
problem from malicious clients. For data poisoning, we
employ Latin Hypercube Sampling to self-adaptively
distribute triggers among malicious clients. Additionally,
we leverage a backdoor gradient-based strategy for sam-
ple selection and trigger insertion to improve backdoor
attack performance.

Further experimental research shows that SADBA re-
mains robust across various environments. Ablation stud-
ies indicate that most factors have a limited effect on
the attack, and current defense mechanisms(Zhang et al.
2024a; Yao et al. 2024) are ineffective at countering it.

Related Work
Federated Learning

FL is increasingly used as a privacy-enhancing technique
for distributed machine learning in a variety of applications,
ranging from vision to fraud detection (Feng et al. 2020;
Yan et al. 2023; Zhang et al. 2024b). The main idea behind
FL is to train local models on multiple datasets hosted sep-
arately by different participants. FL can be classified into
Horizontal FL (HFL) and Vertical FL (VFL) (Wang et al.
2024b). HFL involves training models collaboratively across
different organizations with similar data features but differ-
ent samples, while VFL involves training models across or-
ganizations with different data features but the same sam-
ples. In our study, we use the widely adopted setting of HFL.
with random client selection:

1 1 1
G =gt 2_; (L =G,
where 7 denotes the global learning rate and n represents the
total number of clients.
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Figure 2: Overview of self-adaptive distributed backdoor attack (SADBA) in FL.

Backdoor Attack on Federated Learning

Backdoor attacks in FL can be broadly classified into model-
poisoning and data-poisoning strategies. Model-Poisoning
Attacks involve malicious clients manipulating their local
model updates to influence the global model’s behavior. Jia,
Fang, and Gong (2023) introduced the SelfishAttack, which
enables selfish clients to optimize their local models to by-
pass Byzantine-robust aggregation rules (Yin et al. 2018;
Guerraoui, Rouault et al. 2018). This approach, however, re-
lies on accessing benign model updates, limiting its effec-
tiveness in decentralized FL scenarios. Bagdasaryan et al.
(2020) proposed a model replacement (MR) strategy to en-
hance adversarial updates, but its success is compromised
by subsequent benign updates and inconsistent contributions
from malicious clients. Data-Poisoning Attacks focus on
compromising local datasets to disrupt model behavior dur-
ing testing. Ji et al. (2018) introduced a backdoor component
insertion method, which proves less effective in FL due to
the aggregation of numerous benign models. Bagdasaryan
et al. (2020) used semantic backdoors in centralized models,
but this approach fails to leverage FL'’s distributed nature.
Xie et al. (2019) presented a pixel-based backdoor technique
that decomposes global triggers into local partitions, yet its
performance in single-shot scenarios is inadequate. Liu et al.
(2024b) proposed a full combination strategy, but their ap-
proach relies on random trigger insertion and does not ac-
count for sample-specific backdoor contributions. We pro-
pose an optimal gradient-based sample selection strategy to
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overcome these challenges and enhance backdoor efficiency.

Strategies for Improving Backdoor Attack
Robustness

In MR, a generic approach is proposed that enables the
adversary to produce a model with high accuracy on both
the main and backdoor tasks while evading the aggregator’s
anomaly detector. Following Kerckhoffs’s Principle, we as-
sume that the anomaly detection algorithm is known to the
attacker. Consequently, the attacker can add an anomaly de-
tection term L,,, into the objective function, as shown in
Eq. (4). This term accounts for various types of anomaly de-
tection, such as isolation forest (Xu et al. 2023), Bayesian
networks, and k-means clustering (Chang et al. 2020).
Shokri et al. (2020) demonstrate the effectiveness of evad-
ing defenses like activation clustering (Chen et al. 2018) and
(Wang et al. 2019) by using a defense-aware term L, to
generate Ly, oqdei:

Lmodel = aLano + (1 - a)Lclass- (2)

The hyperparameter « is used to control the tradeoff be-
tween ASR and the anomalousness of the backdoored model
for various anomaly detectors.



Self-Adaptive Distributed Backdoor Attack on
Federated Learning
Threat Model

Adversary’s Goal. We consider an adversary with goals
similar to those of traditional backdoor attacks against ma-
chine learning models. Our focus is on the more complex
Multi-Attacker Mode within a Single-shot FL setting (Ren
et al. 2023, 2024). In this context, multiple malicious clients
exist, and once an attacker is chosen to train in one epoch,
it does not continue training for several epochs as in the
Multiple-shot setting.

Adversary’s capabilities. We assume that the adversary
can access the training data hosted by the M (M <N)
compromised participants based on the Kerckhoffs’s theory.
They can manipulate the local datasets hosted by the com-
promised participants, e.g., by inserting backdoor triggers or
sub-trigger patterns into the local datasets of each compro-
mised participant j. However, the adversary does not control
the server; thus, they cannot directly access the global model
aggregation process or the labels of the training data. More-
over, the adversary cannot access or manipulate the local
models or datasets owned by the non-compromised partic-
1pants.

Adversary’s knowledge. The adversary can access the
feature embeddings Ej generated by the local models of each
compromised participant j. They can also access the global
model Gt sent by server before local training in epoch t+1.
Before the training stage, we assume the adversary may col-
lect a set of auxiliary data with the similar distribution and
label space to imitate the benign clients’ dataset. This as-
sumption is realistic, as, for example, the adversary can ob-
tain additional images with the similar labels as the auxiliary
training data. This approach is also utilized in label inference
attacks (Fu et al. 2022).

Self-Adaptive Distributed Backdoor Attack

General Framework. Fig. 2 provides an overview of our
method. During the data poisoning stage, we aim to dis-
tribute the trigger pattern m uniformly among malicious
clients. Besides, we employ a self-adaptive trigger posi-
tioning and sample-specific poisoning strategy to enhance
each malicious client’s backdoor contribution. In the train-
ing stage, we utilize a dynamic hyper-parameter adjustment
strategy to address the asynchronous problem among ma-
licious clients. Specifically, before training, @ the attacker
will execute an optimal trigger insertion strategy for each
sample during the offline stage to generate an auxiliary poi-
soning dataset. To mimic the benign clients’ dataset in real
FL, @ we append an auxiliary dataset with similar sample
labels. After preparation, @ we randomly replace R clean
samples with corresponding poisoned samples from the poi-
soning dataset. Then, @ we select T poisoned samples with
the highest backdoor projection and ®® revert the remain-
ing R-T samples to their benign state for M rounds. Finally,
@ we use a Latin Hypercube Sampling based trigger dis-
tribution strategy to ensure that each type of trigger is uni-
formly distributed among malicious clients. In the training
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Figure 3: Trigger shape factors (size and gap) in backdoored
images.

stage, at round ¢t + 1, @ the server first distributes the previ-
ous round’s global model to the local clients. If there are K
malicious clients chosen for training, @@ they will commu-
nicate with each other to determine their local training speed
for local training. @® Then the K malicious clients submit
the scaled local model updates to the server for aggregation.

Data Poisoning Strategy. For the trigger type in our back-
door attack, we also use pixel blocks as DBA and FCBA
do. However, unlike DBA and FCBA, which employ a static
trigger insertion strategy by placing the trigger in the upper
left corner and using a random sample selection method, we
implement an optimal trigger insertion strategy and consider
the differences of each sample’s contribution towards back-
door attack to improve ASR. Finally, we use a uniform trig-
ger distribution method to overcome the constraints of PMC.
The main process of data poisoning is depicted in Fig. 2.

* Optimal Trigger Insert Strategy. Different from the
static trigger insertion strategies used by DBA and
FCBA, SADBA employs a self-adaptive trigger insertion
strategy. This approach determines the optimal trigger
position that enhances the similarities between poisoned
feature embedding and that of the target data. By making
these features as close as possible, the classifier is misled
into misclassifying the backdoor data as the target data,
thereby creating a false association between the trigger
and the target label. The objective of finding the optimal
trigger insertion position is given as follows:

B* = argBmiIlZ HBz(xu ¢) - m;”f‘u)
i J

3)

For sample x, with the global trigger ¢, ¢ represents the
target sample. The shape of global trigger is determined
by two factors, Trigger Size and Trigger Gap as illus-
trated in Fig. 3. We aim to find the best trigger insert posi-
tion for x by computing its distance to the target sample.
We include ||| £, the Frobenius norm, in our calcula-
tions. Finally, every optimally trigger inserted sample is
stored in D7, to prepare for the sample selection strat-
egy.

Sample Selection Strategy. Unlike FCBA, which ran-
domly chooses samples for trigger insertion, we con-
sider each sample’s backdoor contribution by compar-
ing its backdoor gradient’s projection with the average



backdoor gradient. Traditional backdoor sample selec-
tion often uses the Euclidean distance of each sample’s
backdoor gradient. However, this approach does not con-
sider the direction of the gradients. Specifically, in Fig.
4, there are two samples with the same L2 norm but in-
consistent contributions to the backdoor gradient direc-
tion. Therefore, we use the projection of each sample’s
backdoor gradient with the average backdoor gradient to
measure each sample’s contribution. In real FL, many
benign clients participate in training, so we use auxil-
iary data with similar labels to mimic the benign clients’
dataset. Our sample selection strategy process is detailed
in Fig. 2. Eq. (4) shows the projection of a sample’s back-
door gradient onto the average backdoor gradient of the
R samples.

pi(B*(z:,0)) = Eg gi(B*(;i’

¢>>-<ﬁ]
L]

$.08=1 fl 05 (B*(2;,0)).

Trigger Distribution Strategy. To overcome the limi-
tations of the PMC constraint, we adopt a uniform trig-
ger distribution strategy. Specifically, for a given trigger
pattern m, we no longer maintain the fixed relationship
between malicious clients and the number of local trig-
gers generated by combining the trigger pattern. Instead,
we use a self-adaptive approach that adjusts to a given
PMC (PMCppa < PMC < PMCprcpa)by employ-
ing Latin Hypercube Sampling to uniformly sample the
trigger combinations. This method eliminates the need
for a fixed PMC to match a specific trigger pattern, al-
lowing for self-adaptive adjustment of the PMC based
on your attack capabilities. Thus reducing the constraints
imposed on PMC in SADBA. The min-PMC for each at-
tack is illustrated in Tab. 3.

Model Poisoning Strategy. In FCBA and DBA, the model
replacement(MR) method is used to enhance the influence
of backdoor updates on the global model. Therefore, we pri-
marily focus on optimizing MR. In MR, the scale parameter
is set statically based on the server learning rate 7 and the to-
tal number n of clients for a task. By setting the scale param-
eter as the estimated n /7, at round t+1, it leads to the final
aggregated global model being almost replaced by the av-
erage adversarial model X when the global model has con-
verged, as shown in Eq. (5).

m—k k
GH=G+5 % (L =G+ + 2 (X =G
i= Jj=

k
G g DX - )

~ Gt +

=

J
k

Y X -Gt
j=1

= X7
Q)
where X is the malicious model, L is benign client’s updated
model, k is the number of malicious clients chosen to train
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Algorithm 1: Optimized Local Training Process

Initialize malicious model X and loss function [

X « Gt

l= CVLano + (1 - a)Lclass

Malicious clients exchange their latest backdoor aver-

age loss Lclass (X7 Dad1))~

if Lclass (X7 Dadu) < % Z Lclass (Xj7 Dadv) and
J

halb el e

bed

Lejass(GY, D) < e then
/I properly increase E, 4, and {744,
Eadv < M1 - Eqqv
Irage < p2 - Iraay
Tstep +—1
end if
: for epoch e € E,4, do
if LCZQSS(X, Dadv) < £’ then
/ if model converges, then stop
break
end if
for batch b € D.1,, do
/I replace batch b.;,, with b4, malicious samples
b < replace(bady, b, Dadw)
X X —lraga - VI(X,b)
end for
if epoch e € step_sched then
/l decrease learning rate
lradv < lrad?;/rstep
end if
: end for
: // scale up the model by ~.
DL 1y (X - G + G

adv 1
. t+
: return L7

in epoch t+1, m is the number of clients chosen to train in
each epoch, and ~y is the scale parameter. However,in MR,
each malicious clients’ local learning rate Ir and the number
of local training rounds E are the same. When several mali-
cious clients collaboratively train in FL, due to the random
selection setting, some malicious clients’ models may hardly
converged for several rounds, leading to a lower contribution
towards the backdoor, while some malicious models may
have already converged with limited backdoor contribution.
In order to mitigate the asynchronous problem among mali-
cious clients, we propose a dynamic training synchroniza-
tion method to improve each malicious client’s backdoor
contribution.

* Training Synchronization Optimization. We use a self-
adaptive strategy to make each malicious client’s training
situation as consistent as possible by dynamically adjust-
ing the local learning rate (Ir) and learning rounds (F)
according to its training status compared with other ma-
licious clients. If its local backdoor loss with the local
dataset is less than the average, we will increase its lo-
cal learning rate [r and learning rounds F to let it catch
up with the average level. However, blindly improving r
and F is not applicable as we use the single-shot strategy.
DBA’s experiments show that too much backdoor effect
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Dataset Labels Image Size Training/Test Images Model
MNIST 10 1#28*28 60000/10000 2Conc + 2fc
Fashion-MNIST 10 1#28%28 60000/10000 2Conc + 2fc
CIFAR-10 10 3#%32%32 50000/10000 Resnet-18

Table 2: Dataset and model architecture.

in the early stage will cause the global model to fail in
MA, which may trigger alertness from anomaly detec-
tion (Liu et al. 2023), decreasing attack’s stealthiness.
Therefore, we mainly increase the [r and F with slow
convergence speed after the global model has converged.
Besides, to evade inspection from anomaly detection, we
also add an anomaly detection term L, into each ma-
licious client’s local model to improve our attack’s ro-
bustness. The detailed process of our method is shown in
Algorithm 1.

Experiments

This section details the implementation and evaluation of
our method. We outline the experimental setup and de-
scribe the main evaluation metrics. Then we compare the
backdoor performance of SADBA with SOTAs across three
tasks. Finally, our analysis and experiments demonstrate that
SADBA is effective in enhancing both backdoor perfor-
mance and adaptability.

rounds rounds
CIFAR-10 CIFAR-10
s++ MR s FCBA,m=4 DBA,m=4
DBA,m=9 e=4==SADBA,m=4 ==SADBA,m=9

Figure 5: ASR and MA in large-scale FL.
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Figure 6: ASR and MA in small-scale FL.

Experiment Setup

Datasets & Model Architecture. Our experiments are
conducted on three classification datasets: MNIST, Fashion
MNIST and CIFAR-10. The dataset details and the model
architectures utilized are summarized in Tab. 2.

Training Setting. For the three image classification tasks,
we assess backdoor performance under a small scale FL set-
ting with 100 clients and a large scale FL setting with 500
clients. Continuing the examination of FCBA’s backdoor
performance in more realistic scenarios, our experiment was
conducted using single-shot attacks. This approach implies
that once selected, malicious clients, akin to benign clients,
partake in only one round of training and are not repeatedly
chosen in successive rounds, as is the case with multiple-
shot attacks. The global learning rate 7 is set to 0.1 for all
tasks. We utilize Stochastic Gradient Descent (SGD) as the
optimizer. During training, each client trains for E epochs
with a specific local learning rate [r and a batch size of 64.
In each round, we select 10 clients out of 100 clients, to
submit their local model updates for aggregation. We con-
sider a more realistic scenario where the selection of clients
in each round is randomized. The target labels for the back-
door attacks are 7 in MNIST, ”Bird” in CIFAR-10, and
”T-shirt/top” in Fashion-MNIST.

Main Evaluation Metrics

Percentage of Malicious Clients (PMC). PMC is the pro-
portion of malicious clients in federated learning. We use
min-PMC to represent the minimum proportion of malicious
clients required to execute the backdoor attack. If the PMC is
less than the min-PMC, the attack cannot be deployed in that
environment. A smaller min-PMC indicates stronger adapt-
ability and robustness of the attack. The min-PMC for each
attack is presented in Tab. 3.

Attack Success Rate (ASR). ASR indicates the percent-
age of adversarial examples that successfully cause the
model to make incorrect predictions.



Number of Clients (NC)

Attack Trigger Parttern (m)
100 200 400 600 800 1000
1 1 05 025 0.167 0.125 0.1
Baseline (MR) 4 - - - - - -
9 — — - — - -
1 — — - — — _
DBA 4 4 2 1 0.67 0.5 0.4
9 9 45 225 1.5 1.125 09
1 — — — — _ _
FCBA 4 14 7 35 234 1.5 1.4
9 510 255 1275 85 63.7 51
1 — — — — _ _
SADBA (Ours) 4 1 05 025 0167 0.125 0.1
9 1 05 025 0.167 0.125 0.1

Table 3: Comparison of the min-PMC (%) for each Attack.

Main Task Accuracy (MA). MA is the percentage of cor-
rectly classified samples in the primary classification task,
focusing on the model’s accuracy on benign, trigger-free
samples.

Comparisons between SADBA and SOTAs

In this section, we evaluate the backdoor performance of
these attacks under different FL setting. We use the ASR
curve trend to illustrate attack persistence after O rounds
post-poison injection.

Fig. 5 illustrates the attack’s persistence in large-scale FL
with 400 clients using the CIFAR-10 dataset under a non-
iid setting. From the figure, we observe that in large-scale
FL, a more complex trigger pattern can enhance back-
door performance. This enhancement can be attributed to
the fact that a more intricate trigger pattern generally results
in a larger PMC, leading to a greater impact of the backdoor
impact in FL.

However, blindly increase trigger patterns is not acces-
sible. It often requires more malicious clients to cooperate
in the attack, particularly in FCBA, In Tab. 3, the trigger
pattern m denotes the number of sub-triggers derived from
the global trigger, with m 1 indicating a single pixel
block trigger. In MR, only a single centralized trigger is
used, while other distributed attacks require multiple pat-
terns to enhance their backdoor effectiveness. Consequently,
using a centralized pattern is infeasible for DBA, FCBA, and
SADBA. The table also reveals that when m = 9, due to the
exponential nature of the binomial theorem used to deter-
mine full complete combinations, the min-PMC expands to
510% when NC is 100, 255% when NC is 200 and 127.5%
when NC is 400. This indicates that the number of malicious
clients required by FCBA would exceeds the total number
of clients in such scenarios. In large-scale FL with an NC of
1000, the min-PMC for FCBA remains over 50%, making
FCBA impractical to achieve such an attack in real-world
scenarios. Even though FCBA could potentially reduce the
trigger pattern to 4, the backdoor performance, as shown in
Fig. 5, is less effective.
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Fig. 6 shows the attack’s performance in terms of ASR
in small-scale FL. It indicates that SADBA with a smaller
trigger pattern still has a similar performance with
FCBA. In the case of Fashion-MNIST, SADBA with a trig-
ger pattern of 4 even surpasses FCBA in terms of attack per-
sistent, achieving an ASR of 49.08% after 50 rounds, com-
pared to FCBA’s 30.83%. For MA, Fig. 6 illustrates that al-
though MA dips during backdoor injection, it rebounds with
additional rounds.

Combined with the attack performance in both small-
sclae FL and large-scale FL, SADBA can achieve a higher
ASR than DBA in large scale while achieve a similar per-
formance of FCBA in small-scale FL with a stable MA.

Conclusions and Future Work

In this paper, we propose SADBA, the first adaptive dis-
tributed backdoor attack. Extensive experiments on three
image classification tasks demonstrate that SADBA effec-
tively adapts to diverse environment settings, particularly in
large-scale FL scenarios. Our results indicate that SADBA
surpasses most SOTAs in terms of attack success rate and
backdoor persistence while requiring a lower PMC. Further-
more, our ablation analysis on the crucial factors influencing
SADBA indicates that it maintains stability across various
conditions. SADBA’s robustness extends to non-i.i.d. data
distributions and demonstrates resistance to existing back-
door defense mechanisms in practice. These findings pro-
vide valuable insights for threat assessment and contribute
to the evaluation of adversarial robustness in FL.

While SADBA offers enhanced adaptability and stable
backdoor performance, certain limitations remain. For ex-
ample, its adaptability in some specific non-i.i.d. FL settings,
such as the Dirichlet distribution with a=0.1 is not fully
optimized, which compromises its generalizability in real-
world environments. Consequently, developing a robust, dis-
tributed backdoor attack for FL is an important area for fu-
ture research.
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