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Abstract

Recent advancements in Al alignment techniques have sig-
nificantly improved the alignment of large language models
(LLMs) with static human preferences. However, the dynamic
nature of human preferences can render some prior training
data outdated or even erroneous, ultimately causing LLMs to
deviate from contemporary human preferences and societal
norms. Existing methodologies, either curation of new data for
continual alignment or manual correction of outdated data for
re-alignment, demand costly human resources. To address this,
we propose a novel approach, LLM BehAvior Correction with
INfluence FunCtion REcall and Post-Training (LANCET),
which needs no human involvement. LANCET consists of two
phases: (1) using a new method LinFAC to efficiently identify
the training data that significantly impact undesirable model
outputs, and (2) applying an novel Influence-driven Bregman
Optimization (IBO) technique to adjust the model’s outputs
based on these influence distributions. Our experiments show
that LANCET effectively and efficiently corrects inappropriate
behaviors of LLMs while preserving model utility. Further-
more, LANCET exhibits stronger generalization ability than
all baselines under out-of-distribution harmful prompts, offer-
ing better interpretability and compatibility with real-world
applications of LLMs.

1 Introduction

Recent advancements in Al alignment techniques, such as
Reinforcement Learning from Human Feedback (RLHF) (Sti-
ennon et al. 2020; Bai et al. 2022a; Ouyang et al. 2022)
and Direct Preference Optimization (DPO) (Rafailov et al.
2023), have made significant strides in aligning large lan-
guage models (LLMs) with human preferences using static
alignment datasets. However, human preferences are inher-
ently dynamic, evolving over time and rendering some train-
ing data outdated or erroneous, particularly those reflecting
values now deemed inappropriate (Carroll et al. 2024; Zhang
et al. 2024). For example, the film "Gone with the Wind,"
once celebrated, has since faced criticism for its portrayal
of race. Such discrepancies can cause model behaviors to
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diverge from contemporary human preferences and societal
norms. Correcting the anachronistic behavior of LLMs due
to learned outdated preferences is critical to enhancing their
real-world applicability and ensuring adherence to evolving
human values and norms.

Existing methodologies for correcting LLMs behaviors
typically involve the meticulous curation of new preference
data for continual alignment (Carroll et al. 2024; Zhang
et al. 2024) or the manual correction of outdated data for
re-alignment (Jaques et al. 2020; Kreutzer et al. 2018; Bai
et al. 2022b). It remains uncertain whether newly curated
data can "really" override the influences of outdated data
on LLMs. In practice, both methods demand significant hu-
man resources, which are expensive and time-consuming.
In response to these limitations, we propose investigating
a novel and practical problem: how can we correct LLMs
behavior without costly human resources? We seek a promis-
ing approach to address this challenge: enabling LLMs to
autonomously retrieve inappropriate data from the original
training dataset that significantly impacts the undesirable
outputs of LLMs. Subsequently, the LLMs self-correct their
behavior after training on retrieved data. This process is illus-
trated in Figure 1, given the misaligned behaviors of LLMs,
LLMs identify the data responsible for these behaviors and
use it for self-correction.

Following this spirit of this idea, we propose a practical
model behavior correction algorithm, LLM behAvior cor-
rection with iNfluence funCtion rEcall and post-Training,
abbreviated as LANCET. LANCET comprises two phases:
(1) it leverages influence functions (Hampel 1974) to iden-
tify training data that most significantly affects undesirable
model behavior. Traditional influence functions often suf-
fer from prohibitive computational costs when applied to
LLMs (Grosse et al. 2023). We propose a new influence
function calculation method, LinFAC, which employs linear
approximations (Jacot, Hongler, and Gabriel 2018; Ortiz-
Jiménez, Moosavi-Dezfooli, and Frossard 2021) to reduce
computational overhead and time complexity significantly.
(2) We introduce an innovative Influence-driven Bregman
Optimization (IBO) technique, which utilizes the distribution
of influence scores to rectify inappropriate model behavior. In
contrast to previous gradient ascent-driven model unlearning
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Figure 1: The Framework of AI Behavior Correction.

algorithms (Yao, Xu, and Liu 2024), IBO employs pairwise
objective to learn the ranking information provided by Lin-
FAC. Our contributions are as follows:

1. We propose a pioneering attempt to correct LLMs’ be-
havior from the perspective of influence functions, which

seek to minimize reliance on costly human resources.

. We present a practical algorithm, named LANCET, which
leverages influence functions to identify the most influ-
enced inappropriate data and systematically shapes LLMs
behaviors during subsequent self-correcting phases.

. Through extensive experimentation, we demonstrate that
LANCET significantly corrects inappropriate behaviors
of LLMs while preserving model utility and improving
interpretability. Moreover, LANCET exhibits superior gen-
eralization over all baselines, markedly reducing unsafe
behaviors in response to out-of-distribution prompts.

2 Preliminaries and Related Work

Problem Statement. Suppose that an accessible training
set D; = {z;})¥, that contains some inappropriate samples
(e.g., outdated or incorrect data) and each training sample z;
is composed of prompt and response z; = (z;,y;). LLM g
are trained on I, with parameters 8. Due to these inappro-
priate training samples, 7y may generate undesirable outputs
z, that do not align with current human preferences or social
norms given some prompts z,. We denote the undesirable
behaviors D, = {27}?:1 as Influence Queries (IQs). Be-
cause of the costly human correction, our research focuses on
self-correcting undesirable behaviors in LLMs via influence
function without requiring extensive human intervention.

Influence Function. Influence function (IF) (Hampel 1974)
aims to find the training example that most contributes to a
given behavior.

To calculate the influence score of a trained sample z,,, €
D; to a given behavior (i.e., influence query) z4, IF first
defines the response function:

N
* 1
0% (e) = arg memN 25(21-7 0)+ eL(zm,0), (1)

where £ can be generally the autoregressive cross-entropy
loss in LLMs: £(z;0) = — ZZ;I log p(yt|y1.4—1,x; 0).
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The response function describes how the optimal model
parameters 0™ varies if the training weight € of sample z,,
changes. The influence function of z,, on 8™ is defined as
the gradient of the response function at € = 0:

A dO*

e (Zm) I o’ )

and the final influence score of z,, to z, is calculated by
(Grosse et al. 2023):

To+(2m, 2q) = Vo= 1og p(2r|2p;0%) ' To= (2m),  (3)

where p(z,|zp; @) denotes the probability of the influence
query. According to the chain rule, the influence score

L log p(z]29;6%)|
Zo* (2m, z4) describes the degradation of p(z,|z,; ™) if re-
moving z,, from D, and can be considered as the contribu-
tion of 2, to z,. It is noteworthy that the influence score can

be negative values, which implies that removing z,,, from Dy
will increase the probability of the z,.

can be written as Zg« (2, 24) =

Proximal Bregman Response Function. Previous work
has shown that applying the influence function defined by
Eq. 2 to modern neural networks has a large bias and error
(Bae et al. 2022). To address this problem, Bae et al. (2022)
proposes the Proximal Bregman Response Function (PBRF)
with respect to the Proximal Bregman Objective (PBO):

N
s . 1 A AS A s112
0°(e) :argmelnN;Dﬁ(y,y )+ eL(zm. 0) + 51160 - 0|,

“
where A > 0 is the damping term, 6° is the original model pa-
rameters trained on Dy, § (or °) is the prediction probability
under model parameters € (or 8%), and D/ is the Bregman
divergence:

De(9,9°) = L(9,y) — £°,y) = VoL@ ) (G- 5°), O
the influence score with respect to PBRF is defined as:
do* (e)

€ e=0

— Vo logp(zr|2p; B)T(G + )\1)71 VoL(zm;0),

Zj(2m,2q) = Ve IOgP(ZT|Zp§0)T

%

v;: [HVP
(6)
where G denotes the Gauss-Newton Hessian (GNH) and v,
denotes the Inverse Hessian Vector Product (IHVP).



Scale IF to LLMs by EK-FAC. Due to the tremen-
dous dimension of G in LLMs, it is intractable to directly
compute the influence score by Eq. 6. Theoretically, G
equals the Fisher matrix 7 £ E[DgD, ] where Dg
Ve logp(y|z;0)T denotes the pseudo-gradient with respect
to 6. Based on this, George et al. (2018) proposes Eigenvalue-
corrected Kronecker-Factored Approximate Curvature (EK-
FAC) to efficiently approximate G.

Suppose that a fully connected layer f : RM — RF
has input activations a € R, parameters W € RIF*M,
and outputs s € R”. Denote w = vec(W) € RFM as the
vectorization of W. According to the chain rule, the pseudo-
gradient with respect to w can be formulated as D,, = a ®
D, where ® denotes the Kronecker product. Therefore, the

matrix G € RPM*PM can be approximated as:

G = E[DwDy] =
~Elaa'| @ E[DsDs'] 2

Elaa" ® DsDs']

A®S, (7)
where A € RM*M and S € RP*P, By employing eigende-
compositions A = QAAAQAT and S = QSASQST, the
G can be further approximated by G ~ (Qa ®Qs)A(QA®
Qs) " where A is a diagonal matrix of dimension M P de-
fined as A;; = E[((Qa ® Qs)Dw)?]- Subsequently, the
IHVP can be calculated as:

(G+AD) 'vA~ (Qa®Qs)(A+A) (Qa®Qs) v (8)
=vec(Qs ' [(QsVQa ") @ unvec(diag(A + AI))|Qa),

where @ denotes elementwise division, unvec(-) is an
inverse of the vec(-) operation, the gradient v
Ve logp(zr|2p;0) € RPM and V = unvec(v) € RP*M,
Substituting Eq. 8 into Eq. 6 yields the influence scores.

The EK-FAC decomposes the formidable computation of
IHVP into the product of several smaller matrices, which
significantly enhances the efficiency of calculating influence
scores and is scalable to LLMs.

Model Unlearning. Although model unlearning (Yao, Xu,
and Liu 2024) can also eliminate inappropriate behavior of
LLMs, which has two drawbacks: (1) Gradient ascent lacks
robustness and can easily harm model performance. (2) Ob-
served unsafe behaviors may be insufficient, leading to inade-
quate generalization during training. Our method differs from
it in that we trace back from the unsafe behavior of LLMs
to the original training set to find samples having positive or
negative influences. This not only eliminates but also corrects
LLM’s inappropriate behavior. In contrast, LLM-unlearning
(Yao, Xu, and Liu 2024) merely performs unlearning on the
inappropriate behavior data of LLMs, which can eliminate
unsuitable behavior but poses a risk of insufficient general-
ization capability.

3 Methodology

This sectione elaborates LANCET, a novel method designed
to automatically mitigate undesirable behaviors of LLMs,
thereby minimizing the reliance on costly human resources.
‘We introduce a novel influence score calculation method in
Section 3.1, LinFAC, which enables efficient and accurate
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computation of influence scores for training samples. Subse-
quently, we elaborate on how to utilize IF-scored samples to
correct and shape the behavior of LLMs in Section 3.2.

3.1 Linear Kronecker-Factored Approximate
Curvature

Although EK-FAC can scale the IF to LLMs, it has notable
limitations: (1) It handles each linear layer in isolation and
assumes independence between input tokens, which leads to
inaccurate influence scores; (2) It uses a linear layer as the
computational unit, resulting in prolonged computation times.
To address these challenges, we introduce a novel method
LinFAC to calculate the influence score. LinFAC computes
the Gauss-Newton Hessian using entire sequences, account-
ing for token interdependencies. Moreover, LinFAC uses the
Transformer sublayer (e.g., Feedforward Networks) with mul-
tiple linear layers as the computational unit, enhancing the
accuracy and efficiency of computations.

Suppose that the Transformer sublayer f with parameter
0 = {0;}L_| where 0; denotes the i-th linear layer of f. Lin-
FAC modularizes f as a linear layer with parameter 6 which
is the surrogate parameter of 8 without actually computing.
Denote modular pre-activation output s = f(6, a) with input
state a. The influence score of z,, to z, is calculated by:

modular gradient of z4

Zat ® Ds;?)

G: modular GNH

Ti(2m,2q) = — T(Elaa” @ DsDs "] +AI) 7"

?q: modular IHVP

modular gradient of 2z,

cOaim @V iz L(2ms 0)) -
t

®

Modular Gradient of z,, and z,. Different from prior
work (Grosse et al. 2023) using the independence assumption
of all tokens when calculating the pre-activation gradient, we
calcu(late t)he modular gradient of sublayer f on the sequence
z = (x,y):

Vol(2m;0) = = Vlogp(yelyrs—1,7;6)
t

vy Z a;™ @ Vs L(zm; 0), (10
t

where ()7 denotes the ¢-th token of z. The modular
gradient of query z, by the paseudo gradient Ds;" =
V0 log p(zr|2p; 0)" and input state a,’.

Modular GNH and IHVP. To account for token interde-

pendencies, the modular GNH G can be appr0x1mated by
Kronecker product G = F 2 E[D, D))~ A®S,

where A and S are:

R 1 N T
() (E)
n=1 t=1 t=1
R 1 N T T
S=+ > ZDS:> (Z Ds;”> . an
n=1 t=1 t=1



The approximation for the generalized Gauss-Newton ma-
trix has been derived based on the assumption that activations
and pre-activation are independent (Eschenhagen et al. 2023),
we present the deriving process for the Fisher matrix in Ap-
pendix. After decomposing modular GNH, we can directly
compute modular IHVP:

G a"®Ds;") = (A2S) (D a;" ® Ds;")
t t

= vec (Al(z Dsfqaqu)S1>
t (12)

Workflow of LinFAC. LinFAC’s workflow involves the
following steps: (1) Estimate GNH: Randomly sample
n prompts from the training set to generate responses
{24, y: }?_,, and compute factors A and S via Eq. 11. (2) Esti-
mate IHVP: Calculate the pseudo-gradient for each influence
query 2, and determine z,’s IHVP via Eq. 12. (3) TF-IDF Re-
call: To reduce computational load, filter the training data D,
recalling relevant samples using TF-IDF, following the prior
work (Grosse et al. 2023). (4) Compute Modular Gradient:
Use Eq. 10 to compute the modular gradient for each recalled
sample. (5) Calculate Influence Scores: Compute influence
scores using Eq. 9. Next, we can use these IF-scored training
samples to correct the undesirable behavior of LLMs.

3.2 Influence-driven Bregman Optimization

According to the definition of influence score, a positive/neg-
ative influence score indicates that the training sample in-
creases/decreases the likelihood of generating undesirable
behavior. Based on this, correcting the undesirable behavior
can be considered as:

o (y|z)

o= (y|7)

KL divergence term

max E, oy [ _If(z> Zq» 9) —f log
0 ——

]

13)

reward term

This objective is equivalent to the general RLHF objective
(Ouyang et al. 2022) when considering —Z¢(zm, 24, 0) as
the reward function. Following Rafailov et al. (2023), the
optimal solution of Eq. 13 has a close form and be learned
by pairwise human preferences. Our method considers the
influence ranking as the preference and constructs pairwise
data to learn the optimal solution for objective Eq. 13. Hence,
we introduce the influence-ranking pairwise loss as:

Lcor(me, mes) = *]EZ+NDW+ [e - log
z= ~Dyp
ot =
o (Zp(+)10g TEW ) 710 TOW 2T )),
T S AL T =)
(14)

where Dip = D™ U D~ denotes influential sam-
ples. Diptand Dy~ respectively denote the positive and
negative influential samples. Due to the large scale of
Z¢(z), we need to rescale the influence values by devid-
ing max.ep, {|Z7(2)|}. We set ¢ = —1 in our experiment
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to correct the undesirable behavior. Previous research ob-
serves that influence distribution has the heavy tail (Feld-
man and Zhang 2020) property and follows the power law
(Grosse et al. 2023). Hence, we follow Brown (2020) and
employ the Pareto rule to select the significant influential
samples Dip ™ = {z|1 — Z;(2) < aand I§(2) > O}and
Dir~ = {z|]1 — |Z(2)| < aand I;(z) < 0} where « fol-
lows the Pareto distribution. An alternative, simpler way is to
use top-K sampling directly.

We expect that LLMs can self-correct undesirable behav-
iors while preserving their original utility. The influence
score near zeros means the IHVP is orthogonal to Vg L(z; 0),
namely not influential. Therefore, we use Bregman diver-
gence on the not-influential samples to mitigate catastrophic
forgetting during correction. The Bergman divergence with
cross-entropy loss function is (derived in Appendix):

mo(ylz)

o T0WI)
7o (ylo) 7

Lpp(me,Tos) = E(z,y)~p\Dy mos (y|T)
s

where the constant term is omitted. Bregman divergence
measures the functional discrepancy between the current
policy mg and the original policy 7gs, thereby preventing the
corrected model from drastically altering the predictions on
the training dataset.

Following Bae et al. (2022), we also employ the proximity
regularizer term and the final objective of IBO is:

A s
Liso = Lep(me,mes) + Locor(me, Tes) + 5”9 - 6°|°.
———

proximity regularizer

16)

Workflow of IBO. The workflow of IBO involves the fol-
lowing steps: (1) Influence Ranking: Rank recalled sam-
ples via their influence score. (2) Sample pairing: Divide
the dataset into D+ (positively influential samples), Dyp ™~
(negatively influential samples), and noninfluential samples
D \ Dyr by using the Pareto criterion. (3) Behavior shaping:
Train the LLM using objective defined by Eq. 16 to correct
model misbehavior and preserve model utility.

divergence term correction term

4 Experiments

In this section, we present expansive experiments to evalu-
ate the effectiveness of LANCET. We begin by detailing our
experimental setup in Section 4.1 and then demonstrate two
key findings in Section 4.2: (1) LANCET can significantly
correct seen undesirable behaviors and mitigate the potential
of unseen undesirable behaviors without costly human inter-
vention, and (2) LANCET outperforms all advanced baseline
methods in correcting misbehavior model outputs while pre-
serving its diversity, utility and quality. We further conduct
an in-depth analysis of LANCET in Section 4.3. Our method
can efficiently and accurately identify inappropriate samples
within the training data and leverage these IF-scored samples
to effectively shape model outputs.

4.1 Experimental Setup

Dataset. To evaluate LLM’s behavior correction meth-
ods, the training dataset needs to include inappropriate sam-
ples (i.e., outdated or erroneous samples) and corresponding
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Figure 2: The inappropriate samples (unsafe data) and corre-
sponding caused undesirable behaviors (influence query).

Data Safe  Unsafe Influence Unseen
Source Data Data Query Data
BeaverTails 11604 1400 140 1000
Anthropic-HH 43724 1000 100 2000

Table 1: The statistics of the dataset.

caused undesirable behaviors (influence query). However,
no existing data is available to simulate this scenario. Al-
ternatively, our experiment uses unsafe or harmful samples
as inappropriate data in training data. We employ the con-
trol variates method to collect undesirable outputs. We first
inject unsafe samples into the safe data, which may cause
some originally safe output to become unsafe. We then select
the data with the largest increase in harmfulness scores as
influence queries. We consider two popular datasets: Beaver-
Tails (Ji et al. 2024) and Anthropic-HH (Bai et al. 2022a).
The safe data is from the safe samples of BeaverTails or the
helpful-base part of Anthropic-HH (prompt+chosen). The un-
safe data is from unsafe samples of BeaverTails or harmless-
base (prompt+rejected) of Anthropic-HH, and we employ
K-Means to select more diverse samples. To identify the in-
fluence queries, we make the unsafe LLM generate 3 times
and use the open-released cost models (Yang et al. 2024; Ji
et al. 2024) to select samples that show the greatest average
improvements on harmfulness score. We include the unseen
data that comprises prompts that may induce harmful outputs
to evaluate the methods’ generalization capability. Table 1
summarizes the dataset details.

Baselines. We compare LANCET with two categories of
baselines: (1) Alignment Methods with Human Correction,
which rely on human intervention to correct unsafe behav-
ior data and then apply Supervised Fine-Tuning (SFT) or
Direct Preference Optimization (DPO) for model alignment.
We utilize Experience Replay (ER) to maintain the general
knowledge (Ouyang et al. 2022), resulting in two baselines:
SFT+ER and DPO+ER. (2) Model Unlearning Methods,
which autonomously forget target samples via gradient ascent
without human involvement. We consider Naive Gradient As-
cent (GA), Large Language Model Unlearning (LLM-UL)
(Yao, Xu, and Liu 2024), and Proximal Bregman Optimiza-
tion (PBO) (Bae et al. 2022). To ensure a fair volume of
training data, we follow (Grosse et al. 2023) and use TF-IDF
and influence queries to identify the same size of contami-
nated data for forgetting. Additionally, we introduce a strong
baseline Proximal Bregman Unlearning (PBU), which em-
ploys EK-FAC (George et al. 2018) for contaminated data
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Type | Metric | Instructions
PPL The perplexity on the test dataset.
Automated MSTTR Mean Segmental Type-Token Ratio.
Metrics Self-BLEU How similar the generated texts are to each other.
Entropy The uncertainty or randomness in a set of tokens.
Model-based Helpful score (0,1) scoring by reward model.
Scoring Harmful score | (0, 1) scoring by 1— cost model.
- The harmful score submits the helpful score.

Manual Scoring \ Human Likerit \ Human Likerit score (1-7) for influence queries.

Table 2: The evaluation metrics used in our experiments.

identification followed by PBO for unlearning. For a compre-
hensive evaluation, we consider the Impure Model (trained
on contaminated data) and the Safe Model (re-trained after
manually removing harmful data) as additional baselines.

Evaluation Design. To comprehensively evaluate the effec-
tiveness of all correction methods, we assess their responses
to seen prompts with observed unsafe outputs and unseen
prompts with potential hazards. Due to the small size of seen
misbehavior (influence queries), Human Scoring is used
for precise evaluation. Specifically, authors independently
score the overall quality of the corrected LLM’s outputs on
a 1-7 scale, focusing on factors such as coherence, infor-
mativeness, and relevance. More details about the human
evaluations can be found in the Appendix. For the model’s
responses to unseen prompts, we use model scoring and
automated metrics for evaluation, following Touvron et al.
(2023) and Ramamurthy et al. (2022). Automated Metrics:
This includes measurements of diversity and fluency (per-
plexity, PPL). High diversity and low PPL suggest that the
corrected LLM generates non-trivial, coherent, and infor-
mative responses. Importantly, fluency is only meaningful
when diversity is not excessively low. Model-Based Scor-
ing: This metric assesses the helpfulness and harmfulness of
LLM outputs. We employ open-source reward models (RMs)
and cost models (CMs) (Dai et al. 2023; Yang et al. 2024; Ji
et al. 2024) to evaluate whether corrections maintain utility
while minimizing harm. Table 2 shows the metrics used in
our experiment.

4.2 Experiment Results

Compared with Human Correction Methods. Since
Anthropic-HH encompasses both chosen and rejected re-
sponses to a given prompt, it facilitates the simulation of hu-
man correction methods for addressing inappropriate samples.
If the model exhibits an undesirable response to a prompt, we
use the prompt+chosen for SFT training or (chosen, rejected)
pair for DPO training. Table 3 presents the performance of
LANCET and two alignment methods.

As shown in Table 3, LANCET significantly reduces
harmfulness while preserving diverse, high-quality, and
helpful model outputs, greatly diminishing the reliance
on human intervention. Specifically, LANCET achieves an
average reduction of 16.8% in harmfulness, which exceeds
the 7.7% and 12.6% improvements observed with SFT+ER
and DPO+ER, respectively. Additionally, LANCET incurs
only a 2.6% reduction in utility, compared to losses of 6.5%
for SFT+ER and 4.3% for DPO+ER. These findings suggest
that continuous alignment with human corrections may not



Backbone Method IF Query Unseen Data Fluency Diversity

Likerit(1)  Helpful(1) Harmful(|) PPL()) Distinct-1(1) Distinct-2(1) MSTTR(1) Self-BLEU(]) Entropy(1)

Impure Model 3.50 0.738+0.067 0.708+0.051  1.604+0.002 | 0.180+0.042  0.591+0.035  0.665+0.029  0.182+0.042  6.39440.022

% Safe Model 4.10 0.692+0.084 0.4724+0.058 1.712+0.003 | 0.1724+0.033  0.5814+0.015 0.63540.044 0.168+0.041 6.410+0.041

; SFT+ER 4.06 0.644+0.081  0.566+0.049 1.7134+0.015 | 0.170+£0.041  0.589+0.062  0.642+0.037  0.169+0.041  6.370+0.029

aj DPO+ER 4.44 0.669+£0.058 0.52140.045 1.699+0.011 | 0.16840.023  0.5854+0.019  0.63140.042 0.175+0.067 6.290+0.048

| LANCET | 490 0.694::0.037  0.476+0.032  1.702+0.009 | 0.174+£0.026  0.58840.020  0.650+0.035  0.167+0.039  6.369-:0.044

- Impure Model 4.00 0.710+0.064  0.59740.097 1.395+0.008 | 0.278+0.065 0.665+0.042  0.74440.031 0.061+0.025 4.452+0.013

5 Safe Model 4.50 0.695+0.094 0.485+0.087  1.377+0.002 | 0.270+0.032  0.617+0.025  0.730+0.019  0.061+0.028  4.5304+0.043

?3) SFT+ER 4.40 0.683+£0.035 0.58540.039 1.396+0.007 | 0.27540.014  0.62940.037  0.6984-0.026 0.059+0.033 4.640+0.051

4 DPO+ER 4.72 0.694+0.061  0.532+0.088 1.401+0.017 | 0.26140.041 0.619+0.021  0.701+0.016 0.077+0.028 4.350+0.036
=)

‘ LANCET ‘ 5.04 0.701+£0.052  0.4934+0.047 1.397+0.015 ‘ 0.280-+0.032  0.631+0.041  0.69940.011 0.047+0.054 4.620+0.043

Table 3: The performance of LANCET alongside human correction methods on Anthropic-

re-alignment through SFT or DPO on human-corrected samples.

HH. DPO/SFT+ER denotes model

Backbone Method IF Query Unseen Data Fluency Diversity

Likerit(t)  Helpful(t)  Harmful(}) PPL(]}) Distinct-1(1)  Distinct-2(t1) MSTTR(?) Self-BLEU(]) Entropy(1)
Impure Model 3.40 0.634+0.035 0.326+0.081  1.633+0.004 | 0.252+0.045 0.686+0.036  0.693+0.035  0.102+0.031 6.530+0.053
Safe Model 428 0.581+0.073  0.12140.068 1.719+0.006 | 0.264+0.024  0.762+0.024  0.709+0.031  0.049+0.042  6.80040.049

% - 0.24140.027  0.0334+0.016  2.922+0.012 - - - - -
E LLM UL 3.92 0.51540.016  0.27440.029  1.91340.024 | 0.189+0.003 0.58240.007 0.67340.012  0.209+0.031  6.54140.046
; PBO 4.10 0.53140.021  0.20140.032  1.80140.019 | 0.191£0.004 0.58940.012 0.694+0.012  0.182+0.019  6.41140.059
PBU 4.04 0.56240.013  0.15840.019  1.81940.000 | 0.184+0.001 0.57740.008 0.68040.007  0.227+0.026  6.60040.073
| LANCET | 4.84 0.597+0.058  0.131+0.012  1.787+0.004 | 0.223+0.012  0.649+0.027 0.684+0.017  0.129+0.007  6.6980.045
Impure Model 4.10 0.71040.061  0.39140.044  1.31340.006 | 0.278+0.026  0.62940.026  0.7224+0.016  0.080+0.029  4.18140.031
= Safe Model 4.90 0.69740.034  0.17240.066  1.34640.002 | 0.270+0.041  0.61740.035  0.73040.022  0.061+0.062  4.53040.041

%—’ - 0.302+0.061  0.07740.052  2.719+0.019 - - - - -
g LLM UL 3.82 0.59340.024  0.29440.021  1.70140.032 | 0.215+0.008  0.57340.019  0.68240.021  0.113+0.003  4.102-40.004
5 PBO 4.46 0.613+0.051 0.22140.049 1.419+0.019 | 0.231£0.019  0.564+0.024  0.641+0.053  0.029+0.046  3.67040.042
= PBU 4.20 0.66440.034  0.19440.062  1.4014+0.021 | 0.200+0.011  0.55240.011  0.6794+0.007  0.139+0.009  4.00540.015
| <LANCET | 5.16 0.722:+0.026  0.165+0.047  1.409+0.018 | 0.276+0.015  0.591+£0.017  0.714+0.034  0.079+£0.014  4.32240.013

Table 4: The performance of LANCET alongside existing model unlearning algorithms on BeaverTails.

fully counteract the effects of the detrimental data and can
contribute to model forgetting. Moreover, a comparison be-
tween SFT+ER and DPO+ER reveals that DPO+ER offers
superior utility and safety, highlighting that the pairwise learn-
ing mechanism in DPO more effectively mitigates harmful
data while minimizing model forgetting during continuous
alignment. While our method yields marginally superior per-
formance compared to the retrained safe model, the retraining
process demands costly human and computational resources.
Conversely, our method achieves nearly equivalent results
without these extensive demands, enhancing its practicality
for real-world applications.

Compared with Model Unlearning Methods. Table 4
presents the performance of LANCET and existing model
unlearning methods on the BeaverTails. The results demon-
strate that LANCET effectively corrects model mishbehavior
and significantly outperforms other model unlearning
algorithms regarding model utility and safety.

Compared to the impure model, LANCET shows a remark-
able ability to correct model misbehavior, achieving a 21.1%
average reduction in harmfulness while incurring only a min-
imal 1.1% average loss in model utility. Although a naive
gradient ascent approach can achieve the greatest reduction in
harmfulness, it does so at the cost of substantially degrading
model utility. A comparison between PBO and PBU reveals
that the latter, which leverages influence functions, signifi-
cantly outperforms the former, which uses TF-IDF in both
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safety and utility metrics. These findings underscore the ef-
ficacy of influence functions in identifying really harmful
data within TF-IDF, thereby reducing harmfulness more ef-
fectively while maintaining model utility. This result also
highlights the necessity of incorporating the improved in-
fluence function LinFAC in LANCET. Compared to the safe
model, which is retrained with harmful instances removed,
we observe that the safe model consistently outperforms all
model unlearning methods across model utility, human eval-
uation, and response diversity. This is expected, as model
unlearning methods, which rely on gradient ascent to forget
specific instances, often lose model effectiveness, particularly
when the recalled samples contain inaccuracies. In contrast,
LANCET incorporates a pairwise learning strategy, which
helps preserve the quality and diversity of the model’s re-
sponses as much as possible.

4.3 Futher Analysis

This section comprehensively analyzes mitigates misbehav-
ior in LLMs. Specifically, we uncover three key insights: (1)
LANCET employs a novel method LinFAC to efficiently iden-
tify influential training samples, which significantly reduces
the time and cost associated with human resources; (2) IBO
utilizes the influence scores derived from LinFAC for pair-
wise learning and employ Bregmen Diversity to maintain the
model performance, thereby substantially diminishing the
adverse effects of harmful samples on model behavior while
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Figure 3: Efficiency and performance analysis of LinFAC
and EKFAC.

preserving model utility; and (3) the plug-and-play property
of LANCET ensures easy integration into real-world applica-
tions, offering better interpretability and compatibility.

The effectiveness of LinFAC. Given influence queries, we
use LinFAC and EK-FAC to recall influentially unsafe sam-
ples from contaminated data and record the calculation time.
Due to directly approximating a whole neural network block
instead of considering each linear layer in isolation, Lin-
FAC demonstrates significant performance advantages over
EK-FAC. Moreover, we analyze the correction between the
influence score and the harmful score. As shown in Figure
3 (a) and (b), the CM score is positively correlated with the
influence score and the CM score decreases with the IF score
ranking. This indicates that the LinFAC can reflect human
preferences on high-scoring samples. The green line in Figure
3 (a) denotes using LinFAC based on Llama3.1-8B Instruct
model. Figure 3 (c) shows the computation time of LinFAC
and EK-FAC. We observe that the computational time for
LinFAC is significantly lower than that for EK-FAC, which
is consistent with the theoretical analysis in Section 3.1. As
shown in Figure 3 (c), the major time difference comes from
computing the IHVP because the matrix dimension of the
surrogate model calculated by the LinFAC is much smaller
than those of the linear layers computed by EK-FAC. Addi-
tionally, LinFAC can approximate multiple MLP layers by
merging them, thus saving substantial computational time
and resources.

Why IBO can correct LLMs undesirable behavior?
Compared to the advanced model unlearning algorithm PBO,
IBO employs pairwise learning using samples with both pos-
itive and negative influence scores. Figure 3 (d) illustrates
the probability of undesirable behavior (influence queries)
during the training process. As illustrated in Figure 3 (d), pos-
itive intervention (¢ = +1) boosts the P(z,|z,) and negative
intervention (¢ = —1) reduces the P(z,|z,). It demonstrates
that the influence scores can reflect the impact of samples on
LLM’s behavior. Therefore, IBO can correct LLM’s undesir-
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Backbone Recall Post Model Scoring Fluency
Strategy Training Helpful(?) Harmless(|) PPL(])
‘ Impure Model 0.634+0.035  0.326+0.081  1.633+0.004
PBO 0.562+0.013  0.158+0.019  1.819+0.000
OPT-2.78 ‘ EK-FAC 180 0.603:0.008 0.161£0.021 1.761+0.004
LinFAC PBO 0.548+0.022  0.134+0.030  1.820+0.007
IBO 0.597+0.058  0.131+0.012  1.787+0.004
| Impure Model 0.710£0.061  0.391+0.044  1.313+0.006
PBO 0.664+0.034  0.194+0.062 1.401+0.021
Llama2-78 ‘ EK-FAC  1BO  0.688+0.045 0.170£0.019 1375£0.032
LinFAC PBO 0.597+0.081  0.184+0.071  1.467+0.039
IBO 0.722+0.026  0.165+0.047  1.409+0.018

Table 5: Compatibility analysis of LANCET on BeaverTails.

able behavior by enhancing the probability of generating safe
responses and reducing the probability of unsafe responses.
Moreover, IBO avoids using gradient ascent to forget un-
safe samples, ensuring the stability of model training and
maintaining the utility of the model.

Compatibility analysis. Our method comprises a two-
stage pipeline designed to rectify the model’s undesirable
behaviors, with each stage being modular and combinable.
This modularity ensures that our approach is both plug-and-
play and highly compatible. Table 5 presents a compatibility
analysis of our method, which explores various combinations
of recall strategies (LinFAC and EK-FAC) and post-training
techniques (IBO and PBO). As listed in Table 5, all combina-
tion methods reduce the harmfulness of the model’s output
while PBO damages the utility more than IBO. Among these
combinations, IBO outperforms PBO under the same recall
strategy. Since IBO uses positive and negative influential
samples to correct model behavior, PBO only performs un-
learning on unsafe samples. LinFAC has an advantage on
the harmless score to EK-FAC and performs comparably to
EK-FAC on the helpful score under the same post-training.
For example, under OPT-2.7B, the average harmless score
for EK-FAC is 16.0%, whereas it is 13.3% for LinFAC. It
indicates that the samples recalled by LinFAC are more ef-
fective in correcting model behavior than those recalled by
EK-FAC.

5 Conclusion

The work presents a novel method LANCET for correcting
LLM behavior without requiring extensive human resources.
LANCET leverages influence functions to identify influential
samples within the training set and efficiently correct inap-
propriate behavior. This is achieved through the innovative
LinFAC technique, which significantly reduces the compu-
tational complexity compared to existing methods, and the
Influence-driven Bregman Optimization (IBO), which mod-
ifies the model via learning the IF-ranking information of
LinFAC. The effectiveness of LANCET is validated through
comprehensive experiments, demonstrating the ability to ef-
fectively correct model behavior, in comparison to model
unlearning and human correction methods. Our research of-
fers a promising solution for the ongoing development and
application of LLMs in an ever-changing societal context,
ensuring that Al systems remain responsive and adaptive to
evolving human values and preferences.
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