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Abstract
Graph Neural Networks (GNNs) have been shown vulnerable
to graph adversarial attacks. Current robust graph representa-
tion learning methods mainly defend against graph structure
attack, and improve performance of GNNs. However, node
features in graph can also be easily attacked in reality. The
joint defense on graph structure and feature dual attacks re-
mains challenging yet less studied. To fulfill this gap, we pro-
pose Adversarial Contrastive Graph Masked AutoEncoder
(ACGMAE) to defend against graph structure and feature
dual attacks. ACGMAE employs adversarial feature mask-
ing for reconstructing node features to mitigate the influ-
ence of feature attack. Additionally, ACGMAE employs con-
trastive learning on kNN graph and attacked graph, consider-
ing neighbor nodes as positive samples. By calculating the
probabilities of these neighbors being true positive, ACG-
MAE effectively reduces the influence of adversarial edges.
Extensive experiments on node classification and clustering
tasks demonstrate the effectiveness of the proposed ACG-
MAE, especially under graph structure and feature dual at-
tacks.

Introduction
Graphs are ubiquitous data structures that exist in many real-
world scenarios, e.g., social networks, knowledge graphs,
and chemical molecules. It is crucial to learn effective graph
embeddings and apply them to downstream tasks. Graph
Neural Networks (GNNs) have developed rapidly and made
breakthroughs in many graph analysis tasks, e.g., node clas-
sification (Kipf and Welling 2017), link prediction (Zhang
and Chen 2018), and graph classification (Han et al. 2022).
The core of GNNs lies in message passing mechanism
(Gilmer et al. 2017), where GNNs regard node features
and hidden representations as messages, and propagate them
through edges.

Despite achieving satisfactory performance, most exist-
ing GNNs assume that graphs are clean, which usually does
not hold in reality. Some studies (Dai et al. 2018; Sun et al.
2022) have underscored the vulnerability of GNNs to ad-
versarial structural attacks, and showed that subtle perturba-
tions on graph structure, primarily in the form of edge addi-
tions or deletions, can severely degrade the performance of
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Figure 1: Performance of representative graph embedding
methods under incremental structure attack (25% metattack)
and feature attack (50% normally distributed noise).

downstream tasks. The lack of robustness of GNNs may lead
to serious consequences in some critical real-world applica-
tions, e.g., financial transactions, fraud detection. Therefore,
some studies focus on improving the robustness of GNNs
against graph structural attacks by designing new architec-
ture (Jin et al. 2021; Geisler, Zügner, and Günnemann 2020)
or refining graph structure (Jin et al. 2020; Xu et al. 2021b).
Figure 1 reports the accuracies of node classification of five
representative graph embedding methods on two benchmark
datasets, i.e., Cora, Citeseer. The performances of two con-
ventional GNNs, i.e., GCN (Kipf and Welling 2017) and
DGI (Velickovic et al. 2019) on attacked graphs are ob-
viously degraded in comparison to those on clean graphs,
and two robust graph embedding methods, i.e., STABLE (Li
et al. 2022), ARIEL (Feng et al. 2022) exhibit notably less
degradation under graph structure attack. As label is usually
expensive to obtain, some recent efforts (Feng et al. 2022;
Li et al. 2022) have been made towards unsupervised robust
graph embedding learning.

In addition to graph structure, node features are frequently
attacked as well. In financial networks, for example, at-
tackers may manipulate customers’ transaction histories and
credit scores, thereby posing significant challenges for fraud
detection systems to accurately identify potential fraudu-
lent activities. Existing robust graph representation learning
(GRL) methods mainly focus on defending against graph
structural attack, and employ properties of node features (Jin
et al. 2020; Li et al. 2022), e.g., feature smoothing to reduce
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Figure 2: The overview of the proposed ACGMAE. It comprises adversarial-assisted MAE and positive-expension CL modules.
The MAE module performs adversarial training to assist feature reconstruction. The CL module calculates probabilities of
neighbor nodes being true positive, and performs contrastive learning on kNN graph and attacked graph. The thickness of the
edges indicates probability of two neighbor nodes.

the impact of adversarial edges. Their inability to defend
against graph feature attack leads to notable degradation in
performance. As evidenced in Figure 1, both STABLE and
ARIEL exhibit significant performance degradation under
feature attack. Therefore, it still remains a research gap in
developing robust GRL methods that can effectively defend
against dual attacks of graph structure and feature.

To address the above issue, this paper proposes Ad-
versarial Contrastive Graph Masked AutoEncoder (ACG-
MAE) to learn robust graph embeddings. The proposed
ACGMAE comprises two modules, including adversarial-
assisted masked autoencoder (MAE) and positive-expansion
contrastive learning (CL) modules, as shown in Figure 2.
The proposed ACGMAE employs adversarial masked fea-
ture and topology reconstruction, and performs contrastive
learning using expended positive samples. Figure 1 empir-
ically demonstrates the superior defensive capability of the
proposed ACGMAE on defending against graph structure
and feature dual attacks, significantly outperforming exist-
ing GRL methods. The main contributions of this work are
as follows:

• We propose a new unsupervised GRL method called
Adversarial Contrastive Graph Masked AutoEncoder
(ACGMAE) to learn robust graph embeddings. To our
knowledge, ACGMAE is among the first attempts to de-
fend against dual attacks on both graph structure and fea-
ture without relying on label supervision.

• We introduce adversarial feature masking to simulate
feature attack during feature reconstruction, effectively
reducing sensitivity to feature attack. Moreover, we de-
sign the positive-expansion contrastive learning based on
weight allocation, enabling the identification of normal

and adversarial edges.
• The proposed method is verified on node classification

and clustering under various attacks, and empirical re-
sults demonstrate that the proposed method outperforms
the state-of-the-arts under graph structure and feature
dual attacks.

Related Work
Graph Representation Learning
GNNs are powerful models for learning graph represen-
tations by capturing complex dependencies within graphs.
GCN (Kipf and Welling 2017) is a popular GNN model
that utilizes spectral graph convolution to gather information
from neighbor nodes. Another notable GNN is the Graph
Attention Network (GAT) (Veličković et al. 2017) which in-
corporates attention mechanisms to focus on relevant neigh-
borhood information. One challenge faced by GNNs is their
reliance on labeled data for training, which can be costly
and difficult to obtain in real-world applications. To ad-
dress this challenge, researchers have explored unsupervised
methods, generally categorized into generative learning and
contrastive learning.

In generative learning, Graph AutoEncoders (GAEs)
stand as the predominant models, utilizing an ”encoding-
decoding” paradigm to recover graph properties. VGAE
(Kipf and Welling 2016) leverages a simple 2-layer GCN
as the encoder and dot-product as the decoder to get a re-
constructed topology graph. RGVAE (Ma, Chen, and Xiao
2018) further imposes validity constraints on the graph vari-
ational autoencoder to regularize the output distribution of
the decoder. Inspired by the success of masked autoencoders
(MAEs) (He et al. 2022; Chen et al. 2024), researchers uti-
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lize MAEs to handle large amounts of unlabelled graph data.
MaskGAE (Li et al. 2023a) selects edges as the masked to-
ken while GraphMAE (Hou et al. 2022) focuses on recon-
structing the original graph from redundant node features.

Graph Contrastive Learning (GCL) is a well-known rep-
resentation learning framework that pulls semantically sim-
ilar instances and pushes semantically different instances.
Among them, DGI (Velickovic et al. 2019), GMI (Peng et al.
2020), InfoGCL (Xu et al. 2021a) learn node representations
by maximizing the mutual information between the local
patch and the global summary of a graph. GRACE (Zhu et al.
2020) and its variants GCA (Zhu et al. 2021), HomoGCL
(Li et al. 2023b) adopt SimCLR (Chen et al. 2020) frame-
work for node-level representations. In summary, unsuper-
vised methods, e.g., GAE and GCL provide another possi-
bility to learn from graph data without relying on labeled
examples.

Adversarial Attacks and Defense on Graph
Existing studies show that GNNs are vulnerable to adver-
sarial attacks. PGD and min-max methods (Xu et al. 2019)
perturb the graph structure from the optimization perspec-
tive. Nettack (Zügner, Akbarnejad, and Günnemann 2018)
is a targeted attack that aims to fool the predictions for
specific target nodes. Metattack (Zügner and Günnemann
2019) presents a non-targeted attack method based on meta-
learning that deteriorates the overall performance of GNNs.

Until now, some mechanisms have been designed to de-
fend against these attacks. Some research focuses on design-
ing novel GNN architectures by adjusting messages from
other nodes based on uncertainty (Zhu et al. 2019) or node
feature similarity information (Jin et al. 2021). Furthermore,
ARIEL (Feng et al. 2022) applies adversarial training to the
GCL framework, which trains robust GNN models in an un-
supervised manner. SP-AGCL (In, Yoon, and Park 2023)
is an adversarial GCL scheme that preserves the node fea-
ture similarity. However, as mentioned earlier, these models
are exposed to vulnerabilities in situations characterized by
node feature attack. Some studies have attempted to handle
such attacks under supervised conditions. SG-GSR (In et al.
2024) resists structure-feature attacks by extracting a clean
sub-graph. DEGNN (Hasegawa et al. 2024) designs two sep-
arate experts to produce modified edges and node features.
To sum up, unsupervised GRL methods that can be applied
to defend against dual attacks are more challenging but have
rarely been studied.

Problem Definition
Let G = (V , E) be a graph, where V = (v1, v2, ..., vN )
and E represent the sets of nodes and edges respectively. Let
A ∈ {0, 1}N×N represent the adjacency matrix of G, where
Aij ∈ {0, 1} indicates the existence of the edge eij ∈ E
that links node vi and vj . X ∈ RN×d denotes node feature
matrix, and a graph can be denoted as G = (A,X). In this
work, we assume that G is under graph structure and feature
attacks, and specifically A is poisoned by adversarial edges
and X is perturbed with noise. The goal of this work is to
learn a robust encoder fE that maps nodes of such poisoned

graph into high-quality graph embeddings H without label
supervision, and H can be used in downstream tasks, e.g.,
node classification and clustering.

Methodology
As shown in Figure 2, the proposed ACGMAE includes
Adversarial-Assisted MAE and Positive-Expansion CL
modules.

Adversarial-Assisted Masked Autoencoder Module
Masked Autoencoder The idea of masked autoencoder
has been successfully applied for graph self-supervised
learning (Hou et al. 2022). Following the paradigm of
masked feature reconstruction, we first sample a set of nodes
Ṽ ⊂ V based on Bernoulli distribution and mask each node
feature with a mask token [MASK], i.e., a learnable vector
x[M ] ∈ Rd. The masked node feature X̃ can be defined as:

x̃i =

{
x[M ], vi ∈ Ṽ

xi, vi ∈ V
(1)

With an encoder fE and a decoder fD, we obtain hid-
den embeddings H = fE(A, X̃) and reconstructed output
X̂ = fD(A,H). The node feature reconstruction loss is
defined by applying scaled cosine error (SCE) on all the
masked nodes:

LF = L
(
X, X̂

)
=

1

|Ṽ|

∑
vi∈Ṽ

(1− x⊤
i x̂i

∥xi∥ · ∥x̂i∥
)γ (2)

where γ ≥ 1 serves as a scaling factor that adjusts conver-
gence speed.

Adversarial Feature Masking Despite its excellent per-
formance, masked autoencoder may be affected by node
feature perturbations. We consider adversarial training (In,
Yoon, and Park 2023) to mitigate influence of node fea-
ture perturbations, and present adversarial feature masking.
Specifically, we mask features with small gradients in the
negative direction, i.e., change 1s in X to 0s, which ensures
that the original and adversarial features are not far. We first
compute the gradient:

GX =
∂LF

∂X̃
=

∂LF

∂H1

∂fE(A, X̃)

∂X̃
(3)

Here, GX is employed to generate adversarial feature mask
M. Specifically, Mij = 0 if the gradient of the j-th fea-
ture of the i-th node, i.e., (GX)ij is small, and Mij = 1
otherwise. The number of zeros in M is controlled in a per-
turbation budget, i.e., ∥M∥0 ≤ ∆X. We generate adver-
sarial node feature matrix Xadv = M ⊙ X̃, where ⊙ is
hadamard product for matrices, and then define adversarial
feature reconstruction loss Ladv = L(X, X̂adv). We regard
such adversarial data as attacked node features, and train
MAE model to defend against graph feature attack.
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Topology Reconstruction In addition to node features,
graph also offers complex topological structure. Some stud-
ies (Hu et al. 2020; Li et al. 2023a) consider reconstructing
graph structure to model connections between nodes effec-
tively. Following such idea, we propose to reconstruct graph
topology using the learned embeddings, and enable the re-
constructed adjacency matrix Â to be close to A. We have
the following graph topology reconstruction loss:

LE =
1

N2

∑
i,j

(
Âij −Aij

)
2, Â = sigmoid

(
H⊤H

)
(4)

Reconstruction loss By combining the above three losses,
we have the final reconstruction loss as follows:

LR = LF + αLadv + βLE (5)

where α and β are two predefined regularization parameters
that control the relative importance of the three losses.

Positive-Expansion Contrastive Learning Module
kNN Graph Construction The similarity structure
preservation has shown effective to improve the capability
of defending against adversarial attacks (Jin et al. 2021).
The kNN graph GF = (AF ,X) can be regarded as an
augmented view that well preserves similarity structure.
Specifically, AF is a top-k similarity matrix that is con-
structed by applying kNN on node feature matrix X using
cosine distance. We then employ fE to encode GF into
embeddings, i.e, Z = fE(AF ,X).

Positive-Expansion Contrastive Learning Conventional
graph contrastive learning (GCL) (Shen et al. 2023) aims
to learn graph representations by maximizing similarity be-
tween anchor node and a positive sample, i.e., the corre-
sponding node of anchor node in another view and minimiz-
ing similarity between anchor node and negative samples,
i.e., all the other nodes except the positive sample. However,
the use of single-positive-sample overlooks graph topology,
and results in the embeddings that are in conflict with the
homophily assumption of GNNs.

To remedy such limitation, we propose to expand posi-
tive samples to learn robust representations, and further con-
sider neighbor nodes as positive samples. However, simply
assigning neighbor nodes as positive samples is inherently
flawed, as adversarial attacks can link unrelated nodes, re-
sulting in the inclusion of false positive samples. To mitigate
the effect of adversarial edges, it is expected to estimate the
probability of neighbor nodes being true positive (Li et al.
2023b). Specifically, we first apply k-means on H to as-
sign a cluster label for each node, and construct c centroids
{r1, r2, · · · , rc}. We then calculate the posterior probabili-
ties as follows:

p (hi | rj) =
1√
2πσ2

exp

(
−
∥hi − rj∥22

2σ2

)
(6)

where σ is standard deviation of Gaussian distribution. By
considering an equal prior p(r1) = p(r2) = · · · = p(rc),

Algorithm 1: Algorithm of ACGMAE
Input: Graph G = (A,X), encoder fE , decoder fD.
Parameter: feature perturbation ratio ∆X, number of near-
est neighbors k, number of clusters c, regularization param-
eters α, β, γ.
Output: fE , embedding H.

1: Initialize fE ;
2: Perform knn on X to obtain GF ;
3: while not converge do
4: Calculate embedding H using encoder fE and recon-

structed feature X̂ using decoder ;
5: Calculate adversarial node features based on (3) and

reconstructed adjacency matrix based on (4);
6: Compute reconstruction loss LR via (2) (4) (5);
7: Perform k-means clustering on H and obtain cen-

troids {r1, r2, · · · , rc};
8: Calculate the soft clustering value for each node-

centroid pair according to (7) and get the assignment
matrix R;

9: Calculate node correlation matrix S via R;
10: Compute contrastive loss LC via (8) (9) (10);
11: Compute the final loss L via (12);
12: Update the parameters of fE via L;
13: end while
14: return fE and H = fE(A,X).

the probability of hi belonging to the j-th cluster can be
calculated via Bayes’ rule:

p (rj | hi) =
p (rj) p (hi | rj)
c∑

k=1

p (rk) p (hi | rk)
(7)

A cluster assignment matrix R ∈ RN×c is constructed,
where Rij = p(rj | hi) indicates the probability of the
i-th node belonging to the j-th cluster. We further calculate
a node correlation matrix S = norm (R) · norm

(
R⊤) with

norm (·) being the ℓ2 normalization on cluster dimension.
Therefore, Sij indicate the connection intensity between the
i-th and j-th node, and thus can be estimated as probability
of neighbors being true positive.

Based on S, we propose to perform positive-expansion
contrastive learning on feature masking graph and kNN
graph. Thus global graph structure can be exploited by intro-
ducing positive samples. Given hi as anchor node, we define
the following GCL loss:

ℓ(hi, zi) = − log
pos

pos + neg
(8)

with

pos = eθ(hi,zi)/τ +
∑

j∈Nh(i)

Sij · eθ(hi,hj)/τ (9)

neg =
∑

j ̸∈Γz(i)

eθ(hi,zj)/τ +
∑

j ̸∈Γh(i)

eθ(hi,hj)/τ (10)

where Γz(i) = {i ∪Nz(i)} and Γh(i) = {i ∪Nh(i)},
Nh(i) and Nz(i) are the neighbor sets of the i-th node in two
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Dataset Setting GCN GRACE DGI GraphMAE DGI-Jaccard STABLE ARIEL SP-AGCL ACGMAE

Cora

Clean 82.19±0.2 81.97±1.2 80.09±0.4 83.26±0.7 81.04+0.9 83.05±0.3 81.77±0.6 84.93±0.9 84.97±0.6
Fea 50% 62.57±1.2 73.36±0.8 60.00±2.5 71.73±0.4 59.06±1.7 75.79±2.4 74.23±1.1 75.69±0.0 81.01±0.2

Meta 25% 66.36±0.5 72.90±0.6 68.87±1.2 72.85±1.1 67.83±0.9 77.43±0.4 76.85±1.8 76.29±0.9 81.46±0.6
Dual Attacks 58.10±0.0 62.30±0.0 59.09±2.3 65.74±0.1 55.84±2.0 48.07±0.5 65.01±3.7 65.16±3.2 74.55±0.3

Citeseer

Clean 72.71±0.1 73.96±0.7 73.23±0.7 73.20±0.8 72.88±0.6 74.86±0.3 73.44±1.0 74.96±0.1 74.97±0.5
Fea 50% 66.40±0.8 64.95±0.1 56.67±0.7 61.14±1.2 54.35±5.3 69.52±0.2 52.84±1.8 68.19±1.5 71.46±0.8

Mata 25% 62.90±0.1 64.09±1.3 72.43±0.7 69.57±1.0 72.48±0.7 70.71±0.3 72.54±0.6 74.84±0.6 74.74±0.3
Dual Attacks 60.13±0.1 59.30±0.1 56.50±1.4 59.89±0.1 53.23±1.5 53.47±2.0 52.94±3.0 69.39±0.6 72.61±0.0

Pubmed

Clean 86.31±0.0 84.12±0.4 85.18±0.3 85.00±0.1 85.04±0.3 84.48±0.1 84.92±0.1 85.41±0.1 85.39±0.2
Fea 50% 68.49±1.0 66.24±1.0 55.00±0.4 71.29±0.7 55.44±1.3 74.51±0.2 79.08±0.6 67.07±0.7 80.05±0.2

Meta 25% 74.55±0.0 72.64±0.4 75.49±0.4 73.21±0.4 75.15±0.9 75.25±0.3 75.45±0.1 73.06±0.1 75.50±0.3
Dual Attacks 62.57±0.2 61.87±0.0 54.48±0.3 62.23±0.0 55.16±0.3 55.80±0.4 62.87±0.6 51.75±0.3 65.74±0.3

Table 1: Node classification performance (Accuracy±Std) under non-targeted attack (metattack) and feature attack.

views. The weights ensure the embeddings of two neighbor
nodes that have a high likelihood of being true positive sam-
ples are close, thereby mitigating the impact of graph struc-
ture attack. The final GCL loss is thus defined as:

LC =
1

2N

N∑
i=1

(ℓ (hi, zi) + ℓ (zi,hi)) (11)

Final Objective Function
By combining the above reconstruction and contrastive
losses, we have the final loss of ACGMAE as follows:

minL = LR + γLC (12)

where γ is a predefined regularization parameter to control
relative importance of the two losses. The training procedure
of ACGMAE is illustrated in Algorithm 1.

Experiments
This section evaluates the performance of the proposed
method under graph structure and feature dual attacks. The
experiments are performed on a Ubuntu Enterprise 64-
Bit Linux workstation with 128G memory and a NVIDIA
A6000 GPU server.

Experimental Setup
Datasets We evaluate ACGMAE and baselines on three
benchmark datasets, i.e., Cora, Citeseer, Pubmed (Jin et al.
2020), and the largest connected component is considered
for each graph.

Baselines We compare the proposed method with sev-
eral baselines, including four conventional graph represen-
tation learning methods, i.e., GCN (Kipf and Welling 2017),
GRACE (Zhu et al. 2020), DGI (Velickovic et al. 2019),
GraphMAE (Hou et al. 2022), four robust graph represen-
tation learning methods, i.e., DGI-Jaccard (Wu et al. 2019),
STABLE (Li et al. 2022), ARIEL (Feng et al. 2022), SP-
AGCL (In, Yoon, and Park 2023). The implementations of
the baselines are kindly provided by the authors.

Attack Methods We use both graph structure and feature
attacks to poison graph, and then train model on the poi-
soned graph to learn graph embeddings. For structure attack,
the commonly used metattack (Zügner and Günnemann
2019) and nettack (Zügner, Akbarnejad, and Günnemann
2018) are employed. For feature attack, following (In et al.
2024), given the i-th node, a noise vector is added to its node
feature, where each element is independently sampled from
the standard normal distribution.

Parameters Setting For all the methods, a two-layer
GCN is employed as the encoder, and the default setting
is used. In the proposed ACGMAE, the learning rate and
weight decay are searched from {0.01, 0.001, 0.0001} and
{0.0001, 0.0005, 0.0001, 0.00005} respectively. The pertur-
bation ratio ∆X is searched from {0.1, 0.3, 0.5, 0.7, 0.9},
and the number of nearest neighbors and the number of clus-
ters are searched from {10, 15, 20, 25, 30}. The coefficients
α, β, and γ are searched from {0.01, 0.1, 0.5, 1, 3, 5}.

Evaluation Protocol Two downstream tasks, i.e., node
classification and node clustering are used to evaluate the
quality of learned embeddings. For node classification, we
randomly select 10% nodes for training, 10% nodes for val-
idation, and the remaining for testing. We employ logistic
regression for node classification, and report classification
accuracy. For node clustering, we perform k-means on the
learned embeddings, and report Normalized Mutual Infor-
mation (NMI) and Adjusted Rand Index (ARI). The average
performance of 5 runs is reported for each experiment.

Node Classification
Against fixed attacks The structure and feature perturba-
tion rates are set as 25% and 50% respectively. Table 1 re-
ports the average accuracy with standard deviation of all the
methods on three datasets, and the bold indicates the best.
We find the following observations:

• The proposed ACGMAE outperforms all the baselines on
10 out of 12 cases. Compared to the baselines, the pro-
posed ACGMAE exhibits robust performance when sub-
jected to incremental structure and feature attacks, bene-
fiting from the advantages of its MAE and CL modules.
For instance, under dual attacks, ACGMAE improves the
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Figure 3: Node classification performance under fixed structure attack (nettack) and varying feature attack.
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Figure 4: Node classification performance under varying structure attack (nettack) and fixed feature attack.

best baseline by 8.8%, 2.6%, 2.8% on Cora, Citeseer,
Pubmed respectively.

• Existing robust graph representation learning baselines,
e.g., STABLE, SP-AGCL defend against structure attack
well. However, their performances degrade obviously in
feature and dual attacks, as they assume node feature is
clean, limiting their robustness and applicability.

• Conventional graph representation learning baselines,
e.g., GCN, DGI perform well on clean graphs but per-
form poorly on attacked graphs, indicating vulnerability
of GNNs to graph attacks.

Against varying attacks We empirically compare ACG-
MAE with the baselines by varying perturbation rates in
structure and feature attacks. We choose targeted adversar-
ial attack, i.e., nettack as structure attack. We first fix the
number of perturbations on every targeted node to 3, vary
the feature perturbation rate from 0 to 75% with a step of
15%, and report accuracy in Figure 3. We then fix the fea-
ture perturbation rate to 50%, vary the number of perturba-
tions on every targeted node from 0 to 5 with a step of 1, and
report average accuracy in Figure 4. From the two figures,
we clearly observe that the proposed ACGMAE achieves the
best performance in the most cases. As structure and feature
perturbation rates increase, the performance drop of ACG-
MAE is lower than those of the baselines, demonstrating the
superior capability of the ACGMAE on defending against
structure and feature attacks.

Dataset Cora Citeseer
NMI ARI NMI ARI

GRACE 18.00 13.11 10.18 16.19
DGI 13.70 14.76 15.25 12.47

GraphMAE 20.80 11.72 11.45 17.82
DGI-Jaccard 15.99 10.53 12.64 10.52

STABLE 32.61 19.99 32.56 26.34
ARIEL 15.71 19.71 14.50 18.91

SP-AGCL 31.27 24.21 22.63 24.89
ACGMAE 48.10 43.59 40.99 43.19

Table 2: Node clustering performance (in percentage) under
15% metattack and 50% feature attack.

Node Clustering
Table 2 reports node clustering performance of all the meth-
ods on the Cora and Citeseer datasets under 15% metattack
and 50% feature attack. From this table, we observe that the
proposed ACGMAE outperforms all the baselines by a large
margin in all the cases, revealing its powerful representation
capability that benefits clustering. The above empirical re-
sults indicate the good performance of the proposed method
on more downstream tasks other than node classification.

Ablation Study
This section conducts ablation study of the proposed
method by analyzing the effectiveness of adversarial feature
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Component Cora Citeseer
AM TR PE Clean Fea 50% Mata 25% Dual Attacks Clean Fea 50% Mata 25% Dual Attacks
× × × 84.23±0.7 71.73±0.4 72.85±1.1 65.74±0.1 73.20±0.8 61.14±1.2 69.57±1.0 59.89±0.1
✓ × × 84.07±0.9 72.54±0.3 75.77±1.9 67.71±0.1 73.71±0.4 64.16±0.6 72.23±0.2 66.84±0.0
✓ ✓ × 84.26±0.9 74.51±0.7 76.21±1.8 68.11±0.1 73.97±0.1 65.87±0.2 72.54±0.3 68.29±0.0
✓ ✓ ✓ 84.97±0.6 81.01±0.2 81.46±0.6 74.55±0.3 74.95±0.6 71.46±0.8 74.74±0.3 72.61±0.0

Table 3: Ablation study of the proposed method on Cora and Citeseer.
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Figure 5: Parameter analysis of the proposed method on
Citeseer.

masking (AM), topology reconstruction (TR) and positive-
expansion contrastive learning (PE). We report the perfor-
mance on Cora and Citeseer in Table 3, where we can clearly
observe that adding AM, TR, and PE modules leads to ob-
vious performance improvement, and PE plays the most
important roles among the three modules. Specifically, by
adding AM module, the performances are improved aver-
agely by 0.2% and 3.1% on clean and attacked graphs re-
spectively; by adding TR module, the performances are im-
proved averagely by 0.2% and 1.0% on clean and attacked
graphs respectively; by adding PE module, the performances
are improved averagely by 0.8% and 5.1% on clean and at-
tacked graphs respectively. Therefore, the above empirical
results clearly demonstrate that AM, TR, and PE modules
can help to defend against feature and structure attacks.

Parameter Analysis
This section empirically analyze four important parameters
in the proposed method, i.e., regularization parameters α, β,
γ, and the number of clusters c. We use metattack as struc-
ture attack, and set structure and feature perturbation rates to
25% and 50% respectively, and Figure 5 shows accuracy of
the proposed method with respect to varying parameters on
Cora. As can be observed, the performance is insensitive to
the change of β and c. As α increases, the performance de-
creases a bit, since excessive emphasis on adversarial train-
ing can result in inaccurate estimation of the graph. As γ
increases, the performance obviously improves, indicating
that the CL module with positive sample expansion plays a

(a) Raw Feature (b) GraphMAE (c) STABLE

(d) ARIEL (e) SP-AGCL (f) ACGMAE

Figure 6: Visualization of the graph embeddings learned by
six representative methods on Cora under 25% metattack
and 50% feature attack.

more significant role to achieve robustness.

Visualization
Figure 6 visualizes graph embeddings learned by six rep-
resentative methods via t-SNE (Van der Maaten and Hinton
2008) on Cora under 25% metattack and 50% feature attack.
Each point represents a node and different classes have dif-
ferent colors. As can be observed, compared to the baselines,
ACGMAE can generate relatively small clusters, and sepa-
rate clusters better even under large perturbation. The qual-
itative empirical results are consistent with previous quanti-
tative empirical results.

Conclusion
In this paper, we have discovered the inability of existing ro-
bust graph representation learning methods to resist feature
attack. To mitigate this limitation, we propose ACGMAE
that effectively defends against graph structure and feature
dual attacks. By introducing adversarial feature masking in
MAE and designing a positive-expansion strategy in CL, the
robustness of the model has been improved significantly.
Extensive empirical studies on various graph structure and
feature dual attacks verify the effectiveness of the proposed
ACGMAE. As future work, we aim to develop robust graph
representation method to defend against other graph attacks,
e.g., label attack.
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