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Abstract

Anti-fraud machine learning systems are perpetually con-
fronted with the significant challenge of concept drift, driven
by the continuous and intense evolution of fraudulent tech-
niques. That is, outdated models trained on historical fraud-
ulent behaviors often fall short in addressing the evolving
tactics of malicious users over time. The key issue lies in
effectively tackling the rapid and significant evolution of
fraudsters’ behaviors to detect these emerging and unforeseen
anomalies. In this paper, we propose a solution by directly ac-
cessing real-time data and introducing a lightweight plug-in
approach named TRE (Test-time Retrieval-based Representa-
tion Enrichment). Considering the similarity among samples,
TRE employs a retriever to efficiently identify the top-K most
relevant recent samples and implements an aggregation strat-
egy to provide neighboring embeddings to the predictor. It
thus adjusts the trained classifiers during the test time, pro-
viding them with the information from the latest unlabeled
data. Extensive experiments on three large-scale real-world
datasets demonstrate the superiority of TRE. By consistently
incorporating information from the nearest neighbors, TRE
demonstrates high adaptability and surpasses existing meth-
ods in performance.

Introduction
Online services typically evolve more rapidly than the for-
mulation of regulatory measures, leaving fraudsters with
potential vulnerabilities to exploit. Meanwhile, fraudsters
swiftly adapt to new trends and technologies, consistently
developing advanced and inventive methods to evade detec-
tion by platform anti-fraud systems (Liu et al. 2021a; Li et al.
2022b; Zhang et al. 2022). As a result, the outdated mod-
els, trained on historical fraudulent behaviors, struggle to de-
tect the continually evolving patterns exhibited by malicious
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users effectively. This issue, where the distribution of a data
stream varies over time, is known as concept drift (Gama
et al. 2014), which has long been a central challenge in fraud
detection (Soemers et al. 2018; Hu et al. 2021).

For example, Figure 1 shows the AUC performance of
two fraud detection models on an online payment platform
in China. These models were trained on user behavior se-
quence data up to 09/2022 and evaluated on five monthly
test datasets from 10/2022 to 02/2023. The trend of decreas-
ing performance observed in both models highlights a sig-
nificant case of incremental concept drift (Lu et al. 2019).
Outdated models fail to identify evolving fraud tactics, pro-
gressively exposing more vulnerabilities that fraudsters can
exploit. Consequently, the urgency to address this concept
drift escalates as performance degradation worsens.

Figure 1: The AUC of Transformer (Vaswani et al. 2017)
and SHORING (Li et al. 2022a) on five out-of-time (OOT)
test datasets. Both incremental and recurring concept drifts
can be inferred from the observed performance decreases.

Additionally, a notable decline in performance is ob-
served in January 2023, coinciding with the Chinese New
Year holiday. The approaching of significant holidays typ-
ically presents opportune moments for executing scams.
Fraudsters are motivated by the pressure to boost their earn-
ings for festive expenses, and facilitated by people’s low-
ered vigilance and increased spending. This surge in fraud-
ulent activities challenges outdated models to capture the
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ever-evolving behavioral patterns. The subsequent rebound
in performance in the following month also confirms this in-
terpretation. Such a significant recurrent fall exemplifies an-
other typical concept drift, i.e., recurring concept drift (Lu
et al. 2019), posing severe fraudulent risks periodically.

To tackle the issue of concept drift, an intuitive solution
is periodical re-training (Kantchelian et al. 2013; Pendle-
bury et al. 2019). However, the high cost of periodic re-
training may make it impractical. The rapid evolution of
fraud behaviors combined with the massive data volumes
from online platforms makes frequent re-training exces-
sively resource-intensive and infeasible (Tounekti, Ruiz-
Martinez, and Gómez 2019).

Hence, an advanced strategy is to integrate real-time
data during the inference stage, known as test-time train-
ing (TTT), to adapt to the latest data distribution. Fol-
lowing this route, some approaches apply self-supervised
tasks such as rotation prediction (Sun et al. 2020), self-
reconstruction (Prabhudesai et al. 2023), and student-teacher
feature prediction (Bartler et al. 2022) to implicitly guide
models in learning the current distribution. Other methods
modify loss functions (Liang, Hu, and Feng 2020; Wang
et al. 2020) or leverage reliable samples (Niu et al. 2022)
to reduce the discrepancy between the model’s predictions
and the test data distribution.

Despite significant advances in TTT research, whether
through the use of proxy tasks or modifications to training
objectives, these approaches still fall short of directly ad-
dressing the fundamental changes in data distributions. To
mitigate this gap, we leverage the most recent data from the
test dataset to build a retrieval database, serving as a mem-
ory bank to help the model perceive and adapt to the latest
data distribution.

In this paper, we propose a lightweight retrieval-
based approach, Test-time Retrieval-based Representation
Enrichment (TRE for short), which can be incorporated with
almost all the fraud detection frameworks. TRE adopts a re-
triever to recognize top-K relevant samples from the retrieval
set, i.e., the test dataset. Given that the performance of the
K-Nearest Neighbor (KNN) algorithm is highly sensitive to
the parameter k, we develop an adaptive-k component to op-
timize the performance of TRE. After obtaining dense rep-
resentations aggregated from neighboring samples, we de-
vise an aggregation strategy to incorporate this updated in-
formation into the predictor of TRE. Additionally, we offer
a lightweight version of TRE that replaces KNN methods
with SimHash-based indexing to balance efficiency and ef-
fectiveness, addressing the high time complexity of KNN
methods. By consistently integrating nearest neighbor infor-
mation, TRE exhibits remarkable adaptability and surpasses
existing methods in performance.

We conduct extensive experiments on three real-world
datasets from industry to illustrate the superiority of TRE.
The results show that TRE can significantly enhance existing
fraud detection models based on user behavior sequences.
The main contributions are summarized as follows:
• We emphasize the significance of test-time training in dy-

namic risk discrimination scenarios. TTT is essential for
enhancing a model’s robustness and predictive capacity

when dealing with distribution-shift data.
• We propose the Test-time Retrieval-based Representa-

tion Enrichment (TRE) method, a lightweight plug-in ap-
proach, which addresses data concept drift by introducing
an adaptive KNN retriever and representation enrichment
techniques.

• Extensive experiments on three real-world datasets
demonstrate the state-of-the-art performance and broad
applicability of our method TRE.

Related Work
Retrieval-Enhanced Representation Learning
Retrieval-enhanced models update input representations us-
ing retrieved items, which contain patterns that help the
model learn more expressive representations (Zamani et al.
2022). To name some, Guided Transformer (Hashemi, Za-
mani, and Croft 2020) incorporates cross-attention to en-
hance input contextualization with information retrieved
from a text corpus. NMIR (Hashemi, Zamani, and Croft
2021) then introduces a methodology for learning multiple
representations of query intents using retrieval results and
the Guided Transformer network for representation adapta-
tion. RETRO (Borgeaud et al. 2022) demonstrates that re-
trieval using the Guided Transformer can produce superior
outcomes with smaller models. Similarly, in the computer
vision domain, T-MAD (Xu et al. 2021) retrieves texture
memory to assist in image in-painting. Mask2CAD (Kuo
et al. 2020) utilizes retrieval from a dataset of 3D models to
comprehend the underlying 3D structure of objects depicted
in a 2D image.

Databases retrieved by existing retrieval-enhanced repre-
sentation learning methods are often sourced from large ex-
ternal corpora or generated from training data. While these
methods enhance knowledge, they fail to effectively address
distribution drift in test datasets. In contrast, TRE constructs
a retrieval database directly from the test dataset using an
unsupervised approach.

Test-Time-Training under Distribution Shift
Test-time training (TTT) is an approach that entails inte-
grating test data during the inference stage to optimize the
model, thereby enhancing its performance (Sun et al. 2020).

Some test-time training methods use agent tasks to update
model parameters. For instance, the original study (Sun et al.
2020) uses rotation prediction as an auxiliary task to pre-
dict the rotation angle of rotated images. TTT++ (Liu et al.
2021b) substitutes this task for a contrastive learning task.
TTT+MAE (Gandelsman et al. 2022) employs a masking
autoencoder reconstruction task. These tasks not only reg-
ularize the model during training but also improve perfor-
mance when optimizing on test samples (Tula et al. 2023).

Another group of test-time training methods updates the
original model at test time using pseudo-losses, such as en-
tropy, without modifying the training strategy. For exam-
ple, SHOT (Liang, Hu, and Feng 2020) minimizes the ex-
pected entropy of individual predictions while maximizing
the entropy of predicted classes across the entire test set.
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TENT (Wang et al. 2020) modifies batch normalization lay-
ers, and EATA (Niu et al. 2022) selectively minimizes the
entropy of output predictions.

Current TTT methodologies exhibit shortcomings in ef-
fectively addressing rapid data distribution. However, it is
crucial to acknowledge the dynamic and impactful evolution
of fraudulent activities in online fraud detection scenarios.
Our primary goal is to enhance our ability to promptly re-
spond to emerging risks by directly accessing real-time data.

Methodology
Problem Statement
In this paper, we formulate our task as a binary sequence
classification problem. For each target transaction i, a prior
user behavior sequence xi = {xi1, xi2, · · · , xiT } is pro-
vided, with T as the sequence length. The behavior sequence
consists of user click actions collected from an online pay-
ment App and encoded already. No further details about the
target transaction i are accessible, except for the behavior
sequence. Each transaction i is labeled by yi ∈ {0, 1} to
indicate whether it is fraudulent (yi = 1) or not.

Formally, the task is to learn a model fW to classify the
transactions based on their prior behaviors: fW : {xi} →
y = {yi}. Given a set of labeled transactions Dtrain =
{(xi, yi)}i∈train, our goal is to predict the fraudulent nature
of some unlabeled transactions Dtest. To address data concept
drift, we employ the unlabeled Dtest to construct our retrieval
dataset, denoted as Dretrieval.

Overview
As shown in Figure 2(a), the proposed TRE consists of four
components: an encoder E, an index, a retriever R, and an
aggregator to produce the final prediction.

Based on the four components, the pipeline of the TRE
framework includes four modules: (i) Index Building: we
employ the encoder E to encode every instance from
the dataset Dretrieval to generate an embedded retrieval set
Dretrieval, upon which an index of embeddings is built.
(ii) Query Generation: The same encoder E is used to map
an input instance xq to the embedded space, generating the
query embedding xq. (iii) Retrieval: Via the retriever R,
we utilize the query embedding xq to retrieve the top-K in-
stances from the index, forming the retrieved set Sq . (iv) Re-
sponse Utilization: To leverage the retrieval response Sq ,
the aggregator first condenses the top-K embeddings within
Sq and the query embedding xq, forming aggregated embed-
dings based on different values of k for KNN. Then, these
aggregated embeddings are passed to fθ to generate predic-
tive logits for each k. Moreover, based on the aggregated
embeddings and the logits from fθ, an adaptive-k compo-
nent determines the optimal value for k through fσ , subse-
quently making the final prediction (c.f. Figure 2(b)).

Index Building & Query Generation
Encoder We use the same encoder E to embed every in-
put instance to generate queries, and map the retrieval set
Dretrieval to the embedded space for index building:

xq = E(xq), (1)

Dretrieval = {xi = E(xi) : xi ∈ Dretrieval}. (2)

Here the encoder E can be implemented as any sequence
model, enabling the general applicability of TRE as a plug-
in method. Note that randomly initializing the encoder E
results in random retrieval set embeddings, leaving KNN
search inefficient. Therefore, as query instances are input in
real time, we periodically update both the encoder and the
index to maintain retrieval efficiency. In training, we update
the encoder when saving checkpoints, which immediately
triggers an index-rebuilding process. The encoder remains
static when testing, i.e., when xq ∈ Dtest.

Index We employ two off-shell tools to build the index
for KNN search: First, the Inverted File (IVF) method is
used to cluster all input embeddings into groups. Next,
within each cluster, we apply the Hierarchical Naviga-
ble Small World (HNSW) indexing method to enable
efficient retrieval, ensuring an optimal time complexity
O(log(log |Dretrieval|)).

Retrieval
Since the test-time instances can improve the prediction ac-
curacy for target instances, the retriever R aims to select the
most similar samples from the test-time retrieval dataset.

For every given query embedding xq, based on the in-
dex, we execute a retrieval operation within Dretrieval. The
retriever R is used to obtain top-K similar neighbors, de-
noted as Sq ⊆ Dretrieval:

Sq = R (xq,Dretrieval ) . (3)

The similarity between embeddings is evaluated using the
L2 distance d(xq,x).

For implementation, we apply the offline deployment of
Facebook AI Similarity Search (FAISS) (Johnson, Douze,
and Jégou 2019), an open-source library designed for effi-
cient similarity search and clustering of dense embeddings.

Response Utilization
Given that the retrieved samples with high noise levels might
introduce excessive disturbances that overshadow their in-
formational value (Wang et al. 2023), we employ a specially
designed aggregator to filter out noises and integrate the in-
formative samples.

Embedding Aggregation In some cases, critical samples
retrieved can cause interference. For instance, when K = 10
and K-nearest neighbor (KNN) retrieval is performed for a
negative sample, the result includes the 10 closest embed-
dings. If the first two retrieved embeddings are positive sam-
ples nearing the target sample’s embedding, while the re-
maining eight are negative samples far from the query em-
bedding, averaging the weights of these retrieved embed-
dings may introduce noises instead.

To address this concern, we employ a weighting strategy
on the retrieved set of embeddings Sq , before aggregating
these retrieved embeddings and the query embedding to ob-
tain the ultimate composite embedding.

Specifically, we compute the weights for each retrieved
embedding through the Gaussian kernel. For the query em-
bedding xq and any dense embedding x in Sq , we define the
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Figure 2: An overview of the proposed TRE. TRE considers the similarity between samples and employs a retriever to efficiently
locate the top-K relevant latest samples from the index, aiding the network in making label predictions by applying embedding
aggregation with the adaptive-k component.

Gaussian kernel function as

W (xq,x) = exp

{
−d2(xq,x)

2σ2

}
, (4)

where σ is a hyperparameter. Then we have

ξ(xq) =
∑
x∈Sq

W (xq,x) · x. (5)

The weighted composite embedding ξ(xq) is used to en-
hance the original embedding xq as in:

x̂q = xq + λ · ξ(xq), (6)

where λ is a learnable network parameter.

Adaptive-k K-nearest neighbor (KNN) algorithms typi-
cally exhibit high sensitivity to the chosen value of k. The
optimal k value depends on both the specific dataset and
the downstream task, making it challenging to ascertain the
ideal value before model training. To resolve this issue, we
develop an adaptive-k component.

Firstly, we consider a set of candidate values for k with an
upper bound K,

Vk = {0} ∪ {ki ∈ N | log2 ki ∈ N, ki ≤ K} . (7)

Secondly, we present an adaptive-k network and allow the
model to evaluate the implementation of distinct k ∈ Vk and
select the optimal k value, generating the final prediction:

p(ŷ | xq) =
∑

ki∈Vk

pki(ŷ | xq) · pAda (ki) , (8)

where

pki(ŷ | xq) = fθ(x̂q,ki), pAda(ki) = softmax(fσ(x̂q,ki)). (9)

Here fθ is implemented as a multi-layer percep-
tron (MLP) and x̂q,k is derived by executing Eq. 6 on Sq,k,
which is constructed as follows:

Sq,k = {xi|xi ∈ Sq, i ≤ k}, k ∈ Vk. (10)

Logit Adjustment Due to the imbalance of fraud datasets,
we implied logit adjustment following (Menon et al. 2021).
After the predictor fθ takes in the aggregated embedding
x̂q of the target instance, a simple but effective way to han-
dle class imbalance is adding an offset to the output logit
fθ(x̂q). Correspondingly, we minimize the following loss
function to train models within our TRE framework:

L = −{
∑

(xq,y)∈D

y log[p(ŷ = 1 | xq) + log(πy)]

+ (1− y) log[1− p(ŷ = 0 | xq)− log(πy)]},
(11)

where πy is the imbalance ratio of Dtrain.

A Lightweight Non-parametric Version We also present
a lightweight, non-parametric variant of TRE that excludes
both KNN search and embedding aggregation processes.

We use the SimHash (Sadowski and Levin 2007) algo-
rithm, which involves defining M random directions, adding
a perturbation in each direction to the input vector, and then
obtaining a hash vector:

H(Xz) = ⟨h1(Xz), h2(Xz), . . . , hM (Xz)⟩ . (12)

When two sample embeddings’ hash vectors share the
same hash value, we assign them to the same hash bucket.

To expedite the retrieval process, rather than storing the
entire hash table, we maintain a lightweight index containing
the mean value of embeddings in each hash bucket. During
testing, we update this mean value in the index based on
changes in the vectors within the hash bucket. As a result,
for a query embedding xq, we directly use the mean value
of the hash bucket to which xq belongs in the lightweight
index as ξ(xq) and participate in the operation of Eq. 6.
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Experiments
Datasets
We collected three industrial datasets from a mobile pay-
ment platform on the premise of complying with secu-
rity and privacy policies, covering fraud detection, account
takeover (ATO) detection, and money laundering detec-
tion tasks. The training data spans from 09/01/2022 to
09/30/2022, while the testing data spans from 02/01/2023
to 02/28/2023. We also selected data from six months after
the training period as the out-of-time (OOT) testing dataset.
It was made to validate the effectiveness of the TRE in sce-
narios where concept drift occurs naturally over time.

We follow the general definition of fraud detection scenar-
ios, categorizing fraudulent transactions as positive samples
and benign transactions as negative ones. For each transac-
tion, we backtrack the user’s behaviors in the last 24 hours
prior to the target transaction. The maximum length of the
behavior sequence is limited to 300, and we apply padding
to behavior sequences shorter than this length. The statistical
information of three datasets is shown in Table 1.

Note that our datasets do not contain detailed transaction
information, e.g., user IDs and transaction types. Instead, we
only rely on the behavior sequences to predict the fraudulent
nature of the target transactions. Each behavior sequence
consists of 300 discrete user actions arranged chronologi-
cally. A user action is defined as an event recorded when a
user interacts with a clickable button within the app, with
each button being associated with a unique positional iden-
tifier.

Task Dataset #Pos. #Neg. #Pos. Rate

Fraud Train 151,322 1,764,768 7.90%
Test 128,227 1,173,876 9.92%

ATO Train 1,390 1,914,700 0.07%
Test 809 1,291,321 0.06%

Money
Laudering

Train 8,316 1,907,774 0.43%
Test 6,696 1,285,434 0.52%

Table 1: The statistical information of the datasets.

Since the ATO and money laundry datasets are highly im-
balanced, we conducted a 1:10 undersampling on the nega-
tive examples during training. Besides, we detail the goals
of the three tasks as follows:

Fraud detection. The task of fraud detection refers to
predicting the fraud probability of a user’s behavior, which is
crucial to the healthy development of the payment platform.

ATO detection. The task of account takeover (ATO) de-
tection aims to identify the risk associated with unauthorized
access to a user’s account, which is vital for maintaining the
security and trustworthiness of online platforms and protect-
ing user information and assets.

Money laundering detection. The task of money laun-
dering detection involves assessing the likelihood that a
user’s behavior involves illicitly obtained funds being used
to legitimize those funds, which is a critical component in

safeguarding the financial systems and preventing illegal fi-
nancial transactions.

Experimental Settings
Evaluation Metrics Our experiments evaluated the per-
formance of TRE on the fraud detection, ATO detection, and
money laundering tasks using three commonly used metrics:
AUC, KS, and R@P0.1.

AUC is defined as the area under the ROC curve, which
measures the model’s ability to distinguish between classes.
KS assesses the discrepancy between the cumulative dis-
tribution of positive and negative samples, which reflects
the differentiation ability of models. R@P0.1 is the recall
score when the precision equals 10%, which indicates the
ability to detect top-ranking positive samples. Higher AUC,
R@P0.1 and KS indicate the stronger risk discrimination
ability of the model.

Compared Methods We compare TRE with 9 base-
lines which can be divided into two categories. The first
category includes end-to-end sequential fraud detection
models. STAN (Cheng et al. 2020) is a spatio-temporal
attention-based neural network for credit card fraud detec-
tion. NHMF (Xi et al. 2020) is a two-level approach to
capture hierarchical information in user event sequences for
fraud detection. SAH-RNN (Lin et al. 2021) is a sequential
model that incorporates web page structures into behavior
sequences for fraud detection. SHORING (Li et al. 2022a)
is a conditional high-order interaction network designed for
fraud detection. The second category contains general se-
quential models. Transformer (Vaswani et al. 2017) is a
widely used classic sequential model. Longformer (Belt-
agy, Peters, and Cohan 2020) is a variant of Transformer
with global attention mechanisms and sliding windows. Re-
former (Kitaev, Kaiser, and Levskaya 2020) is a Trans-
former variant with locality-sensitive hashing techniques.
RetNet (Sun et al. 2023) is a recently proposed attention-
based model. TextCNN (Kim 2014) is a CNN-based model
with multiple one-dimensional convolutional layers of dif-
ferent kernel sizes.

Implementation Details Our TRE model is implemented
using PyTorch (Paszke et al. 2019) in the Linux environ-
ment. We validate our training set by extracting 20% ran-
dom samples. Early stopping is applied with a patience of
5 epochs. The embedding size and the batch size are set to
128 and 512, respectively. We perform the dropout at each
layer as 0.1, and the total parameter count of the Retriever
and the Predictor are 50.1K, as 1% of a Transformer en-
coder. AdamW (Loshchilov and Hutter 2018) is used as the
optimizer with an initial learning rate of 1e-4.

Main Experiment
We compared TRE with various baselines on three datasets
to demonstrate its superiority. The results are reported as the
average over four runs with different random seeds: 2021,
2022, 2023, and 2024, as shown in Table 2. We have the
following conclusions:
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Datasets Fraud Dataset ATO Dataset Money Laundering Dataset

Methods Metrics AUC KS R@P0.1 AUC KS R@P0.1 AUC KS R@P0.1

Fraud

STAN 0.7982 0.4601 0.5223 0.6512 0.2556 0.2454 0.8012 0.4723 0.4932
NHFM 0.8110 0.4609 0.5292 0.6856 0.2812 0.3101 0.8489 0.5421 0.5612
SAH-RNN 0.7961 0.4517 0.4960 0.6714 0.2557 0.2488 0.8502 0.5433 0.5811
SHORING 0.8079 0.4710 0.5208 0.6885 0.2819 0.3108 0.8540 0.5487 0.5833

Sequential

Transformer 0.7992 0.4692 0.5482 0.6478 0.2376 0.2203 0.8175 0.4792 0.5183
Transformer+TRE 0.8233 0.4966 0.5702 0.6699 0.2699 0.2662 0.8475 0.5337 0.5731
Longformer 0.8111 0.4774 0.5519 0.6775 0.2612 0.2724 0.8283 0.5024 0.5152
Longformer+TRE 0.8253 0.5031 0.5634 0.6908 0.2892 0.3010 0.8482 0.5396 0.5669
Reformer 0.7945 0.4522 0.5226 0.6543 0.2505 0.2488 0.8018 0.4755 0.4909
Reformer+TRE 0.8154 0.4803 0.5442 0.6794 0.2701 0.3172 0.8146 0.4810 0.5557
RetNet 0.8034 0.4681 0.5443 0.6658 0.2555 0.2686 0.8283 0.5024 0.5152
RetNet+TRE 0.8083 0.4682 0.5473 0.6722 0.2639 0.2923 0.8552 0.5520 0.5868
TextCNN 0.8116 0.4801 0.5510 0.6720 0.2772 0.3433 0.8268 0.5031 0.5650
TextCNN+TRE 0.8276 0.5050 0.5687 0.7079 0.3289 0.3706 0.8624 0.5603 0.6140

Table 2: Comparison of TRE with baselines on fraud detection, ATO detection, and money laundering detection tasks, measured
by AUC, KS, and R@P0.1 metrics. The bold scores represent the best statistically significant results, while the underlined ones
indicate the second best.

• For all three downstream tasks, it is evident that our pro-
posed method TRE significantly enhances performance (t-
test with p-value <0.01) compared to all vanilla baselines.

• Compared to all the sequential models specifically de-
signed for fraud detection scenarios, TRE enables gen-
eral sequential models to achieve the highest performance
across all datasets.

• This wide-range superiority suggests that TRE can learn
useful information from unlabeled test data and thus im-
prove the performance of downstream tasks.

• Among the compared baselines, TextCNN outperforms
other attention-based methods. We interpret this as
TextCNN’s local invariance being more suitable for adapt-
ing to user behavior sequences compared to the global
invariance of self-attention mechanisms. The focus of
TextCNN on local continuity within sequences aligns
more closely with the characteristics of user behavior se-
quences (Liu et al. 2020). Additionally, previous studies
have highlighted that attention-based models struggle with
sequence data affected by concept drift (Shao et al. 2023).

Comparison with Self-Supervised Methods
We compared TRE with self-supervised approaches under
the TTT paradigm. Adjustments were made to adapt the ex-
isting methods, originally proposed for image datasets, to
sequence datasets.
• TTT+MAE (Gandelsman et al. 2022): TTT+MAE is a

domain adaptation method that trains an additional Mask
AutoEncoder (MAE) on the test dataset. We applied it to
our behavior sequence dataset by reproducing an MAE for
sequential data, introducing noises by randomly masking
user behavior nodes with Bernoulli probabilities.

• TTT+DAE: We also replace the MAE with a Denoising
AutoEncoder (DAE) on our behavior sequence dataset, in-
troducing noises by randomly substituting some user be-
havior nodes.

Methods AUC KS R@P0.1

TTT+MAE 0.8074 0.4782 0.5532
TTT+DAE 0.8077 0.4603 0.5380
Transformer+TRE 0.8233 0.4966 0.5702

Table 3: Comparison of TRE with self-supervised methods
on the fraud detection task.

As Table 3 depicts, current TTT methods, initially pro-
posed in the computer vision domain, demonstrate lim-
ited improvement when applied to user behavioral se-
quence data. One explanation for this is that these methods
aim to enhance prediction performance by designing self-
supervised tasks to develop more powerful encoders. How-
ever, in the context of fraud detection, the priority is to adapt
to evolving fraudulent schemes rather than simply improv-
ing the encoder’s strength.

A Lightweight Non-parametric Implementation

We provided a lightweight, non-parametric version of TRE
and evaluated its performance in fraud detection tasks.
Specifically, this lightweight TRE implementation relies on
the randomness of SimHash (Sadowski and Levin 2007).
Consequently, in the non-parametric experiments, we did
not use a fixed seed but conducted four random runs to cal-
culate the average scores.

As shown in Table 4, non-parametric TRE can increase
efficiency by more than twofold compared to the para-
metric TRE, with an acceptable trade-off in performance
enhancement. This lightweight, non-parametric version of
TRE makes our solution for concept drift more feasible for
practical deployment in anti-fraud systems.
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Methods AUC KS R@P0.1 Epoch Time

Transformer 0.7992 0.4692 0.5482 3.8719
+TRE-Non 0.8193 0.4850 0.5513 6.7889
+TRE 0.8233 0.4966 0.5702 15.4670

Table 4: Comparison between the parametric and non-
parametric versions of TRE on the fraud detection task. All
results were derived using a V100-16GB GPU, with Epoch
Time measured in GPU seconds.

Methods AUC KS R@P0.1

Transformer 0.7992 0.4692 0.5482
+TRE 0.8233 0.4966 0.5702
+TRE w/o K 0.8218 0.4869 0.5510
+TRE w/o W 0.8157 0.4805 0.5535
+TRE w/o K,W 0.8154 0.4857 0.5591
+TRE w/o T 0.8034 0.4680 0.5443

Table 5: Ablation study of TRE on the fraud detection task.

Ablation Study
To specifically validate the effectiveness of TRE, we con-
ducted ablation studies to evaluate the contributions of each
component. To ensure a fair comparison, we chose Trans-
former as the base encoder for all the variants of TRE:

• TRE: The proposed TRE.
• TRE w/o K: TRE without the adaptive-k. After extensive

experimentation, we have determined that a fixed value of
k = 20 serves as our chosen optimal hyperparameter.

• TRE w/o W: TRE without the gaussian kernel weight.
Instead of employing a weighting strategy, we average the
embeddings returned by the retrieval process.

• TRE w/o K, W: TRE without the above two components.
• TRE w/o T: TRE without the construction of the retrieval

index with test data. We substituted the testing dataset with
the training dataset to build the index.

Table 5 depicts that the complete TRE yields the highest
performance increase compared to the baseline Transformer.
Additionally, each variant, without one or two key compo-
nents, still enhances fraud detection performance. This find-
ing highlights the necessity of our full design, incorporating
all the key components ablated in experiments.

Specifically, TRE w/o T exhibits a notable performance
decrease compared to TRE, making it close to the baseline
level. This suggests that the notable enhancement achieved
by TRE can primarily be credited to its capability to accom-
modate the distribution of the test dataset. Moreover, our
strategy of weighted embedding aggregation surpasses the
conventional average aggregation. And the adaptive-k com-
ponent for KNN is proven to be more effective than the man-
ually optimized hyperparameter.

TRE against Data Concept Drift
Comparison over months To demonstrate the presence
of concept drift over time and the mitigating effects of our

Figure 3: The performance of TRE on fraud detection task
evaluated on different monthly testing datasets: 10/2022,
11/2022, 12/2022, 01/2023, and 02/2023.

Dataset 0% 5% 20% 50% 100%

Transformer 83.09 82.46 81.55 79.30 79.92
+TRE 83.21 83.35 82.60 82.10 82.33

Table 6: The models’ AUC performance across test sets with
increasing proportions of 02/2023 data, ranging from 0%
(only 10/2022 data) to 100% (10/2022 data + 02/2023 data).

model, we conducted experiments on five monthly test sets
from 10/2022 to 02/2023. The results are shown in Figure 3.

TRE effectively mitigates the performance decay over
time, ensuring consistent performance. Besides, TRE ap-
pears to positively impact model performance in addressing
unexpected declines, which may be linked to specific events,
such as the Chinese New Year holiday in January 2023.

Comparison across proportions To further illustrate how
concept drift influences fraud detection models’ perfor-
mance and how TRE addresses this issue, we progressively
incorporated data from 02/2023 into the testing set, which
initially consisted of data from 10/2022. The results, pre-
sented in Table 6, revealed a significant performance decline
as the proportion of 02/2023 data increased. This finding
supports our hypothesis that concept drifts between train-
ing and testing datasets intensify over time. Compared to the
vanilla Transformer, incorporating TRE led to notable per-
formance improvement on test sets with varying proportions
of recent data, demonstrating the efficacy of our plug-in ap-
proach in mitigating this phenomenon.

Conclusion
In this paper, we concentrated on the online fraud detec-
tion scenario and proposed the TRE approach to deal with
the issue of concept drift in anti-fraud machine learning sys-
tems. Considering nearest neighbor information during test-
ing, we addressed the challenge of the model’s performance
decline when confronted with a shifted data distribution.
The TRE approach employs a retriever to locate dense rep-
resentations from neighboring samples and an aggregation
strategy to provide up-to-date information to the predictor.
We conducted extensive experiments on three industrial user
behavior datasets to assess the performance of TRE across
three downstream financial risk management tasks. Exten-
sive experiments validate that TRE outperforms the previous
state-of-the-art methods and demonstrates high adaptability.
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