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Abstract

Neural ranking models (NRMs) have been shown to be highly
effective in terms of retrieval performance. Unfortunately,
they have also displayed a higher degree of sensitivity to
attacks than previous generation models. To help expose
and address this lack of robustness, we introduce a novel
ranking attack framework named Attack-in-the-Chain, which
tracks interactions between large language models (LLMs)
and NRMs based on chain-of-thought (CoT) prompting to
generate adversarial examples under black-box settings. Our
approach starts by identifying anchor documents with higher
ranking positions than the target document as nodes in the
reasoning chain. We then dynamically assign the number of
perturbation words to each node and prompt LLMs to execute
attacks. Finally, we verify the attack performance of all nodes
at each reasoning step and proceed to generate the next rea-
soning step. Empirical results on two web search benchmarks
show the effectiveness of our method.

1 Introduction

Neural ranking models (NRMs) are remarkably effective at
ranking (Dai and Callan 2019; Guo et al. 2016; Nogueira
and Cho 2019; Yan et al. 2021; Yu et al. 2019) in infor-
mation retrieval (IR). But they have also shown vulnera-
bility to carefully crafted adversarial examples (Raval and
Verma 2020; Song, Rush, and Shmatikov 2020; Wang, Lyu,
and Anand 2022). This vulnerability raises concerns when
deploying NRMs in environments susceptible to black-hat
search engine optimization (SEO) (Gyongyi and Garcia-
Molina 2005). To prevent the exploitation of NRMs, re-
search has focused on the study of adversarial ranking at-
tacks, which aim to deceive NRMs by promoting a low-
ranked target document to a higher position in the ranked
list for a query through human-imperceptible perturbations
(Chen et al. 2023; Liu et al. 2022, 2023; Wu et al. 2023).
Large language models (LLMs) (Achiam et al. 2023;
Jiang et al. 2023; Touvron et al. 2023; Chen et al. 2024)
have shown strong abilities in understanding, reasoning, and
interaction. These abilities have enabled LLMs to achieve
strong performance in adversarial attacks in natural lan-
guage processing (NLP) (Chao et al. 2023; Xu et al. 2023b).
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These efforts demonstrate the potential of LLMs to reveal
the vulnerability of neural models. However, adversarial
ranking attacks in IR differ from attacks in NLP as they face
a multi-step “battle” with every top-ranked document in the
list to improve their rankings while ensuring efficiency. Us-
ing the capabilities of LLMs for adversarial ranking attacks
remains a challenging and unresolved task.

Inspired by chain-of-thought (CoT) prompting (Wang
et al. 2023a; Wei et al. 2022; Xu et al. 2023a; Cohn et al.
2024), we develop attack-in-the-chain (AttChain), which
uses multiple NRM-LLM interaction rounds to effectively
achieve attacks. Each node in the reasoning chain targets
phased ranking improvements, gradually evolving the target
document into a fluent and imperceptible adversarial exam-
ple. To this end, we need to resolve two key challenges.

First, how to identify nodes in the reasoning chain guiding
ranking improvement? We define an anchor document to be
a document with a higher ranking position than the current
perturbed document in the returned list. Each anchor docu-
ment serves as a node to guide the ranking improvement of
the target document. When the target document achieves a
higher ranking, the nodes are updated accordingly to provide
further guidance. Considering all top-ranked documents as
nodes increases the computational effort and can be mis-
leading. We design a Zipf-based filtering strategy, in which
higher-ranked documents are more likely to be retained as
candidate documents and selected as anchor documents by
LLMs based on previous interactions. This allows the target
document to obtain sufficient informational guidance on its
path to improving its ranking.

Second, how to perturb the target document based on the
anchor document node in the reasoning chain? We design
a discrepancy-oriented assignment function to dynamically
assess the number of perturbation words at each step. The
key idea is that the degree of perturbation to the target doc-
ument should be flexibly decided according to its ranking
position relative to the anchor document: if the ranking dis-
crepancy is large (small), a large (small) number of pertur-
bation words is needed. We then instruct LLMs to generate
perturbations via carefully crafted prompts such that the tar-
get documents are ranked higher while keeping the pertur-
bations imperceptible. Finally, we verify the perturbed docu-
ments of all nodes at each reasoning step and select the most



effective node to initiate the next attack steps. This enables
LLMs to dynamically modify the reasoning direction.
Following (Chen et al. 2023; Liu et al. 2024a; Wu
et al. 2023), we focus on a decision-based black-box set-
ting (Brendel, Rauber, and Bethge 2018), where the adver-
sary lacks direct access to model information and can only
query the target NRM then receive the ranked list. We em-
ploy GPT-3.5 (OpenAI 2022) and Llama3 (Meta 2024) as at-
tackers and conduct experiments on two web search bench-
mark datasets, MS MARCO Document Ranking (Nguyen
et al. 2016) and TREC DL19 (Craswell et al. 2019). The re-
sults show that our method significantly outperforms state-
of-the-art attack methods in both attack effectiveness and
imperceptibility. Our proposed method avoids training sur-
rogate models and requires only limited access to the target
NRM, thereby reducing the likelihood of detection. Further-
more, the vulnerabilities of NRMs revealed LLMs can in-
spire the development of corresponding countermeasures.

2 Related Work

Adversarial attacks against neural ranking models. Ad-
versarial ranking attacks are meant to deceive NRMs to pro-
mote a low-ranked target document to a higher position in
the ranked list produced for a given query by introducing
human-imperceptible perturbations (Chen et al. 2023; Liu
et al. 2022, 2023; Wu et al. 2023). Depending on whether
knowledge of the target model can be accessed, the attack
task is categorized into white-box and black-box settings
(Papernot et al. 2017). For practical considerations, existing
efforts focus on black-box settings, mainly using the follow-
ing core steps: (i) training the surrogate model, (ii) identify-
ing vulnerable positions, and (iii) perturbing identified po-
sitions (Liu et al. 2022, 2024a; Wu et al. 2023; Liu et al.
2024b). Existing work has explored different ways to gen-
erate adversarial samples, including the adaptation of tex-
tual attacks (Liu et al. 2022; Wu et al. 2023), reinforcement
learning (Liu et al. 2023, 2024a), and direct generation using
language models (Chen et al. 2023). With the emergence of
LLMs, the scope of research has expanded to include rank-
ing attacks against LLM-based NRMs (Liu et al. 2024a).
Here, we explore how LLMs can be used to achieve effec-
tive attacks against various black-box NRMs. The proposed
method avoids training surrogate models, reducing access to
the target model. We hope this method can broaden the un-
derstanding and mitigation strategies of such vulnerabilities.

Adversarial attack with LLMs. Due to their strong gen-
eration abilities, LLLMs have been used to conduct adver-
sarial attacks and have demonstrated excellent performance.
Raina, Liusie, and Gales (2024) and Xu et al. (2024b) ex-
plore using LLMs to generate adversarial examples to at-
tack language models, causing them to produce misleading
results. Gadyatskaya and Papuc (2023) and Xu et al. (2024a)
investigate using LLMs to plan attack steps and implement
automated attacks. In this work, we study the interaction be-
tween LLMs and NRMs, designing chains of reasoning to
iteratively perturb target documents with the ultimate goal
of maximizing ranking improvements.

Chain-of-thought prompting. CoT (Wei et al. 2022) is
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Figure 1: The framework of the proposed method AttChain.

a technique designed to enhance the reasoning abilities of
LLMs by guiding them through a step-by-step process in a
few-shot setting. CoT prompting has proven effective across
a variety of tasks, including question answering (Wang et al.
2023a; Ji et al. 2024), solving mathematical puzzles (Gi-
adikiaroglou et al. 2024; Madaan and Yazdanbakhsh 2022),
executing tool calls (Paranjape et al. 2023), and evaluating
performance (Lanham et al. 2023). In the field of IR, there
have been successful attempts by researchers to use CoT to
guide retrieval (Wang et al. 2023b; Xu et al. 2023a; Yu et al.
2023). Our work diverges from studies that use LLMs to en-
hance reasoning cooperatively by using CoT reasoning steps
for credible, traceable retrieval results. Instead, we deploy
LLMs adversarially, performing interactive attacks against
NRM:s in the reasoning tree to explore effective perturbation
strategies and generate high-quality adversarial examples.

3 Method

As shown in Figure 1, for each step in the reasoning chain,
the proposed attack method AttChain (i) first selects sev-
eral anchor documents as nodes based on the ranking of the
current perturbed document (Section 3.1); and (ii) then adds
perturbations to the target document according to the rank-
ing difference with the anchor document and modifies the
reasoning direction (Section 3.2). The code is available at
https://github.com/Davion-Liu/AttChain.

3.1 Identify Nodes

Motivation. The key idea of this stage is to identify the
nodes in the reasoning chain that can guide the LLM to find
the direction of boosting the ranking of target document d. A
natural idea is to use documents that are ranked higher than
the target document, i.e., anchor documents, as nodes to pro-
vide attack direction. Treating all top-ranked documents as
nodes complicates the reasoning chain, which impairs the
clarity of reasoning path and increases computational costs.

A simple method is to directly take the top-1 document as
the node. However, this may not be optimal since it assumes
that one document is enough to provide sufficient informa-
tion to favor an attack. Ideally, we need a way to filter out
a lean and varied candidate set of anchor documents for the



LLM to choose from. Here, we introduce a filter-then-select
pipeline to decide the anchor documents on the nodes.

Zipf distribution-based document filtering. The aim of
this step is to select a set of candidate anchor documents
C 4, where documents ranked higher are more likely to be re-
tained. To achieve this, we propose a filtering strategy based
on the Zipf distribution (Zipf 2016), inspired by human click
behavior across search engine result pages (Wu, Jiang, and
Zhang 2012). Recall that a Zipf distribution is specified by
a rank-frequency distribution where the frequency of any el-
ement being sampled is inversely proportional to its rank-
ing. The Zipf distribution can be mathematically defined as
P(r;s) o< r—*, where r is the rank, and s is the exponent
characterizing the distribution.

In the context of our method, at the i-th reasoning step,
we are given the target NRM f, which generates a ranked
list L for query ¢, and the perturbed target document at the
current step d; 1. L[:] denotes a slice of the list L, where L][:
Rank(f, ¢, d;_1)] includes all documents of L up to the rank
position of d;_;. Following this, the candidates C'4 with m
anchor documents are filtered as follows:

Ca = Zipf(L[: Rank(f, q,d;_1)],m, s), e))

where Rank(+) is the ranking position of d;_1.

Anchor document decision prompt. Given the filtered set
C 4, our target is to prompt the LLM to select final anchor
documents that are considered helpful for the attack. Con-
sidering input length limitations, for each reasoning step, we
(i) first concatenate the title and the first three sentences of
each document in the candidate anchor documents C 4; and
(ii) then use an anchor document selection prompt (Table 1)
to organize the text of documents and prompt the LLM to
decide n final anchor documents (n < m) as the nodes.

3.2 Perturb Documents at Nodes

Motivation. The key idea is to add perturbations to the target
documents based on each node separately at each reasoning
step, verifying the most effective node based on the docu-
ment ranking improvement. To achieve this, we first assign
the number of words to be perturbed in the target document,
then we use the LLM to generate the perturbation and update
the target document.

Discrepancy-oriented perturbation assignment. Intu-
itively, the gap in ranking position between the target and
anchor documents can be bridged by adding perturbations
to the target document. The larger the gap, the more per-
turbations are needed. Therefore, we design a discrepancy-
oriented perturbation assignment method that assigns more
perturbations to larger ranking discrepancies while ensuring
that the total perturbations remain within the budget. Specif-
ically, at the i-th reasoning step, the number of words to be
perturbed |p!| in the perturbed target document d; according
to anchor document d’ is calculated by:

(Rank (f,q,d;) — Rank (f, q, dj))
Rank (f, q,d) ©

Pl = @)

12231

Anchor document selection prompt:

You are a search engine optimization specialist aiming to boost the ranking of
your target document under the target query. You will receive a target query, a
target document, and m anchor documents. Please select the n anchor docu-
ments that are most useful for improving the target document’s ranking under
the target query, that is, the ones most worthy of reference. You have moved up
x places in the rankings. Please refer to the previous step and output the id of
the anchor documents you have selected and separate the ids by “\n”. Follows
are target query, target document, and m anchor documents, give you output:
{Target query} {Target document} {Anchor documents} \n Output:

Target document perturbation prompt:
You are tasked as a search engine optimization specialist to enhance the rele-
vance of a target document with respect to a target query. Your goal is to strate-
gically modify the target document to improve its ranking in search results. With
the previous step, you have moved up x places in the rankings. Instructions:
1. You are provided with a “target query”, a “target document”, and an “anchor
document”.
2. Your task is to modify |p’,| words in the target document.
3. Implement the following strategies:

a. Identify key phrases or words relevant to the target query from the anchor
document.

b. Combine these key phrases appropriately considering the target query,

modify and integrate them into the target document.

c. Prioritize earlier sections of the document for these changes.
4. Please output the perturbed target document in <document> </document>
and point out the words you changed and where they are taken from the anchor
document:
Input: {Target query } {Anchor document} {Target document}

Please output the modified target document enclosed in <document>>tags:

Table 1: The anchor document selection prompt and target
document perturbation prompts.

where € is the budget for the number of manipulated words
for the entire attack.

Target document perturbation prompt. After obtaining
the number of words to be perturbed |p]|, we perturb the
target document d;_; according to anchor document d’ un-
der the assigned word number |p’|. We (i) first use the farget
document perturbation prompt, shown in Table 1, to guide
the LLM in generating perturbations to the target document;
(ii) then evaluate the attack effectiveness based on each an-
chor document at the current nodes; and (iii) finally adopts
the node that gives the highest rank improvement and uses it
to identify the next round of nodes.

The process of identifying nodes and updating nodes is
done iteratively. During this process, the ranking of the
target document is progressively increasing in a ladder-
climbing manner. Taking into account the computational
overhead and effectiveness, the reasoning process executes
a total of five rounds. Then, the final target document is ob-
tained as an adversarial example.

4 Experimental Settings
In this section, we introduce our experimental settings.
4.1 Datasets

Benchmark datasets. Following (Liu et al. 2022; Wu et al.
2023), we conduct experiments on two datasets: (i) The



MS MARCO Document Ranking (Nguyen et al. 2016)
(MS MARCO) is a large-scale dataset for web docu-
ment retrieval, with 3.21 million documents. (ii) The doc-
ument ranking task of TREC Deep Learning Track 2019
(TREC2019; Craswell et al. 2019), which comprises 200
queries.

Target queries and documents. Following (Chen et al.
2023; Liu et al. 2022), we randomly sample 1,000 Dev
queries from MS MARCO and 100 queries from TREC2019
as target queries for each dataset evaluation, respectively.
For each target query, we adopt Easy and Hard target doc-
uments based on the top-100 ranked results from the target
NRM. We randomly choose 5 documents ranked between
[30,60] as Easy target documents and select the 5 bottom-
ranked documents as Hard target documents. In addition to
the two types, we incorporate Mixture target documents for
a thorough analysis. These consist of 5 documents randomly
sampled from both the Easy and Hard target document sets.

4.2 Evaluation Metrics

Attack performance. We adopt three types of metrics:
(i) Attack success rate (ASR) (%), which evaluates the
percentage of target documents successfully boosted under
the corresponding target query; (ii) Average boosted ranks
(Boost), which evaluates the average improved rankings for
each target document under the corresponding target query;
and (iii) Boosted top-10 rate (T10R) (%), which evaluates
the percentage of target documents boosted into the top-10
under the corresponding target query. The attack perfor-
mance of an adversary is better with a higher value for all
three metrics.

Naturalness performance. We use five metrics: (i) Qrs,
which is the average number of queries to the target NRM;
(i) spamicity detection, which detects whether target docu-
ments are spam; following (Liu et al. 2022; Wu et al. 2023),
we use the utility-based term spamicity detection method
OSD (Zhou and Pei 2009) to detect the adversarial exam-
ples; (iii) grammar checking, which calculates the average
number of errors in the adversarial examples with an online
grammatical checker; following (Chen et al. 2023; Liu et al.
2022), we use Grammarly' for grammar checking; (iv) lan-
guage model perplexity (PPL), which measures the fluency
of adversarial examples using the average perplexity calcu-
lated using a pre-trained GPT-2 (Radford et al. 2019); and
(v) human evaluation, which measures the imperceptibil-
ity of the adversarial examples following the criteria in (Liu
et al. 2022; Wu et al. 2023).

4.3 Target NRMs

Following (Chen et al. 2023; Liu et al. 2022; Wu et al. 2023),
we select three typical NRMs as target NRM: (i) BERT;
(i) PROP (Ma et al. 2021) is a pre-trained model tailored
for ranking; and (iii) RankLLM (Sun et al. 2023) is a model
distilled from the ranking capability of an LLM, i.e., Chat-
GPT into DeBERTa-large (He et al. 2020).

"https://app.grammarly.com/
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4.4 Baseline Methods

Baselines. (i) Term spamming (TS) (Gyongyi and Garcia—
Molina 2005) replaces words with query terms in the target
document at a randomly selected position. (ii)) PRADA (Wu
et al. 2023) substitutes words in the document with synonym
to perform ranking attack against NRMs. (iii) PAT (Liu et al.
2022) generates a trigger at the beginning of the document
for attacks. (iv) IDEM (Chen et al. 2023) inserts connect-
ing sentences linking original sentences in the document to
improve its ranking.

Model variants. We employ the gpt-3.5-turbo-1106 API
provided by OpenAl (OpenAl 2024a) and Llama-3-
8B (Meta 2024) as LLM-based attackers, denoted as
AttChaingpr and AttChaing),,,,, respectively. Then,
based on AttChaingpr, we consider two variants: (i) Att
Chain_ ¢, rotates the top five documents as anchor doc-
uments rather than relying on LLMs to identify them.
(ii) AttChain_gynamic statically adds the same degree of
perturbation in each round, regardless of the ranking posi-
tion gap with the anchor document.

4.5 Implementation Details

The initial retrieval step is performed with the BM25 model
to obtain the top 100 ranked documents following (Liu et al.
2023; Wu et al. 2023). For anchor document filtering, we set
m = 20, n = 5, and s = 2. For the perturbations, we set
the budget for the number of manipulated words e to 25. For
human evaluation, we recruit three annotators to annotate
50 randomly sampled adversarial examples and the corre-
sponding documents of each attack method (Liu et al. 2022).
Following (Wu et al. 2023), annotators judge whether an ex-
ample is attacked (labeled as 0) or not (labeled as 1) as the
imperceptibility score. We repeated our experiment 3 times
on 4 x Tesla V100 32G to get the average results.

S Experimental Results

In this section, we report the experimental results to demon-
strate the effectiveness of our proposed method.

5.1 Attack Evaluation

First, we evaluate the ranking performance of the target
NRM over both datasets. For MS MARCO, the ranking
performance (MRR@10) of BERT, PROP, and RankLLM
is 0.385, 0.389, and 0.399, respectively. For TREC2019,
the ranking performance (nDCG@ 10) of BERT, PROP, and
RankLLLM is 0.608, 0.622, and 0.646, respectively.

The attack performance comparisons between AttChain
and the baselines are shown in Table 2. The performance on
the Mixture level target documents is shown in Appendix
A. We have the following observations: (i) Both NRMs are
vulnerable to adversarial attacks, while RankLLM has rel-
atively better adversarial robustness. This demonstrates that
LLMs mitigate the vulnerability of NRMs, as observed in
(Liu et al. 2024a). (ii) The performance of PRADA is not as
good as other baselines. This attack method does not exploit
the understanding capability of the language model, thus
making it difficult to continuously optimize the entire target
document. (iii) The attack effectiveness of PAT and IDEM



MS MARCO TREC2019

Method Easy Hard Easy Hard

BERT ASR Boost TIOR ASR Boost TIOR ASR Boost TIOR ASR Boost TIOR
TS 100.0 38.1 84.3 89.5 68.2 23.6 1000 36.2 81.0 90.5 65.9 21.8
PRADA 98.3 26.1 693 789 559 9.6 97.6 248 669 77.1 53.9 8.2
PAT 100.0 35.1 78.1 82.3 60.3 18.3 100.0 343 75.6 78.3 54.1 14.9
IDEM 100.0 39.6 85.6 902 69.6 25.8 100.0 37.1 826 872 652 22.1
AttChaing jama 100.0 42.1* 92.3* 99.1* 86.2* 34.0* 1000 40.1* 87.2* 98.6* 84.0* 33.1*
AttChaingpr 100.0  44.5* 94.9* 99.6* 91.2* 39.1* 1000 42.4* 89.2* 99.2* 89.8* 38.0*
AttChain_cor 100.0 37.1 852 942 674 23.0 1000 33.1 789 953 64.0 21.9
AttChain_gynamic 100.0  41.8*  94.5* 99.2* 84.3* 32.5* 100.0 40.1* 88.3* 98.2* 84.5* 33.3*
PROP ASR Boost TIOR ASR Boost TIOR ASR Boost TIOR ASR Boost TIOR
TS 100.0 37.6 83.0 897 673 22.8 1000 34.6 79.9 912 65.0 20.1
PRADA 952 234 66.6 75.8 534 8.6 94.0 21.9 62.8 729 521 6.5
PAT 98.6 33.6 759 80.2 58.7 17.3 97.0 32.1 729 76.5 51.2 13.7
IDEM 100.0 373 83.0 879 675 24.0 100.0 34.6 78.5 86.2 66.0 22.1
AttChaing jama 100.0 41.0© 89.6* 98.7* 84.5* 332* 1000 39.7* 86.3* 96.3* 83.9* 32.4*
AttChaingpr 100.0 43.0¢ 92.8* 99.2* 89.3* 37.5* 1000 41.2* 88.2* 97.2* 88.3* 36.2*
AttChain_co 100.0 35.8 80.1 93.8 65.2 224 1000 323 76.2 935 62.5 20.0
AttChain_gynamic 100.0  40.1*  90.5* 98.4* 82.3* 31.2* 100.0 39.7* 86.3* 96.3* 83.9* 324~
RankLLM ASR Boost TIOR ASR Boost TIOR ASR Boost TIOR ASR Boost TIOR
TS 100.0 343 794  89.8 63.9 19.7 98.9  30.6 71.0 86.8 57.6 19.0
PRADA 92.1 21.1 60.9 689 502 6.7 88.7 19.8 59.9 723 478 5.8
PAT 95.6 302 72.1 75.6 543 14.9 94.6  28.9 67.6 743 485 10.9
IDEM 98.9 34.8 79.2  84.8 63.2 21.8 973 342 78.5 82.1 60.9 19.3
AttChaing jama 100.0 382* 829* 929* 81.0 27.9* 1000 36.5* 83.6© 93.5* 81.0* 30.9*
AttChaingpr 100.0 40.5* 87.5* 95.6* 84.3* 31.6* 1000 38.5* 85.6* 95.2* 83.6* 32.8*
AttChain_cor 100.0 32.1 79.2 81.6 723 19.2 100.0 325 76.3  86.5 63.8 22.4
AttChain_gynamic 100.0  38.3*  85.8* 92.8* 81.2* 287* 1000 36.3* 83.1* 92.3* 79.8* 30.2*

Table 2: Attack performance of AttChain and baselines on MS MARCO and TREC2019; x* indicates significant improvements

over the best baseline (p < 0.05).

indicates that, language models can interact with NRMs to
generate effective adversarial examples.

When we look at AttChain, we find that: (i) AttChaingpr
outperforms all baselines, highlighting that LLMs are inher-
ently good attackers of NRMs. They can use their power-
ful reasoning capabilities can fully capture the preferences
of NRMs in interactions, followed by generative capabili-
ties to obtain effective adversarial examples. (ii) The advan-
tage of AttChaingpr over AttChaing, ., indicates that larg-
er-scale LLMs not only have stronger reasoning and gen-
erative capabilities, but can also better capture the knowl-
edge of NRMs. (iii) The superiority of AttChaingpr over
AttChain_c,7 suggests that, for anchor document selec-
tion, the highest ranking is not necessarily the most ap-
propriate. LLMs can find the most efficient anchor docu-
ment at the moment and generate the corresponding pertur-
bation through the reasoning chain. (iv) The advantage of
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AttChaingpr over AttChain_gynamic suggests that progres-
sive perturbation from coarse-grained to fine-grained can
help target documents improve their ranking efficiently.

5.2 Naturalness Evaluation

Average number of queries, grammar checking, PPL,
and human evaluation. Table 3 shows the results of the
average number of queries to NRM, grammar, PPL, and hu-
man evaluation. We take the Mixture target documents of
MS MARCO as examples, with similar findings on other
target documents and datasets. We observe that: (i) The
Qrs of AttChaingp is significantly lower than other meth-
ods as AttChaingpt does not need to train surrogate mod-
els by accessing the target NRM multiple times, but in-
stead identifies efficient reasoning chains through LLMs.
This facilitates its avoidance of suspicion. (ii) The synonym
substitution attacks (PRADA) are the trigger injection at-



Method Qrs Grammar PPL Impercept. kappa

Original - 59 43.8 0.89 0.48
TS - 67 63.2 0.12 0.56
PRADA 2184 108  102.8  0.48 0.51
PAT 74.8 83 70.8  0.53 0.65
IDEM 72.4 71 48.5 0.75 0.42

AttChaingpr 25.0 61 38.3 0.85 0.57

Table 3: Average number of queries, online grammar
checker, perplexity, and human evaluation results for attack-

ing RankLLM on MS MARCO.
Threshold 0.08 0.06 0.04 0.02
TS 39.2 51.9 64.0 90.1
PRADA 12.3 23.5 39.7 61.3
PAT 9.1 14.9 254 48.4
IDEM 16.8 28.7 46.2 71.8
AttChaingpr 6.3 11.2 194 38.2

Table 4: The spamming detection rate (%) via a representa-
tive anti-spamming method (OSD) for attacking RankLLM
on MS MARCO.

tacks (PAT) and easily detected. This is because they in-
evitably introduce grammatical errors or awkward expres-
sions. (iii) AttChaingpr outperforms the baselines over all
the naturalness metrics, demonstrating the power of LLMs
in generating imperceptible adversarial examples.

Spamicity detection. Table 4 shows the automatic spam-
icity detection results on Mixture documents with similar
findings on other target documents. We observe that: (i) Due
to the direct introduction of a large number of query terms,
TS can easily be detected as spamming, while other meth-
ods are relatively free from this disadvantage. (ii) PAT has
the lowest detection rate among the baselines because it ac-
tively avoids generating query terms when generating trig-
gers. (iii) AttChaingpt outperforms the baselines on spam-
ming detection, demonstrating instructing LLMs can gener-
ate natural and hard-to-detect adversarial examples.

5.3 Mitigation Analysis

We try possible ways of distinguishing the adversarial exam-
ples generated by LLMs from the original target document
using perplexity (shown in Table 2) and semantic similarity
between origin documents (shown in Table 3).

Mitigating by perplexity. We take the adversarial examples
and corresponding target documents on the MS MARCO
dataset as examples. Figure 2 shows log perplexity distri-
butions, evaluated by GPT-2 (Radford et al. 2019) on the
two types of documents. There is a significant distribution
overlap between adversarial examples and target documents.
This implies that filtering adversarial examples through per-
plexity might result in too many original documents be-
ing considered harmful or overlook many adversarial sam-
ples that should be detected. Therefore, this method seems
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Figure 2: Distributions of log perplexity (PPL) of adversarial
examples generated by AttChaingpr and target documents
on MS MARCO.
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Figure 3: Distribution of cosine similarity of semantic em-
bedding between adversarial examples generated by differ-
ent attack methods and target documents on MS MARCO.

to struggle to distinguish adversarial samples generated by
AttChain from original documents.

Mitigating by semantic similarity. we also compare the se-
mantic similarity between the adversarial example and its
corresponding original document. We use the OpenAl se-
mantic embedding (OpenAl 2024b) to calculate the normal-
ized cosine similarity (Rahutomo et al. 2012) between the
two types of documents. Figure 3 shows distributions of
cosine similarity across different attack methods. We can
find that PRADA, due to its use of synonym replacement
strategy, generates adversarial samples that have higher se-
mantic similarity to original documents than other baselines.
AttChain generally maintains a high similarity with original
documents, because of the effective instruction-following
and generation abilities of LLMs. This would make it dif-
ficult for search engines to distinguish them based on the
size of differences during document updates.

On TREC2019 we arrived at similar observations. There-
fore, it is worthwhile to investigate how to recognize ad-
versarial examples through other techniques, such as LLM-
generated text detection. We will further explore the detec-
tion of LLM-generated adversarial examples in future work.

5.4 Case Study

To further understand the proposed AttChain method, we
randomly sample a query (ID=524332) and a corresponding
hard target document (ID=D1875904) from MS MARCO.
The adversarial examples generated by different attack



Method

Query: treating tension headaches medication ~Document title: Headache Locations Chart

Rank

Original

Headache Locations — What does the location of a headache mean? by Melinda Wilson — Apr
18, 2015 — Headache Locations —Headache is an illness caused by overactivity of, or problems
with, structures in the head that are sensitive of pain. Did you know? That there is an organi-
zation which advocates the welfare of headache sufferers? National Headache Foundation has
categorized headache as a neurobiological disease. With their 45 years of further research and. ..

98

PRADA

Headache Locations — What does the site of a headache mean? by Melinda Wilson — Apr 18,
2015 — Headache Locations —Headache is an ailment caused by overactivity of, or issues
with, structures in the head that are sensitive of pain. Did you know? That there is an institution
which advocates the welfare of headache sufferers? National Headache Foundation has classified
headache as a neurobiological illness. With their 45 year of further research and. ..

18

PAT

where do pains in head live, headache locations mean what nervous Headache Locations —
What does the location of a headache mean? by Melinda Wilson — Apr 18, 2015 — Headache
Locations — Headache is an illness caused by overactivity of, or problems with, structures in the
head that are sensitive of pain. Did you know? That there is an organization which advocates the
welfare of headache sufferers? National Headache Foundation has categorized headache as a . ..

26

IDEM

Headache Locations — What does the location of a headache mean? by Melinda Wilson — Apr
18, 2015 — Headache Locations — Headache is an illness caused by overactivity of, or prob-
lems with, structures in the head that are sensitive to pain. This condition can be triggered by
tension factors, including headaches with medications. Did you know? That there is an orga-
nization which advocates the welfare of headache sufferers? National Headache Foundation has
categorized. . .

AttChaingpr

Headache Locations — What does the location of a headache mean? by Melinda Wilson — Apr
18, 2015 — Headache Locations —Headache is an illness caused by strain or pressure and
overactivity of structures in the head that are sensitive of pain...the welfare of headache suf-
ferers? National Headache Foundation has categorized headache as a neurobiological disease
that requires specific treatments. With their 45 years of further research drug-based strate-

gies and. ..

Table 5: Adversarial examples generated by AttChaingpr and other baselines for attacking RankLLLM on MS MARCO based on
a sampled query with different target documents. Due to space limitations, we only show some key sentences in the document.

methods are shown in Table 5. From this example, we find
that PAT generates perturbations that are difficult to read,
while PRADA may introduce grammatical errors. IDEM can
generate relatively natural perturbations, but there is a risk of
introducing query terms that can easily be detected as spam.
Besides, the adversarial example generated by AttChaingpr
is more natural-looking that generated by baselines.

6 Conclusion

We have proposed an attack method against neural ranking
models (NRMs) based on large language models (LLMs).
We employ chain-of-thought (CoT) prompting to perform
multiple NRM-LLM interaction rounds in a reasoning chain
to generate effective and imperceptible adversarial exam-
ples. Experiments on two web search benchmark datasets
show that the proposed method achieves threatening at-
tacks with limited access to NRMs. Adopting closed-source
LLMs, i.e., GPT3.5 improves the attack effectiveness but in-
curs a relatively large cost. For future work, we plan to use,
and analyze, open-source LLMs to achieve attacks.
Through our work, we found that LLMs can easily iden-
tify NRMs’ vulnerabilities in relevance assessment, thereby
deceiving NRMs. This raises concerns about the use of
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NRMs in the age of Al-generated content being exploited by
search engine optimization (SEO). We will investigate cor-
responding defense mechanisms to help develop trustworthy
neural IR systems in the future.
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