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Abstract

The rise in sophisticated image forgery techniques, driven
by advancements in image editing and generation, has posed
new security challenges. Traditional methods, designed for
specific tampering artifacts, struggle with out-of-distribution
image forgery detection. In this paper, we propose a shift in
paradigm, placing greater emphasis on the universal charac-
teristics of authentic images, as opposed to solely focusing
on specific forgery signals. We introduce an enhancement to
the Masked Autoencoder (MAE), aptly termed the Forgery
MAE (FMAE). This modification retains the inherent char-
acteristics of natural images while integrating multi-source
forgery information. Our implementation involves applying
the lottery ticket hypothesis during pre-training to identify
forgery-sensitive parameters, followed by their sparse fine-
tuning to target the forgery detection and localization task.
Concurrently, we develop a ‘mixture of experts’ noise extrac-
tor to compile multi-source forgery data. Our FMAE effec-
tively extracts forgery features and shows strong resilience
against unseen forgeries. Extensive experiments across multi-
ple datasets confirm our method’s superior accuracy and gen-
eralization capability over existing techniques.

Code — https://github.com/JulietChoo/FMAE

Introduction

The increasing accessibility and prevalence of image
forgery, facilitated by advancements in image editing and
generation techniques, have incited concern among the pub-
lic due to the potential security and privacy threats they pose
to individuals and society. For instance, advanced image
forgery technology enables malicious users to manipulate
images, fabricate fake news (Zhang et al. 2023, 2024), and
even create false evidence in court (Lin et al. 2023). Simul-
taneously, the emergence of rapidly evolving technologies,
such as diffusion models (Ho, Jain, and Abbeel 2020), has
given rise to increasingly sophisticated methods of image
forgery, which present obstacles to media security. Conse-
quently, the development of effective and widely applica-
ble image forgery detection and localization (IFDL) meth-
ods has become critical.

Copyright © 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.
Co-first authors contributed equally.

T .
Corresponding author.

10968

| Knowledge from Training Set |

| Knowledge from Training Sﬂ

(b) Our proposed paradigm.

Figure 1: Comparison between previous methods and our
proposed paradigm. Previous methods typically only use
knowledge from the training data to extract tampering arti-
facts, resulting in poor out-of-distribution performance. Our
paradigm retains natural image priors through sparse fine-
tuning, allowing it to generalize to unseen forgeries.

Forensic techniques have made strides in recent years
in combating forgery. These advancements include the ex-
ploitation of well-defined low-level features such as traces of
JPEG compression, demosaicking, and interpolation (Kwon
et al. 2022). Progress has also been made in specific ar-
eas of image tampering, such as splicing, with some studies
achieving promising results (Yu et al. 2024). Furthermore,
advancements have been made in the broader field of image
tampering detection and localization. For example, RGB-
N (Zhou et al. 2018) leverages noise features to model the
inconsistencies between tampered and untouched regions
while MVSS-Net (Chen et al. 2021c¢) utilizes both noise
views and boundary artifacts to learn multi-view features.
CAT-Net (Kwon et al. 2022) uses discrete cosine transform
(DCT) coefficients, where compression artifacts remain, to
localize image manipulation. However, as shown in Figure
1, the primary focus of most of these methods is the de-



sign of customized feature extraction networks for tamper-
ing artifacts, which compromises their out-of-distribution
processing capability for forgery detection and localization.
As aresult, IFDL appears to be constantly trailing behind the
evolution of forgery creation. While these methods are effi-
cient at extracting outdated tampering artifacts, they struggle
to keep pace with the rapidly evolving tampering methods.

In response, we propose an approach that emphasizes
the general features of images rather than focusing exclu-
sively on specific forgery clues. Unlike forged images, real-
world images exhibit consistent naturalness (Nath, Gandhi,
and Chouhan 2021). If a network can learn this consistent
naturalness, it can detect previously unseen forgeries. To
introduce such a prior in IFDL networks, we suggest us-
ing a model pre-trained on natural images. Specifically, we
opt for the widely used Masked Autoencoder (MAE) (He
et al. 2022) as the backbone. Demonstrating remarkable po-
tential in various vision tasks, MAE can capture the rela-
tive position and semantics of images (Hu et al. 2023). Its
ability to capture high-frequency details is crucial for im-
age forgery detection and localization. Moreover, the pre-
training paradigm of masked image modeling has proven
superior to contrastive learning, another commonly used
paradigm (Chen et al. 2023). Therefore, we aim to lever-
age the potent pre-trained weights of MAE to introduce the
natural image prior.

However, integrating MAE into the downstream task of
forgery detection and localization while preserving its natu-
ral image prior is a challenge. Either freezing the parameters
of MAE makes it difficult for the encoder to extract forgery
features, or unfreezing them all causes it to lose its natural
prior. The Lottery Ticket Hypothesis (Frankle and Carbin
2019) offers a potential solution. The hypothesis, originally
used for model pruning, seeks to find a subnetwork (or “win-
ning tickets”) that can replace the original dense network.
Inspired by this, we posit that MAE contains a subset of pa-
rameters sensitive to forgery features, while another subset
focuses on the consistent naturalness of images. After iden-
tifying the layers where forgery-sensitive parameters reside,
introducing forgery-informed features to these layers during
the fine-tuning stage can effectively enhance the network’s
forgery perception capability. This approach retains the gen-
eralization offered by the natural image prior and provides
specificity in forgery perception.

Building on this, we introduce the forgery MAE with Lot-
tery Ticket Sparse Fine-Tuning (LTSFT) for IFDL. The im-
plementation involves identifying forgery-sensitive parame-
ters during the pre-training stage using the lottery ticket hy-
pothesis, followed by sparse fine-tuning of these parameters
in downstream tasks related to forgery detection and local-
ization. We also develop the ‘mixture of experts’ noise ex-
tractor to gather multi-source forgery information and feed
it into the layers where forgery-sensitive parameters are lo-
cated. Hence, our FMAE effectively extracts forgery fea-
tures and demonstrates robust generalization ability against
unseen forgeries, thanks to natural image priors. Our contri-
butions are as follows:

* We present the Forgery Masked Autoencoder (FMAE),
a new framework that harnesses the feature extraction
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capabilities of the Masked Autoencoder (MAE) and the
natural image prior, to enhance the accuracy and gener-
alizability of image forgery detection and localization.

We introduce the Lottery Ticket Hypothesis and pro-
pose a strategy to identify forgery-sensitive parameters
for sparse fine-tuning. This is the first application of this
hypothesis in the context of IFDL. It is entirely orthogo-
nal to existing methods and can help enhance their per-
formance.

We develop a ‘mixture of experts’ noise extractor
to gather multi-source forgery information, thereby
strengthening the forgery perception during the fine-
tuning process.

Extensive experiments conducted on several represen-
tative benchmarks demonstrate that our method surpasses
state-of-the-art methods, particularly in terms of generaliza-
tion performance.

Related Work
Image Forgery Detection and Localization

The prior art in IFDL mainly relies on feature extraction and
matching techniques, e.g. color filter array, photo-response
non-uniformity noise, illumination, JPEG artifacts and so
on. Despite the achievements, these methods often struggle
with complex forgery techniques or when the forged region
is well-blended into the background of the image.

In recent years, deep-learning techniques have attracted
more attention (Peng et al. 2024; Ge, Fu, and Zha 2022; Ge
et al. 2024). IFDL methods based on deep learning have
achieved remarkable results (Ma et al. 2023; Zhu et al.
2024; Li et al. 2025). Many methods have been proposed
to promote the progress and development of this field. For
instance, MVSS-Net (Chen et al. 2021c) utilizes a dual-
stream network with one stream dealing with noise distri-
bution and the other designed edge-supervised branch to
capture fine-grained boundary detail in a shallow to deep
manner. PSCC-Net (Liu et al. 2022) uses a two-path (top-
down and bottom-up route) methodology to analyze the im-
age. TruFor (Guillaro et al. 2023) relies on the extraction of
both high-level and low-level traces through a transformer-
based fusion architecture that combines the RGB image and
a learned noise-sensitive fingerprint. In this work, thanks to
the utilization of natural image prior, we emphasize the uni-
versal features of authentic images instead of focusing only
on specific forgery cues, thus improving generalizability.

Masked Image Modeling

This direction attempts to learn representations from im-
ages corrupted by masking. The earliest work DAE (Vincent
et al. 2010) presents masking as a noise type and stacks lay-
ers of denoising autoencoders to denoise corrupted inputs.
Most recently, inspired by the impressive performance of
applying transformer architecture in natural language pro-
cessing (NLP), transformer-based methods are developed.
iGPT (Chen et al. 2020) adopts a sequence Transformer op-
erating on sequences of pixels to auto-regressively predict
masked pixels. BEiT (Bao et al. 2021) proposes to recover



the original discrete visual tokens based on the corrupted
image patches. MAE (He et al. 2022) develops an asym-
metric encoder-decoder architecture, with an encoder that
operates only on the visible subset of patches, along with
a lightweight decoder that reconstructs the original image
from the latent representation and mask tokens. In this work,
we leverage masked image modeling pre-training and the
lottery ticket hypothesis to pick forgery-sensitive parameters
and perform sparse fine-tuning, which allows our approach
to combine both the feature extraction capabilities of MAE
and the natural image prior.

Lottery Ticket Hypothesis

The lottery ticket hypothesis (LTH) (Frankle and Carbin
2019) is derived from neural network pruning technology,
whose purpose is to prune away the excess capacity of a
deep network. The LTH states: A randomly initialized, dense
neural network contains a subnetwork that is initialized such
that—when trained in isolation—it can match the test accu-
racy of the original network after training for at most the
same number of iterations. LTH has been widely explored
in various fields, such as natural language processing (Liang
et al. 2023; Panda et al. 2024), generative adversarial net-
works (Chen et al. 2021d), image classification (Chen et al.
2021a), graph neural networks (Chen et al. 2021b), and rein-
forcement learning (Yu et al. 2019). However, most of them
are still used for weight magnitude pruning. One relevant
work (Ansell et al. 2022) to ours is from the natural language
processing (NLP) field: the authors found that a simple vari-
ant of the LTH can accomplish task-specific and language-
specific fine-tuning, which can prevent catastrophic forget-
ting. In contrast, we transplant the LTH-based fine-tuning
to the image forensics task in visual domain. We design a
forgery-aware sparse fine-tuning method based on masked
image modeling and maintain the image prior of MAE to
improve the accuracy and generalization for IFDL.

Methodology
Overview

Figure 2 provides an overview of our method. We first
identify forgery-sensitive parameters in the MAE encoder
through mask image modeling pre-training. Next, we fine-
tune these parameters and introduce multi-source forgery
features into specific layers. These steps constitute our lot-
tery ticket sparse fine-tuning (LTSFT) and multi-source
forgery awareness fine-tuning (MSFFT). Drawing on the
Lottery Ticket Hypothesis (LTH) (Frankle and Carbin 2019),
LTSFT identifies forgery-relevant parameters, freezes oth-
ers, and fine-tunes only the relevant ones. MSFFT enhances
LTSFT by injecting multi-source noise into selected layers,
amplifying the network’s sensitivity to forgery.

Formally, let ¥ be forged images and I* authentic im-
ages. Using MAE parameters trained on ImageNet as a base,
we conduct mask image modeling on I*" and I4 to ob-
tain parameter sets 0 and #. LTSFT then derives forgery-
sensitive parameters 67, which are sparsely fine-tuned for
the downstream IFDL task. Multi-source forgery informa-
tion, extracted via a ‘mixture of experts’ noise extractor,
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is introduced into the network through these parameters,
enhancing fine-tuning. The fine-tuned encoder outputs dis-
criminative features, which are fed into a segmentation de-
coder to produce a forgery localization map. Finally, we em-
ploy ConvGeM from MVSS-Net (Dong et al. 2022) for im-
age forgery detection.

Lottery Ticket Sparse Fine-Tuning

Finding Winning Tickets. We claim that the original pa-
rameters of the MAE encoder have certain natural image
priors. Therefore, we perform pre-training on this basis to
select forgery-sensitive parameters (winning tickets). This
screening process can be divided into two phases.

In the first phase, let 07 be the parameters of the MAE
encoder trained by He et al. (He et al. 2022) on ImageNet,
and 6% is fully trained on the forged image dataset 17" for
masked image modeling until convergence to yield #". Then
we rank the parameters according to the maximum absolute
difference |67 — 67|, and select the top K to form the pa-
rameter set 07 .

In the second phase, we still initialize with the original pa-
rameters 7 and train the MAE until convergence using the
authentic image dataset I corresponding to I to obtain
64. In the same way, we select the top K parameters in 6

to form the parameter set Hﬁ,p based on the maximum abso-

lute difference |6iA — o | Then, forge-sensitive parameters
6% which are also known as winning tickets can be picked
out based on 05,p and Gﬁ)p. In our case, we use the difference
set approach, which is computed as follows:

P F F A
0" = etop - etop N Htop’

(D

where — denotes the operation of finding the difference set,
and N denotes finding the intersection set.

Sparse Fine-Tuning. Inspired by ComposableSFT (Ansell
et al. 2022), after resetting the parameters of the MAE en-
coder to the original parameters 67, we transfer the encoder
to our image forgery detection and localization task. The
forgery decoder is fully trained, while the encoder is sparsely
fine-tuned. Specifically, only the selected parameters 67 in
the encoder are trainable, while other parameters are frozen.
We generate a gradient mask m,, based on 67

my (6:) = {0 0, ¢ oF

1 6;¢€ QP,
where 0; is a parameter of the MAE encoder, and m,, is a
binary mask with the same shape as the encoder parameter
matrix. Based on this, we can calculate the masked gradient
9gm,, Which is written as

gm =my, © VoL (F (+,0,0)), 3)

where © is the Hadamard product, £ is the loss function for
IFDL, F is the overall network, 6 are the parameters of the
encoder, Vy is the gradient of 8, and § are parameters of the
decoder which are optimized normally. Then, we pass g, to
the optimizer at each step to achieve sparse fine-tuning of
the encoder.

It is worth noting that the proposed LTSFT is inspired by
the Lottery Ticket Hypothesis (LTH) (Frankle and Carbin
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(a) First stage of our method. This stage is used to find the parameters sensitive to image forgery in the MAE encoder through mask image

modeling pre-training with the lottery ticket hypothesis.
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(b) Second stage of our method. This stage is to sparsely fine-tune the found forgery-sensitive parameters and introduce multi-source forgery

features into the layers where these parameters are located.

Figure 2: An overview of our Forgery MAE.

2019), but it makes unique changes based on the core idea of
LTH to migrate it from pruning to sparse fine-tuning. After
training a pre-trained model, we select the subset of param-
eters with the highest variation. Then, we rewind the model
to its pre-training initialization (unlike the original LTH al-
gorithm, we do not set any parameter values to zero). LTSFT
achieves sparse fine-tuning in the form of difference vectors
relative to pre-trained models by retraining only the selected
subset of parameters.

Multi-Source Forgery Awareness Fine-Tuning

Previous research has found that exploring semantic in-
formation from images performs well for forgery detec-
tion within a distribution, but has poor Out of Distri-
bution (OOD) performance (Zhou et al. 2020). In addi-
tion, introducing noise to learn content-agnostic informa-
tion yields powerful forgery detection capabilities (Bayar
and Stamm 2018; Hu et al. 2020; Fridrich and Kodovsky
2012). Based on the above, we speculate that relying solely
on content-related information is insufficient to accurately
detect forgery. However, previous methods usually rely on
a single operator and strong supervision at the pixel level,
which could limit the generalization ability of the model.
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To alleviate this problem, we propose multi-source forgery
awareness fine-tuning (MSFFT), which is performed to-
gether with LTSFT.
MOoENE. We design the ‘Mixture of Experts’ Noise Ex-
tractor (MoENE) to perform a unified co-exploration to-
wards multi-source noise forgery information. We adopt
three noise extraction algorithms as three experts, includ-
ing SRM filter (Zhou et al. 2018; Fridrich and Kodovsky
2012), Bayar convolution (Bayar and Stamm 2018), and
NoisePrint++ (Guillaro et al. 2023). These three algorithms
are chosen because of their wide application (Zhou et al.
2018; Wu, AbdAlmageed, and Natarajan 2019; Dong et al.
2022; Li et al. 2023; Guillaro et al. 2023). SRM filter and
Bayar convolution are two operators, and NoisePrint++ is
a noise extractor based on contrastive learning. MoENE can
improve performance while helping to alleviate overfitting
by integrating the information extracted by the experts.
Formally, given an input image X € R¥*W>C e first
apply the channel-wise average to generate C-dimensional
channel descriptor T, € R¢:

1 H W
Tc:mzz){(iaj)a

i=1 j=1

“4)



where X (4, j) denotes the (y,x) position of the X. Then
we need two learnable weight matrices as coefficient vectors
for each expert. We use a linear layer to get the first matrix
W, € REXC Here, F is the dimension of the wei ght matrix.
The process is written as

Wi = 4 (Pool (C3 (X)), )

where 1) is the linear layer, Pool is the pooling operation and
Cs is 3 x 3 convolution, which is used to reduce the com-
putational complexity. The second matrix W, € ROC*FE
is the learnable parameter matrix, where O is the num-
ber of experts, and O = 3 in practice. Then, we utilize
these two weight matrices to adaptively process the outputs
Gs, Gy, and G, of the SRM filter, Bayar convolution, and
Noiseprint++:

W, = Wao (W1 T), ©)
Gy = C1 (Cat (Gy, Gy, G) W.) ™

where Gy € RTXWXC denotes the obtained multi-source
forgery feature, W, € RP“*! denotes the coefficient ma-
trix of the experts, and o denotes a ReL.U function. Cat ()
is the channelwise concatenation, which outputs a feature of
shape H x W x OC, and C; is 1 x 1 convolution. With
this design, MoENE is able to adaptively extract forgery-
informed noise from multiple sources. It is worth noting that
MOoENE does not attach an external gating network, which is
different from the conventional ‘mixture of experts’ (Jacobs
etal. 1991; Ren et al. 2018). Instead, we let the self-attention
(Hu, Shen, and Sun 2018) become a switcher of different
experts to adaptively select the importance of diverse repre-
sentations depending on the inputs.

MSFFT. After obtaining the multi-source forgery informa-
tion Gy € RHEXWXC “we add it to the encoder to per-
form multi-source forgery awareness fine-tuning (MSFFT).
MSFFT is based on LTSFT. Since our LTSFT only fine-
tunes winning ticket parameters, directly inputting the
forged features into the layers with the most winning ticket
parameters facilitates network optimization. Therefore, we
first select the layers that need to add forgery informa-
tion based on the winning ticket parameters 67 in the
Sec.. By counting the number of layers where % are lo-
cated, we select the IV layers with the largest number
of 67, Let the features of the N layers of the encoder
be Guin {GLin, - G} In practice, layers 8,
9, 10 and 11 of the encoder are selected, so Gyin
{G'Lluznﬂ G%ﬂin’ G?uinV Gizn} = {G78“7 G?’ G'}‘()? G;I;l }’ where
G'. denotes the output of the i-th layer of the en-
coder. Meanwhile, we use N transformer blocks Trans
{Transl, ‘e ,TransN} to process noise features G'y. The

process can be written as:

G’}' = Trans® (G’;ﬁl) , 8)
Groin = B (Glin) +¢" (G}), ©)
where k € {1,2,---, N}, in practice N = 4. G is the
processed noise feature, where G‘} =Gy and E‘ is the cor-
responding layer in the MAE encoder. ©* denotes the linear
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layer with both weight and bias initialized to zeros, which is
to alleviate the impact on the natural image prior. Besides,
©"* converts G’J? to the same shape as G% . .

Forgery decoder. During the fine-tuning process, we feed
the feature output from the MAE encoder to the forgery
decoder to predict the localization map. The design of the
forgery decoder is not the focus of this paper, thus we uti-
lize the commonly used segmentation decoder (Zheng et al.
2021). It outputs the predicted localization map G, through
progressive upsampling. As for forgery detection, we em-
ploy the ConvGeM proposed by MVSS-Net++ (Dong et al.
2022) to obtain the final binary prediction g.

Loss Functions

Following MAE (He et al. 2022), in the pre-training stage,
we use the Mean Squared Error between the reconstructed
and original images in the pixel space on masked patches as
the loss:

Lyve = ID(P) — Punl o, (10)

where P represents the mask tokens. Each mask token is a
learned vector that indicates the presence of a patch to be
predicted. P, is the patches in the original image. D() de-
notes the MAE decoder. In the fine-tuning stage, the network
aims to detect and localize forgeries.

The loss function of fine-tuning is written as:

Ly = MLi(y,9) + Lo (M,G,) +A3L3 (M, G,), (11)

where £, and L3 denote the BCE loss, L5 denote the Dice
loss, y is a label that represents the authenticity of the im-
age, M is the ground-truth mask, and A, A2 and A3 are the
hyperparameters.

Experiment
Experimental Setup

Datasets. Following DiffForensics (Yu et al. 2024), we use
both Casiav2.0 (Dong, Wang, and Tan 2013) and Fantas-
ticReality (Kniaz, Knyaz, and Remondino 2019) as train-
ing sets to select and fine-tune of forgery-sensitive parame-
ters. The test sets include Casiav1.0 (Dong, Wang, and Tan
2013), Columbia (Hsu and Chang 2006), NIST16 (Guan
et al. 2019), IMD2020 (Novozamsky, Mahdian, and Saic
2020), DSO-1 (De Carvalho et al. 2013), Korus (Korus and
Huang 2016), AutoSplice (Jia et al. 2023), and OpenForen-
sic (Le et al. 2021), of which the first six datasets were tam-
pered with using traditional image editing tools, while the
latter two datasets were tampered with using Deep Genera-
tive Models (DGMs).

Implementation Details. In this paper, the default frame-
work is to unfreeze seventy percent of the parameters of
the MAE encoder (ViT-B/16) for sparse fine-tuning while
adding multi-source forgery information to its 8, 9, 10, and
11 layers. The networks are trained for 200 epochs with a
batch size equal to 8. The input size is 512 X 512. Our model
is trained with NVIDIA 3090. An AdamW optimizer with
layer-wise learning rate decay is used. For the pre-training
of the masked image modeling in the stage of picking the



Editing DGM A
Methods : : : : verage
Casiavl.0 Columbia NIST16 IMD2020 DSO-1 Korus AutoSplice  OpenForensics

FI AUC F1I AUC F1I AUC FI AUC Fl1 AUC FlI AUC Fl AUC Fl AUC F1 AUC
ManTraNet* 136 .612 357 .767 .160 741 .180 .785 .089 .687 .104 .681 .192 .622 .043 678 158 .697
SPAN 088 533 213 597 116 648 .108 .671 .059 .564 .070 575 .047 572 014 .682 .089  .605
MVSS-Net* 451 845 .665 818 292 .791 264 817 271 732 .095 .641 .333 839 .056 702 303 773
CAT-Net 394 788 854 826 336 780 295 .823 135 713 149 672 185 796 .003 552 294 744
PSCCNet 355 738 672 881 238 740 295 800 318 721 156 .623 .150 784  .065 .610 281 737
HiFi-Net 092 642 382 .608 .172 685 .178 .675 304 .700 .088 .607 .613 .831 .149 .676 247 678
DiffForensics .517 .868 912 931 415 828 .511 911 485 874 257 721 507 940 .122 .820 466 862
Ours 612 876 .881 935 418 .846 491 894 469 .896 .276 .736 .639 950 .163 844 493 872

Table 1: Pixel-level F1 and AUC performance of image forgery localization. Method with * uses the pre-training model of the

original paper.

forgery-sensitive parameters, we follow exactly the experi-
mental setup of (He et al. 2022) for training. For the fine-
tuning stages, we set (A1, A2, Az) = (0.5,0.35,0.15) to bal-
ance detection loss and localization loss and set the initial
learning rate as 5 x 107°.

Toy Experiment

To illustrate the strong forgery discrimination of our method,
a toy experiment is performed: two thousand random sam-
ples are sampled in the test set to validate our method using
only Casiav2.0 training. It is worth noting that in the toy ex-
periments, we train the network using only authentic-forged
labels, i.e., no localization loss is used. With such weak su-
pervision, we visualize the obtained features as shown in
Figure 3. It shows that our method pays attention to the
forged region even under very weak supervision. We also
perform t-SNE dimensionality reduction analysis on the au-
thentic and forged image features in the test set. Compared
with the fully unfrozen MAE, the model with sparse fine-
tuning can better separate the real and fake images in the
test set. As shown in Figure 4a, fine-tuning has been ap-
plied to forged images, involving training all parameters.
In Figure 4b, only the winning ticket parameters are fine-
tuned, demonstrating the efficiency of LTSFT, as it out-
performs 4a. Compared with the fully unfrozen MAE, the
model with sparse fine-tuning can better separate the forged
images from the real images in the test set. This demon-
strates the effectiveness of natural image priors for IFDL.

Image

Mask

GradCAM

Figure 3: Feature visualization under weak supervision.

(a) Fully unfrozen MAE

(b) Sparse fine-tuning MAE

Figure 4: Comparison of t-SNE analysis between fully un-
frozen and sparse fine-tuning. The red dots represent authen-
tic images, while the blue dots represent forged images.

Comparison with the SOTA Methods

We compare our method with ManTraNet (Wu, AbdAl-
mageed, and Natarajan 2019), SPAN (Hu et al. 2020),
MVSS-Net(Chen et al. 2021¢), CAT-Net (Kwon et al. 2022),
PSCC-Net (Liu et al. 2022) , HiFi-Net (Guo et al. 2023) and
DiffForensics (Yu et al. 2024). The retrained results of com-
parison methods are reported from DiffForensics.
Comparisons on Localization. We show the pixel level
localization performance in Table 1. The results show our
method achieved superior performance across all datasets,
particularly on the DGM forgery datasets. This could be at-
tributed to MoENE’s ability to handle complex and diverse
tampering artifacts.

Comparisons on Detection. We show the detection results
in Table 2. It can be seen that our method achieves the best
accuracy performance and second best AUC and EER per-
formance, demonstrating the effectiveness of FMAE. It is
worth noting that IMD2020 is a real-world dataset with un-
known forgery types. We achieved the best performance on
IMD2020, which proves that our method can cope with tam-
pering in unknown scenes.

Qualitative Comparisons. We provide predicted masks of
different methods in Figure 5. It demonstrates that FMAE is
not only able to locate the forged region more accurately but
also able to form clearer boundaries, thanks to the natural
image prior and multi-source forgery information.

Ablation Analysis

In this section, we conduct experiments to assess the impact
of all design choices of our method. We initially address
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Editing DGM Average
Methods Casiav1.0 Columbia IMD2020 AutoSplice
ACCT AUCT EER| ACCt AUCT EER}| ACCT AUCT EER} ACCT AUCT EER| ACCT AUCT EER

ManTraNet 535 546 446 496 860 219 830 698 372 614 378 58 619 623 406
MVSSNet 791 937  .136 664 984 055 799 661 391  .809 886  .191 766 867  .193
CATNet 671 690 362 755 953  .115 785 684 370 .69 790 296 728 779 286
PSCC-Net 992  .999  .006 606 981  .082 .81  .624 425 733 877 192 788 870  .176
HiFiNet 632 717 320 532 741 917  .826 523 483 618 527 457 652 627 394
Diffforensics 741 991 043  .895 982  .055 749 740 333 696 951  .092 770 916 .31
Ours 834 913 153 912 989 079 826 767 275 651 940 090  .806 902  .149

Table 2: Image-level ACC, AUC and EER performance of image forgery detection. Our method achieves the highest ACC
performance and the suboptimal AUC and EER performance.
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Figure 5: Visualization of the predicted manipulation mask
by different methods.

three core designs of our method: Lottery Ticket Sparse
Fine-tuning (LTSFT), ‘Mixture of Experts’ Noise Extractor
(MOoENE), and the input of forged information to the layer
where the forged sensitive parameters are located (F2S). To
evaluate the effectiveness of LTSFT, MoENE and F2S, we
replace each of them separately from our method and eval-
uate the forgery localization performance on IMD2020 and
AutoSplice, as shown in Table 3. We replace lottery ticket
sparse fine-tuning by randomly unfreezing 70 % of param-
eters; remove MoENE from our network, and replace the
present scheme F2S by feeding the forged information to
the first four layers of the encoder.

The reduced performance of w/o LTSFT in comparison
to the baseline is attributed to the fewer trainable parameters
and their random selection. It can be seen that our three core
designs all contribute to performance. In particular, when the
Lottery Ticket Sparse Fine-tuning is removed, a certain de-
gree of performance degradation can be seen. We unfreeze
the encoder parameters to different degrees for comparison.
It is worth noting that the parameters for unfreezing are se-
lected based on the lottery ticket hypothesis. For a fair com-
parison, we both use the default adding noise strategy. It can
be seen that when 70 % of the parameters are unfrozen, our
model achieves the best performance on these two datasets.
As the number of unfreezing parameters increases, the net-
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work fitting ability will be enhanced, but the generalization
brought by the natural image prior will be attenuated. 70 %
may be at the balance point between network generalization
ability and fitting ability.

Set Up \ Unfreeze | Components | IMD2020  AutoSplice

M F F1 AUC F1 AUC

Baseline 100% - - - 384 831 435 817
Different degrees 100% + 4+ + | 446 866 589 .849
of LTSFT 50% + 4+ + |.361 806 412 .834
30% + 4+ + |.301 832 397 .805

w/o LTSFT Randomly | -+ + | .375 865 427 807
w/o MoENE 70% + - + | 429 831 560 .868
w/o F2S 70% + 4+ - 445 850 .607 .874
Full setup 70% + 4+ + | 491 894 .639 .950

Table 3: Ablation studies on IMD2020 and AutoSplice. (L:
LTSFT, M: MoENE, F: F2S.)

Conclusion

Our novel method, the Forgery Masked Autoencoder
(FMAE), represents a groundbreaking shift in combating the
rising threat of sophisticated image forgery. By prioritizing
the universal traits of authentic images over specific tamper-
ing artifacts, FMAE excels in out-of-distribution forgery de-
tection. The modification to the Masked Autoencoder frame-
work preserves natural image features while seamlessly in-
tegrating multi-source forgery information. Leveraging the
lottery ticket hypothesis during pre-training enables targeted
fine-tuning of forgery-sensitive parameters, optimizing the
model for detection and localization tasks. Additionally, the
introduction of a ‘mixture of experts’ noise extractor en-
hances the model’s resilience by aggregating forgery data
from diverse sources. FMAE exhibits robustness against un-
seen forgeries, validating its efficacy in practical scenar-
ios. Extensive experiments across diverse datasets confirm
FMAE’s superior accuracy and generalization capabilities
compared to existing methods. As image forgery techniques
evolve, FMAE stands as a resilient solution, highlighting the
significance of universal image characteristics for IFDL.
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