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Abstract

Deep neural networks (DNNs) have achieved remarkable suc-
cess in widespread applications. Meanwhile, its vulnerabil-
ity towards carefully crafted adversarial attacks captures spe-
cial attention. Not only adversarial perturbations in digital
space will fool the target DNNs-based detectors making a
wrong decision, but also actually printed patches can be cam-
ouflaged to defeat detectors in physical space. In particular,
multi-view physical adversarial attacks pose a more serious
threat to practical scenarios. The existing attacks are still
challenged in three aspects, i.e., high-cost data augmentation,
attack performance gap between digital and physical space,
and low attack transferability across DNNs. To overcome the
challenges, we introduce PhyCamo, a robust physical cam-
ouflage framework based on contrastive learning that distin-
guishes itself from prior research in various critical ways:
(1) data augmentation - it utilizes the diffusion model for
data augmentation to efficiently simulate sophisticated phys-
ical dynamics in real-world; (2) robustness - it leverages con-
trastive learning to optimize physical camouflage against en-
coders with the state-of-the-art (SOTA) attack performance;
(3) transferability - it mitigates the model-specific noise in
the optimization by adopting diverse input methods, thereby
amplifying the transferability between models. Extensive ex-
periments are carried out on a car dataset, a tank dataset, and a
pedestrian dataset, comparing with 6 classic multi-view phys-
ical adversarial attacks in both digital and physical spaces.
The results demonstrate PhyCamo’s superior performance.
For instance, it generates more effective physical camouflage
(with higher attack success rate ~ x1.26 and reduce the
model’s average precision by 55%). PhyCamo can also help
to improve the robustness of detectors through adversarial
training, which contributes to the application of deep neural
networks in the field of security sensitivity.

Introduction

Deep neural networks (DNNs) have achieved extraordinary
performance in wide range fields, such as face recogni-
tion (Ding and Tao 2015; Raghavendra, Raja, and Busch
2015; Guo et al. 2021; Arashloo 2021), autonomous driv-
ing (Ma et al. 2022; Sun et al. 2021; Chen et al. 2019), and
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motion prediction (Liu et al. 2023; Zhenguang et al. 2019).
Unfortunately, carefully crafted adversarial examples reveal
the inherent vulnerability of DNNs by adding imperceptible
noise to the clean examples, which has captured extensive
attention in recent works (Athalye et al. 2018; Carlini and
Wagner 2017; Kurakin, Goodfellow, and Bengio 2016; Laid-
law and Feizi 2019; Moosavi-Dezfooli, Fawzi, and Frossard
2016; Poursaeed et al. 2018). Taking DNNs-based detec-
tors (Chung, Annaswamy, and Prabhakaran 2023) as an
example, adversarial examples, altered directly in digital
space, are fed into the detector to fool it making an expected
wrong decision, such as making incorrect classification pre-
dictions, or even cause the predicted bounding box (bbox) to
disappear or offset. Most researches (Goel et al. 2018; Chow
et al. 2020a,b) has focused on this type of attack, named
digital adversarial attack. More practice, adversarial attacks
optimize the localized perturbations with unrestricted ampli-
tude, thus they can fool the detector under various transfor-
mations (e.g., lightness changes, camera viewpoint changes,
etc.), named physical adversarial attack (Dong et al. 2022;
Duan et al. 2020; Athalye et al. 2018; Wang et al. 2021a,
2022; Suryanto et al. 2022; Zhang et al. 2023). It pose a
more serious threat to DNNs-related scenarios since physi-
cal adversarial camouflage can be directly deployed in real
world.
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Figure 1: The pipeline of a typical multi-view physical ad-
versarial attack against DNNs-based detector.

Intuitively, the physical adversarial attack is much more
complicated than the digital one, due to uncontrollable phys-
ical transformations. In specific, as shown in Fig.1, a multi-
view physical adversarial attack is generally launched fol-
lowing four steps, i.e., (i) adversarial camouflage in dig-



ital space is carefully crafted; (ii) adversarial camouflage
is printed and stuck on the objective model to conduct the
multi-view physical adversarial attack; (iii) the physical ad-
versarial object is recaptured by camera, which is signif-
icantly affected by transformations in the physical space
(e.g., lightness changes, camera viewpoint changes, etc.);
and (iv) the recaptured images are fed to the target DNNs-
based detectors to affect its output.

It is noteworthy that the sequential operations of steps (ii)
and (iii) are defined as digital-to-physical (D2P) transforma-
tion (Jan et al. 2019). It causes great color and shape distor-
tions due to transformations in the physical space and char-
acteristics of printing equipment, which brings main chal-
lenges for the multi-view physical adversarial attack.

To address the issue that physical adversarial examples
should be robust to D2P transformation, recent works (Wang
et al. 2022, 2021a; Suryanto et al. 2023; Zhang et al. 2023;
Suryanto et al. 2022) improve the attack by simulating the
possible D2P transformations in digital space to extend the
training dataset and optimizing a well-designed loss func-
tion. Despite the improvement of performance, there are still
three limitations shown below.

First of all, multi-view physical adversarial attacks
could achieve better performance by emulating more D2P
transformation (Feng et al. 2024). However, previous
works (Suryanto et al. 2023; Zhang et al. 2023) struggle
to strike a balance between effectiveness and efficiency in
simulating D2P transformation in digital space. Suryanto
et al. (Suryanto et al. 2023) performed several transforma-
tions (e.g., image flipping, translation, scaling, etc.) to sim-
ulate changes happening in physical space, which is easy
to implement, but only provides a rough simulation. Zhang
et al. (Zhang et al. 2023) combined a 3D model and vir-
tual background images captured from CARLA (Dosovit-
skiy et al. 2017) to make a dataset, which offers effective
physical dynamics but with extensive manual efforts.

Previous works PhyCamo
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Figure 2: Previous works with detectors vs. PhyCamo with
encoders.

Secondly, as shown in Fig.2, previous works (Wang et al.
2022,2021a; Suryanto et al. 2023; Zhang et al. 2023) mainly
focus on the difference between prediction of detectors and
ground-truth. However, they overlooked the interaction be-
tween adversarial examples and reference examples (i.e.,
purely background examples) since different embeddings
are beneficial to each other as they can act as anchors to
better locate each other (Sha et al. 2023). For example, sev-
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eral works (Wang et al. 2022; Suryanto et al. 2022, 2023)
design a stealthy loss function that aims to reduce the inter-
section over union (IoU) between the predicted bbox and the
ground-truth, suppressing the region of the target predicted
bbox. However, the stealthy loss only focuses on maximiz-
ing the difference between adversarial examples and benign
ones while overlooking interacting across pairs. This means
that they treat each image pair individually without interact-
ing across pairs, which leads to finite effectiveness.

Thirdly, the existing multi-view physical adversarial at-
tacks are usually designed for a targeted DNNs-based detec-
tor, while their attack capacity is limited when transferable
to other models. It can be caused by overlooking the model-
specific noise during the optimization process, since this
noise can cause adversarial examples to overfit the source
model, thus impeding their transferability. Relevant stud-
ies (Wang et al. 2021b; Zhang et al. 2023) have demon-
strated that overfitting to model-specific noise was the cul-
prit of low transferability theoretically and experimentally.

To overcome above challenges, our design goals are as
follows: 1) we intend to mimic effective D2P transforma-
tion based on the diffusion model, so as to save laborious
and time-consuming manual efforts; 2) we aim to reduce
the embedding distance between adversarial examples and
reference examples, designated as positive pairs for con-
trastive learning, while increasing the embedding distance
for negative pairs consisting of adversarial examples and be-
nign examples; 3) we adopted diverse input methods (Xie
etal. 2019) to suppress model-specific noise. To mimic more
diverse D2P transformation in physical space without ex-
pensive efforts, we proposed randomized input augmenta-
tion (RIA) that adopt a diffusion model-based image gen-
eration tool, named RePaint (Lugmayr et al. 2022) to em-
ulate richer D2P transformation in the real world. Besides,
with the advent of large models such as Whee, an image
processing large model, we believe data augmentation has
more high-quality solutions. In supplementary material, we
demonstrate the data augmentation effectiveness of both the
RIA and Whee.

Since the responses of encoders are the image representa-
tions in higher dimensions and with rich information com-
pared to detectors’ posteriors or labels, we thus assume that
the encoders are more vulnerable to multi-view physical ad-
versarial attacks. Accordingly, we quantitatively interpret
the robustness of PhyCamo through an attack-independent
robustness evaluation metric, namely Roby (Chen et al.
2020a), which quantifies the robustness of the adversarial
examples based on the model’s decision boundaries. Not
surprisingly, we gain an important insight that the attack
against the encoder achieves the lowest Roby value com-
pared with benchmark methods, which implies that these
adversarial examples provided by PhyCamo are substan-
tially distant from the model’s decision boundaries, render-
ing them more potent in deceiving detectors. Consequently,
we speculate that encoders are more vulnerable to multi-
view physical adversarial attacks. Besides, it should be noted
that both pairs (positive pairs and negative pairs) are benefi-
cial to each other as they can serve as anchors to better lo-
cate the position of the other embeddings in their space (Sha



et al. 2023). Hence, we consider both pairs during the op-
timization can improve the robustness of the attack. It has
been proved that contrastive learning (Chen et al. 2020b) is
a suitable approach to achieve this goal. PhyCamo is the first
attempt of multi-view physical adversarial attack based on
contrastive learning, which allows the embedding of the ad-
versarial examples further away from the benign ones but
closer to the reference ones.

The contributions of PhyCamo are summarized as follow.

(1) We devise RIA, which utilizes a diffusion model-
based image generation tool for data augmentation, simu-
lating diverse D2P transformation efficiently.

(2) We design positive and negative pairs for contrastive
learning against encoders, which generate more effective
physical camouflage and provides a new perspective on
multi-view physical adversarial attacks.

(3) Extensive experiments are carried out on 3 datasets.
The results show that PhyCamo outperforms SOTA base-
lines in both digital and physical spaces.

Related Work

In this section, we review related works on physical adver-
sarial attacks and interpretable robustness evaluation met-
rics.

Physical Adversarial Attacks

Expectation over transformation (EoT) (Athalye et al. 2018)
has become a leading approach for physical adversarial at-
tacks (Sharif et al. 2019; Shen et al. 2019), considering fac-
tors like lighting and camera angles,which can be catego-
rized into adversarial patch and multi-view physical attacks.
Adversarial patch attacks are generally used in face recog-
nition, disrupting detection by placing patches on the tar-
get. Methods like stickers on eyeglasses (Sharif et al. 2019),
light-based attack (Shen et al. 2019) and FaceAdv (Shen
et al. 2021). To overcome this limitation, multi-view phys-
ical adversarial attacks have been developed. Athalye et
al. (Athalye et al. 2018) synthesized robust examples with
EoT. Wang et al. (Wang et al. 2022) proposed FCA that
works under various conditions. Suryanto et al. (Suryanto
et al. 2022) introduced DTA that offers photo-realistic ren-
dering. Suryanto et al. (Suryanto et al. 2023) presented
ACTIVE that enhances vehicle camouflage against back-
grounds.

Interpretable Robustness Evaluations

Interpretable robustness evaluation methods are crucial for
assessing the effectiveness of adversarial attacks and de-
fenses in DNNs (Zheng et al. 2022a,b). These methods es-
tablish a verifiable baseline for DNN robustness.
Moosavi-Dezfooli et al. (Moosavi-Dezfooli, Fawzi, and
Frossard 2016) introduced empirical robustness to iden-
tify the smallest adversarial perturbation needed, though it
lacks interpretability. Szegedy et al. (Szegedy et al. 2013)
calculated global Lipschitz constants to explain robustness
but resulted in loose bounds. Hein et al. (Hein and An-
driushchenko 2017) used local Lipschitz conditions for a
tighter lower bound on robustness but faced challenges with
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multi-layer networks. Chen et al. (Chen et al. 2020a) de-
veloped Roby, an efficient, structure-agnostic metric using
feature distribution to verify DNN robustness.

PhyCamo

In this section, we first describe the definition of the prob-
lem. Then we elaborate on the proposed physical camou-
flage for multi-view physical adversarial attack.

Problem Definition

Attackers aims at defeating detectors when they got access
to predictions of detectors. To further study the problem, we
describe the multi-view physical adversarial attack as an op-
timization problem as follows.

For a 2D image x, the detector f (-) satisfies f (xq)
Y = (bz, by, buw, bn, bobj, bers), where y is predition of detec-
tor. b, and b, represent the center coordinates of the bbox,
b and by, represent the height and width of the bbox, by
indicates a confidence score that the bbox contains an object,
beis 1s the class probability distribution of the object in the
bbox. The purpose of the adversarial attack is to optimize
the perturbations by solving the following formula:

arg min L (f (xadv) 7y0) (l)

Tadv
where x4, represents the adversarial example, yo denotes
the ground-truth label, L (-) is a well-designed loss function.

Considering the presence of D2P transformation, multi-
view physical adversarial attacks need to render the 3D ve-
hicle model with mesh M and adversarial texture 7,4, from
3D space to 2D plane to obtain 2D adversarial rendered im-
age I,4, during each optimization iteration. On this basis,
the optimization iteration of T4, is carried out.

This work utilizes a modular differentiable renderer pro-
vided by Wang et al. (Wang et al. 2021a). Specifically, given
the renderer R and camera parameters 6., 1,4, is generated
by:

Iadv =R (M7 Tadv; ec) (2)

PhyCamo introduces an effective function ¢ (-) for com-
bining I,4, with x(. Based on the information provided by
1o, it is straightforward to uniformly trim the border of 1,4, .
The fusion of x4, occurs as follows:

xadv(ivj) = (R (Mv Tadv; 06) ) yO)
= (P(Iadv(ivj)ax()(iaj)ay())
_ { Iad’u(ivj)7i € Ulaj € U2

x0(i, ), otherwise
where U; and U, represent the sets of x-coordinates
and y-coordinates of the target, respectively, as derived
from the data in yo. Uy = (b, —%.,b, + %), Up =
(by = % by + ).

PhyCamo Framework

PhyCamo consists of three steps, (i) data augmentation and
image fusion, (ii) predicted bbox reconstruction, (iii) embed-
ding migration and enhancement, as shown in Fig.3. In step

3)
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Figure 3: Framework of PhyCamo.

(1), the data augmentation part simulates more D2P trans-
formation, and enhances training dataset X to obtain a new
training dataset X),.,. The image fusion part is responsi-
ble for generating adversarial examples with the input of
a 3D vehicle model with mesh M, texture 7', and training
dataset X, ¢, . Step (ii) is adopted to reduce IoU between the
predicted bbox and ground-truth to suppress the region of
ground-truth. As we know, step (ii) only targets detectors
given their predicted labels, which leaves the vulnerability
of encoders unexplored. To better leverage the rich repre-
sentation of encoders, step (iii) is proposed. The basic idea
of step (iii) is divided into the following two aspects: (1)
maximizing the difference between the embedding of the
adversarial image x4, and that of the corresponding image
Tnew (Tnew € Xnew), and (2) minimizing the difference be-
tween the embedding of the adversarial image x4, and the
reference image x,.s. The reference image x,.; describes
what the attacker desired: the scene has no target object on
the road. Nowadays, an attacker can easily collect the ref-
erence image x,.y using various types of large Al models
(e.g., Whee) or advanced image restoration (Lugmayr et al.
2022). By adopting step (iii), we weaken the target class-
related embeddings and strengthen the target class-unrelated
embeddings.

Data Augmentation and Image Fusion

PhyCamo have developed RIA to emulate more D2P trans-
formations. Concretely, RIA employs RePaint (Lugmayr
et al. 2022) to emulate alterations in camera position, and
it replicates the variation in brightness within the physical
environment by adjusting the value of the brightness chan-
nel in HSV color space. For instance, RIA diminishes the
image scale ! and employs RePaint (Lugmayr et al. 2022) to
replenish the background, ensuring new image’s size remain
unaltered and mitigating the impact of size differences on
texture optimization. The specific operations are as follows.

Initially, the original data x is diminished through recent
sampling to derive a smaller data x4,,4;;, along with a cor-

"Note that the scale is defined as the ratio of the target to the
picture level. See supplementary material for the specific definition.
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responding mask m:

mij = {

where Wy and hgmqy are the length and width of image
T small, Tespectively.

Oai < wsmalla.j < hsmall
laZ > Wsmall, ] > hsmall

“4)

(&)

where D (-) is the diffusion model-based inpainting ap-
proach, and .4 represents the image after data augmen-
tation, Tseqre € Anaw- Subsequently, the brightness com-
ponent of zy within the HSV color space will be randomly
modified:

Tscale = D(zsmalla m)

Zlight = H(xo,0) (6)

where x;45; represents the image after data augmentation,
Tiight € Xnew. H (+) denotes the function responsible for
altering the brightness value, § is the amount of change in
brightness.

Predicted Bbox Reconstruction

We propose the loss of detection box Lpyp,, for improving
the effectiveness of T, 4,. Lpbor takes into account the posi-
tional information of the detection box along with the length
and width information and can be expressed as:

N
Libox = Z [ToU (y',y4) + exp (sim (v*,5) /7)] (D

i

where IV denotes the multiscale predicted result output by
the detector, y* and y denote the predicted label and the
real label of x,4,, respectively. sim(u,v) = ulv/|ul|||v]]
denotes the cosine similarity between u and v see, and 7 is
a parameter to control the temperature.

Embedding Migration and Enhancement

To better utilize the rich information in embedding, we de-
sign the loss of embedding Le.,», a contrastive-learning-
based loss for image embedding. Specifically, Ly, aims to
force the embedding of .4, to get close to that of x,.. ¢, and
further away from its corresponding original image x,ey,
where ey € Xpav. For the adversarial example 44, We
have the corresponding two images original image x,,¢,, and
reference image .. ;. We consider (Zqqy, Tres) as a positive
pair and (Z 44y, Tnay) as a negative pair.

A significant advantage in the computation of loss L
is its high computational efficiency since the embedding of
the image can be obtained with a single forward propaga-
tion. However, the acquisition of the embedding inevitably
results in model-specific noise. The presence of this noise is
fatal for the transferability of physical camouflage attacks.
To suppress this noise, inspired by Zhang et al. (Zhang et al.
2023), we combine the embedding migration with embed-
ding enhancement and introduce dynamic embedding en-
hancement (DEE) in the optimization process. DEE mainly
includes two parts: random transformations on input images
and inverse transformations on the embedding. Specifically,



¢ + 1 random transformations are applied to the images be-
fore they are fed into the encoder:

®)

where 7 indicates the ¢ th transformed image, obtained with
a total of ¢ individual random transformations t, o4y - - -
to (x). Then, we input Z into the encoder e to get e(Z).

Since e (Z) incorporates a random transformation of the
image in its computation, e () itself would be in a random
manner. On which the inverse transformation operation is
performed:

T=tgotgq0---otg(x)

F=fgo---oty10f(e(d)) ©)
where o - - - -f, denotes the inverse transformation corre-

sponding to t, - - - t (), respectively. Therefore, the positive
and negative pairs of L.,,; are modified as follows:

DT = exp (sim (ﬁ {N\f) /7') (10)
D~ =exp (sim (ﬁfﬁﬂ) /T) (11)

In summary, Le,,, = DT — D™,
Consequently, our optimization objective can be summa-
rized as
Liotar = Lippor + ﬂLem,b (12)

where v and [ are the weights to control the contribution
of each loss function. The determination of the values for o
and [ is contingent upon empirical experience.

Experiments Setting

In experiments, we conducted experiments on three datasets,
comparing with six benchmark methods against six detec-
tors across three evaluation metrics.

Data Preparation

We perform PhyCamo on three datasets, including a car
dataset, a tank dataset, and a pedestrian dataset.

Car dataset. The dataset provided by Wang et al. (Wang
et al. 2021a) consists of 155 points where target vehicles
are placed in CARLA (Dosovitskiy et al. 2017), which is
the commonly used open-source simulator for autonomous
driving research (Teng et al. 2023; Tancik and Casser 2022).

Tank dataset. We amassed a self-constructed dataset with
a tank model as the target. This dataset collected 900 images
uniformly at 5 scales (0.1 - 0.5), 6 azimuths, and 5 pitch
ranges.

Pedestrian dataset. The dataset refer to the work of Hu
et al. (Hu et al. 2023), rendering the foreground photos of
the pedestrian model.

Evaluation Mmetrics

The goal of PhyCamo is to generate effective adversar-
ial camouflage for multi-view physical adversarial attacks.
We select the attack success rate (ASR) and average pre-
cision (AP) to evaluate the effectiveness of PhyCamo and
baselinses in both digital and physical spaces. We have em-
ployed the metric AP@0.5:0.95, calculated by averaging AP
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values with IoU thresholds ranging from 0.5 to 0.95 at an
interval of 0.05. Better performance is indicated by an in-
creased ASR and a decreased AP.

In addition, Roby is used to measure the robustness of
PhyCamo and baselines. Roby integrates aggregation within
the feature subspace (FSA) and separation between differ-
ent classes in the feature subspace distance (FSD) into a sin-
gle metric. A higher Roby value signifies a greater overlap
among various feature subspaces, resulting in a more robust
attack.

Target Models and Benchmark Methods

For easy reproducibility, we choose Retinanet, Yolo-V3,
Yolo-V5, and Faster R-CNN(denoted as FrRCNN) as the
target detectors. In addition, to evaluate the transferabil-
ity of different physical adversarial attack methods, we use
Retinanet, Yolo-V3, Yolo-V5, FrRCNN, MaskRCNN and
D _Detr as test detectors.

We compare PhyCamo with previous works: DAS (Wang
et al. 2021a), FCA (Wang et al. 2022), AT, (Wang et al.
2024), DTA (Suryanto et al. 2022), ACTIVE (Suryanto et al.
2023), and Boosting (Zhang et al. 2023). They are all typi-
cal 3D physical attacks, but they employ different methods.
DAS generates adversarial examples by sabotaging heatmap
salient regions. AT, introduces triplet attention suppression
to manage distracting attention, converge incorrect class at-
tention, and preserve content patch shape. FCA conducts
attacks by suppressing target predicted region and reduc-
ing objectness confidence. ACTIVE renders the target unde-
tectable by minimizing detection scores across valid classes.
Boosting suppresses the target object’s attention while rein-
forcing background attention.

Implementation Details

PhyCamo works differently from other baselines, thus we
follow the comparison strategy of Zhang et al. (Zhang et al.
2023), i.e., evaluating ASR and AP of PhyCamo and base-
lines. We do not always replicate baseline approaches, but
only adopt their primary losses under controlled conditions,
including epoch numbers and training datasets. In particular,
we reimplemented Boosting (Zhang et al. 2023) with full-
coverage camouflage. In addition, when reproducing AC-
TIVE (Suryanto et al. 2023), we did not use the neural tex-
ture renderer (NTR) (Suryanto et al. 2023), but the neural
mesh renderer (NMR) (Wang et al. 2022), which is em-
ployed by DAS (Wang et al. 2021a), FCA (Wang et al. 2022)
since we needed to exclude the interference of the renderer
and focus on comparing the effectiveness of the loss func-
tion.

Experiments Results and Analysis

To demonstrate the performance of PhyCamo, we imple-
mented extensive experiments including six research ques-
tions (RQs): (1) how effective is PhyCamo in digital space
compared to benchmark methods; (2) how effective is Phy-
Camo in physical space compared to benchmark methods;
(3) do RIA and embedding loss improve the effectiveness of
benchmark method; (4) how robust is PhyCamo compared



Retinanet Yolo-V3 Yolo-V5 FrRCNN MaskRCNN D_Detr
ASRT AP] ASRT AP] ASRT AP] ASRT AP] ASRT AP]| ASRT AP]
RAW - 5.0 81.6 6.7 86.3 0.0 833 144 805 11.2 80.7 10.0 90.0
DAS 68.1 386 463 742 33 79.6 692 453 600 30.1 48.1 683
AT 709 357 457 704 2.7 79.1 75.1 408 628 284 471 694
DTA 754 321 437 654 4.1 754 758 402 654 276 50.1 709
Retinanet  FCA 86.6 293 407 56,5 126 733 771 320 703 250 521 751
ACTIVE 827 234 473 564 103 732 869 33.1 776 262 88.3 5.5
Boosting 86.7 26.1 307 634 145 728 863 108 793 238 96.9 3.6
PhyCamo 90.3 19.5 477 50.7 20.2 63.1 889 9.1 87.6 200 94.1 3.9
DAS 267 781 68.1 38.6 3.3 823 549 418 493 69.8 300 70.0
AT, 302 776 667 372 4.7 80.7 570 398 512 704 327 721
DTA 313 754 651 326 4.9 804 607 374 527 389 334 754
Yolo-V3 FCA 353 690 633 390 6.7 823 670 318 536 683 460 473
ACTIVE 687 472 66.7 3.2 553 313 745 201 68.7 364 751 315
Boosting  66.0 44.1 86.7 5.7 567 38.6 749 218 667 30.1 @ 88.3 6.7
PhyCamo 71.0 38.9 96.7 3.2 776 153 778 174 691 272 838 116
DAS 584 507 7677 19.7 767 240 69.7 353 58.6 432 623 17.1
AT, 607 49.1 742 157 779 197 687 371 589 421 627 19.7
DTA 626 472 73.0 254 762 213 667 384 59.0 407 630 215
Yolo-V5 FCA 650 609 700 304 767 220 67.6 302 593 398 634 248
ACTIVE 683 475 @ 96.7 1.2 867 139 657 324 693 304 845 135
Boosting  69.0 46.1 80.0 224 668 322 738 231 79.5 20.0 527 449
PhyCamo = 72.0 213 86.7 7.5 96.7 24 762 209 784 153 883 4.8
DAS 60.0 304 184 70.7 6.7 74.0 892 253 636 383 32.1 590
AT, 637 287 21.1 68.7 7.9 737 88.9 267 657 374 349 59.6
DTA 684 280 267 654 8.2 73.0 883 159 671 370 364 554
FrRCNN  FCA 80.0 273 476 60.1 6.7 720 874 110 697 365 38.0 564
ACTIVE 800 222 383 564 187 639 873 10.7 797 257 814 134
Boosting 834 144 423 629 168 622 759 109 76.6 297 99.0 4.6
PhyCamo = 96.7 6.5 48.7 50.7 367 57.5 899 8.3 831 208 999 3.6

Table 1: Effectiveness evaluation in digital space for

to benchmark methods; (5) how efficient is RIA compared
with self-constructed dataset; (6) does adversarial training
with PhyCamo improve the model’s defense performance?
Due to page limits, experimental results are confined to
the car dataset in the main content, while details of tank
dataset and pedestrian dataset are provided in the sup-
plementary material 2. And the specifics of RQ3, RQ4,
RQS5 and RQ6 are detailed in supplementary material, too.

Adpversarial Effectiveness in Digital Space:
Analysis From the Car Dataset

RQ1: How effective is PhyCamo in digital space compared
to benchmark methods?

Car dataset. The evaluation results are shown in Table 1,
including four target detectors listed in the first column and
six detectors in the first row. Fig. 4 provide adversarial ex-
amples of PhyCamo.

Here we have the following observation: (1) In Table 1,
PhyCamo generates more effective physical camouflage
(with higher ASR ~ x1.26 and lower AP~ x0.55 on aver-
age). As we can see, PhyCamo leads in AP and ASR when

*https://github.com/zxm2020/PhyCamo
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multi-view physical adversarial attacks.

Figure 4: The detection result of the vehicle under different
view angles before and after PhyCamo attack.

transferring from FrRCNN. It is because 1) RIA provides
dataset with more D2P transformation, 2) PhyCamo consid-
ers both positive and negative pairs, which helps to locate
more effective adversarial examples in embedding space, 3)
PhyCamo mitigates the model-specific noise. (2) When tar-
geted at Yolo-V5, PhyCamo didn’t achieve the best perfor-
mance detected by Yolo-V3. As we can see, adversarial ex-



amples targeted the best detector cannot maintain the high-
est transferability. The inferior attack performance may stem
from the fact that Yolo-V5 employs a more complex net-
work with additional convolutional layers compared to Yolo-
V3. This results in more refined embedding that is richer in
model-specific noise, which can hinder the effectiveness of
adversarial attacks.

Answer to RQ1: PhyCamo outperforms the SOTA meth-
ods in digital space (with higher ASR ~ x1.26 and lower
AP ~ x0.55 on average) and maintains high effectiveness
with more subtle D2P transformations (with average ASR of
90.58%).

Adversarial Effectiveness in Physical Space:
Analysis From the Car Dataset

RQ2: How effective is PhyCamo in physical space com-
pared to benchmark methods?

When answering this question, we experiment with the
car datasets, wrapping textures onto models (1:64 scaled
Audi model for car dataset), capturing test images, and test-
ing with detectors as in (Wang et al. 2022). Due to cost and
effort, we limit physical tests to 5 adversarial textures target
at Yolo-V3.

mMOdelS | vo10-V3 Yolo-V5 FrRCNN MaskRCNN
attacks
DAS 373 104 307 193
AT, 40.5 121 327 51.6
DTA 452 206 384 52.9
FCA 506 275 488 55.7
ACTIVE | 525 474 605 65.4
Boosting 50.8 55.1 68.4 72.2
PhyCamo | 752 685 751 80.1

Table 2: Effectiveness evaluation (ASR?) in physical space
for multi-view physical adversarial attacks.

Figure 5: The detection result of the vehicle with PhyCamo
at different scales.

Car dataset. The evaluation results are shown in Table 2.
Fig.6 shows the summarized performance of each cam-
era position and pitch. Fig.5 shows the detection result of
PhyCamo. Here we have the following observation: (1) As
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Figure 6: Attack comparison on different camera positions.

shown in Table 2, PhyCamo outperforms benchmark meth-
ods in physical space. This is primarily attributed to RIA’s
imitation of more D2P transformations, with concurrent sup-
pression of model-specific noise while benchmark methods
only provide rough D2P transformations. (2) As shown in
Fig.6, PhyCamo is relatively stable under various distances
compared to other methods. This is because RIA provided
more D2P transformations in the optimization process than
those of baselines.

Here we have the following observation: PhyCamo re-
mains effective in transitioning from the digital to the phys-
ical space and continues to function when transferring from
Yolo_V3 to FrRCNN. PhyCamo attains an average ASR of
90.3% when employed with Yolo_V3 and an average ASR
of 80.7% when employed with FrRCNN. This is because
PhyCamo suppresses model-specific noise and uses RIA for
data augmentation.

Answer to RQ2: PhyCamo outperforms the SOTA meth-
ods in physical space. It generates physical camouflage with
more than ~ x1.63 ASR on average compared to baselines.

Conclusions

We propose a robust physical camouflage via contrastive
learning, PhyCamo, to efficiently and effectively gener-
ate adversarial camouflage for DNNs-based detectors. Phy-
Camo devises RIA, which utilizes a diffusion model-based
image generation tool for data augmentation, simulating di-
verse D2P transformation efficiently. Besides, PhyCamo de-
signs positive and negative pairs for contrastive learning
against encoders. We compare PhyCamo with six SOTA
methods in three datasets against six DNNs-based detectors,
the results show that PhyCamo has significantly better per-
formance in terms of effectiveness and robustness. However,
PhyCamo can’t handle the texture blur caused by the change
in camera distance. In future work, we will overcome this
problem by studying the impact of D2P transformations on
adversarial effectiveness.
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