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Abstract
The field of Autonomous Driving (AD) has witnessed signif-
icant progress in recent years. Among the various challenges
faced, the safety evaluation of autonomous vehicles (AVs)
stands out as a critical concern. Traditional evaluation meth-
ods are costly and inefficient, often requiring extensive driv-
ing miles in order to encounter rare safety-critical scenarios,
which are distributed along the long tail of the complex real-
world driving landscape. In this paper, we propose a unified
framework, Diffusion-Based Safety-Critical Scenario Gener-
ation (DiffScene), to generate high-quality safety-critical
scenarios, which are realistic and safety-critical for efficient
AV evaluation. In particular, we propose a diffusion-based
generation framework, leveraging its power of approximating
the distribution of low-density spaces. We design several ad-
versarial optimization objectives to guide the diffusion gen-
eration under predefined adversarial budgets. These objec-
tives, such as safety-based objective, functionality-based ob-

jective, and constraint-based objective, ensure the generation
of safety-critical scenarios while adhering to specific traffic
constraints. Extensive experimentation has been conducted to
validate the efficacy of our approach. Compared with 6 SOTA
baselines, DiffScene generates scenarios that are (1) more
safety-critical under different metrics, (2) more realistic un-
der 5 distance functions, and (3) more transferable to different
AV algorithms. In addition, we demonstrate that training AV
algorithms with scenarios generated by DiffScene leads
to significantly higher performance under safety-critical met-
rics. These findings highlight the potential of DiffScene
in addressing the challenges of AV safety evaluation and en-
hancement, paving the way for safer AV development.

1 Introduction
Innovations driven by recent progress in machine learning
(ML) have demonstrated human-competitive performance in
various fields (Silver et al. 2018; He et al. 2015; Agostinelli
et al. 2019). However, the safety evaluation of these ML
models is still challenging, especially in real-world safety-
critical applications such as Autonomous Driving (AD).
To evaluate the safety and robustness of AV systems, the

prevailing approaches deploy them in the real world and test
them with various traffic scenarios. AV companies also re-
construct safety-critical scenarios collected during their on-
road testing in the simulators (Webb et al. 2020) to test.
Copyright © 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

Deviation theories such as importance sampling and cross-
entropy have been introduced to measure the risk of AVs
(Zhao 2016; O’Kelly et al. 2018; Bucklew and Bucklew
2004). However, due to the high dimensionality, complex-
ity, and rareness of safety-critical driving scenarios in the
real world, it is very challenging and inefficient to test AV
safety (CDMV 2022; Arief et al. 2020).
Recently, with the successes of deep generative models,

a promising way is to directly generate such safety-critical
scenarios rather than sampling from real-world data (Yang
et al. 2020; Chen et al. 2021; Ehrhardt et al. 2020). The
advantages include improved evaluation efficiency and sce-
nario diversity (Ding, Xu, and Zhao 2020). For example,
RELATE (Ehrhardt et al. 2020) use a GAN framework to
generate realistic traffic videos with multi-object scene syn-
thesis. STRIVE (Rempe et al. 2022) generates adversarial
trajectory by optimizing the latent space of a VAE model.
However, most generation methods focus on only modeling
the existing data distribution or applying scenario-specific
rules. They fail to generate controllable rare events such as
safety-critical scenarios efficiently.
In this work, to solve these challenges, we propose

a diffusion-enabled generation framework DiffScene,
which is able to generate safety-critical scenarios effectively
while preserving its realism, satisfying real-world physical
constraints, and can be used to further evaluate and im-
prove the safety and robustness of various AV algorithms.
Specifically, we first leverage the diffusion model to cap-
ture the low-density spaces in the distribution to generate
realistic safety-critical scenarios efficiently. Then we pro-
pose a guided adversarial optimization process to modify the
generation results. During each diffusion step, we optimize
and constrain the generated scenarios using 3 different ob-
jectives: safety-based objective, functionality-based objec-

tive, and constraint-based objective. Extensive experiments
on different scenario settings and AV algorithms show that
DiffScene is able to generate scenarios that are more
safety-critical, realistic, and transferable than baselines. We
also demonstrate that our scenarios achieve higher down-
stream utility: training AV algorithms with the generated
scenarios leads to significantly higher performance in terms
of the safety-critical metrics compared to baselines.
Our contributions are summarized as follows: 1) We

propose DiffScene, a unified safety-critical scenario gen-
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eration framework that leverages diffusion models to gen-
erate realistic safety-critical traffic scenarios by introduc-
ing diverse safety-critical objectives. 2) We propose three
different safety-critical objectives, focusing on safety, func-
tionality, and (safe) constraints, respectively, to ensure the
effectiveness and naturalness of the generated scenarios. 3)
We conduct extensive experiments using Carla under differ-
ent traffic settings (e.g., different routes and maps) with 3
different reinforcement learning-based (RL) AV algorithms.
We show that our scenarios achieve higher risk scores (i.e.,
more safety-critical) in terms of 3 safety-critical metrics and
smaller distances to benign data distributions (i.e., more re-
alistic) in terms of 5 distance functions compared to exist-
ing safety-critical scenario generation algorithms. 4)We also
provide comprehensive evaluations under diverse settings
to show that existing RL-based AV algorithms are vulner-
able to DiffScene scenarios. AV algorithms trained with
DiffScene scenarios achieve significantly higher perfor-
mance in terms of the safety-critical metrics, demonstrating
the potential utilities of DiffScene.

2 Related Work
Deep generative models. Various generative models have
been proposed to advance ML development. VAEs (Kingma
and Welling 2013) maximize the variational lower bound of
training samples, while GANs (Goodfellow et al. 2020) use
a generator-discriminator framework to enhance data qual-
ity. Recently, diffusion models (Sohl-Dickstein et al. 2015;
Song and Ermon 2019; Ho, Jain, and Abbeel 2020) have
achieved state-of-the-art performance on generation tasks by
defining a Markov chain that adds Gaussian noise to data
and then learns to reverse the process. Improvements like
DDPM (Ho, Jain, and Abbeel 2020) improve sample qual-
ity, while LDMs (Rombach et al. 2022) reduce training and
inference costs by operating in the latent space. However,
generating structured data, such as dynamic trajectories, re-
mains challenging, especially when requiring safety-critical
objectives. This paper addresses these challenges by design-
ing trajectory representations and leveraging diffusion mod-
els to generate realistic, safety-critical scenarios guided by
adversarial optimization.
Safety-critical scenario generation. Scenario generation
algorithms generally fall into three categories: data-driven,
adversary-based, and knowledge-based. Data-driven ap-
proaches (Scanlon et al. 2021; Knies and Diermeyer 2020;
Ding, Wang, and Zhao 2018; Ding, Xu, and Zhao 2020; Suo
et al. 2023) rely on real-world data but struggle with the im-
balance between safe and risky scenarios. Adversary-based
methods (Ding et al. 2021a; Zhang et al. 2022; Feng et al.
2021; Wang et al. 2021; Cao et al. 2022) focus on exploiting
AV weaknesses but often produce less realistic and diverse
scenarios. Knowledge-based generation (Zhong et al. 2022;
Ding et al. 2021b; Wang, Krasowski, and Althoff 2021;
Bagschik, Menzel, and Maurer 2018; Zhong et al. 2023; Tan
et al. 2023; Cao et al. 2023) incorporates safety constraints
or traffic rules, though formalizing these rules remains dif-
ficult. Recent work on diffusion models for traffic scenar-
ios (Zhong et al. 2022, 2023) has largely focused on static,
2D scenarios without dynamic AV interaction. In contrast,

our approach generates dynamic, 3D safety-critical scenar-
ios with diverse safety objectives, ensuring naturalness and
flexibility. Our method is applicable beyond traffic simula-
tion, as demonstrated by its extension to aircraft scenarios in
NASA’s GUAM simulator (Cook and Gregory 2021; Sim-
mons, Buning, and Murphy 2021; Acheson, Gregory, and
Cook 2021). Further details are provided in App. Section 11.

3 DiffScene
3.1 Problem Statement
Formally, we define a traffic scenario as z → Z :=
{U , I,A}. U represents the participating agents. I denotes
the initial condition and properties of each agent. A rep-
resents the full sequential actions. Each action sequence
a → A is defined for certain agent u → U as

a(u) := [a0, a1, · · · , aT ], (1)
where at is the action taken at timestep t, and T is the

maximum horizon length. Consider a modelM maps the ini-
tial condition I to an initial system state s0 and derives the
whole sequence of system states based on action sequences
A:

st = M(s0,A, t) (2)
Similarly, we define the state sequence for each agent as

s(u) := [s0, s1, · · · , sT ], (3)
where st is the state of agent u at timestep t. The trajectory
of u consists of its state and action sequences:

ωu := {s(u),a(u)}. (4)
In a safety-critical scenario, we follow previous work

(Ding et al. 2020; Wang et al. 2021) and consider the par-
ticipating agents U := {uego} ↑ Usv , where uego is the
ego vehicle controlled by certain AV algorithm f , and
Usv = {u0

sv, u
1
sv, · · · } denotes safety-critical surrounding

vehicles (SVs) controlled by an adversary. Radv(ωsv, f) is
an adversarial risk function measuring the risk of the cur-
rent scenario, e.g., collision rate, where the ego vehicle is
controlled by f and the safety-critical SVs takes trajectories
ωsv = {ω 0

sv, ω
1
sv, · · · }. C(ωsv) is a cost function over the SV

trajectories evaluating the naturalness (cost) of the safety-
critical trajectories. Given the AV algorithm f , the goal
of the safety-critical scenario generator is to create safety-
critical trajectories ωsv for the safety-critical SVs such that
the risk of the scenario is maximized while the generated
safety-critical trajectories maintain a low naturalness cost:

argmax
ωsv

Radv(ωsv, f), s.t. C(ωsv) < c, (5)

where c is a threshold for the naturalness cost budget.
Due to the high dimensionality and rareness of the safety-

critical scenarios, we consider a diffusion-based, adversar-
ially guided generation framework to sample and optimize
realistic safety-critical traffic scenarios. Specifically, we first
leverage a goal-agnostic diffusion model trained on large-
scale benign driving data to generate realistic benign traf-
fic scenarios with low naturalness cost C(ωsv). Then we op-
timize the generated scenario based on different adversar-
ial objectives at each diffusion step to maximize the risk
Radv(ωsv, f) and maintain low cost. The detailed pipeline
of our method is shown in Figure 1.
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Figure 1: Overview of DiffScene. Given an initial noisy trajectory ωK , we iteratively perform denoising steps and adver-
sarial optimization steps to obtain the final adversarial SV trajectory ω 0. In each iteration, we first perform a denoising step
to calculate the denoised trajectory following Equation (7). Then we perform multiple adversarial optimization steps using
different adversarial objectives. The final output maximizes the risk of the generated safety-critical scenarios and maintains a
low naturalness cost.

3.2 Diffusion-based Scenario Generation
Diffusion models (Ho, Jain, and Abbeel 2020; Nichol and
Dhariwal 2021) approximate the data distribution by a
Markov chain starting from a Gaussian distribution. The
model learns to reverse a forward diffusion process and gen-
erate data by incrementally denoising the sequence from
Gaussian noise. We leverage the reverse diffusion process
to generate traffic scenarios with high naturalness, since the
model is trained to approximate natural traffic distributions.

Trajectory representation A trajectory ω is composed of
a state sequence s and an action sequence a. We formulate
each trajectory as a matrix:

ω =

[
s
a

]
=

[
s0 s1 ... sT
a0 a1 ... aT

]
, (6)

where each column consists of a state-action pair at a certain
timestep along the horizon of the trajectory.

Trajectory generation with diffusion models We first
use a diffusion model to generate the benign trajectory ω for
the SV. The generation process is an iterative denoising pro-
cedure starting from the initial data distribution pω(ωK) ↓
N (0, I), where K is the total number of diffusion steps.
Each denoising transition ω k ↔ ω k→1 from step k to step
k ↗ 1 is parameterized by the diffusion model:

pω(ω
k→1|ω k) = N (ω k→1;µω(ω

k, k),!ω(ω
k, k)), (7)

where ω denotes the parameters of the diffusion model. The
covariances in the reverse diffusion process are often fixed
and depend on the diffusion step: !ω(ω k, k) = !k, where
we adopt a cosine schedule following previous work (Nichol
and Dhariwal 2021; Janner et al. 2022). The distribution of
the final generated clean data (i.e., k = 0) is represented as

pω(ω
0) = pω(ω

K)
K∏

k=1

pω(ω
k→1|ω k). (8)

To train the diffusion model, we adopt a forward diffusion
process starting from the clean trajectory ω 0. We gradually
add Gaussian noise to the original trajectory until step K
where ωK is approximately Gaussian. The forward diffusion
process from step k ↗ 1 to step k is defined as

q(ω k|ω k→1) = N (ω k;
√
1↗ εkω

k→1,εkI) (9)

where ε1,ε2, · · ·εK are fixed noise added to the trajectory
data at each forward diffusion step. This forward process q
contains no trainable parameters, which allows us to con-
struct noisy trajectories from original data. At each training
iteration, we train the diffusion model to approximate and
reconstruct the natural clean data ω 0 through the denoising
process. We use a simplified objective to train the diffusion
model (Ho, Jain, and Abbeel 2020), given by

L(ω) = Eε,k,ω0 [↘ω 0 ↗ ω̂↘2] (10)

where ϑ is the noise added to the clean trajectory and ω̂ =
µω(ω k, k) is the reconstructed trajectory.

3.3 Guided Adversarial Optimization
The diffusion model is trained to generate realistic trajecto-
ries for SV. To ensure the generated trajectories achieve high
risk while maintaining low naturalness cost, we introduce an
efficient adversarial optimization process with different op-
timization objectives. We define an objective function J (ω )
to characterize the risk and the naturalness of a generated
trajectory. At each reverse diffusion step k, we modify the
denoising process by adding the gradient of J as guidance:

pω(ω
k→1|ω k) ↓ N (ω k→1;µ+ !g,!), (11)

where g = ≃J (ω ) specifies the optimization direction. By
iteratively optimizing the trajectory towards the desired di-
rection provided by J , the diffusion model will finally gen-
erate an SV trajectory satisfying the optimization goals.
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This adversarial optimization process enables flexible
control over the generated scenarios. We introduce the fol-
lowing three types of objectives: safety-based objective

Jsafe(ω ) provides a safety-critical guarantee for the gen-
erated scenarios, functionality-based objective Jfun(ω ) fo-
cuses on interfering the regular operations of ego vehicles,
and constraint-based objective Jcon(ω ) controls the gener-
ated scenarios to satisfy specific rules or constraints. The
final safety-critical objective J (ω ) is a combination of the
three objectives mentioned above:

J (ω ) = ϖsJsafe(ω ) + ϖfJfun(ω ) + ϖcJcon(ω ) (12)

where ϖs, ϖf , and ϖc are three hyper-parameters controlling
the weights of three different objectives.
Safety-based objective targets on the safety of the ego

vehicle, which tries to maximize the driving risk of the ego
vehicle. Specifically, we define safety-based objective as

Jsafe(ω ) = ↗D(ω ) + ϱ1collision(ω ), (13)

where D(ω ) represents the minimal distance between the
ego vehicle and the safety-critical SV in a scenario where
SV follows trajectory ω , 1collision(ω ) is an indicator func-
tion to represent if the trajectory will cause collision between
the ego vehicle and the safety-critical SV, and ϱ is a hyper-
parameter. This safety-based objective encourages the SV to
stay close to the ego vehicle so that the probability of colli-
sions will increase.
Functionality-based objective targets on the functional

ability of the ego vehicle to finish a given driving task.
Specifically, in each testing scenario, the ego vehicle is ex-
pected to follow and complete a specific pre-defined route
and reach the destination. The functionality-based objec-
tive controls a safety-critical SV to prevent the ego vehicle
from completing its driving task. For example, the SV can
stop the ego vehicle by trying to block the road. We define
functionality-based objective as

Jfun(ω ) = r(ω ), (14)

where r(ω ) denotes the percentage of the route not com-
pleted by the ego vehicle in a scenario with safety-critical
SV following trajectory ω .

Constraint-based objective targets on the desired rules
and constraints applied on the safety-critical SV in order to
keep it realistic. In a real-world scenario, trajectories must
adhere to specific traffic regulations and physical limita-
tions. Depending on the specific requirements, a range of
objectives can be incorporated into the framework. For ex-
ample, considering the comfort perspective, the ego vehicle
should avoid jerks and nudges and maintain a low accel-
eration: Ja(ω ) = ↗

∑T
t=0 at. From a traffic rule perspec-

tive, the ego vehicle should not break traffic rules, avoid-
ing violations like running red lights or ignoring stop signs:
Jr(ω ) = n(ω ), where n(ω ) counts the number of traffic
rule violations during the scenario. In terms of naturalness,
the SV should drive at a speed that aligns with typical driv-
ing behavior: Jv(ω ) =

∑T
t=0 ↗|vt ↗ v↑|, where v↑ is the

common driving speed of a vehicle and vt is the speed of
the SV at t. The constraint-based objective offers flexibility

by allowing a weighted combination of these various objec-
tives. To illustrate our framework, we have chosen to focus
on the naturalness constraint in our experiments, as repre-
sented by Jcon(ω ) = Jv(ω ). Exploring other combinations
is left for future research.
The detailed process of DiffScene is shown in Algo-

rithm 1 in Section 9. We first use the benign driving data to
train a diffusion model µω approximating the real trajectory
distribution and a separate model Jϑ predicting the safety-
critical objective J (ω ). At each reverse diffusion step, the
diffusion model first predicts the denoised clean trajectory
ω̂ following Equation (7). Then we perform a multi-step
optimization using the gradient of safety-critical objective
Jϑ(ω ). The multi-step optimization process provides flex-
ible control over the trade-off between the goal of being
safety-critical and staying close to the real data distribution.
At the end of each denoising step, we calibrate the generated
trajectory using the ground truth initial system state calcu-
lated by model M . We align the initial state s0 in the gener-
ated SV trajectory with the real initial SV state to make sure
every trajectory starts from the same true state. After the ini-
tial state calibration, the generated trajectory is then used as
the noisy input for the next denoising step until we get the fi-
nal safety-critical trajectory ωsv = ω 0. Different from CTG
(Zhong et al. 2022) and Diffuser (Janner et al. 2022), Algo-
rithm 1 generates the whole safety-critical trajectory using
only one reverse diffusion process. Since the reverse process
is time-consuming, our DiffScene is much more efficient
and enables real-time scenario generation in practice.

4 Experiments
In this section, we conduct comprehensive experiments to
evaluate our DiffScene in diverse settings. We first ap-
ply DiffScene to 3 top pre-crash traffic scenarios de-
fined by the National Highway Traffic Safety Administration
(NHTSA) (Najm et al. 2007) to generate different safety-
critical scenarios. We evaluate DiffScene using various
metrics measuring the effectiveness and naturalness of the
generated scenarios. Then we investigate the downstream
utility of our generated scenarios in terms of improving the
safety and robustness of AV algorithms after finetuning with
them. Finally, we conduct several ablation studies exploring
the transferability of the generated scenarios and the safety-
critical trade-offs in the adversarial optimization process.
We find that: 1) DiffScene is much more effective in

terms of generating safety-critical scenarios compared with
baselines. Scenarios generated by DiffScene achieve
higher scores on safety-critical metrics and better perfor-
mance on constraint satisfaction compared to scenarios gen-
erated by existing generation algorithms. 2) DiffScene
achieves lower naturalness cost. The generated scenarios are
more similar to benign scenarios in terms of both trajectory
similarity and action similarity. 3) DiffScene demon-
strates better downstream utility. AV algorithms fine-tuned
with our safety-critical scenarios achieve lower risk scores
than those fine-tuned on scenarios generated by baselines.
4) The transferability of DiffScene is higher than exist-
ing scenario generation algorithms. DiffScene scenarios
are able to cause higher risks across different AV algorithms.
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5) There is a trade-off for the generated scenarios in terms
of their safety-critical and naturalness properties, balanced
by the number of adversarial optimization steps during each
denoising step in DiffScene.

4.1 Experimental Design and Setting
Scenario settings We select the 3 most representative sce-
nario settings of pre-crash traffic summarized by NHTSA
(Najm et al. 2007), representing the most challenging sce-
narios in the real world: Crossing Negotiation (S1), Red-
light Running (S2), and Red-light Running (S3). We also
detail the scenario setting in Section 6. Besides these sce-
narios considering one SV, we also construct a multi-agent
scenario setting and show the details in Section 6.

Simulation platform We use Carla (Dosovitskiy et al.
2017; Xu et al. 2022) as our simulator, which provides real-
istic simulations of traffic scenarios. We consider 10 differ-
ent routes in each scenario setting and use 10 different seeds
to generate different testing scenarios in each route, obtain-
ing 100 testing scenarios in total for each scenario genera-
tion algorithm. To illustrate the adaptability of our frame-
work for deployment in other environments, we have inte-
grated our framework into the GUAM simulator (Cook and
Gregory 2021; Simmons, Buning, and Murphy 2021; Ache-
son, Gregory, and Cook 2021), a specialized platform de-
signed for aircraft simulation. Examples of this implemen-
tation are provided in Appendix Section 11.

Baselines We consider six state-of-the-art scenario gener-
ation baselines. Adversarial RL (AR) uses an RL-based
safety vehicle (SAC) to generate safety-critical scenarios.
Carla Scenario Generator (CS) (Dosovitskiy et al. 2017)
employs rule-based methods and grid search to find opti-
mal scenarios in three settings. Learning-to-collide (LC)
(Ding et al. 2020) generates scenarios by sampling from a
Bayesian network modeling traffic participant relationships.
AdvSim (AS) (Wang et al. 2021) uses Bayesian optimiza-
tion to manipulate the safety vehicle’s trajectory, represented
by a kinematic bicycle model (Polack et al. 2017), to at-
tack the ego vehicle.Adversarial Trajectory Optimization
(AT) (Zhang et al. 2022) enhances scenario optimization
with knowledge-based constraints, applying PSO-based op-
timization. STRIVE (ST) (Rempe et al. 2022) learns a traf-
fic model and performs adversarial optimization. We adapt
it to SafeBench (Xu et al. 2022) with official parameters.

AV algorithms and models To evaluate the effectiveness
and transferability of scenario generation algorithms, we
test generated scenarios against various AV algorithms, fo-
cusing on RL-based methods due to their minimal domain
knowledge requirements (Sallab et al. 2017; Chen, Yuan,
and Tomizuka 2019; Kiran et al. 2021). Specifically, we con-
trol the ego vehicle with three representative deep RL algo-
rithms: SAC, PPO (Schulman et al. 2017), and TD3 (Fuji-
moto, Hoof, and Meger 2018). We train models using these
algorithms in benign scenarios and then evaluate them in
safety-critical scenarios.
To assess transferability, we also conduct black-box at-

tacks. We train a surrogate SAC model with the same con-

figuration but different initialization. Scenarios generated
against the surrogate model are then tested on the three tar-
get models. Additional implementation and training details
are provided in Section 7.

Data collection To train the diffusion model µω, we first
construct a benign trajectory dataset in Carla by training sev-
eral RL models from scratch in benign scenarios, collect-
ing a total of 6,995 trajectories. Once trained, the diffusion
model can generate trajectories across all scenario settings.
For training the safety-critical objective model Jϑ, we

generate 5,000 trajectories per scenario setting using the
trained diffusion model, calculating J (ω ) as the ground
truth. Each scenario setting uses 4,000 trajectories for train-
ing and 1,000 for testing. We train three separate Jϑ models
for three different scenario settings.

4.2 Evaluation Metrics
We evaluate the generated scenarios on three levels: safety,
functionality, and constraint adherence. Naturalness is as-
sessed by comparing the similarity between generated and
benign scenarios. Detailss are provided in Section 8.

Effectiveness A good safety-critical scenario should ex-
pose weaknesses in AV algorithms, interfere with normal
operation, and satisfy physical constraints. We use three
metrics:Collision Rate (CR)measures the average collision
rate: Eω ⇐ P[1collision(ω )]. Incomplete Route (IR) eval-
uates the percentage of the route not completed by the ego
vehicle: Eω ⇐ P[r(ω )]. Speed Satisfaction (SS) measures
adherence to normal driving speed: Eω ⇐ P[Et[1(|vt ↗
v↑| < ςv)]].

Naturalness Generated scenarios should be realistic and
natural. We measure similarity to benign scenarios using five
metrics: Trajectory Similarity assesses the path similar-
ity using Symmetric Segment-Path Distance (SSPD), Fréchet
Distance (Fréchet), andDynamic Time Warping (DTW).Ac-
tion Similarity evaluates behavioral similarity based on ac-
celeration distribution usingWasserstein Distance (WD) and
Kullback–Leibler Divergence (KL).

4.3 Effectiveness of DiffScene
We generate safety-critical scenarios in 3 different scenario
settings and evaluate them using 3 different AV algorithms
based on 3 metrics. For Speed Satisfaction, we set the speed
threshold ςv = 1. Quantitative results are shown in Sec-
tion 4.2, and qualitative comparisons are shown in Sec-
tion 10.2.
The evaluation results can be analyzed from different per-

spectives. From the scenario generation algorithm perspec-
tive, we observe that DiffScene achieves the best scores
among all the methods, demonstrating its advantage of creat-
ing more safety-critical scenarios while satisfying rules and
constraints. From the scenario setting perspective, Red-light
Running (S2) is the most safety-critical scenario setting, with
the highest collision rate of 87% achieved by DiffScene.
The Right-turn (S3) is the safest scenario setting, where
DiffScene achieves 79% collision rate. From the colli-
sion rate perspective, we notice that DiffScene achieves
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Scenario Metric Benign AR CS LC AS AT ST DiffScene

S1
Collision Rate 0.00± 0.00 0.19 ± 0.03 0.60 ± 0.14 0.58± 0.52 0.57± 0.33 0.62± 0.49 0.72± 0.11 0.85± 0.08

Incomplete Route 0.00± 0.00 0.14 ± 0.10 0.27 ± 0.05 0.27± 0.24 0.26± 0.16 0.28± 0.22 0.32± 0.04 0.39± 0.05
Speed Satisfaction - 0.09± 0.01 0.26 ± 0.01 0.33± 0.02 0.14± 0.01 0.30± 0.04 0.31± 0.05 0.43± 0.01

S2
Collision Rate 0.00± 0.00 0.38 ± 0.09 0.63 ± 0.15 0.71± 0.43 0.57± 0.14 0.71± 0.50 0.73± 0.08 0.87± 0.10

Incomplete Route 0.00± 0.00 0.18 ± 0.03 0.29 ± 0.06 0.33± 0.20 0.25± 0.07 0.33± 0.23 0.34± 0.04 0.40± 0.05
Speed Satisfaction - 0.12± 0.00 0.26 ± 0.01 0.27± 0.02 0.24± 0.01 0.30± 0.05 0.32± 0.06 0.47± 0.01

S3
Collision Rate 0.00± 0.00 0.34 ± 0.22 0.68 ± 0.16 0.59± 0.27 0.29± 0.30 0.59± 0.50 0.53± 0.40 0.79± 0.15

Incomplete Route 0.00± 0.00 0.13 ± 0.09 0.22 ± 0.04 0.21± 0.10 0.09± 0.09 0.19± 0.16 0.23± 0.18 0.27± 0.08
Speed Satisfaction - 0.08± 0.00 0.19 ± 0.01 0.21± 0.01 0.20± 0.02 0.34± 0.00 0.34± 0.01 0.38± 0.00

Table 1: Effectiveness evaluation. We report Collision Rate (CR), Incomplete Route (IR), and Speed Satisfaction (SS) to
measure the effectiveness of the generated safety-critical scenarios in terms of safety-level, functionality-level, and constraint-
level in 3 different scenario settings. We show the averaged score and standard deviation of the results on 3 different AV
algorithms. We also provide the benign performance of the AV algorithms as a reference. (All scores are the higher the better).

over 75% average collision rate in all the 3 scenario settings,
showing that existing RL-based AV algorithms are vulnera-
ble to DiffScene scenarios. Finally, from the speed satis-
faction perspective, we find that the generated scenarios are
hard to achieve higher scores. This is due to the physical
constraints of the vehicles: the limited acceleration. It will
always take some time to increase the speed from 0 to v↑

even with the highest acceleration.

4.4 Naturalness of DiffScene
To evaluate naturalness, we calculate different kinds of sim-
ilarity scores between the generated scenarios and benign
scenarios. Specifically, we first use the surrogate SACmodel
to control the SV in the 3 different scenario settings and col-
lect the output trajectories from the simulation results as be-
nign trajectories since the SAC model is trained on our nor-
mal traffic data and represents the benign driving behavior.
Then we calculate the similarities between these benign tra-
jectories and the generated trajectories.

Trajectory similarity Since trajectory similarity metrics
are strongly affected by the length of the traveled path, we
preprocess the generated trajectories by cutting the end of
the paths to so that they are longer than the benign path by
a maximum of ςϖ , where ςϖ is a length threshold. To accu-
rately eliminate the effect of length on the similarity results,
we set ςϖ = 0.5 when calculating trajectory similarity. The
results are shown in Section 4.4, where we only report the
scores for AR, LC, AT, ST, and DiffScene since the paths
generated by CS and AS are fixed straight lines.
We note that our method achieves the lowest scores

among the baselines, which shows that the DiffScene tra-
jectories are the closest to the benign ones. Among the 3 sce-
nario settings, DiffScene has the lowest similarity score
in S2, which again demonstrates that S2 is more safety-
critical: easier to achieve high collision rate with a low cost.
ST has the highest similarity scores since it has weak restric-
tions on the trajectory similarity of the generated scenarios
to the benign scenarios. We provide additional qualitative
results for ST in Figure 7, which shows the large deviation
introduced by ST. In the table, we omit the scores greater
than 100 caused by ST.

Action similarity Action similarity metrics evaluate the
distance between the acceleration distribution of the gener-
ated scenarios and the benign ones, which are barely affected
by the path length. Therefore, we calculate the action simi-
larity without limiting the length threshold in Section 4.4.
As shown in Section 4.4, the action similarity scores of

the scenarios generated by DiffScene are almost the low-
est, meaning that the action distribution of the SV is more
similar to the benign distribution. Since the KL divergence
can be very large when the two distributions are extremely
different, we omit the scores greater than 10.

4.5 Downstream Utility of DiffScene
We evaluate the downstream utility of the generated safety-
critical scenarios by measuring the safety improvements of
AV algorithms after being finetuned on these scenarios. We
use the Crossing Negotiation (S1) scenario setting as an ex-
ample. For the scenarios generated by each generation al-
gorithm, we use 80% of them as the training set. The re-
maining 20% scenarios from all algorithms together form a
standard test set. We finetune the target SAC model in the
different training sets using 3 different random seeds, each
for 500 episodes, and report the averaged testing result on
the standard test set. Section 4.4 shows the results of Colli-
sion Rate and Incomplete Route scores of the ego vehicle
after fine-tuning. We also show the performance of these
fine-tuned ego vehicles in benign scenarios together with the
variance in Section 6 in the Appendix. When calculating av-
erage Collision Rate, we omit the results with Incomplete

Route scores higher than 0.7 to be more fair. We also show
the performance of the target SAC model on the standard
testing dataset before finetuning it as a reference.
According to Section 4.4, SAC finetuned on the

DiffScene scenarios achieves the lowest collision

rate and incomplete route, which also means that the
DiffScene is more useful in terms of improving the ro-
bustness of the AV algorithms. Results from Section 6 also
show that most adversarial-trained agents achieve 0 collision
rate, which means the adversarial-trained agents can achieve
better performance while still preserving the benign utility.
Among the baselines, LC is the most helpful algorithm in
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S. M. AR LC AT ST DiffScene

S1
SSPD 1.07 0.36 0.35 94.78 0.19
Fréchet 6.51 1.45 1.12 >100 1.04
DTW 69.10 57.80 21.16 >100 12.96

S2
SSPD 0.54 0.48 0.29 >100 0.17
Fréchet 3.38 1.64 1.11 >100 1.04
DTW 34.74 81.85 18.62 >100 11.96

S3
SSPD 0.38 0.33 0.40 >100 0.25
Fréchet 2.80 2.40 2.14 >100 1.99
DTW 30.65 65.55 35.44 >100 24.58

(a) Trajectory similarity evaluation
S. M. AR CS LC AS AT ST DiffScene

S1
WD 1.74 0.53 0.62 0.47 0.96 0.95 0.37
KL >10 >10 >10 >10 2.17 1.77 1.43

S2
WD 1.78 0.55 0.56 0.59 0.92 0.88 0.38
KL >10 >10 >10 >10 2.39 2.17 1.34

S3
WD 1.24 0.59 0.63 0.59 1.03 1.07 0.48
KL >10 >10 >10 >10 0.99 1.38 1.41

(b) Action similarity evaluation

Table 2: Naturalness evaluation. For trajectory similarity
evaluation, we report the SSPD, Fréchet, and DTW to mea-
sure the similarity between the SV paths in the generated
and real collected scenarios. For action similarity evaluation,
we report the WD and KL scores to measure the similarity
between the behaviors of the SV in the generated and real
collected scenarios. We evaluate the scenarios on 3 differ-
ent target AD algorithms and report the averaged scores. (S:
Scenario Setting, M: Metric. All scores are the lower the
better).

terms of reducing the collision rate, while AT is the most
helpful algorithm to improve route completion. However,
they are still not as effective as DiffScene.

4.6 Ablation Studies
In this section, we show the ablation study results focus-
ing on the transferability of the generated scenarios and the
safety-critical trade-offs inside DiffScene.

Transferability In our experiments, we perform a
transferability-based black-box attack, where we generate
and optimize safety-critical scenarios against a surrogate
SAC model and evaluate the generated scenarios using 3
different RL-based AV algorithms. We show the standard
deviation of the testing results on 3 different algorithms in
Section 4.2. We also show the heatmap of collision rate for
each AV algorithm achieved by each generation algorithm
in 3 different scenario settings in Figure 3 in Section 10.3.
The numbers in Section 4.2 show that in many cases,

DiffScene has the lowest standard deviation across 3 dif-
ferent algorithms, meaning that the scenarios generated by
DiffScene can be easily transferred to other AV algo-
rithms. Baselines with low standard deviations usually suffer
from limited effectiveness, e.g., AR and CS. The detailed re-
sults in Figure 3 also verify our conclusions. In the heatmap,

Metric SAC AR CS LC AS AT ST DiffScene

CR 0.90 0.82 0.37 0.32 0.75 0.33 0.76 0.26
IR 0.36 0.27 0.15 0.32 0.30 0.13 0.29 0.11

Table 3: Downstream utility evaluation. We report Col-
lision Rate (CR) and Incomplete Route (IR) after training
with generated scenarios to measure the downstream util-
ity of corresponding generation algorithms. We finetune the
target SAC model in the generated S1 scenarios using 3 dif-
ferent random seeds and show the averaged testing results.
(All scores are the lower the better).

our DiffScene shows little difference across 3 different
AV algorithms. CS, LC, AT, and ST have low collision rate
under PPO, while AS has low collision rate under TD3. In
practice, safety-critical scenarios with higher transferability
can be used to detect vulnerabilities of other AV algorithms
and help to improve their robustness, which is more useful
in real-world applications.

Impact of the number of adversarial optimization steps
To explore the effects and trade-offs of the adversarial op-
timization steps during the diffusion process, we generate
the safety-critical scenarios with different numbers of ad-
versarial optimization steps N , and evaluate the collision

rate and trajectory similarities of the generated scenarios.
We start from N = 0, where we do not apply any adversar-
ial optimization, and gradually increase to 30. The figures
are shown in Figures 4 and 5 in Section 10.4.
We find that as N increases, the collision rate will also

increase, meaning that the adversarial optimization steps
do help to generate more safety-critical scenarios. How-
ever, when applying a larger N , SSPD and Fréchet will also
be larger, showing that more adversarial optimization steps
will lead to more naturalness cost. From this result, we can
clearly see a trade-off between the effectiveness and natural-
ness of the generated scenarios. We can easily control and
balance them by choosing a proper number of guided adver-
sarial optimization steps in DiffScene.

5 Conclusion
In this paper, we propose DiffScene, a diffusion-based,
safety-critical guided generation framework to generate re-
alistic and safety-critical scenarios. Extensive experiments
in Carla show that our framework is able to generate safety-
critical scenarios against different AV algorithms under vari-
ous settings. We show that our generated scenarios are more
effective, natural, and transferable, and have higher down-
stream utilities. We also show that current RL-based AV al-
gorithms are vulnerable to the generated safety-critical sce-
narios. In the meantime, we need to control DiffScene
to make sure that the generated safety-critical scenarios are
not used for adversarial purposes (see Section 12 for more
discussion). We hope this study will shed light on future re-
search on identifying weaknesses in existing AVs, thus fa-
cilitating more efficient and effective AV development.
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