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Abstract

Existing face forgery detection methods achieve promising
performance when training and testing forgery data are from
identical manipulation types, while they fail to generalize
well to unseen samples. In this paper, we experimentally in-
vestigate and find that the poor generalization of the methods
mainly arises from their overfitting on the known fake pat-
terns. Excessively focused on seen fakes, those detectors fail
to effectively learn image-intrinsic information and the dis-
tributional disparity between real and fake images. Then, to
address this issue, we redefine fake learning as real-fake dis-
tributional disparity learning. We propose a novel deepfake
detection framework learning distributional disparity based
on the differentiated reconstruction on real and fake images
for improved generalization. Specifically, distributional dis-
parity learning on differentiated reconstruction of the real and
fake images, enforces the model to learn image-invariant in-
trinsic representations. The reconstruction on real and fake
images forces the decoders to learn the distribution of real
and fake images, respectively. Moreover, to avoid the influ-
ence from the specificalization of the known fake patterns,
we further propose the information interaction learning on the
encoded intrinsic information and the pixel disparity between
the input image and its reconstruction to distinguish face forg-
eries that are even unknown. Extensive experiments on large-
scale benchmark datasets demonstrated the effectiveness of
addressing the overfitting issue of the classification network,
and verified the superior performance of our method.

Introduction

With the considerable progress in face manipulation meth-
ods (Chan et al. 2019; Gao et al. 2021; Yao et al. 2021), in-
creasing realistic fake face images and videos are generated
easily. The abuse of those face forgeries sometimes results
in various pressing security concerns over fake news and im-
personation (Lyu 2020). Therefore, face forgery detection,
as the critical recognition task in this field, aims to develop
automatic methods for identifying manipulated face images.
The early-proposed face forgery detectors utilize a visual en-
coder (Chollet 2017) to extract the features representations
from the given face image, which is followed by a classifi-
cation head(Nguyen, Yamagishi, and Echizen 2019). While
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(a) Trained on FF++; Test on FF++, WDF and Celeb-DF.

o, DF-DF F2F-F2F FS-FS NT-NT
AU‘F % DF-Cross F2F-Cross FS-Cross NT-Cross
1001-99:5197.9698.82 98.06 98.37 99.6598.0698.82

93.34 93.06 93.63
L 88.54
80
74.47
72.02
'66.5870'0166.26 70.76 69.10 70.7670.95 . o,
63.19
60 F 60.09
50
>
0 -
Multi-Att Freg-SCL RECCE

(b) Cross-testing on different manipulation of FF++.

Figure 1: Investigation of the models‘ generalization. (a)
Both real images and fake types in testing forgery data are
unseen. Poor generalization of the models indicates the over-
fitting on either real images and/or fake types. (b) Only the
fake types in the testing forgery data are unseen, while the
real images are seen. Compared with (a), their performance
keeping matching degraded magnitude, indicates that the
overfitting of models mainly focuses on the fake types.

these feature representations are extracted in category-level,
and ignore the differences between real and fake images.
To address the drawbacks of category-level representations,
specific forgeries are captured to distinguish fake faces from
real ones (Zhao et al. 2021). Recently, inspired by the com-
pact representations learned with real images (Ruff et al.
2020), common characteristics of genuine faces (Cao et al.
2022; Shao et al. 2023) are explored to mine the real distri-
bution and improve the face forgery detector.

The existing face forgery detection methods, utilizing
classification backbone to capture specific forgery patterns



and compact representations of real faces for binary clas-
sifying, have made great progress in recognizing fake face
images (Gu et al. 2022; Huang et al. 2023). Although these
methods achieve promising performance on the forgery data
when training and testing forgery data are from identical ma-
nipulation types, while they fail to generalize well to un-
seen samples. We experimentally investigate the general-
ization of detection methods, and take several of them for
example, which are shown in Figure 1. FaceForensics++
(FF++) (Rossler et al. 2019), WildDeepfake (WDF) (Zi et al.
2020), and Celeb-DF (Li et al. 2020b) are the widely used
bentchmark datasets. FF++ contains four types of manip-
ulation techniques, i.e., Deepfakes (DF), Face2Face (F2F),
FaceSwap (FS), and NeuralTextures (NT). Firstly, from the
observation of Figure 1(a), all the models have largely de-
clined when both real images and fake types in testing
forgery data are unseen. This poor generalization indicates
that there is indeed overfitting focused on real images
and/or fake types. Secondly, we further study the models’
performance, where only the fake types in the testing forgery
data are unseen, while the real images are seen. Compared
with the experimental results in Figure 1(a), the matching
degraded magnitude of performance in Figure 1(b) indicates
that the overfitting of models mainly focuses on the fake
types. There occurs overfitting when models focus exces-
sively on known fake patterns, thereby neglecting the under-
lying image-intrinsic information and the distributional dis-
parities between real and fake images. As a result, these de-
tectors fail to perform effectively on unseen manipulations.
In this paper, to address the above issue, we redefine fake
learning as real-fake distributional disparity learning. We
then propose a new deepfake detection framework (dubbed
FakeDiffer) using distributional disparity learning based on
the differentiated reconstruction on real and fake images to
well-generalize to unseen forgery data. The existing visual
representations are mined to fit the real or fake distribution
of face images. Its ignoration on the image-intrinsic infor-
mation makes it sensitive to the specificalization of the seen
fake patterns. So we propose distributional disparity learn-
ing on the reconstruction of the real and fake image to ob-
tain the image-invariant intrinsic representations. The recon-
struction on real and fake images forces the decoders to learn
the distribution of real and fake images, respectively. Fur-
thermore, to avoid the influence from the specificalization
of the known fake patterns, we further propose the infor-
mation interaction learning on the encoded intrinsic infor-
mation and the pixel disparity between the input image and
its reconstruction to distinguish face forgery that is even un-
known. Extensive experiments are conducted to prove the ef-
fectiveness of the proposed FakeDiffer. The experimental re-
sults demonstrate that our FakeDiffer can relieve the model’s
overfitting on seen fake patterns and remarkably improve the
generalization when employed for face forgery detection.
The main contributions are summarized as follows:

* We experimentally investigate and find that the poor gen-
eralization of the existing face forgery detectors mainly
arises from its overfitting on the known fake patterns. We
redefine fake learning as real-fake distributional disparity
learning and propose a novel detection framework using
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distributional disparity learning on the differentiated re-
construction for face forgery detection.

* The distributional disparity learning is proposed on the
differentiated reconstruction, where the unified encoder
captures the image-invariant intrinsic representation, and
the decoders learn the real and fake features respectively.

* To avoid the influence of the specificalization of the
known fake patterns, information interaction learning is
introduced on the encoded intrinsic information and the
pixel disparity between the input image and its recon-
structions to comprehensively distinguish face forgery.

Related Work

Face Forgery Detection. The recent years have witnessed
the considerable progress of face forgery detection meth-
ods (Li et al. 2020a; Gu et al. 2022; Yang et al. 2023).
Some early approaches (Nguyen, Yamagishi, and Echizen
2019; Coccomini et al. 2022) usually utilize the image clas-
sification backbones (e.g., XceptionNet (Chollet 2017)) to
extract visual features from the face images, and then feed
them into a binary classifier. However, these inherent visual
backbones adopted from image classifiers tend to emphasize
category-level differences rather than the nuanced distinc-
tions between real and fake face images. Recently, to address
the drawbacks of category-level representations on increas-
ingly realistic forged faces, some methods (Zhou et al. 2017,
Liet al. 2021; Jeong et al. 2022; Wang et al. 2023b) are fur-
ther designed to focus on specific forgery patterns, including
noise statistics, local textures, and frequency information.
For example, a two-stream framework (Zhou et al. 2017)
is proposed to focus on visual appearance and local noise,
respectively, for face forgery detection.To combine spatial
information with frequency features for face forgery detec-
tion, a spatial-frequency dynamic graph method (Wang et al.
2023b) is proposed to exploit the relation-aware features in
spatial and frequency domains via dynamic graph learning.
These methods usually rely on the known forgery patterns
appearing in the training data, which results in overfitting
when models focus excessively on them, thereby neglecting
the underlying image-intrinsic information and the distribu-
tional disparities between real and fake face images.
Reconstruction Learning. As a representation learning
approach to feature extraction under unsupervision (Zhang
et al. 2024), reconstruction learning (Han et al. 2019;
Wertheimer, Tang, and Hariharan 2021; Yaman et al. 2021;
Zhang et al. 2022) has been widely utilized for visual rep-
resentation in various downstream tasks. The reconstruction
learning method is trained to reconstruct the input from its
encoded representation (Yoshihashi et al. 2019), which rein-
forces the model to extract meaningful and informative fea-
tures that facilitate accurate reconstruction, thus obtaining
robust representations. There are some prior works (Nguyen
et al. 2019; Du et al. 2020; Cao et al. 2022) utilizing recon-
struction learning for face forgery detection. Under sharing
information settings, a reconstruction network is introduced
to improve the overall performance of the multi-task learn-
ing framework, including manipulation detection and region
location (Nguyen et al. 2019). After that, to explore the com-



! 1 Distributional Disparity Learning Information Interaction Learning
1
1
! | Unified Encoder  Real Reconstruction Lyr Error Encoder
I -
i ! 2
q 1
! 1
i d Softmax
4 1
i Input Image a E Real-Reconstructed GT
i ! > Error Information 1 2
! | = L
i d Real - & lLas
i ' Fake S . @)
i i - Image-Invariant (=] |
i i — | Real & Intrinsic Information) 2 Rea
1 ! = © &
! ! — [Fake = °
i ! g I Fake
| 1 A Fake-Reconstructed H
i A Real Error Information A EJ y
! ' Fake a
' ' MLP
: X : >
1 1 —
i ! Fake o0
! £
i ' > >35>
1 ! o
| i o
! 1
i ! Fake Reconstruction
1 | Ly
—> Real image stream (Only used in training stage) —> Fake image stream (Only used in training stage) Weights sharing Calculate loss

Figure 2: Overview of our proposed FakeDiffer learning distributional disparity on differentiated reconstruction for face forgery
detection. Our method pipeline includes three main components, i.e., the distributional disparity learning module, information
interaction learning module, and classification head. The distributional disparity learning module consists of a unified encoder,
real reconstruction, fake reconstruction, and error encoder. Specifically, the distributional disparity learning module is firstly
used to obtain real-reconstructed error information, image-invariant intrinsic information, and fake-reconstructed error informa-
tion from the given face image, and then the above three sources of embedded features are fed into the information interaction
learning module. Finally, the classification head predicts the category of input face image conditioned on the interacted features.

mon characteristics of genuine faces, RECCE (Cao et al. the corresponding representation to reconstruct real and fake
2022) only reconstruct real images from their noisy versions images, respectively. So this single encoder constrained by
to distinguish the forgery from the real one. These methods dual decoders in real and fake attributes, reinforces it to cap-
conduct reconstruction learning without differentiated em- ture image-invariant intrinsic information, which does not
bedding, which fails to effectively learn image-intrinsic in- bias excessively to fake patterns or real elements. Moreover,
formation and the distributional disparity between real and the real and fake reconstruction branches aim to correspond-
fake images. Therefore, we explore image-intrinsic infor- ingly model the distributions of real and fake face images,
mation to learn domain-invariant distribution, and integrate respectively. Then, to avoid the influence of the specifical-
them with the differentiated reconstruction on real and fake ization of the known fake patterns, the above three sources
images, respectively for improved generalization. of embedded features are fed into the information interac-
tion learning module to comprehensively distinguish face

Proposed Method forgery. Finally, the classification head predicts the category

. . of input face image conditioned on the interacted features.
To alleviate the model’s overfitting focused on the known

fake patterns, we redefine fake learning as real-fake distri-

butional disparity learning and propose distributional dispar- Distributional Disparity Learning

ity learning on differentiated reconstruction for face forgery There are developing diverse types of face forgery espe-
detection. Our proposed novel framework named FakeDif- cially in face of the increasing image generation technol-
fer, as shown in Figure 2, mainly consists of three com- ogy. Thus it leads to overfitting when forgery detectors fo-
ponents, i.e., the distributional disparity learning module, cus excessively on known fake patterns, thereby neglecting
information interaction learning module, and classification the underlying image-intrinsic information and the distribu-
head. The distributional disparity learning module includes tional disparities between real and fake images. As such,
a unified encoder, real reconstruction, fake reconstruction, distributional disparity learning is proposed by a single uni-
and error encoder. The unified encoder is trained to encode fied encoder for visual representation and dual reconstruc-
both real and fake images to obtain intermediate representa- tion branches for real and fake reconstruction, respectively.
tions, while the real and fake reconstruction branches decode Moreover, the single encoder constrained by dual decoders
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in real and fake attributes, reinforces it to capture image-
invariant intrinsic information, which does not bias exces-
sively to fake patterns or real elements.

Specifically, given an input image X € R"*%*3_a recon-
struction network F is trained to model the real image distri-
bution, fake image distribution, and image-invariant intrinsic
distribution. The reconstruction network F consists of uni-
fied encoder F., real-reconstruction branch F,, and fake-
reconstruction branch F;. To learn robust representations
for given images, we follow the prior work settings (Zhou
et al. 2021) by adding some white noises to the input images
in the training stage to get X. We use XceptionNet (Chol-
let 2017) as the backbone, and use the bilinear interpolation
to adjust the spatial size properly for mentioned operations.
The input images X can be split into real images X, and

fake images X ¢- Thus, as shown in the middle section of
Figure 2, the unified encoding process can be formulated as:

ey

where M = {M,., M} denotes the intermediate represen-
tation of given images, which can be regarded as image-
invariant intrinsic representations under the constraints of
dual decoders in real and fake reconstructed attributes,
which does not bias excessively to real or fake distribution.
M,., M denote the corresponding intermediate representa-
tion of real and fake images, respectively.

Then, in the training stage, the real and fake image recon-
struction process can be respectively formulated as:

M = F,(X),

X, = Fr(Fe(X,) = Fr(M,), )

) 3

where XT and X ¢ denote the real and fake image recon-
struction versions, respectively. The previous work (Cao
et al. 2022) points out that the reconstructed forged faces
largely differ from the input forged faces in visual appear-
ance, thus we follow it to use the reconstructed error map to
indicate the probably manipulated traces. Then, we can ob-
tain the encoded-reconstructed error maps (i.e., E, and Ey)
on the real-reconstruction path and fake-reconstruction path,
respectively, as follows:

= f(IF-(M) — “4)
E; = f([Fr (M) = X]), )

where f represents the convolutional layers-based error map
encoder, whose weights are shared in the above dual paths.

Thus, we achieve the differentiated reconstruction of real
and fake images, where the dual reconstruction branches are
constrained to learn real and fake content, respectively. The
unified encoder constrained by dual decoders of real and
fake attributes, captures image-invariant intrinsic informa-
tion without excessive bias to the single fake patterns or real
elements. The real-reconstructed error information, image-
invariant intrinsic information, and fake-reconstructed error
information are captured from the given face images by the
distributional disparity learning module.

X; = Fr(Fe(Xy)) = Fr(My),

X|)7
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Information Interaction Learning

To avoid the influence of the specificalization of the known
fake patterns, we further propose the information interac-
tion learning on the encoded intrinsic information and the
pixel disparity between the input image and its reconstruc-
tion to distinguish face forgery. Specifically, we obtain the
fused feature maps (denoted by K € R *W'*C) of three
sources of representations (i.e., M, E,, and E;) by pixel-
wised addition operation. As shown in the right section of
Figure 2, we embed the global information of K by average
pooling operation, which can be formulated as:

Je = H’xW’ZZK i)
=1 j=1

where g. denotes the value in c-th channel of global fea-
ture maps G € RE*1 Then, the interacted weights of
real-reconstructed error information, fake-reconstructed er-
ror information and image-invariant intrinsic information
(i.e., M, E,, and Ey) are calculated by a multilayer percep-
tron followed by softmax operation in the split dimension.
The interaction process can be formulated as:

M=M-+ softmax{splitimip(G)]} - M, (7)

where M denotes the weighted image-invariant intrinsic fea-
ture maps. The mlp(-) denotes multi-layer perceptron. Then
the output values are split equally into three segments by
split(-) function. softmax(-) denotes the softmax function
for the corresponding weight calculation. The interacted fea-
tures of E,. and E; can be calculated in the same reasoning

(6)

process, which is denoted by E,. and E, respectively.

After that, we fuse the interacted feature maps to generate
the comprehensively distinguish feature maps T by pixel-
wised add operation as follows:

T=M+E, +Ey, ®)
Finally, as shown in the stern of Figure 2, the classification

head predicts the category of input face image conditioned
on the interacted features T.

Objective Function

During the reconstruction process, we compute the recon-
struction loss £, between input real images and their re-
constructed versions in a mini-batch as:

SR - Xl

i€ER

where R denotes the set of real samples in a mini-batch and
|R| is the cardinality of R. We compute the reconstruction
loss Ly, between input fake face images and their recon-
structed versions in a mini batch formally as:

1EF

where F' denotes the set of fake samples in a mini-batch and
|F'| is the cardinality of F. Besides, the model also opti-
mized using the BCE loss for the final classification:

cls = X Z yz Ingz

rr: 9
] )

(10)

fr

]- - yz) log(l _pz)) ) (ll)



Methods FF++ (c23) FF++ (c40) Celeb-DF WildDeepfake
Acc(%) AUC(%) Acc(%) AUC(%) Acc(%) AUC(%) Acc(%) AUC(%)

MesoNet (Afchar et al. 2018) 83.10 - 70.47 - - - 64.47 -
Multi-task (Nguyen et al. 2019) 85.65 85.43 81.30 75.59 - - - -
Xception (Rossler et al. 2019) 95.73 96.30 86.86 89.30 97.90 99.73 77.25 86.76
Face X-ray (Li et al. 2020a) - 87.40 - 61.60 - - - -
Two-branch (Masi et al. 2020) 96.43 98.70 86.34 86.59 - - - -
RFM (Wang and Deng 2021) 95.69 98.79 87.06 89.83 97.96 99.94 77.38 83.92
Freq-SCL (Li et al. 2021) 96.69 99.28 89.00 92.39 - - - -
MultiAtt (Zhao et al. 2021) 97.60 99.29 88.69 90.40 97.92 99.94 82.86 90.71
Lisiam (Wang, Sun, and Tang 2022) 96.51 99.13 87.81 91.44 - - - -
RECCE (Cao et al. 2022) 97.06 99.32 91.03 95.02 98.59 99.94 83.25 92.02
SIA (Sun et al. 2022) 97.64 99.35 90.23 93.45 - - - -
F2Trans-B (Miao et al. 2023) 96.60 99.24 87.20 89.91 - - - -
CFM (Luo et al. 2023) 96.93 99.25 93.29 96.97 - - - -
DisGRL (Shi et al. 2023) 97.69 99.48 91.27 95.19 98.71 99.91 84.53 93.27
ATSC (Liu et al. 2023) 97.90 99.52 91.96 94.54 - - - -
UniAttack (Cao et al. 2024) 97.63 99.44 92.31 96.12 99.24 99.96 84.63 92.11
FakeDiffer (ours) 98.04 99.52 93.37 96.54 99.35 99.95 84.76 93.31

Table 1: Intra-testing comparisons. The proposed method performs favorably over current state-of-the-art methods.

where p; is the predicted score obtained by the binary clas-
sifier. The label y; is O for real faces, otherwise y; is 1.

The total objective function £ of our proposed FakeDiffer
includes the real reconstruction loss £,.,., fake reconstruction
loss L., and the cross-entropy loss L., for classification:

ﬁ: Arﬁrr+>\f£fr+£clsa (12)

where A, and Ay are weight hyperparameters to balance the
reconstruction loss £, and L., respectively.

Experiments
Experimental Settings

Datasets. In this paper, we evaluate our proposed FakeD-
iffer and existing methods on standard benchmark datasets
FaceForensics++ (FF++) (Rossler et al. 2019), Celeb-DF
(CDF) (Li et al. 2020b) and WildDeepfake (WDF) (Zi et al.
2020). FF++ is the most widely used benchmark dataset,
which includes 1,000 real videos and 4,000 fake videos and
consists of four types of manipulation techniques, i.e., Deep-
fakes (DF), Face2Face (F2F), FaceSwap (FS), and Neural-
Textures (NT). Besides, each video in FF++ has three quality
levels: raw, high-quality (C23), and low-quality (C40) data.
In this paper, we follow the existing methods (Zhao et al.
2021; Cao et al. 2022) to consider the C23 and C40 ver-
sions for accommodating practical applications. Celeb-DF
includes 590 real videos and 5,639 high-quality fake videos,
which are crafted by the improved DeepFake algorithm (Li
et al. 2020b). The fake videos in CDF have better visual
quality than previous datasets, making them more challeng-
ing for detection. WildDeepfake is a real-world dataset that
contains 3,805 real sequences and 3,509 fake sequences. All
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the videos are collected from the internet with diverse scenes
and forgery methods. The evaluation results on WDF reflect
the detector’s performance in real-world scenarios.
Evaluation Metrics. For a fair comparison, the predicted
results of each method are evaluated on three widely-used
metrics (Huang et al. 2023), i.e., Accuracy (Acc), Area Un-
der the Receiver Operating Characteristic Curve (AUC), and
Equal Error Rate (EER). All values of those metrics are re-
ported as percentages (%), and the larger the values of Acc
and AUC the better the performance, while the smaller the
value of EER the better the performance of methods.
Implementation Details. The backbone of FakeDiffer is
the Xception (Chollet 2017). We train it under the total loss
(consists of mean square error loss for reconstruction and bi-
nary cross-entropy loss for classification) for 30 epochs with
a batch size of 32, and an Adam optimizer whose learning
rate is initialized at 2e-4 with the warmup step of 10,000.
The weight decay is set as le-5.\, and Ay in Equation 12
are empirically set to 0.1. We only use random horizontal
flipping for data augmentation. The default random seed is
set to 42. All experiments are conducted in a single NVIDIA
GeForce RTX 4090 GPU with Pytorch 1.11 platform.

Main Results

Intra-testing. As shown in Table 1, for the FF++ dataset, our
proposed FakeDiffer model achieves consistent improve-
ments under different quality settings (i.e., c23 and c40 de-
note high- and low-quality compresses, respectively). Espe-
cially, over-compression destroys the frequency clues that
F3_Net relies upon, while our approach yields a more robust
representation through differentiated reconstruction learning



Celeb-DF WildDeepfake

Methods

AUC1T EER| AUC?T EER/]
Xception 61.80 41.73 6272  40.65
RFM 65.63 3854 5775 45.45
Add-Net 65.29 3890 6235 4142
F3-Net 61.51 42.03 57.10 45.12
MultiAtt 67.02 3790 59.74 43.73
RECCE 68.71 3573 6431 4053
FakeDiffer (ours)  69.24 3553 68.46 37.74

Table 2: Cross-testing (AUC and EER) by training on FF++.

that captures effective image-invariant intrinsic information,
and real- and fake-reconstruction information for forgery
classification. Thus, on the challenging C40 setting, com-
pared with F3-Net(Miao et al. 2023), the AUC score of our
method exceeds it by 7.37%. From the observation, although
CFM(Luo et al. 2023) achieves the highest AUC on FF++
C40, our FakeDiffer model based on the backbone of Xcep-
tion still achieves comparable results and exceeds it by a
large margin on the high-quality setting. Different from the
existing methods (e.g., Multi-task methods) which employ
reconstruction constraints for both real and fake faces by
the unified reconstruction decoder, our proposed FakeDif-
fer models the distribution of real and fake by two separate
branches to comprehensively learn the distributional dispar-
ity. Thus, our method significantly outperforms the counter-
part. Moreover, the performance gains can also be observed
on Celeb-DF and especially the realistic dataset WildDeep-
fake, while in the latter our method reaches a state-of-the-art
result both in the Acc and the AUC metrics. The above re-
sults demonstrate the effectiveness of our FakeDiffer.

Cross-testing. We further evaluate the generalization
ability of our FakeDiffer on unknown forgery patterns, we
conduct cross-dataset experiments by training and testing on
different datasets. Specifically, we train the models on FF++
C40, and then test them on Celeb-DF, and WildeDeepfake,
respectively. The results are shown in Table 2. From the ta-
ble, we observe that our FakeDiffer generally outperforms
all listed methods on the test data with unseen forgery pat-
terns, often by a large margin. For instance, when testing on
the WildDeepfake dataset, the AUC score of most previous
methods drop to around 65%. Differently, our FakeDiffer
reaches an AUC of 68.46%, which exceeds RECCE (Cao
et al. 2022) by 6.45%. The performance mainly benefits
from the proposed distributional disparity learning on dif-
ferentiated reconstruction, which models the distribution
of real and fake faces in separate branches. The image-
invariant intrinsic information is integrated with real- and
fake-reconstructed error information to achieve robust rep-
resentations for face forgery detection. Instead of overfit-
ting with specific forged patterns as in existing methods,
our method learns image-invariant intrinsic information and
the distributional disparity of real and fake images, so as to
achieve better generalizability.
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Methods Train DF  F2F FS NT C-Avg.
Freq-SCL 98.91 58.90 66.87 63.61 63.13
MultiAtt DE 99.51 66.41 67.33 66.01 66.58
RECCE 99.65 70.66 74.29 67.34 70.76
FakeDiffer (ours) 99.73 71.27 75.75 68.98 72.00
Freq-SCL 67.55 93.06 55.35 66.66 63.19
MultiAtt FOF 73.04 97.96 65.10 71.88 70.01
RECCE 75.99 98.06 64.53 72.32 70.95
FakeDiffer (ours) 76.50 98.96 67.10 73.96 72.52
Freq-SCL 75.90 54.64 98.37 49.72 60.09
MultiAtt FS 82.33 61.65 98.82 54.79 66.26
RECCE 82.39 64.44 98.82 56.70 67.84
FakeDiffer (ours) 83.02 64.7 99.73 57.85 68.52
Freq-SCL 79.09 74.21 53.99 88.54 69.10
MultiAtt NT 74.56 80.61 60.90 93.34 72.02
RECCE 78.83 80.89 63.70 93.63 74.47
FakeDiffer (ours) 82.06 81.70 66.23 97.90 76.66

Table 3: Cross-testing on different manipulation techniques.
The values underlined means within-dataset testing results.

To evaluate the generalization ability of our FakeDif-
fer more comprehensively, we further conduct fine-grained
cross-testing by training on the mentioned four specific ma-
nipulation techniques and testing on the others in FF++ C40.
We compare our FakeDiffer with other methods focusing on
specific forgery patterns, i.e., Deepfakes (DF), Face2Face
(F2F), FaceSwap (FS), and NeuralTextures (NT), which is
shown in Table 3. We highlight the results within the dataset
by being remarked with the grey region. The average cross-
testing results are denoted as C-Avg for short. Our FakeDif-
fer generally outperforms others on unseen forgery patterns,
which verifies that it is feasible to explore image-invariant
intrinsic information and model rea-fake distributional dis-
parity for distinguishing unknown types of forgeries.

Ablation Study

In this section, we conduct the ablation study on different
components proposed in our framework to evaluate the ef-
fectiveness of the image-invariant intrinsic information, rea-
fake distributional disparity (as shown in Table 4) and the
information interaction learning mode (as shown in Table 5).

Effectiveness of the proposed Distributional Dispar-
ity Learning. In our FakeDiffer framework, the unified en-
coder in the reconstruction network is trained to encode
both real and fake images to obtain intermediate representa-
tions, while the real and fake reconstruction branches decode
the corresponding representation to reconstruct real and
fake images, respectively. As such the FakeDiffer captures
image-invariant intrinsic information (denoted by inva”) by
the Xception encoder, real distributional information (de-
noted by “real-inf”) by the real reconstruction branch, and
fake distributional information (denoted by “fake-inf’) by
fake reconstruction branch. From the observation of Table 4,
it has poor generalization formance using only Xception rep-
resentation, while reconstruction-based real and fake dis-



Train F2F FS NT

DFFS NT FF++ (C23)

Test DF (C23) DF (C40) F2F (C23) F2F (C40) Celeb-DF WildDeepfake

Acc AUC Acc AUC Acc
real-inf 9330 94.06 90.01 9335 94.63
fake-inf 92.78 95.03 9046 94.14 95.14
Xception 9045 9335 88.03 90.11 94.75
dual recons 9434 96.72 89.31 93.14 94.03
FakeDiffer 96.51 9847 95.44 96.85 97.71

AUC Acc AUC Acc AUC Acc AUC
95.84 9231 94.8 71.66 7457 70.52 75.65
9446 93.60 9542 7034 7438 69.09 76.07
95.60 92.60 9509 7495 7556 69.11 79.74
96.18 90.08 92.18 7327 74.16 68.39 78.64
98.36 9572 9755 76.59 8046 74.87 81.67

Table 4: Ablation of information sources under two settings:

1) Cross-test within FF++ (left); 2) From FF++ to others (right).

Train F2F FS NT DF FS NT FF++ (C23)
Test DF (C23) DF (C40)  F2F(C23)  F2F(C40)  Celeb-DF  WildDeepfake
Acc AUC Acc AUC Acc AUC Acc AUC Acc AUC Acc  AUC
Add (real-inf, inva) 96.13 97.69 94.87 9591 97.02 97.54 95.10 96.67 75.89 79.32 7391 80.07

Add (fake-inf, inva) 95.62 97.54 93.30 95.45
Add (real-inf, fake-inf) 9476 96.14 9227 93.17
Add (real-inf, fake-inf, inva) 96.20 97.50 94.63 95.94

96.44 9690 94.60 95.83 7522 78.69 7335 78.86
9493 9544 9274 9489 7392 77.06 71.47 77.36
97.35 97.67 9471 96.25 7580 79.28 73.72 79.94

inter (real-inf, inva) 96.33 97.74 95.34 96.13
inter (fake-inf, inva) 95.87 97.62 94.40 96.01
inter (real-inf, fake-inf) 9445 96.21 92.67 94.03
FakeDiffer 96.51 98.47 95.44 96.85

9746 97.82 9553 96.92 76.14 79.86 7437 80.74
9749 97.73 9534 96.99 76.09 79.55 74.13 80.36
95.14 95.68 92.80 95.09 74.28 7731 7T71.64 77.42
97.71 98.36 95.72 97.55 76.59 80.46 74.87 81.67

Table 5: Ablation of information fusion under two settings: 1) Cross-test within FF++ (left); 2) From FF++ to others (right).

tributional information achieve similar improvements when
the model is generalized to other patterns of forgery. To eval-
uate the effectiveness of differentiated reconstruction learn-
ing, we also reconstruct the face images without splitting the
real and fake categories, which is denoted by the “dual re-
cons” in Table 4. The outperformance of our FakeDiffer in-
dicates the improvements benefiting from distributional dis-
parity learning on differentiated reconstruction.

Effectiveness of the proposed Information Interaction
Learning. To evaluate the effectiveness of the proposed in-
formation interaction learning, we integrate the captured
image-invariant intrinsic information with real- and fake dis-
tributional information in two modes, i.e., adding operation
and our interaction learning (denoted by “inter”). As shown
in Table 5, it can be clearly observed that: 1) image-invariant
intrinsic information has a more robust representation; 2) the
interaction learning provides a more effective information
fusing method for face forgery detection.

Conclusion

In this paper, we experimentally investigate and find that
the poor generalization of the existing face forgery detectors
mainly arises from its overfitting on known fake patterns. To
address this issue, we redefine fake learning as real-fake dis-
tributional disparity learning and propose a novel deepfake
detection framework using distributional disparity learning
based on the differentiated reconstruction on real and fake

images for improved generalization to unseen forgery data.
The single unified encoder constrained by the differentiated
reconstructors in real and fake attributes, can reinforce it
to capture image-invariant intrinsic information, which does
not bias excessively to fake patterns or real elements. More-
over, the real and fake reconstruction branches can corre-
spondingly model the distributions of real and fake face im-
ages, respectively. Finally, information interaction learning
is proposed to effectively combine the above three sources of
information for comprehensively distinguishing face forgery
even unseen. Extensive cross-domain experiments demon-
strate the better generalization of our method. In the fu-
ture, we will explore more robust and efficient domain-
invariant representation methods (e.g., using vision and lan-
guage (Wang et al. 2023a, 2024) for robust semantic detec-
tion) for face forgery detection in open-world applications.
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