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Abstract

This work focuses on AIGC detection to develop universal
detectors capable of identifying various types of forgery im-
ages. Recent studies have found large pre-trained models,
such as CLIP, are effective for generalizable deepfake detec-
tion along with linear classifiers. However, two critical issues
remain unresolved: 1) understanding why CLIP features are
effective on deepfake detection through a linear classifier; and
2) exploring the detection potential of CLIP. In this study, we
delve into the underlying mechanisms of CLIP’s detection
capabilities by decoding its detection features into text and
performing word frequency analysis. Our finding indicates
that CLIP detects deepfakes by recognizing similar concepts.
Building on this insight, we introduce Category Common
Prompt CLIP, called C2P-CLIP, which integrates the cate-
gory common prompt into the text encoder to inject category-
related concepts into the image encoder, thereby enhancing
detection performance. Our method achieves a 12.4% im-
provement in detection accuracy compared to the original
CLIP.

Introduction

With the development of various image generation tech-
niques, such as Generative Adversarial Networks (GANs)
(Goodfellow et al. 2014; Karras et al. 2018, 2019), diffusion
models (Ho et al. 2020; Rombach et al. 2022; Zhang et al.
2023; Yin et al. 2023), etc., distinguishing fake images from
real ones has become increasingly challenging for the hu-
man eye. As the threshold for image forgery decreases, its
misuse will have negative impacts on aspects like the econ-
omy and politics. The development of universal systems for
detecting deepfake has become imperative.

Recently, several forgery detection methods (Li et al.
2021; Tao et al. 2024) have been developed to identify
deepfake images, with a particular focus on detecting face
forgery (Yan et al. 2023, 2024). Despite these advance-
ments, existing methods often struggle with unseen deepfake
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Figure 1: Category Common Prompt CLIP. (a) To investi-
gate the mechanism by which CLIP detects deepfakes, we
decode the detection feature into text. Here, the detection
features refer to the image features transformed by the linear
classifier parameters. Our analysis of these texts reveals that
the detection capability arises from the matching of similar
concepts. (b) Building on this insight, we propose a method
to enhance the generalization capability of image encoders
by introducing a category common prompt. This approach
injects manually specified category concepts into the image
encoder, aiming to improve its detection performance.

sources, leading to inadequate generalization performance.
To address this issue, various approaches (Tan et al. 2023;
Ojha et al. 2023; Tan et al. 2024c) have been proposed to en-
hance generalization ability. Some studies (Tan et al. 2023,
2024c) focus on developing artifact representations that cap-
ture low-level forged traces, such as frequency information,
gradients, and neighborhood pixel relationships. Other ap-
proaches (Qian et al. 2020; Liu et al. 2024; Tan et al. 2024b)
aim to design more effective detectors to improve overall
detection performance.

Recently, large pre-trained models like CLIP (Radford
et al. 2021) have been widely used in various computer vi-
sion tasks (Huang et al. 2023; Jiao et al. 2023; Hui et al.
2024). Several studies have extended CLIP’s capabilities to-
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Figure 2: Analyzing CLIP Features in Deepfake Detection. (a) Decoding Image Feature to Text. We employ ClipCap (Mokady,
Hertz, and Bermano 2021) to decode the image feature v to text. (b) Decoding Detection Feature to Text. To discern the specific
information within the image features that contribute to classification, we decode the detection features into text. The detection
features are defined as the combination of image features v and linear classifier fc parameters: v x fc.weight + fc.bias. Notice
the linear mapping between image features and detection features. Notably, the decoded text bears no direct relevance to the
original image content. (c) T-SNE visualization of Detection Feature. We use T-SNE to visualize the detection features from
the StyleGAN dataset and decode the textual representations of the three clustering centers within each subset.

wards achieving generalizable deepfake detection. For in-
stance, UniFd (Ojha et al. 2023) utilizes image features ex-
tracted by CLIP for linear classification to detect deepfakes.
Additionally, FatFormer (Liu et al. 2024) improves detec-
tion performance by incorporating frequency analysis and
employing the text encoder as an adaptor within the frozen
CLIP vision model. Despite these advancements, two crit-
ical issues remain unresolved: 1) elucidating why CLIP,
trained with contrastive learning, is capable of achieving
generalizable deepfake detection through a linear classifier,
and 2) exploring the detection potential of CLIP.

Why can CLIP features be used for general deepfake
detection with linear classifiers? In this work, we attempt
to discuss this question by decoding CLIP features into text
using ClipCap, as shown in Figure 2(a)(b). Specifically,
in UniFd, a linear classifier denoted as fc is employed on
CLIP’s image features, represented as v, to detect forged
images. Inspired by this, we define the image features v
after transformation by linear classifier fc as detection
features. To elucidate the mechanism behind CLIP’s de-

7185

tection capabilities, we perform a textual decoding of both
image and detection features. As depicted in Figure 2(a),
a cat image is processed through the CLIP visual model
to extract image features, subsequently decoded into text

by  ClipCap: ‘A cat laying on top of a wooden table’.
Conversely, decoding detection features into text:
‘A picture of a street with a lot of different things’. We

further visualize the detection features of the StyleGAN
dataset using T-SNE, as depicted in Figure 2(c). We apply
k-means clustering to each subset to identify three cluster
centers, and the decoded texts for these cluster centers are
also shown in Figure 2(c). This observation suggests that
semantic information, such as the presence of a cat in the
image, is no longer captured in the detection features. This
feature does not include the concept of true or false when
expressed in natural language. Furthermore, we conduct
a word frequency analysis on the text decoded from the
detection features of both the training set and the unseen
source, with the results illustrated in Figure 3. It can be ob-
served that some words with frequency differences between
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Figure 3: Word Frequency Analysis on Various Sources. We conduct a word frequency analysis on the text decoded from
detection features of both the training set (ProGAN) and the unseen test source (StyleGAN). The top 15 words are shown in
the graph. The analysis reveals significant differences in word frequencies between the training and test sets. Notably, certain
words present in the test set also appear in the training set. For instance, the word ’women’ shows substantial frequency variation
between (a) and (c). This observation supports the conclusion that CLIP achieves generalizable forgery detection by matching

similar concepts or groups of concepts.

real and fake images in the training set also appear in the
test set. We infer that CLIP performs forgery detection by
identifying and matching similar concepts.

How to Improve the Detection Performance of CLIP?
Building on the aforementioned insight, we propose a novel
and effective approach named Category Common Prompt
CLIP (C2P-CLIP) to enhance CLIP’s detection perfor-
mance. This method utilizes Category Common Prompts to
inject category concepts into the image encoder through the
text encoder, thereby enhancing its ability to distinguish be-
tween real and fake items. Specifically, our approach be-
gins with the generation of text captions using ClipCap. We
then assign consistent category-specific text prompts to cap-
tions from the same category, referred to as category com-
mon prompts. For instance, captions of fake samples are
paired with the prompt “Deepfake”, while captions of real
samples are paired with “Camera”. Subsequently, we retrain
CLIP using these new image-text pairs, effectively embed-
ding category-common concepts into the image encoder.

To thoroughly evaluate the generalizability of C2P-CLIP,
we perform extensive simulations using a comprehensive
image database generated by 20 different models '. De-
spite not introducing additional parameters during testing,
C2P-CLIP significantly outperforms the original CLIP and
achieves state-of-the-art performance.

Related Work
Face Forgery Detection

Face forgery detection has been a prominent area of re-
search due to the rise of face edit and generation. Rossler
et al.(Rossler et al. 2019) employs the Xception network
trained on image data to effectively detect manipulated fa-
cial images. In addition, several studies (Masi et al. 2020;
Qian et al. 2020) have explored the use of frequency artifacts

lProGAN, StyleGAN, BigGAN, CycleGAN, StarGAN, Gau-
GAN, Deepfake, SITD, SAN, CRN, IMLE, Guided, LDM, Glide,
DALL-E, Midjourney, SDv1.4, SDv1.5, Wukong, VQDM
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to improve the robustness of deepfake detection method-
ologies. To enhance the generalization capability of de-
tection systems, particularly when confronted with unseen
sources. A range of methodologies (Wang et al. 2021; Chen
et al. 2022; He et al. 2021; Shiohara et al. 2022) have
been developed to diversify training data, employing strate-
gies such as adversarial training, image reconstruction, and
blending techniques. The UCF (Yan et al. 2023) employs a
multi-task learning strategy to extract common forgery fea-
tures, thereby enhancing the model’s generalization capabil-
ity. Similarly, the LSDA approach (Yan et al. 2024) con-
structs and simulates variations within and across forgery
features in the latent space, expanding the forgery feature
space and enabling the learning of a more generalizable de-
cision boundary.

AIGC Detection

With the advancement of generative technologies, the scope
of forged content has expanded beyond facial forgeries to
encompass a wide range of scenes. Consequently, recent
research (Chen et al. 2024b; Niu et al. 2021) has increas-
ingly focused on AIGC detection, which presents unique
challenges compared to face forgery detection due to its
broader variety of Deepfake types, demanding higher gen-
eralization capabilities. In this context, CNN-Spot (Wang
et al. 2020) leverages data augmentation techniques to en-
hance generalization in detection tasks. Several approaches
have been proposed to capture low-level artifact represen-
tations in AIGC detection, including frequency-based fea-
tures (Jeong et al. 2022), gradients (Tan et al. 2023), and
neighboring pixel relationships (Tan et al. 2024¢), random-
mapping feature (Tan et al. 2024a). In addition to low-level
features, large pre-trained models have been employed to
capture high-level forging traces for AIGC detection (Chen
etal. 2024a). UniFD (Ojha et al. 2023), for example, directly
utilizes image features from the CLIP model for linear clas-
sification. FatFormer (Liu et al. 2024) integrates frequency
analysis with a text encoder as an adapter to the frozen CLIP
vision model, thereby enhancing detection performance.
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Figure 4: Architecture of C2P-CLIP for Generalizable Deepfake Detection. (a) Caption Generation and Enhancement. We
obtain the caption of images using ClipCap, and leverage category common prompts to enhance those text. In this study, we
adopt (Trump, Biden), (Deepfake, Camera) as the category common prompts. (b) Concept Injection (Training stage). We use
the text-image pair to train the Lora layers and classifier by contrastive loss and classification loss. (c) Detection (Testing stage).
Only image encoder and classifier are utilized to perform detection.

Methodology

In this section, we introduce our C2P-CLIP, a universal ap-
proach designed for generalizable deepfake detection. The
overall architecture is illustrated in Figure 4. Our method
comprises three two components: Caption Generation and
Enhancement and Concept Injection.

Caption Generation and Enhancement

The ability of CLIP features to perform forgery detection
through linear classification is a fascinating phenomenon.
As discussed in Section 2, we attribute this capability to
CLIP’s mechanism of seeking similar concepts. Building on
this insight, we hypothesize that injecting explicit classifi-
cation concepts into the image encoder can significantly en-
hance detection performance. To this end, the category com-
mon prompts are designed to enhance the captions associ-
ated with the images. These enhanced captions are then uti-
lized in contrastive learning to embed the classification con-
cepts into the image encoder. Specifically, during the train-
ing stage, we append a consistent prompt, such as “Camera”
or “Biden”, to all captions of real images, and a different
prompt, such as “Deepfake” or “Trump”, to the captions of
fake images.

Let us consider a training dataset X containing both real
and fake images, defined as follows:

X ={aj,y;}21, ye{0,1}, (1

where y = 1 indicates that the image is fake, and y = 0 in-
dicates that the image is real. For each image in the training
set, we obtain its corresponding caption using the ClipCap
model. The set of captions associated with the training im-
ages is denoted as C, defined as:

C ={cj,y;}}1, ye{0,1}. 2
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Next, we utilize the category common prompts P
{Prcal, Pfake} to enhance the captions as follows:

5 = {gj}é\lzl’
~ (Preala cj)7 lfy = 07 (3)
T\ Prakercy). ify=1,

where P {Preat; Prake} are typically assigned as
pairs of words different from the image caption, such as
(Preat = Camera, Prgre = Deepfake) or (Preq =
Biden, Ptake Trump). These category common
prompts, when appended to the original captions, enhance
the textual context, enabling the model to better distinguish
between real and fake images. The enhanced captions C' are
then used in contrastive learning to transmit the information
from the category common prompts into the image encoder.

Concept Injection (Training Stage)
To embed the deepfake detection concept from the enhanced
captions into the image encoder, we employ contrastive
learning during the training stage. In this phase, the image-
and text encoder are kept frozen, while the Lora layers are
applied to the image encoder. The goal is to transfer the cate-
gorical concepts embedded in the enhanced captions into the
image encoder, thereby improving its deepfake detection ca-
pabilities. To achieve this, we use two key losses: contrastive
loss and classification loss. Together, these losses guide the
image encoder to effectively learn and apply the deepfake
detection concepts during training, enhancing its generaliza-
tion performance across various unseen sources.

Specifically, we first compute text features u and image
features v as follows::

uj = encoderiey(Cj),

lora (4)
vj = encodery, (z;).



GAN Deep Low level  Perc. loss LDM Glide
Methods “p 0 "Cycle- Big- Style- Gau- Star- fakes ADM 500200 100 100 50 100 Dalle mAP
GAN GAN GAN GAN GAN GAN SITD SAN CRN IMLE steps w/cfg steps 27 27 10
CNN-Spot 100.0 93.5 84.5 99.5 89.5 982 89.0 73.8 59.5 982 984 737 70.6 71.0 70.5 80.7 84.9 82.1 70.6 83.6
Patchfor 809 72.8 71.7 85.8 660 693 76.6 76.2 763 745 68.5 750 87.1 86.7 86.4 854 83.7 78.4 757 T1.7
Co-occ 99.7 81.0 50.6 98.6 53.1 68.0 59.1 69.0 604 73.1 872 702 912 89.0 924 89.3 88.4 82.8 81.0 78.1
Freg-spec 554 100.0 75.1 55.1 66.1 100.0 45.2 47.5 57.1 53.6 51.0 577 777 773 765 68.6 64.6 61.9 67.8 66.2
F3Net 100.0 84.3 69.9 99.7 56.7 100.0 78.8 529 46.7 634 644 705 73.8 81.7 74.6 89.8 91.0 90.9 71.8 76.9
UniFD 100.0 98.1 945 86.7 99.3 99.5 91.7 78.5 67.5 83.1 91.1 79.2 958 79.8 959 939 95.1 94.6 88.5 90.1
LGrad 100.0 94.0 90.7 999 79.4 100.0 67.9 594 514 635 69.6 87.1 99.0 992 99.2 932951949 97.2 86.4
FreqNet 999 99.6 96.1 99.9 99.7 98.6 999 944 746 80.1 757 96.3 96.1 100.0 62.3 99.8 99.8 96.4 77.8 92.0
NPR 100.0 99.5 945 999 88.8 100.0 84.4 98.0 100.0 50.2 50.2 983 999 999 99.9 99.9 999 99.9 99.3 92.8
FatFormer 100.0 100.0 100.0 99.8 100.0 100.0 98.0 97.9 81.2 99.8 99.9 92.0 99.8 99.1 99.9 99.1 99.4 99.2 99.8 98.2
Ours-P1  100.0 99.9 99.9 100.0 100.0 100.0 97.3 99.9 76.0 99.8 99.9 922 100.0 99.8 100.0 99.3 99.3 99.4 99.9 98.0
Ours-P2  100.0 100.0 100.0 99.5 100.0 100.0 98.6 98.9 84.6 99.9 100.0 94.1 100.0 99.8 100.0 99.7 99.8 99.8 99.9 98.7

Table 1: Cross-model Average Precision (AP) Performance on the UniversalFakeDetect Dataset. We copy the results of CNN-
Spot(2020), Patchfor(2020), Co-occurence(2019), Freq-spec(2019), and UniFD(2023) from paper (Ojha et al. 2023), and obtain
results of F3Net(2020), LGrad(2023), FreqNet(2024b), NPR(2024c¢), and FatFormer(2024) using the official pre-trained model
or re-implemented model. Bold and underline represent the best and second-best performance, respectively. The sets P1 and P2
are defined as Trump, Biden and Deepfake, Camera, respectively.

Here, encoderie,+() denotes the text encoder, and
encoderlom() refers to the image encoder equipped
with the Lora layer. Next, we compute the contrastive
learning loss as follows:

E('ontrastiv(’ - (Lv >u + Eu >v)/2a
Z earp (vFu;)
N > = lexp(v u])
Z exp ulv;)
N 1 exp(u v])
In addition, we also apply a llnear classifier Linear
on image features v to perform the classification. The
cross-entropy loss is adopted as the classification loss

Lelassification (Liu et al. 2025). The final loss function is
obtained by the weighted sum of the above loss functions.

(6)

v >u — T

&)

u>v:

L= »Ccontrastive +ax »Cclassification;

where « are hyper-parameters for balancing two losses.

Detection (Testing Stage)

During the evaluation phase, only the image encoder and the
classifier are utilized to perform the detection. The detection
process is as follows:

—_~—

p = classi fier(encoderimg(x)).

@)

Here, encoder;,,4 represents the image encoder integrated
with the Lora parameters, which have been fine-tuned during
the training stage.

Experiments
Datasets

To demonstrate the detection performance of our C2P-CLIP,
we conduct the generalization evaluation on two widely used
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datasets following baselines (Ojha et al. 2023; Zhu et al.
2024), including UniversalFakeDetect dataset (Ojha et al.
2023) and GenImage dataset (Zhu et al. 2024).

UniversalFakeDetect Dateset This dataset uses ProGAN
as the training set following (Wang et al. 2020), which in-
cludes 20 subsets of generated images. For training, we
adopt the 4-class setting (horse, chair, cat, car) following
(Tan et al. 2024c; Liu et al. 2024). The test set comprises
19 subsets from various generative models, including: Pro-
GAN (Karras et al. 2018), StyleGAN (Karras et al. 2019),
BigGAN (Brock et al. 2018), CycleGAN (Zhu et al. 2017),
StarGAN (Choi et al. 2018), GauGAN (Park et al. 2019)
and Deepfake (Rossler et al. 2019), CRN (Chen and Koltun
2017), IMLE (Li, Zhang, and Malik 2019), SAN (Dai et al.
2019), SITD (Chen et al. 2018), Guided diffusion model
(Dhariwal et al. 2021), LDM (Rombach et al. 2022), Glide
(Nichol et al. 2021), DALLE (Ramesh et al. 2021).

Genimage dataset This dataset primarily employs the
Diffusion model for image generation, including Midjour-
ney (Holz et al. 2022), SDv1.4 (Rombach et al. 2022),
SDv1.5 (Rombach et al. 2022), ADM (Dhariwal et al. 2021),
GLIDE (Nichol et al. 2021), Wukong (Gu, Meng et al. 2022.
5), VQDM (Gu et al. 2022), BigGAN (Brock et al. 2018).
Following the settings on Genlmage, we use SDv1.4 as the
training set and the remaining models as the test set.

Implementation Details We utilize the Adam optimizer
with an initial learning rate of 4 x 10~%. The batch size is set
to 128. The ViT-L/14 model of CLIP is adopted as the pre-
trained model following the baseline UniFD. We apply Lora
layers on the g_proj, k_proj, and v_proj layers using the
Parameter-Efficient Fine-Tuning (PEFT) (Mangrulkar et al.
2022) library. For the setting of the Lora layers, we configure
the hyperparameters as follows: lora_r = 6, lora_alpha =
6, and lora_dropout = 0.8. The hyperparameter « is set to
8.0. A random seed of 123 is used for reproducibility. The



GAN Deep Low level Perc. loss LDM Glide
Methods  “p \“Cycle- Big- Style- Gau- Star- fakes ADM™500 200 100 100 50 100 Dalle mAcc
GAN GAN GAN GAN GAN GAN SITD SAN CRN IMLE steps w/cfg steps 27 27 10
CNN-Spot 100.0 85.2 70.2 85.7 79.0 91.7 53.5 66.7 48.7 86.3 86.3 60.1 54.0 550 54.1 60.8 63.8 65.7 55.6 69.6
Patchfor 75.0 69.0 68.5 79.2 642 639 755 75.1 753 723 553 674 765 76.1 75.8 74.8 73.3 68.5 67.9 71.2
Co-occ 97.7 632 538 925 51.1 547 57.1 63.1 559 657 658 60.5 70.7 70.6 71.0 70.6 69.6 69.9 67.6 66.9
Freqg-spec 49.9 999 50.5 49.9 50.3 99.7 50.1 50.0 48.0 50.6 50.1 509 504 50.4 503 51.7 51.4 50.4 50.0 55.5
F3Net 994 764 653 92.6 58.1 100.0 63.5 54.2 473 51.5 515 69.2 68.2 754 68.8 81.7 83.25 83.1 663 71.3
UniFD 100.0 98.5 945 82.0 99.5 97.0 66.6 63.0 57.5 59.5 72.0 70.0 942 73.8 944 79.1 79.9 78.1 86.8 8l.4
LGrad 99.8 854 829 948 725 99.6 58.0 62.5 50.0 50.7 50.8 77.5 94.2 959 94.8 87.4 90.7 89.6 88.4 80.3
FreqNet 979 958 90.5 97.6 90.2 934 974 88.9 59.0 719 674 86.7 84.6 99.6 65.6 85.7 97.4 88.2 59.1 85.1
NPR 99.8 950 87.6 962 86.6 99.8 76.9 66.9 98.6 50.0 50.0 84.6 97.7 98.0 98.2 96.3 97.2 974 87.2 87.6
FatFormer 99.9 993 99.5 97.2 994 99.8 932 81.1 68.0 69.5 69.5 76.0 98.6 949 98.7 944 947 942 98.8 90.9
Ours-P1  99.7 90.7 953 994 953 96.6 899 983 64.6 90.7 90.7 77.8 99.1 98.1 99.0 94.7 942 94.4 98.8 93.0
Ours-P2  100.0 97.3 99.1 964 992 99.6 93.8 95.6 64.4 933 933 69.1 99.3 97.3 99.3 953 95.3 96.1 98.6 93.8
Table 2: Cross-model Accuracy (Acc) Performance on the UniversalFakeDetect Dataset.
Method Ref Midjourney SDvl.4 SDvl.5 ADM GLIDE Wukong VQDM BigGAN \ mAcc
ResNet-50(2016) CVPR2016 54.9 99.9 99.7 53.5 61.9 98.2 56.6 52.0 72.1
DeiT-S(2021) ICML2021 55.6 99.9 99.8 49.8 58.1 98.9 56.9 53.5 71.6
Swin-T(2021) ICCV2021 62.1 99.9 99.8 49.8 67.6 99.1 62.3 57.6 74.8
CNNSpot(2020) CVPR2020 52.8 96.3 95.9 50.1 39.8 78.6 53.4 46.8 64.2
Spec(2019) WIFS2019 52.0 99.4 99.2 49.7 49.8 94.8 55.6 49.8 68.8
F3Net(2020) ECCV2020 50.1 99.9 99.9 49.9 50.0 99.9 49.9 49.9 68.7
GramNet(2020) CVPR2020 54.2 99.2 99.1 50.3 54.6 98.9 50.8 51.7 69.9
UnivFD(2023) CVPR2023 93.9 96.4 96.2 71.9 85.4 94.3 81.6 90.5 88.8
NPR (2024c) CVPR2024 81.0 98.2 97.9 76.9 89.8 96.9 84.1 84.2 88.6
FreqNet (2024b) AAAI2024 89.6 98.8 98.6 66.8 86.5 97.3 75.8 81.4 86.8
FatFormer(2024) CVPR2024 92.7 100.0 99.9 75.9 88.0 99.9 98.8 55.8 88.9
Ours Trump,Biden 82.2 95.1 95.5 95.1 98.9 98.7 93.8 98.3 94.7
Ours Deepfake,Camera 88.2 90.9 97.9 96.4 99.0 98.8 96.5 98.7 95.8

Table 3: Cross-model Accuracy (Acc) Performance on the Genimage Dataset. The SDv1.4 is employed as the training set
following (Zhu et al. 2024). We copy the results of ResNet-50, DeiT-S, Swin-T, CNNSpot, Spec, F3Net, GramNet from paper
(Zhu et al. 2024), and obtain the results of UnivFD, FreqNet, NPR, and FatFormer using re-implement model.

proposed method is implemented using Pytorch on 4 Nvidia
GeForce RTX 4090 GPUs. Following the baselines (Ojha
et al. 2023; Liu et al. 2024), we use mean average precision
(mAP) and mean accuracy (mAcc) as evaluation metrics.

Quantitative Analysis

Evaluation on UniversalFakeDetect The results of aver-
age precision (AP) and accuracy (Acc) are shown in Table
1 and 2, respectively. Our method is trained using ProGAN
with 4 training settings, achieving detection results of 93.8%
mAcc and 98.7% mAP on the 19 test subsets. The baseline
UniFD directly uses the original CLIP for deepfake detec-
tion. In contrast, our method injects category concepts into
the visual encoder. Compared to UniFD, our method im-
proves mAcc by 12.4% and mAP by 8.5%. This indicates
that the proposed category common prompts effectively en-
hance CLIP’s deepfake detection capability. Furthermore,
compared to the latest state-of-the-art method, FatFormer,
our method improves accuracy by 2.9%. FatFormer employs
frequency blocks and text encoders as adapters to fine-tune
the visual encoder, which adds extra inference parameters.
In contrast, our method only uses text encoders and Lora
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parameters during training, without adding parameters dur-
ing testing, thus achieving a simple but effective improve-
ment in CLIP’s detection performance. Additionally, we test
the detection performance with different categories common
prompts. Using prompts (Trump, Biden) and (Deepfake,
Camera), we achieved detection accuracies of 93.8% and
93.0%, respectively. This demonstrates that our method can
improve performance without relying on specific prompts.

Evaluation on Genimage We show the results on the
Genimage dataset in Table 3. The results of accuracy (Acc)
are presented. The Genimage dataset includes 7 diffusion
models and one GAN model, focusing primarily on the de-
tection performance of methods on recent diffusion models.
Due to the varying image sizes in the Genimage dataset,
images smaller than 224 pixels are duplicated and then
cropped to 224 pixels. We utilize the same setting to re-
implement UnivFD, FreqNet, FatFormer, and NPR. When
using SDv1.4 as the training set, our method achieves a
95.8% accuracy rate on the test set. Compared with the
baseline UniFD, our method improves accuracy by 7.0%.
Furthermore, compared to the state-of-the-art methods, the
proposed method improved accuracy by 6.9%. This demon-
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Figure 5: Logit distributions of extracted forgery features. We compare the baseline UniFD and our C2P-CLIP. A total of four
testing GANs and diffusion models are considered, including ProGAN, StyleGAN, Deepfake, LDM, and DALLE.

C2 Prompt  Contrastive learning Lora | mAcc.
79.7
v 88.6
v v 89.7
v v v 93.8

Table 4: Ablation Study. Three components are considered,
including Lora, Contrastive Learning, and Category Com-
mon Prompt (C2 Prompt).

strates that our method performs well with diffusion mod-
els for training. Additionally, we also train on the Genimage
dataset using different categories common prompts. When
using prompts (Trump, Biden) and (Deepfake, Camera), the
accuracy rates reached 94.7% and 95.8%, respectively.

Qualitative Analysis

To further assess the generalization capability of our
method, we visualize the logit distributions of both UniFD
and our approach, as illustrated in Figure5. This visualiza-
tion sheds light on the degree of separation between ‘real’
and ‘fake’ images during the evaluation phase, thus indicat-
ing the effectiveness of our method in generalizing across
various forgery representations. Our analysis shows the con-
siderable overlap between ‘real’ and ‘fake’ regions when the
baseline UniFD encounters previously unseen GANSs or dif-
fusion models, leading to the misclassification of forgeries
as ‘real’. In contrast, our approach maintains clear differen-
tiation between ‘real’ and ‘fake’ categories, even when con-
fronted with unseen sources. These findings underscore the
robustness of our method in enhancing the separation be-
tween ‘real’ and ‘fake’ classes and demonstrate its superior
generalization across a diverse array of image sources.
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Ablation Study

We perform ablation experiments on the UniversalFakeDe-
tect dataset. Three components are considered, including
Lora, Contrastive Learning, and Category Common Prompt.
Since contrastive learning only makes sense when lora is en-
abled, we have established four scenarios. When all three
components are disabled, it is equivalent to the UniFD com-
posed of a frozen CLIP and a learnable MLP. The results
presented in Table4 demonstrate a consistent improvement
through the incremental addition of three modules, increas-
ing from 79.7% to 93.8%. Specifically, enabling lora com-
pared to UniFD raises mAcc. from 79.7% to 88.6%. Subse-
quently, incorporating contrastive learning involves using a
frozen text encoder to supervise the image encoder, resulting
in a 1.1% improvement. Furthermore, employing a simple
category common prompt enhances the text to inject man-
ually specified category concepts into the image encoder,
leading to an additional 4.1% improvement.

Conclusion

In this study, we first sought to understand why CLIP fea-
tures are effective for deepfake detection through a linear
classifier. To investigate what information in the image fea-
tures contributes to the detection, we decode the detection
features into text and conduct a word frequency analysis. To
the best of our knowledge, this is the first time this issue has
been approached from this perspective. Our findings indi-
cate that CLIP performs classification by matching similar
concepts rather than discerning true and false. Based on this
conclusion, we propose category common prompts to fine-
tune the image encoder by manually constructing category
concepts combined with contrastive learning. This approach
led to an improvement in detection performance. However,
a limitation of our method is that, while it uses word fre-
quency to analyze detection features, it lacks a comprehen-
sive analysis of the entire caption, resulting in incomplete
information. We aim to address this issue in future work.
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