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Abstract

Transferable adversarial examples highlight the vulnerability
of deep neural networks (DNNs) to imperceptible perturba-
tions across various real-world applications. While there have
been notable advancements in untargeted transferable attacks,
targeted transferable attacks remain a significant challenge.
In this work, we focus on generative approaches for targeted
transferable attacks. Current generative attacks focus on re-
ducing overfitting to surrogate models and the source data
domain, but they often overlook the importance of enhancing
transferability through additional semantics. To address this
issue, we introduce a novel plug-and-play module into the
general generator architecture to enhance adversarial transfer-
ability. Specifically, we propose a Semantic Injection Module
(SIM) that utilizes the semantics contained in an additional
guiding image to improve transferability. The guiding image
provides a simple yet effective method to incorporate target
semantics from the target class to create targeted and highly
transferable attacks. Additionally, we propose new loss for-
mulations that can integrate the semantic injection module
more effectively for both targeted and untargeted attacks. We
conduct comprehensive experiments under both targeted and
untargeted attack settings to demonstrate the efficacy of our
proposed approach.

Code — https://terrytengli.com/s/Ce83N

Introduction

Over the past decades, deep neural networks (DNNs) have
achieved significant success across various fields, including
computer vision (Krizhevsky, Sutskever, and Hinton 2012)
and natural language processing (Hochreiter and Schmidhu-
ber 1997). In computer vision, DNNs are widely applied to
real-world tasks such as image classification (He et al. 2016;
Vaswani et al. 2017), object detection (Redmon et al. 2016).
However, research (Goodfellow, Shlens, and Szegedy 2015)
has demonstrated that DNNs are vulnerable to adversarial
examples (Szegedy et al. 2013), which are modified inputs
by small, imperceptible adversarial perturbations (Goodfel-
low, Shlens, and Szegedy 2015). Moreover, adversarial ex-
amples have been shown to transfer across different model
architectures (Zhang et al. 2022), data domains (Naseer et al.
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2019) and modality(Chen et al. 2023, 2022). In other words,
attacks crafted on one model or dataset can remain effective
when applied to other models or datasets. This adversarial
transferability poses a significant threat to the deployment
of DNNss in real-world applications.

Transferable adversarial attacks can be crafted using var-
ious methods, which can be broadly categorized into two
main types: iterative methods (Madry et al. 2017) and gen-
erative methods (Poursaeed et al. 2018). Iterative attacks di-
rectly optimize the input space to generate adversarial exam-
ples, while generative attacks focus on pre-training a gen-
erator model to produce these examples. Iterative methods
are often more time-consuming and may result in poorer
adversarial transferability compared to generative methods,
due to issues like gradient vanishing (Li et al. 2020). At-
tacks can also be classified based on their target: targeted
attacks (Wang et al. 2023) and untargeted attacks (Zhang
et al. 2022). Untargeted attacks aim to cause the model to
predict any incorrect label, whereas targeted attacks seek to
force the model to output a specific label. In the context
of transferable attacks, targeted attacks are generally con-
sidered more challenging than untargeted ones (Wang et al.
2023), primarily due to the risk of overfitting the surrogate
model and the lack of information about the target class dis-
tribution.

The overfitting issue can be mitigated using data augmen-
tation strategies (Li et al. 2024), feature loss objectives (e.g.,
feature disruption (Zhang et al. 2022), batch neighborhood
similarity (Naseer et al. 2021)), and unsupervised training
techniques (e.g., contrastive learning (Li et al. 2023)). How-
ever, these methods are suboptimal because they primarily
address overfitting rather than explicitly improving trans-
ferability. Moreover, when an adversarial noise generator is
trained on a specific target dataset or surrogate model ar-
chitecture, the perturbations it produces may overfit to that
particular context. To address this limitation, we propose to
incorporate additional context-agnostic semantics to better
guide the generation of transferable adversarial examples.
Designing a new generator architecture for this purpose is
challenging. To overcome this, we introduce the Semantic
Injection Module (SIM), a lightweight and plug-and-play
module that integrates an additional guiding image into the
adversarial generator, enhancing its ability to produce more
transferable adversarial examples.



With SIM, we can flexibly use different guiding images
to facilitate either targeted or untargeted transferable attacks.
For targeted attacks, we incorporate semantic guidance from
images associated with the target concept (label), improving
the precision of targeted transferability. For untargeted at-
tacks, we use guiding images from incorrect classes to help
mitigate overfitting to the input image and surrogate model.
Moreover, we introduce new loss formulations for adversar-
ial loss to effectively integrate SIM into the training objec-
tives of generative attacks.

In summary, our main contributions are:

* We present a novel approach for achieving targeted trans-
ferable attacks by incorporating an additional image as
guiding semantics. Specifically, we propose a lightweight
plug-and-play Semantic Injection Module (SIM) that can
be used with general adversarial generators.

* We investigate training objectives for generative attacks
within both targeted and untargeted frameworks, includ-
ing logit-level and feature-level approaches. Based on
this analysis, we propose new training loss formulations
that improve the effectiveness of SIM across different
types of guiding semantics.

* We conduct extensive experiments to evaluate the effi-
cacy of our proposed approach. Our results show that it
achieves superior transferability for targeted attacks and
performs on par with state-of-the-art methods for untar-
geted attacks.

Related Work
Transferable Adversarial Attack

Existing transferable adversarial attacks can be broadly clas-
sified into two types: iterative attacks and generative at-
tacks. Iterative attacks optimize adversarial examples by
constructing logits-oriented loss functions. For example, the
Fast Gradient Sign Method (FGSM) (Goodfellow, Shlens,
and Szegedy 2015) applies one-step perturbations to the in-
put image in the direction of the input gradient. The Pro-
jected Gradient Descent (PGD) attack enhances adversar-
ial strength through techniques such as random initializa-
tion, multi-step perturbation, and clipping (Madry et al.
2017). Xie et al. (2019) improved iterative FGSM’s (Ku-
rakin, Goodfellow, and Bengio 2018) transferability with
diverse data augmentation. Additionally, feature-space at-
tacks, such as DR (Lu et al. 2020), improve adversarial
strength by reducing the dispersion of mid-layer features
within a surrogate model. Many logits-oriented attacks can
also be adapted for targeted adversarial attacks, expanding
their applicability.

Generative attacks train an adversarial generator to pro-
duce adversarial examples. In (Baluja and Fischer 2017), a
generative architecture was designed to generate adversarial
examples for MNIST (LeCun et al. 1998) images by disrupt-
ing the output logits. In contrast to cross-model transfer at-
tacks, CDA (Naseer et al. 2019) leverages the inherent cross-
domain transferability of generative models to enhance ad-
versarial transferability across different data domains. How-
ever, establishing criteria based on logits distribution has
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proven inconsistent. To address this, Zhang et al. (2022) ex-
panded the adversarial objective into the feature space, dis-
rupting the consistency of mid-layer features. Additionally,
Li et al. (2023) approached the attack problem within a con-
trastive learning context, while GAMA (Aich et al. 2022)
incorporated semantic supervisory signals guided by vision-
language models (Radford et al. 2021). Yang, Jeong, and
Yoon (2024) explored vulnerabilities in the image frequency
domain to improve transferability. Furthermore, UCG (Li
et al. 2024) developed a comprehensive framework by com-
bining different techniques. Several latest works focus on
generative targeted attacks. The TTAA framework (Wang
et al. 2023) presents a dual discriminator architecture that
enforces constraints in both the logits space and the feature
space. This approach is advantageous because the feature
space maintains stronger consistency across different archi-
tectures. In addition to the global data distribution similar-
ity matching, TTP (Naseer et al. 2021) explored batch-wise
neighborhood similarity matching to integrate local neigh-
borhood structures, thereby enhancing adversarial transfer-
ability.

Additional Image Guided Generation

The integration of additional image guidance into image
generation and editing processes has been studied beyond
the context of transferable adversarial attacks. For instance,
image generators using SPADE normalization (Park et al.
2019) can produce highly realistic images by employing
a semantic segmentation map. This framework features a
novel layer that adjusts the generator’s feature map based
on the provided segmentation input. In image style transfer,
StyleGAN (Zhu et al. 2017) uses the latent code of a style
image to induce significant attribute shifts, which are then
applied to the content latent code. Recent research in con-
trollable image generation includes Stable Diffusion (Rom-
bach et al. 2022), which utilizes a diffusion process guided
by various control signals, such as textual prompts and im-
age inputs, to generate high-quality images. In this work, we
propose a novel approach to incorporating additional images
for guiding the generation of targeted transferable attacks.

Methodology
Problem Formulation

Given a clean image x and surrogate classification model
f(-,0.) (8. denotes classifier parameters), the goal of a
transfer adversarial attack is to craft an adversarial exam-
ple x,qy that misleads the model into predicting an incor-
rect label. The crafted adversarial example is then trans-
ferred to attack a target model that is of a different archi-
tecture or trained on a different dataset from the surrogate
model. For untargeted attacks, the goal is to ensure that
f(xaav,0.) # f(x,0.), while adhering to the constraint
|aay — ||, < €, where e denotes the perturbation budget.
For targeted attacks, the objective shifts to f(z.ay, 0c) = Y1,
where y, is the target label specified by the adversary. Our
work primarily focuses on targeted transferable attacks and
takes a generative approach to improve transferability. We
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Figure 1: Our framework introduces a novel semantic injection module (SIM) into the adversarial generator G ((-, -) , 0,). The
generator takes a source image x and a guiding image Zguige as inputs and outputs an adversarial example x,q,. The SIM
component utilizes the feature map from the previous layer and the guiding image guiqe to produce an enhanced feature map
that incorporates the semantics from the guiding image. For targeted attacks (Tar.), we define the training objectives using logit
contrastive loss and mid-layer similarity loss, which direct the adversarial example x,q, towards the target guiding image Zgyide
in both the logit and feature spaces. For untargeted attacks (Untar.), we introduce an enhanced mid-layer similarity loss to push
Zadv away from both the clean image x and the guiding image x4.iq. in the feature space.

first train an adversarial generator G (-, 6,) (6§, denotes gen-
erator parameters), based on which adversarial examples can
be generated with a single forward pass of the generator:
Tady = G (I, og)

Framework Overview

An overview of our proposed generative framework is illus-
trated in Figure 1. It consists of three key components: 1) the
base adversarial generator, 2) the semantic injection module,
and 3) the training objectives. We begin with the base ad-
versarial generator, denoted as Gyse (-, 99). Similar to prior
methods (Zhang et al. 2022), we utilize a ResNet gener-
ator that accepts a source image x as input and produces
an adversarial example x,qy. However, different from previ-
ous approaches, we incorporate a semantic injection module
into the generator to provide a lightweight plug-and-play en-
hancement. This module allows us to generate x,qy using ad-
ditional semantics information from a guiding image Tguige-
By integrating the semantic injection module, the enhanced
generator can now accept two inputs: the source image x and
the guidance image Zgyige. This enables us to formulate the
generation process as Zugy = G((, Zguide), 04). To ensure
the seamless integration of the semantic injection module
into the adversarial generator, we need new and more ad-
vanced training objectives. For targeted attacks, we employ
the logit contrastive loss and mid-layer similarity loss as the
training objectives to ensure logit- and feature-level transfer-
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ability. This is because targeted attacks generally need more
precise guiding information toward the target label when
transferability is concerned. On the other hand, for untar-
geted attacks, we introduce an enhanced mid-layer similar-
ity loss to entire feature transferability. This is because fea-
ture disruption is enough to cause errors in the target model.
Next, we will introduce the two components proposed in this
work: semantic injection module and training objectives.

Semantic Injection Module

Previous transfer attacks have primarily concentrated on im-
proving training mechanisms (Li et al. 2023), designing
higher-dimensional loss objectives (Zhang et al. 2022), and
mining frequency-based data properties (Yang, Jeong, and
Yoon 2024) to reduce the risk of overfitting in generation.
However, the transferability of these methods is inherently
constrained by the capability of the generator, i.e., the gen-
erator does not have the ability to know what or where to
transfer. In other words, training an adversarial generator on
a specific dataset or surrogate model can lead to context-
specific overfitting. Intuitively, leveraging additional seman-
tics about the target class (or incorrect classes) as external
guidance can enhance transferability across models or do-
mains. However, integrating this additional guidance into an
adversarial generator poses a significant challenge.

To tackle the above challenge, we introduce a lightweight
semantic injection module, which is designed to seamlessly



integrate the semantics guidance provided by an additional
image into the adversarial generator. This module serves
as a plug-and-play component that can be easily incorpo-
rated into the commonly used base generators. As depicted
at the bottom left of Figure 1, the semantic injection mod-
ule specifically focuses on extracting and injecting semantic
information into the intermediate layers of the adversarial
generator. It utilizes an affine transformation on the gener-
ator’s feature map to modify the semantic attributes. The
affine transformation is defined by two learnable parameters:
1) the scale parameter o, which adjusts the feature map; and
2) the shift parameter /3, which translates the feature map.
Formally, the transformation is defined as:

fSiIM: (1+O‘i)fi+’8i’

a; = Conv (atﬁ]) y

Bi = conv (z}),

z) = Interp (Teuide, Wi, hi) s
1=1,2,--+, Nspy,

ey

where f? and fZ,, represent the input and output feature
maps of the i-th semantic injection module, respectively; the
scale parameter «; and the shift parameter 3; are learnable
parameters with semantic guidance; x4, denotes the resized
guided image; Conv and Interp denote the convolutional
operation and the interpolation operation, respectively; Nty
denotes the total number of semantic injection modules.

The guiding image can be flexibly selected according to
the attack goal, i.e., targeted or untargeted. In the case of tar-
geted attacks, we use a randomly selected image of the target
concept (class) as the guiding image Zguige- As the adversary
knows its target label, such image can be easily collected
from the same source data domain as the input image x or
using image search engines like Google Images. For untar-
geted attacks, Tgige can be randomly selected from an arbi-
trary incorrect class. As the adversary also knows the correct
class of clean image x, this selection can also be easily done
following the same strategy as the targeted case. Arguably,
for each clean image x, we could select a xguiq. for each of
the incorrect classes. In other words, untargeted attacks can
be achieved by iterating all possible wrong classes using a
targeted attack. However, as our primary focus is targeted
attacks, we did not test this strategy. It is also worth noting
that this could take much longer training and generation time
depending on the number of classes.

Training Objectives

By incorporating an additional guiding image Zguide, We can
design more effective training objectives by imposing con-
straints on adversarial example x,4,. For targeted attacks, we
establish constraints not only between the adversarial exam-
ple x4y and the clean image x but also between the adver-
sarial example x,qy and the guiding image wguiqe. These con-
straints allow us to generate adversarial examples that can
effectively mislead the model into predicting a specified tar-
get label. For untargeted attacks, introducing the guiding im-
age Tguige can help reduce the risk of overfitting to the clean
image z, thus making the adversarial example more trans-
ferable across different models and data domains.
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Targeted Attack For targeted attacks, the objective is to
generate adversarial examples that can mislead the model
into predicting a target label. Intuitively, in order to fool
the surrogate model into predicting the desired target label,
the predicted logit values of the adversarial example x,q4y
must be close to the target label. Meanwhile, the adversar-
ial example should be able to prevent the surrogate model
from perceiving the original content in the clean image z.
To achieve these two goals, we propose the following con-
trastive logits loss:

%[f (Taav, 0c) — f (Zguide, Hc)]Q

+ g max (0, — |1f (zan.60) — f (2,0, @)

where f (-,6.) represents the logit output of the surrogate
model, Z4uide denotes the guiding image that is of the target
class, m is a margin hyperparameter controlling the degree
of separation between the two logit vectors. In our experi-
ments, we set the default value of m to 0.2.

The above logit loss may still have the overfitting issue
as the logits are closely related to the decision boundary of
the surrogate model. It is thus crucial to ensure that the mid-
layer features of the adversarial example are also close to
those of the target class images. In the meantime, these mid-
layer features must remain substantially distant from those
of the source image z. To achieve these two objectives, we
propose the following enhanced similarity loss:

»ths ['cos (fl(xadw 95)a fl(x: 90))
— Leos (.fl (Tadv, Oc) 7fl (xguidea 00)) )

where L is the cosine similarity loss.
Combining the above two losses yields the total loss used
to train the generator G((z, Zguide ), 0g):

Liar = Lyc + Lys-

Actlc =

3)

“

Note that the adversarial example that appears in each of
the two loss terms is the output of the generator: z,4y =

G((z, Zguide ) Og)-

Untargeted Attack The traditional design of untargeted
attacks does not have a target label and its sole purpose is
to incur errors in the surrogate model. Following previous
works, this purpose can be achieved by feature disruption.
Therefore, we employ the cosine similarity loss to enforce
the adversarial features to be far away from the clean fea-
tures:

ﬁufs = Lcos (fl (xadv: 90) ) fl (3:7 '96)) ) ©)

where Ly is the cosine similarity loss. This loss ensures
that the adversarial perturbation should be able to cause er-
rors in the feature space. As the features are distorted not
necessarily towards a certain target class, this is a suitable
base loss for untargeted attacks.

To improve transferability, we define the following untar-
geted semantic injection loss to incorporate the semantics
information from N guiding images:

L=+ ic (7' (whuiger0) S (@,00)) . ©



where N denotes the number of random selections which
is set to N = 16 in our experiments. Note that all the IV
selected guiding images are of the same class that is dif-
ferent from the correct class of x. The above loss improves
transferability by forcing the generated adversarial examples
close to the semantics of a randomly chosen untarget (and
incorrect) class. As we explained earlier, we did not explore
the more time-consuming version of our attack that iterates
over all possible incorrect classes.

The overall training objective for untargeted attacks can
be formulated as:

Luntar = ['ufs + Eusi- @)

After training, the generator G ((,-),6,) can be used to
generate an adversarial example for any given clean image
via a single forward pass. It is worth noting that the gener-
ation process also requires the guiding image gy;q4e. Due
to the generalizability of the generator model, the adversary
can select the guiding image following the same procedure
as used during training and obtain completely different guid-
ing images for the test images. We also note that the guiding
images used for generation are also different from those used
for training the generator.

Experiments
Experimental Setup

Datasets and Models We evaluate our method for three
different settings, as follows:

e Targeted and untargeted cross-architecture at-
tacks: We train the adversarial generator using the
ImageNet dataset (Deng et al. 2009) with the feedbacks
from surrogate models. For targeted attack scenarios,
we employ architectures noted for their high transfer-
ability, specifically ResNetl52 (He et al. 2016) and
DenseNet169 (Huang et al. 2017). Conversely, we select
less robust architectures, such as VGG-16 (Simonyan
and Zisserman 2014), for untargeted attack assessments.
In the evaluation phase, we analyze the transferability
of the generated adversarial examples across ten distinct
model architectures: VGG-16, VGG-19, ResNet-50,
ResNet-152, DenseNet-121, DenseNet-169, Inception-
V3, ViT-B/16 (Dosovitskiy et al. 2020), ViT-B/32,
and Swin-B (Liu et al. 2021). The model weights are
obtained from the Torchvision model zoo.

¢ Untargeted cross-domain attacks: Similar to cross-
architecture settings, we train the adversarial genera-
tor using the ImageNet dataset, with VGG-16 as the
surrogate model. Unlike previous methods that focused
solely on cross-architecture settings, we follow the litera-
ture Zhang et al. (2022) to assess adversarial transferabil-
ity across three distinct datasets: CUB-200 (Wah et al.
2011), Stanford Cars (Krause et al. 2013), and Oxford
Flowers (Nilsback and Zisserman 2008). For these eval-
uations, we employ three different model architectures:
ResNet-50, SENet-154 (Hu, Shen, and Sun 2018), and
SE-ResNet-101, all pre-trained using the DCL frame-
work (Chen et al. 2019).
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Evaluation Metrics and Baselines We evaluate our
method using the top-1 classification accuracy. For targeted
attacks, we train adversarial generators for three classes:
Great Grey Owl (class No. 24), Goose (class No. 99),
and French Bulldog (class No. 245), and report the av-
erage top-1 accuracy across these classes, following the liter-
ature (Wang et al. 2023). In contrast, for untargeted attacks,
we provide the average top-1 accuracy across all classes.

For better comparison, we select the state-of-the-art meth-
ods from iterative and generative attacks as our baselines.
Firstly, we select two logits based methods(PGD (Madry
et al. 2017), DI-FGSM (Xie et al. 2019)) and one mid-layer
feature based method(DR (Lu et al. 2020)) as our iterative
baseline methods. Secondly, for generative attacks, we se-
lect CDA (Naseer et al. 2019) and BIA (Zhang et al. 2022)
as our baseline competitors. Additionally, for targeted set-
tings, we also incorporate GAP (Poursaeed et al. 2018) and
TTP (Naseer et al. 2021) as competitors within generative
methodologies. It is worth noting that we omit BIA (Zhang
et al. 2022) in untargeted settings because of its limited ob-
jective design.

Implementation Details In this framework, we utilize
the ResNet generator as the base adversarial generator. The
training process employs the Adam optimizer with a learn-
ing rate of 2¢ ~*. We set momentum decay factors at 0.5 and
0.999. We train the generator for 1 epoch with a batch size
of 16. To extract layer features from the surrogate model,
we adopt the mid-layer selection used in BIA (Zhang et al.
2022). As for the attack settings, we establish the following
parameters: an attack budget of € = 16/255 for targeted set-
tings and ¢ = 10/255 for untargeted settings. For iterative
attacks, we follow the same configurations as Zhang et al.
(2022).

Experimental Results

Targeted Cross-architecture Transferability In Table 1,
we present the average top-1 accuracy results across three
targeted classes, wherein higher values indicate superior per-
formance. The best-performing results are delineated using
bold formatting. The first column (Sur.) shows the surro-
gate models and the first row corresponds to different tar-
get models. It is evident that our methodology consistently
surpasses all alternative approaches across every model,
achieving significant improvements. For instance, utilizing
DenseNet-169 as the surrogate model, we attain an average
accuracy enhancement of 32.38% in comparison to the base-
line method, CDA. This trend is similarly observed across
all models, further emphasizing the remarkable effective-
ness of our approach in augmenting adversarial transfer-
ability. What’s more, take a look at the transferability com-
parison with other methods on ViT target models, previous
methods achieved only negligible attack effectiveness. For
example, the most effective method, TTP, which employs
DenseNet169 as the surrogate model, attained an average
attack success rate of just 5.90%. In contrast, our method is
the first to successfully conduct attacks on the ViT architec-
ture, achieving a significantly higher attack success rate of
24.39%.



Sur. Attack V16 VI9 R50 RI152 D121 D169 Inc VB/16 VB/32 Swin/B Avg/Conv Avg/ViT Avg/All
PGD 078 0.63 796 9356 2.11 2.15 044 0.08 003 0.12 15.38 0.08 10.79
o DI-FGSM 4.85 4.20 34.84 9534 23.71 2545 6.17 048 0.12 0.96 27.79 0.52 19.61
2 CDA  19.46 1992 71.68 95.74 78.58 71.12 27.05 339 0.62 5.83 54.79 3.28 39.34
& GAP 2938 27.28 76.46 95.11 7221 70.68 1398 453 0.76 6.21 55.01 3.83 39.66
TTP  29.87 2297 8229 97.60 80.13 71.20 2456 5.50 028 11.71 58.38 5.83 42.61
Ours  75.11 73.38 87.35 97.86 82.15 81.79 54.63 25.23 824 29.38 78.90 2095 61.51
PGD 1.37 1.12 503 213 10.71 97.94 053 0.06 002 021 16.97 0.10 11.91
o DI-FGSM 5.35 4.79 20.31 11.05 43.00 98.25 5.64 043 0.09 0.83 26.91 0.45 18.97
= CDA 1148 1534 43.01 35.82 63.41 9546 1823 225 030 3.15 40.39 1.90 28.85
A GAP 454 820 1591 13.18 4996 64.79 870 1.11 0.39 1.69 23.61 1.06 16.85
TTP  39.00 33.18 64.71 46.74 90.23 97.62 1734 876 055 8.39 55.55 5.90 40.65
Ours  76.32 77.14 78.44 67.69 93.11 97.84 48.53 30.61 8.61 33.96 77.01 2439  61.23

Table 1: Evaluation results for targeted cross-model attack. We report the top-1 average accuracy for the three targeted labels,
with higher accuracy indicative of improved performance. The perturbation budget is constrained by ||zaqy — x|, < 16/255.

Attack CUB-200-2011 Stanford Cars FGVC Aircraft Ave/All

Sur 4CKS RS0 SE154 SE-R101 RS50 SEI54 SE-RI101 R50 SE154 SE-R101 V&
Clean 8723 8630 8588 9034 89.45 89.17 71.08 71.56 73.84  82.76
PGD 81.62 80.19 8091 7881 8243 8490 51.16 5530 58.00 72.59
DI-FGSM 80.19 76.94 78.65 7645 77.54 8276 4827 5176 5374  69.59
© DR  80.15 81.53 81.72 82.69 8626 86.56 5428 62.62 61.99 7531
CDA  67.69 60.58 7043 5090 46.05 69.10 3588 31.59 39.87 5245
BIA 6524 63.05 6778 5307 51.04 6293 3489 3660 39.63  52.69
ours  48.41 40.56 56.08 4237 3231 5451 3018 2541 3321 4034

Table 2: Evaluation results for untargeted cross-domain attacks. The perturbation generators have been trained to utilize the
ImageNet data domain in conjunction with the surrogate model VGG-16. We report the top-1 average accuracy, wherein a
lower value signifies better performance. The perturbation budget is constrained by ||,y — ||, < 10/255.

Untargeted Transferability We further investigate the
untargeted transferability within the cross-domain and the
cross-architecture scenario. Firstly, in Table 2, we present
the average top-1 accuracy results for the untargeted cross-
domain attacks. The best results are highlighted using bold
formatting. Our method consistently outperforms all com-
peting approaches. Notably, our approach achieves an av-
erage accuracy of 40.34%, significantly surpassing BIA.
Secondly, in Table 3, we present the average top-1 accu-
racy results for the untargeted cross-architecture attacks.
Our method achieves a lower average top-1 accuracy of
38.78% (lower for better performance). A closer inspection
reveals that our approach demonstrates relatively better per-
formance across different architectures, outperforming other
methods in both convolutional and transformer models.

Visualization of Targeted Attacks In Figure 2, we illus-
trate visualizations of adversarial examples generated by our
methodology in the context of targeted attacks. Using Grad-
CAM (Selvaraju et al. 2017), we highlight the regions of in-
terest in the natural input image x, the guidance image Zguige,
and the generated adversarial examples x,q4, for two gener-
ative attack methods (CDA, TTP) and our method. Firstly,
take a look at the first row, the results demonstrate the ef-
fectiveness of our approach in creating adversarial examples
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T guide

zadv/CD xadV/TT Taqy/Ours

Figure 2: Illustration of attention shift. We use Grad-CAM
visualization of adversarial examples in the targeted at-
tack setting. The adversarial examples were generated using
ResNet-152 as the surrogate model, with evaluations con-
ducted on ResNet-50 as the target model.

that are visually indistinguishable from their corresponding
natural images. Secondly, the results in the second row il-
lustrate the effectiveness of the additional guidance image in
shifting attention. Our methods generate adversarial exam-
ples that align more closely with the semantics of the guid-
ance image. This shows that incorporating additional image
guidance allows for a more controlled attack, both position-



Sur Attack V16 V19 R50 RS52 DI21 D169 Inc VB/16 VB/32 Swin/B Avg/Conv Avg/ViT Avg/All
Clean  71.58 72.40 76.15 78.33 74.43 75.58 69.53 81.07 7591 83.17 74.00 80.05  75.82

PGD 0.07 0.82 3530 48.80 36.70 41.91 5251 73.09 71.19 64.50 30.87 69.59 4249
DI-FGSM 0.07 1.14 39.59 52.55 41.31 46.42 5474 74.06 71.86 66.83 33.69 7092  44.86

9 DR 14.71 3598 62.20 68.20 61.68 65.28 61.24 7534 7098 75.34 52.76 73.89  59.10
g CDA 1258 19.82 49.40 58.52 49.14 54.55 50.60 74.36 70.92 73.36 42.09 72.88  51.33
BIA 1.16 259 4496 53.82 44.10 49.60 51.97 7397 69.96 70.23 35.46 71.39  46.24

ours 1.17 328 26.40 43.73 27.31 33.01 42.36 72.40 70.65 67.52 25.32 70.19  38.78

Table 3: Evaluation results for untargeted cross-architecture attacks. The perturbation generators have been trained to utilize
the ImageNet data domain in conjunction with surrogate models, specifically VGG-16. We report the top-1 average accuracy,
wherein a lower value signifies better performance. The perturbation budget is constrained by ||,y — ||, < 10/255.

Targeted Attack Untargeted Attack
Sur. Ly Ligs Arch  Sur. Ly Lui Dom  Arch
o Vv - 1651 o Y - 5048 44.67
Z - v 408 - v 6562 4770
® v v 6151 v v 4034 38.78

Table 4: Ablation study on loss objectives. The left table
presents the average top-1 accuracy associated with various
objective functions in an targeted scenario (notably, lower
values are preferable), whereas the right table details the
results obtained under untargeted configurations (wherein
higher values are desirable).

ally and semantically.

Objective Functions Ablation Table 4 presents the find-
ings from the ablation study concerning the loss objectives.
In the domain of untargeted attacks, our observations indi-
cate that the integration of the semantic injection loss Ly
relatively enhances performance. However, it is the seman-
tic injection loss Ly that plays a more pivotal role in miti-
gating overfitting during training, thereby enhancing adver-
sarial transferability. Conversely, in the context of targeted
attacks, both the logits contrastive loss L. and the similarity
loss Ly emerge as critical components. The results demon-
strate that the synergistic application of these two losses can
substantially elevate adversarial transferability.

Guiding Image Selection Strategy Table 5 presents the
results from the ablation study concerning the guiding image
selection strategies. We formulate two more strategies: 1) a
CLIP-score based selection, which selects the image with
the maximum or minimum CLIP score, and 2) manual se-
lection, which selects images that are highly representative
of the target class. Using clip-score is less effective than ran-
dom selection, primarily due to insufficient consideration of
the overlap between the target category and the guiding im-
age. In contrast, high-quality manual selection can achieve
better performance than random selection.

Computational Analysis of the Semantic Injection Mod-
ule In Table 6, we present a computational analysis of
the semantic injection module. The results are presented in
terms of the number of parameters, FLOPs, and average time
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Strategy Avg/Conv Avg/ViT Avg/All
Random 74.56 16.55 57.16
CLIP-Score (min)  66.77 13.57 50.81
CLIP-Score (max)  67.27 13.71 51.20
Manual (15) 80.45 20.78 62.55
Manual (3861) 82.49 2458  65.11

Table 5: Ablation study on guiding image selection strate-
gies. The results are presented in terms of average top-
1 accuracy, with higher values indicating superior perfor-
mance. The guiding image selection strategies are evaluated
on Great Grey Owl (No.24).

Params (M) FLOPs(G) Avg Time (ms)

PGD - - 543.5
CDA 325 0.78¢7? 3.0
CDA +SIM  7.92¢* 1.64¢2 7.8

Table 6: Computational analysis of the semantic injection
module. The results are presented in terms of the number of
parameters, FLOPs, and average time required for generat-
ing adversarial examples.

required for generating one adversarial examples. The re-
sults indicate that the semantic injection module incurs a
slight increase in computational overhead, with the average
time required for generating adversarial examples increas-
ing from 3.0 ms to 7.8 ms. However, the additional compu-
tational cost is justified by the substantial improvements in
adversarial transferability.

Conclusion

We introduce a new framework that uses additional image
guidance for targeted and untargeted transferable attacks.
A semantic injection module is integrated into a base ad-
versarial generator to improve the generation of transfer-
able adversarial examples. We also propose innovative loss
objectives to enhance the guidance for adversarial genera-
tion. Extensive experiments show our method significantly
improves adversarial transferability, outperforming state-of-
the-art techniques.
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