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Abstract

Adbversarial patches pose a significant threat to computer vi-
sion models’ integrity, decreasing the accuracy of various
tasks, including object detection (OD). Most existing OD de-
fenses exhibit a trade-off between enhancing the model’s ad-
versarial robustness and maintaining its performance on be-
nign images. We propose KDAT (knowledge distillation with
adversarial tuning), a novel mechanism that enhances the ro-
bustness of an OD model without compromising its perfor-
mance on benign images or its inference time. Our method
combines the knowledge distillation (KD) technique with the
adversarial tuning concept to teach the model to match the
predictions of adversarial images with those of their corre-
sponding benign ones. To match these predictions, we de-
signed four unique loss components, allowing the student
model to effectively distill the knowledge of different fea-
tures from various parts of the teacher model. Our extensive
evaluation on the COCO and INRIA datasets demonstrates
KDAT’s ability to improve the performance of Faster R-CNN
and DETR on benign images by 2-4 mAP% and adversarial
examples by 10-15 mAP%, outperforming other state-of-the-
art (SOTA) defenses. Furthermore, our additional physical
evaluation on the Superstore dataset demonstrates KDAT’s
SOTA adversarial robustness against printed patches (im-
provement of 22 mAP% compared to the undefended model).

Code — https://github.com/Yarinyl/KDAT

1 Introduction

While object detection (OD) models are integrated into
many aspects of our daily life, e.g., autonomous vehicles and
surveillance (Vahab et al. 2019), there is a real concern that
adversaries may manipulate the detection process (Sharma
et al. 2022). In the computer vision domain, adversaries can
create a small, optimized patch, known as a patch attack, de-
signed to deceive the OD model. These adversarial patches
can be applied to objects in a scene (Brown et al. 2017), ne-
cessitating the development of solutions to mitigate such at-
tacks and ensure system reliability. While various defenses
have been developed to deal with such attacks (Liu et al.
2022; Xiang et al. 2023; Jing et al. 2024), most of them suf-
fer from two major limitations: 1) they harm the model’s
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performance on benign images, and 2) they add significant
overhead to the OD inference stage, which makes them un-
suitable for real-time applications (Arani et al. 2022). To ad-
dress these limitations, we propose KDAT (knowledge dis-
tillation with adversarial tuning), a novel fine-tuning strategy
that optimizes the parameters of a given OD model against
adversarial patches without increasing the inference time or
compromising performance on benign images. KDAT em-
ploys the knowledge distillation (KD) technique (Hinton,
Vinyals, and Dean 2015) to transfer information from one
model (the teacher) to another (the student) during training.
In our proposed method, the given OD model is replicated
to serve as both the student and teacher models. Then the
teacher model processes the benign images and transfers the
acquired knowledge of benign features to the student model
to guide its predictions when facing the corresponding ad-
versarial examples (created for each benign image).

We evaluated KDAT’s effectiveness on digital datasets,
COCO (Lin et al. 2014) and INRIA (Dalal and Triggs 2005),
and the physical Superstore dataset (Hofman et al. 2024),
with a wide range of adversarial patch attacks: DPatch (Liu
et al. 2018), Google’s adversarial patch (Brown et al. 2017),
Masked-PGD (M-PGD) (Madry et al. 2017), T-SEA (Huang
et al. 2023), natural patches (Hu et al. 2021) and printable
patches (Thys, Van Ranst, and Goedemé 2019). Our evalu-
ation demonstrates KDAT’s advantage over other SOTA de-
fenses when examining the trade-off between enhancing the
model’s adversarial robustness and its performance on be-
nign images. The results show that KDAT improved the ad-
versarial robustness against both seen and unseen attacks by
10-15 mAP% and the performance on benign images by 2-4
mAP% for both DETR and Faster R-CNN while preserv-
ing their inference time. We also demonstrate that using our
proposed defense method forces the attacker to invest addi-
tional resources in misleading the defended model, i.e., in an
adaptive attack, the attacker requires 8-10% more optimiza-
tion iterations to successfully mislead the OD model.

In summary, our contributions are as follows: 1) To the
best of our knowledge, we are among the first to improve the
OD model’s performance on both attacked and benign im-
ages. 2) To the best of our knowledge, we are also the first to
design a fine-tuning strategy against adversarial patches for
OD models without the need to retrain the entire model, un-



like most training-based defenses. 3) We are among the first
to propose a method that demonstrates robustness against at-
tacks targeting transformer-based OD models. 4) To the best
of our knowledge, we are also the first to evaluate the effec-
tiveness of integrating defenses against patch attacks.

2 Background and Related Work

Improving the adversarial patch robustness of OD models
can be achieved by modifying the model’s (1) training pro-
cess, in order to produce an inherently robust model, or (2)
inference process, by wrapping the original model and pre-
venting the effect of incoming adversarial threats.

2.1 Modifying the Training Process

Limited efforts have been made to enhance robustness
through changes to the training process. Under a strict as-
sumption that the patch is not located on the object itself,
Saha et al. (2020) adjusted the model’s loss function to ig-
nore the objects’ surroundings when performing detection.
Jietal. (2021) exposed the model to adversarial patches dur-
ing training to improve the adversarial robustness; however,
the precision on benign images was compromised. In con-
trast, KDAT modifies the training process to counter adver-
sarial patches using an adversarial tuning process that in-
herently improves the performance on both adversarial and
benign images (regardless of the patch’s location).

KD-Based Robustness Solutions. KD is a technique that
involves transferring information from one model (the
teacher) to another (the student) during training (Hinton,
Vinyals, and Dean 2015). Xu et al. (2021; 2022), lever-
aged the KD technique to mitigate adversarial perturbations.
Wang et al. (2024) proposed DFAD, in which the KD pro-
cess is used to distill adversarial robustness from a pre-
trained robust teacher to a shallow student when the original
training dataset is unavailable. These studies demonstrate
the potential of such approaches to obtain adversarial ro-
bustness within the OD domain. In contrast, KDAT utilizes
the KD technique (without any assumptions on the teacher’s
model) to improve adversarial robustness against adversarial
patch attacks, which, contrary to perturbations attacks, is a
more realistic threat in the OD domain (Brown et al. 2017).

2.2 Modifying the Inference Process

These methods do not require retraining the model, as they
integrate an external component to make it more robust dur-
ing inference. A few studies used a segmentation model to
distinguish the adversarial patch from the rest of the im-
age and mask it (Chiang, Chan, and Wu 2021; Liu et al.
2022; Xu et al. 2023). Another approach is to identify the
characteristics of adversarial examples and mask the cor-
responding adversarial regions accordingly (Naseer, Khan,
and Porikli 2019; Rossolini et al. 2023; Jing et al. 2024).
However, these solutions rely on a specific attack behavior
and focus on enhancing the robustness by altering the in-
put image, which can harm the benign detection process and
result in a longer inference time, which is impractical for
real-time OD applications. In contrast, our solution aims to
improve the model’s adversarial robustness without compro-
mising its precision or inference time.
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3 Methodology

While typical KD frameworks require two different mod-
els, our solution eliminates this requirement by replicating
the original pretrained model. One of the models serves as
the teacher (with frozen weights), while the second model
serves as the student and performs the training. In addition,
while in standard KD training architectures, the input of
both the teacher and student is the same, in our method, the
teacher receives only benign images while the student en-
counters the corresponding adversarial images. KDAT trans-
fers the teacher’s relevant information, obtained when the
detection process is performed on benign images, to the stu-
dent model, which utilizes these features to make a more
robust prediction and mitigate the adversarial threat.

We adopt the adversarial tuning concept (Jeddi, Shafiee,
and Wong 2020; Li, Xiao, and Tang 2024; Chen et al. 2020)
to eliminate the need to retrain the entire model (unlike tra-
ditional training-based defenses) to improve the adversarial
robustness of OD models. By adopting this concept for the
OD domain, KDAT leverages the knowledge acquired in the
model’s original training to guide itself toward improved de-
tection on adversarial examples.

KDAT’s first phase includes creating adversarial exam-
ples corresponding to each image from a given benign set
of images. The adversarial examples are crafted using vari-
ous attack settings (shapes, sizes, intents, etc.), with the aim
of challenging the model from different angles during train-
ing with a wide range of attacks. Each benign image, along
with its corresponding adversarial examples and the ground
truth (GT) annotation, are referred to as a data record, as
presented below:

Va; € Dpen, form a set {z;, X2, 9"} (1)

where X29% is the set of adversarial examples created us-
ing the different attack settings, x; € Dy, is the original
image, and yft is the GT of image x;. During training, we
utilize this data record in each batch, where the teacher re-
ceives only benign images, obtaining benign features, while
the student receives the benign images, a randomly chosen
subset of size n from X24° for each benign image, and the
GT. In each batch, the student receives a different subset of
X @4 which enhances the training process, making it less
susceptible to overfitting.

Since distilling various features of the OD model has
proven to improve the model’s benign performance (Wang
et al. 2023; Park, Kang, and Paik 2024), we designed four
unique loss components to distill both adversarial and be-
nign features. Accordingly, our loss function includes the
following components: 1) OD loss, 2) feature map (FM)
loss, 3) classification (CLS) loss, and 4) family architecture
adjustable (FA) loss. In our method, we compare the values
generated by the student (denoted as S) when processing the
benign (Fbin) and adversarial examples (Ffdv) with the val-
ues generated by the teacher (denoted as T) when processing
the benign image (F}L ). By also comparing the values gen-
erated from the benign image, we overcome the common
trade-off between improving the adversarial robustness and
maintaining high benign performance (Bai et al. 2021). B
and A are hyperparameters that control this trade-off.
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Figure 1: Proposed solution pipeline for transformer-based OD models.

3.1 Object Detection Loss

The original loss function of the OD models guides the
model to match its prediction to the GT. While traditional
adversarial training (AT) solutions do not distinguish be-
tween the loss of benign prediction and the loss of adversar-
ial prediction, our method separates those two values, giv-
ing them different weights in the overall computation. By
combining this concept with the use of multiple adversarial
examples generated for each benign image, our method con-
tributes to the model’s ability to sustain high performance on
benign images while enhancing its adversarial robustness.
Thus, the loss can be calculated as follows:

LOD =B- »COD(S(xben)vygt)—i_

I : 2
A2 Lon(Sm) P
=

where Zyen is the benign image, «7, is a matching adversar-
ial example, and S is the student model. L p is the original
loss function of the given OD model. This is the only loss
component that utilizes the GT, whereas the rest of the com-

ponents use intermediate features as the target objective.

3.2 Feature Map Loss

The combination of early-stage information transfer with the
distillation of the outputs (Romero et al. 2014) was shown to
improve the performance of OD models (Chen et al. 2017).
Most OD architectures include a backbone responsible for
extracting the features from the images (Ren et al. 2015;
Carion et al. 2020), with each architecture using those fea-
tures differently to proceed with the detection process. For
example, in two-stage detectors (such as Faster R-CNN), the
FM is processed in the region proposal network (RPN), re-
sulting in improved detection features; on the other hand, in
transformer-based detectors (such as DETR), the FM is pro-
cessed in a transformer encoder, resulting in an embedded
representation of the FM. In our solution, instead of compar-
ing the original FMs (between the teacher and the student),
we compare the abovementioned informative features’ rep-
resentation of each architecture, as demonstrated by com-
paring the output of the encoders in Figure 1.
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Teaching the student to mimic the teacher’s features is
challenging, as the adversarial patch covers some of them.
To overcome this challenge, we use masked images (images
with black patches) instead of benign ones to teach the stu-
dent to ignore the patch rather than mimic the features be-
hind it. Thus, the loss can be calculated as follows:

Lpy = B- L, (EFME,, EFML, )+

EFMZT . ) )

a masked?

1 n
A - Z(:)cp(EFMivj,
j:

where E'F' M is the enhanced FM, and £, is the p-norm loss.

3.3 Classification Loss

Inspired by (Hinton, Vinyals, and Dean 2015; Papernot et al.
2016; Li et al. 2022), we created a novel adaptation of soft
label (probability vectors) utilization for OD. Our approach
employs soft labels, referred to as probability vectors over
areas (POA), which can be obtained from the model’s vari-
ous predictions on a given image. Note that we use the orig-
inal unfiltered predictions received for each image (each OD
architecture has a different filtering process).

Linking the predictions of two different models can be
done using the intersection over union (IoU) metric to de-
termine if a pair of predictions refers to matching areas in
the same image. We compare the distribution of the proba-
bility vectors referring to the same area in the POA to lead
the student toward the benign values. Figure 1 demonstrates
the comparison of each model’s POA in the CLS loss com-
ponent. Thus, the loss can be calculated as follows:

Lors = B+ L,(POAS, POAL )+

POAE ) “)

adv?

1 n
A= POAS
n§@<0

3.4 Family Architecture Adjustable Loss

All the loss components presented so far are independent of
the given model’s architecture. However, different OD archi-
tectures have unique components and valuable features that
can be leveraged to obtain additional information, which is
utilized in the FA component.



Objectness Loss. For two-stage OD architectures, we uti-
lize the additional head, the localization head, as our unique
source of information. This localization information has
been utilized in different ways in the KD domain (Zheng
et al. 2023; Park, Kang, and Paik 2024). This information in-
cludes 1) bounding boxes regarding the location of objects
in the image and 2) confidence values regarding their ap-
pearance (objectness). In our method, we guide the student’s
objectness values to match the teacher’s, forcing it to locate
similar objects, even in the presence of an attack. Thus, the
loss can be calculated using:
Lra=DB-L,(0B,, OB+
1« 5
A > L£,(0By,:,0BL,) )
j=0

where OB represents the corresponding objectness values.
Embedding Loss. Transformer-based OD uses an embed-
ded representation of the input image to predict the classes
and bounding boxes of objects in the scene. Assuming that
the benign and corresponding adversarial examples should
have the same embedding, we penalize the model based on
the distance between the matching embedded representa-
tions, as demonstrated in Figure 1 by compering the output
of the decoders. Thus, the loss can be calculated as follows:

Lra=18- LP(EMtinaEMg;n)+

1o (6)
A= S(EMS.
njz::o‘cp( adv?

EMgep)

where M represents the corresponding embedding values.

3.5 KDAT’s Complete Loss Function

KDAT’s loss function incorporates all of the components de-
scribed above in a weighted sum:

L=o1-Lop+az-Lry+as-Lops +as-Lpa (7)

where «;, ¢ € [1,4] are hyperparameters for adjusting the
weight of each component, and Lop, Lrar, Lors, and
L 4 are the OD, FM, CLS, and FA losses, respectively. By
optimizing this loss, we produce a model that maintains high
performance on both benign and adversarial images. The
proposed training pipeline for transformer-based OD mod-
els is demonstrated in Figure 1, while a similar pipeline for
two-stage OD can be found in the supplementary material.

3.6 Self-Guiding

The main idea of KD is to teach the student model to mimic
the teacher model in order to obtain comparable perfor-
mance. However, during training, the performance of the
student model may surpass the teacher’s performance; thus,
we adapt the tuning process as follows: In the case in which
LoD (S(@ben), Ygt)>LoD (T (Tven), Ygt), 1-e., the teacher
performed better than the student on the benign images, we
utilize the teacher’s features (from the benign predictions).
In contrast, when Lop(S(Zven), Ygt) <LoD (T (Zben), Ygt ),
i.e., the student performed better than the teacher on the be-
nign images, we utilize the student’s features (from the be-
nign predictions).
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4 Evaluation
4.1

This subsection outlines the primary evaluation settings,
with additional details provided in the supplementary ma-
terial such as additional hyperparameters, and the loss con-
vergence curves.

Datasets. The COCO (Lin et al. 2014), INRIA (Dalal and
Triggs 2005), and Superstore (Hofman et al. 2024) datasets
were used to evaluate our proposed method. The COCO
dataset is a widely used OD dataset containing over 120,000
annotated images across 80 categories, divided into training,
validation, and test sets. The INRIA dataset consists of 614
person images for training and 288 for testing. Our physi-
cal evaluation was performed on the recently published Su-
perstore dataset, which consists of physically attacked retail
products. The dataset contains 1,600 images (80 attacked)
for training and 600 images (30 attacked) for testing.

Data Splitting. For KDAT’s benign set, we used images
from the predefined training sets to ensure that the models
were not exposed to any images outside the training set,
allowing for a fair comparison. In the COCO and INRIA
datasets, we randomly selected 200 images to tune our mod-
els (i.e., the training set). For Superstore, we had predefined
attacked and benign images but not pairs of corresponding
benign and adversarial images (as our method requires), so
we had to use a masked version of the attacked images as
our benign images (note that in that case, the masked images
are used for all the loss components and not only for the FM
loss). As Superstore’s training set contained only 80 attacked
images, our method’s training set consisted of these 80 pairs
of attacked and masked images. In contrast, since other de-
fenses do not require the benign images to correspond to the
attacked ones, we randomly selected 80 benign images (in
addition to the 80 attacked ones) for training the other de-
fenses to ensure a fair evaluation. Note that this means that
the compared defense had a small advantage, as they used
“real” benign images, whereas KDAT had to use masked im-
ages. In each dataset, we split the test set (the validation set
in COCO) in a 1:2 ratio for validation and testing, ensuring
that there were no overlaps between the defined sets.
Adversarial Attacks. For training and evaluating our
proposed method on the COCO dataset, we used the
DPatch (Liu et al. 2018), Google’s adversarial patch (Brown
et al. 2017), and M-PGD (Madry et al. 2017) adversar-
ial patch attacks with the default settings of the ART li-
brary (Nicolae et al. 2018). We generated a set of adversarial
patches and adversarial examples (attacked images using the
patches we created) for each image in our benign image set.
The adversarial patches created using the training set im-
ages were only used for training, while additional patches
were created from our validation and test sets. For each set
(training, validation, and test), about 300 universal patches
per attack were created. To demonstrate our method’s gener-
alization and allow the models to be exposed to diverse patch
attacks, we created a variety of patches with different shapes
(e.g., squares and circles), different sizes (between 50-300),
etc. Only adversarial examples that successfully mislead the
prediction of the undefended model were used.

Evaluation Settings



Model Method Inference Time DPatch Google M-PGD
ms FPS | Benign Adv Mean | Benign Adv Mean | Benign Adv Mean
Undefended 3437 29.10| 0589 0352 0471 | 0548 0310 0429 | 0534 0.327 0431
AT 3437 2910 | 0579 0470 0.525 | 0.572 0.410 0.491 | 0.523 0.403 0.463
LGS 635.75 1.57 | 0.565 0.440 0.503 | 0.507 0.360 0.434 | 0471 0.359 0.415
Grad Defense | 34.37 29.10 | 0.602 0.392 0.497 | 0.544 0.388 0.466 | 0.545 0.391 0.468
DETR | AD-YOLO 3437 2910 | 0.613 0.475 0.544| 0.557 0429 0.493| 0.521 0.401 0.461
SAC 52.80 1894 | 0.589 0.426 0.507 | 0.545 0.348 0.447 | 0.534 0382 0.458
(ON 2569.23 039 | 0.558 0.407 0.483 | 0.523 0.348 0.436 | 0505 0.362 0.434
PAD 42609.24 0.02 | 0552 0.462 0.507 | 0.506 0337 0422 | 0467 039 0429
KDAT (Ours) | 3437 29.10| 0.613 0.501 0.557 | 0.579 0.435 0.507 | 0.559 0.435 0497
Undefended 43.14 2318 | 0.483 0.229 0356 | 0.519 0.164 0.342 | 0496 0.223 0.360
AT 43.14 2318 | 0351 0.285 0.318 | 0308 0.201 0.255 | 0.383 0.326 0.355
LGS 618.46  1.62 | 0433 0.278 0.356 | 0.429 0265 0.347 | 0422 0.310 0.366
Faster Grad Defense | 43.14  23.18 | 0.479 0.289 0.384 | 0.470 0.228 0.349 | 0.507 0.282 0.394
R-CNN AD-YOLO 43.14 2318 | 0384 0.334 0359 | 0379 0309 0.344 | 0413 0331 0.372
SAC 57.73 17.32| 0.483 0.315 0.399| 0.518 0.226 0.372 | 0496 0.354 0.425
oS 4057.20 025 | 0494 0.279 0.387 | 0.519 0309 0.414 | 0494 0.279 0.387
PAD 42796.55 0.02 | 0420 0.359 0.389 | 0409 0.272 0.341 | 0423 0.360 0.391
KDAT (Ours) | 43.14 23.18 | 0.506 0.344 0.425 | 0.501 0.316 0.409 | 0.520 0.343 0.432

Table 1: Results on the COCO dataset.

For the INRIA evaluation, we used the provided pre-
crafted natural patches (P1-P6) from (Hu et al. 2021), print-
able patches (OBJ, Upper, CLS, CLS_DET) from (Thys,
Van Ranst, and Goedemé 2019) and T-SEA patches
from (Huang et al. 2023), which target the Faster R-CNN
model. To demonstrate that our method can be generalized to
unseen attacks, we placed patches P1-P3 across the training,
validation, and test sets, while P4-P6, the printable patches
and T-SEA patches were only placed on the test set so that
the model was not exposed to those patches. The Superstore
dataset images were physically attacked with the DPatch at-
tack, specifically targeting the Faster R-CNN model.
Adaptive Attacks. We randomly selected 100 images from
COCO’s validation set and generated a 75x75 M-PGD
square patch for each image. We fixed the seed and the
patch initial values to negate any random influence. For each
model, the patch’s number of optimization iterations (NOI)
was gradually increased until it successfully misled it.
Target Object Detectors. KDAT was evaluated on two dif-
ferent architectures, Faster R-CNN (two-stage) (Ren et al.
2015) and DETR (transformer-based) (Carion et al. 2020).
Two-stage OD models initially generate proposals for po-
tential object locations and then predict the class for each
proposal. In contrast, transformer-based OD models use the
encoder-decoder architecture to infer relationships between
features, leveraging this information for detection.
Compared Defenses. Our baseline evaluation includes: 1)
the original undefended model, and 2) AT (Goodfellow,
Shlens, and Szegedy 2014) using a PGD (Madry et al. 2017)
attack with the same settings used in (Liu et al. 2022).
Our SOTA evaluation includes: 1) LGS (Naseer, Khan,
and Porikli 2019), a denoising-based defense which locates
high-entropy areas associated with adversarial patches and
smooths them, 2) Grad-Defense (Saha et al. 2020), which
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forces the model to learn only from pixels that are inside the
GT bounding box using saliency maps, 3) AD-YOLO (Ji
et al. 2021), which introduces a “patch” class to improve the
model’s ability to detect patches, 4) SAC (Liu et al. 2022),
which uses a segmentation model to distinguish the patch
from the rest of the image (we evaluated two versions of
SAC’s ‘Patch Detector’: a) parameters trained on the same
training set as our method, and b) the original parameters
for the COCO dataset), 5) ObjectSeeker (Xiang et al. 2023),
which combines predictions of multiple masked versions of
the original image, and 6) PAD (Jing et al. 2024), which
leverages the semantic independence and spatial heterogene-
ity of the adversarial attack to mask the adversarial threat.
Metrics. We evaluated the performance of all defenses on
the original benign images and their corresponding adver-
sarial examples, using mean average precision (mAP) at IoU
0.5 using the COCO API (Lin et al. 2014). Additionally,
each method’s inference time is reported in milliseconds
(ms) and frames per second (FPS). The best performance
in each column is bolded, and the second-best is underlined.
Implementation Details. Our proposed method and all the
additional required code were implemented using PyTorch
with Python 3.8, Numpy 1.24.3, and ART 1.15.1. We used
the COCO pretrained Faster R-CNN OD model provided in
torchvision (Marcel and Rodriguez 2010) and the DETR OD
model provided in (Carion et al. 2020). For the DETR evalu-
ation, the models were trained on an RTX-4090 GPU for 30
epochs using an AdamW optimizer with a weight decay of
le-4. The learning rate was scheduled using a StepLR with
an initial value of le-6 for the model’s backbone and le-5
for the rest of the model. For a fair comparison, the optimal
parameters for KDAT and the other defenses were selected
using the same validation set, which includes benign and ad-
versarial examples.



Method Inference Time Benign Natural Printable

ms FPS P1 P2 P3 P4 P5 P6 OBJ Upper CLS CLS_DET

Undefended 43.14 23.18| 0951 | 0.544 0.642 0.518 0.648 0.618 0.397|0.427 0.472 0.642 0.573

AT 43.14 23.18| 0.840 [ 0.411 0.572 0.607 0.406 0.579 0.565|0.346 0.406 0.405 0.425

LGS 618.46 1.62 | 0942 | 0.685 0.732 0.695 0.760 0.666 0.633 | 0.739 0.754 0.638 0.650

Grad Defense | 43.14 23.18| 0.713 | 0.376 0.439 0.635 0.283 0.489 0.583|0.185 0.282 0.421 0.277

AD-YOLO 43.14 23.18| 0.750 | 0.731 0.721 0.730 0.632 0.711 0.680 | 0.326 0.464 0.598 0.560

SAC 57.73 17.32| 0951 | 0.566 0.643 0.519 0.713 0.630 0.400 | 0.614 0.712 0.761 0.673

oS 4057.20 0.25 | 0.954 | 0.566 0.624 0.552 0.657 0.641 0.525|0.441 0.454 0.664 0.585

PAD 42796.55 0.02 | 0950 [ 0.721 0.811 0.766 0.792 0.825 0.763|0.770 0.756 0.767 0.766

KDAT (Ours) | 43.14 23.18| 0.961 | 0.916 0.922 0.914 0.864 0.924 0.914 | 0.665 0.685 0.895 0.883

Table 2: Results on the INRIA dataset (Faster R-CNN).

4.2 Evaluation Results for Digital Attacks

Table 1 presents the results when the defenses are trained on
the COCO dataset with the DPatch attack and evaluated on
the other attacks (Google and M-PGD), as well as DPatch, to
demonstrate how each defense handles unseen attacks. The
table presents the performance of two evaluated OD models
(rows), where each defense method’s inference time (IT) and
mAP for three different adversarial attacks are presented.
Since we only used images that successfully misled the un-
defended model, i.e., each attack succeeded on different im-
ages, we separated each attack column into sub-columns: be-
nign, adv (adversarial), and mean (of both benign and adv).
When examining the DETR results, KDAT outperformed
all the compared defenses, improving benign and adversar-
ial performance without incurring any IT overhead. On the
other hand, when examining the Faster R-CNN results, in a
few experiments, PAD slightly outperformed us in adversar-
ial images, and OS slightly outperformed us in benign im-
ages. Note that PAD and OS have costly IT overhead, as both
are about 100-1,000 times slower than our method. Overall,
KDAT was shown to successfully generalize to unseen at-
tacks (Google and M-PGD) and improve the adversarial ro-
bustness of the targeted model while improving its benign
performance, thus achieving the best trade-off between be-
nign performance, adversarial performance and IT overhead
among the evaluated defenses. The supplementary material
provides additional results, including a similar evaluation
with models trained 1) solely on Google or M-PGD and 2)
using multiple attacks.

Multiple Patches. Evading human detection is a practical
concern in the OD domain. Therefore, we evaluated KDAT
on the INRIA dataset, where we covered multiple people in
an image with adversarial patches. Table 2 presents the re-
sults for each of the examined defense methods on the Faster
R-CNN model against both natural and printable patches.
Printable patches are adversarial patches optimized to be
more robust when printed for real-world use (i.e., adjusting
colors to fit within the printer’s limitations and minimizing
the total variation of the patch). Natural patches are patches
that look natural and can blend in with the surroundings.

As can be seen, KDAT achieved the best results on 8 of the
10 adversarial patches while improving benign performance
without incurring any IT overhead. The results also indicate
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that KDAT successfully generalized to unseen attacks (as
P4-P6 and the printable patches were not part of the train-
ing). Note that although PAD presented good results, it was
originally optimized for the INRIA dataset; moreover, it is
very slow, making it impractical for real-time applications.
Our evaluation on T-SEA patches is detailed in the supple-
mentary material.

Adaptive Attacks. Our method does not change the target
model’s structure, making it susceptible to adversarial and
adaptive attacks which are a well-known challenge (Xiang
et al. 2023). Therefore, we evaluated the difficulty of cre-
ating new adversarial attacks targeting our defended model
compared to the original (undefended) model. When exam-
ining the mean NOI values across the adversarial exam-
ples that successfully mislead the models, we note an in-
crement from 324.83 to 350.52 (8%) in Faster R-CNN and
from 383.5 to 425.5 (10%) in DETR. Thus, KDAT increased
the NOI required to successfully attack both models without
modifying the original model. More details can be found in
the supplementary material.

Combining Defense Methods. We evaluated the effective-
ness of combining our method with defenses that alter the
inference process (post-hoc defenses). When combining the
methods, we used the weights of a defense method, which
modified the training process, and added a post-hoc com-
ponent of a defense method that altered the inference pro-
cess. Notably, SAC (Liu et al. 2022), which has the low-
est IT overhead among the post-hoc defenses examined, of-
fered the most synergy when used in combination with our
method; the results were superior to those of any existing
method by itself with an average gain of 10% on both clean
and adversarial performance on Faster R-CNN. A detailed
evaluation can be found in the supplementary material.

4.3 Ablation Study

To demonstrate the contribution of each loss component, the
target model was fine-tuned four times; each time, we used
only three of the four loss components, assessing the added
value of the fourth one. Each experiment is referred to as
a different version of our KDAT method, named “KDAT
w/0”, followed by the name of the missing component. Ta-
ble 3 presents the average mAP for the undefended model
and each version of our method on benign and adversarial



Method | Benign Adv  Mean
Undefended 0.557 0.330 0.443
KDAT w/o Lop | 0.571 0.452 0.512
KDAT w/o Lgys | 0.573  0.457 0.515
KDAT w/o Lors | 0.570 0.455 0.513
KDAT w/o Lrpa | 0.571 0.452 0.511
KDAT (Ours) | 0.584 0.457 0.520

Table 3: Ablation study results (DETR).

images of three adversarial attacks (DPatch, Google, and M-
PGD) on the COCO dataset and the DETR OD model. As
presented, all of the components of our method contribute
to the overall performance gain. While KDAT without L s
achieved similar results on adversarial images, the complete
KDAT method also achieved better results on benign im-
ages. Note that examination of the results of KDAT w/o
Lop, which represents a scenario in which the GTs are not
used (as only the Lop component uses them), identifies an
unsupervised variant of KDAT that results in improvement
in both benign and adversarial performances without requir-
ing any GT labels. The ablation study for Faster R-CNN on
COCO and INRIA is detailed in the supplementary material.

4.4 Evaluation Results for Physical Attacks

KDAT’s effectiveness against physical attacks is demon-
strated in Table 4, which presents the IT and mAP for each
defense on benign and adversarial images with the Faster R-
CNN model on the Superstore dataset. The table shows that
KDAT achieved the highest performance on attacked images
and had the best trade-off between benign and adversarial
performance without incurring any IT overhead. We note
that the decrease in benign performance can be justified by
the fact that we had to use masked images instead of benign
images (as explained in the evaluation settings Section 4.1).

5 Discussion

KDAT’s Limitations. While some post-hoc defenses do
not require any training, they require additional processing
time each time they are applied, i.e., additional “online
effort,” which increases the overall inference time. In
contrast, KDAT requires one-time preliminary training, i.e.,
additional ~offline effort,” but the model’s original inference
time, which is crucial for real-time OD applications, is
maintained. Another limitation is adapting the FA loss to
the model’s architecture since every new OD model family
requires redesigning this component accordingly. However,
as demonstrated in the ablation study, KDAT benefits from
this addition but can also be applied without it.

Tuning vs. Training. While most training-based defenses
require retraining the entire model, KDAT eliminates this
need by fine-tuning the pretrained model and exploiting it
to distill benign features, guiding the student to improve
adversarial robustness.

Generalization to Unseen Attacks. Bai et al. (2021)
conducted extensive research on AT solutions and found
that most of them lack the ability to generalize to unseen
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Method Inler:nce Tléglg Benign Adv Mean
Undefended | 43.14 23.18| 0.969 0.568 0.769
AT 43.14 23.18| 0946 0.313 0.630

LGS 618.46 1.62 | 0.795 0.618 0.707
Grad Defense | 43.14 23.18| 0.987 0.542 0.765
AD-YOLO | 43.14 23.18| 0.927 0.537 0.732
SAC 57.73 17.32| 0.969 0.568 0.769

(ON) 4057.20 0.25 | 0.987 0.681 0.834
PAD 42796.55 0.02 | 0.649 0.493 0.571
KDAT (Ours) | 43.14 23.18| 0.956 0.788 0.872

Table 4: Results on the Superstore dataset (Faster R-CNN).

attacks. As shown in Tabels 1 and 2, KDAT, although trained
only on a single type of adversarial attack, successfully
generalized to additional types. Our customized fine-tuning
process improved the model’s decisions in a way that
degraded the effectiveness of different types of attacks, thus
demonstrating KDAT’s ability to serve as a valid defense
against future threats.

Enhancing Benign Performance. Yang et al. (2020)
claim that the trade-off between benign and adversarial
performance is the result of existing AT defenses that suffer
from large generalization gaps. Our evaluation shows that
KDAT overcomes this trade-off and improves the model’s
performance in both aspects. Enhancing the model’s
performance on benign images represents a significant
achievement aligned with the original goal of AT, making
our method suitable for regularization purposes as well.
Fine-tuning with Unlabeled Data. Since large volumes of
data are required for training an accurate OD model (Zhao
et al. 2022), methods that do not rely on data annotation
have a significant advantage. As shown in Section 4.3,
although more robustness was gained using the GT annota-
tions, KDAT still substantially improved the base model’s
performance in the absence of labels.

Combining Defenses. KDAT, which guides the model
to inherently adjust itself against the adversarial threat,
learns internal features that can be combined with post-hoc
defenses, which mainly rely on the patch’s spatial behavior.
Our experiments demonstrated that superior performance
can be achieved when combining post-hoc defenses with a
KDAT-tuned model.

6 Conclusions

We proposed KDAT, a novel inherent robustness mechanism
for OD models that combines KD with adversarial tuning to
improve adversarial robustness without compromising be-
nign performance. Extensive experiments show that KDAT
outperformed SOTA defenses on two OD architectures in
digital and physical attack settings without harming its be-
nign performance and inference time. As our FA component
aims to leverage the specific OD architecture, future work
may focus on enhancing and expanding it for additional ar-
chitectures.
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