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Abstract

Deep hashing models have achieved great success in retrieval
tasks due to their powerful representation and strong infor-
mation compression capabilities. However, they inherit the
vulnerability of deep neural networks to adversarial perturba-
tions. Attackers can severely impact the retrieval capability
of hashing models by adding subtle, carefully crafted adver-
sarial perturbations to benign images, transforming them into
adversarial images. Most existing adversarial attacks target
image classification models, with few focusing on retrieval
models. We propose HUANG, the first targeted adversarial
attack algorithm to leverage a diffusion model for hashing
retrieval in black-box scenarios. In our approach, adversar-
ial denoising uses adversarial perturbations and residual im-
age to guide the shift from benign to adversarial distribu-
tion. Extensive experiments demonstrate the superiority of
HUANG across different datasets, achieving state-of-the-art
performance in black-box targeted attacks. Additionally, the
dynamic interplay between denoising and adding adversarial
perturbations in adversarial denoising endows HUANG with
exceptional robustness and transferability.

Introduction

With the exponential growth of information on the inter-
net in recent years, the need for fast and accurate infor-
mation retrieval has become increasingly important. In the
Approximate Nearest Neighbor (ANN) algorithms widely
used in search engines, hashing techniques convert high-
dimensional media data into compact binary codes, enabling
rapid computation of Hamming distances between hash
codes to search for similar images (Andoni and Indyk 2006).
Due to the powerful learning capabilities of Deep Neural
Networks (DNNs), deep hashing that leverages DNNs for
automatic feature extraction has made significant progress
(Mnih et al. 2015). This approach substantially reduces re-
trieval time through efficient similarity computation of hash
codes while achieving excellent retrieval accuracy, generally
outperforming traditional hashing methods.

Although deep hashing methods have achieved remark-
able retrieval performance (Cao et al. 2018), research has
shown that DNNs are vulnerable to adversarial attacks, pos-
ing significant security risks to existing models (Nguyen,
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Yosinski, and Clune 2015). Attackers can introduce small,
imperceptible perturbations to images, causing DNNs to
make incorrect classifications or predictions. Unfortunately,
deep hashing inherits this vulnerability from DNNs, result-
ing in the retrieval system returning irrelevant or specific
other images. Most existing research on adversarial attack
focuses on classification, with limited work addressing re-
trieval tasks. Retrieval models map query images to hash
codes rather than categories (Wang et al. 2015), presenting
a different attack surface for image retrieval. Consequently,
the target labels cannot be directly used as learning objec-
tives for adversarial samples, making adversarial attacks on
retrieval more challenging.

Research on adversarial attacks can be divided into two
categories: untargeted attacks and targeted attacks. In untar-
geted attacks, the generated adversarial samples cause the
model’s retrieval results to be semantically unrelated to the
query image. Targeted attacks, on the other hand, aim to
make the retrieval results correspond to a specified category,
making them more challenging and destructive. Currently,
major untargeted attack methods include HAG (Yang et al.
2020) and AACH (Li et al. 2021). Targeted attack methods
include ProsGAN (Zhang et al. 2022), AdvHash (Hu et al.
2021), and TTA-GAN (Zhu et al. 2024b).

Nevertheless, in black-box scenarios, where targeted
model details are inaccessible, existing adversarial attack
methods for deep hashing generally suffer from poor robust-
ness. Additionally, the generated images often have inferior
visual quality and require longer inference time. The main
contribution of the paper can be summarized as follows:

* We propose Hashing RobUst Attack with DiffusioN
model for TarGeted scenarios (HUANG), an adversarial
attack algorithm for black-box hashing retrieval. To the
best of our knowledge, it is the first time to use diffusion
model for adversarial attacks on deep hashing.

* We propose adversarial denoising within the diffusion
model. By incorporating the residual image, we enhance
the robustness and transferability of the final generated
adversarial image through the dynamic interplay between
adding adversarial perturbations and denoising.

» Comprehensive experiments reveal that HUANG greatly
outperforms prior models, setting a new benchmark for
targeted black-box attacks. Evaluation against adversar-



ial defense and other assessments validate the model’s
superior capabilities in terms of transferability and ro-
bustness.

Related Work
Deep Hashing

Conventional hashing methods seek to identify optimal sub-
spaces within the data distribution to preserve the seman-
tic features of the original samples for evaluating semantic
similarity (Wang et al. 2016). Instead, deep hashing tech-
niques directly learn semantic features from raw data, en-
abling end-to-end parameter optimization (Shen et al. 2022).
Based on the use of label information, deep hashing mod-
els can be categorized into supervised (Xia et al. 2014; Li,
Wang, and Kang 2016; Zhang et al. 2015) and unsuper-
vised methods (Wang et al. 2015; Shen et al. 2018; Lin
etal. 2016). Compared to unsupervised methods, supervised
methods leverage semantic information from labels to train
networks, achieving better performance. The pioneering su-
pervised strategy CNNH (Xia et al. 2014) divided the train-
ing process into two stages, the first stage learns the hash
codes and the second stage trains a CNN to generate hash
codes. DPSH (Li, Wang, and Kang 2016), guided by paired
labels, introduced a cross-entropy loss function to evaluate
the quality of hash codes and added a regularization com-
ponent to minimize quantization errors. HashNet (Cao et al.
2017) employed a convergence-driven sequential method to
directly learn hash codes, producing precise binary codes
from semantically similar data. CSQ (Yuan et al. 2020) en-
hanced efficiency and accuracy by leveraging central simi-
larity.

Adversarial Attack

Adversarial attacks involve introducing imperceptible, in-
tentional perturbations into input samples, leading to inac-
curate model outputs (Szegedy et al. 2014). Depending on
the attacker’s familiarity with the model and dataset, these
attacks can be categorized into white-box attacks and black-
box attacks. In white-box attacks, the attacker has com-
plete knowledge of the targeted model’s details, including
its structure, parameters, and gradients. Prominent white-
box attack models include FGSM (Goodfellow, Shlens,
and Szegedy 2015), PGD (Madry et al. 2019), DeepFool
(Moosavi-Dezfooli, Fawzi, and Frossard 2016), and C&W
(Carlini and Wagner 2017). However, in real-world scenar-
ios, attackers rarely have access to such comprehensive in-
formation about the targeted model. This has led to the de-
velopment of various black-box attack methods, such as
ZOO0O (Chen et al. 2017) and DeepSearch (Zhang, Chowd-
hury, and Christakis 2020).

Despite the extensive research on adversarial attacks in
image classification, adversarial attacks in image retrieval,
particularly in deep hashing, have often been overlooked
(Chen et al. 2021). In classification, adversarial perturba-
tions are guided by image category labels to misclassify im-
ages into incorrect categories. However, in hashing retrieval,
which focuses on similarity instead of explicit labels, direct-
ing the model learning process becomes much more com-
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plex. (Yang et al. 2020) first proposed an untargeted attack
algorithm for deep hashing adversarial samples, known as
HAG, which selectively modifies pixels to increase the at-
tack success rate while maintaining the image visual quality.
(Bai et al. 2020) introduced DHTA, a targeted attack algo-
rithm for deep image hashing adversarial attack, which em-
ploys a hash code voting mechanism, wherein the hash codes
of images within the same category are consolidated into a
universal hash code through voting. This universal hash code
is then input into the target function, and the final adver-
sarial samples are obtained through backpropagation of gra-
dients. (Hu et al. 2021) developed AdvHash, which uses a
dot-product-based weighted gradient aggregation technique
to create adversarial patches that can target multiple images
under one label. (Fu et al. 2023) presented LGWAE, lever-
aging multi-label learning to produce hash codes as category
features and using autoencoders for hashing attacks. (Zhu
et al. 2024a) introduced a feature consistency loss aimed at
universal adversarial perturbations, improving both their sta-
bility and aggressiveness.

Diffusion Model

In recent years, diffusion models have demonstrated supe-
rior performance over GANs in image generation (Song and
Ermon 2019). Diffusion models are likelihood-based mod-
els widely used for high quality image generation. These
models generate samples by progressively removing noise
from latent variables, typically random noise (Ho, Jain, and
Abbeel 2020). A diffusion model consists of a diffusion pro-
cess and a reverse diffusion process, which is regarded as
the image generation process. The diffusion process can be
viewed as a fixed Markov chain, starting from the original
data x¢ and gradually adding noise over 7' diffusion steps to
obtain 7. The reverse diffusion process involves gradually
restoring x back to x( through a Markov chain, which can
be represented as follows:
p(mt—l ‘ mt) ZZN(CEt_l;,U,(mt,t),Z(CBt,t)) (1)

where the mean p (¢, t) is fitted by a neural network
with zero-mean parameters. The goal of training a diffu-
sion model is to make the data distribution generated by the
reverse diffusion process approach the original distribution,
thereby generating more realistic and high quality images.

(Dhariwal and Nichol 2021) introduces a conditional dif-
fusion model, which can be guided by a classifier during
the reverse diffusion process to generate images of speci-
fied categories. Specifically, the pretrained diffusion model
p(xs—1 | 1) can be directed by adding conditions, derived
from the gradient of the classifier p (y | ), to the sampling
mean during the reverse diffusion process. This results in
the generation of samples that satisfy the condition y on the
original basis, and is referred to as the conditional diffusion
model p (x;—1 | @¢,y). The derivation process of the condi-
tional diffusion model is as follows:

p(Ti_y | @e,y) = p (w1 | @) . elogp(ylzi—1)—log p(y|z+)
2
log (p(zi—1 | Tt) Py (v | 1))
=logp(zi-1 | @) + (Te-1 —p)g+ 1
~logp(z) + co

3)
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Figure 1: The overview structure of our model HUANG. The target label and image are fed into Target Fusion (7 F) to derive
target semantics, used to reconstruct the label and produce a prototype code in Target Adaptation (7 .4). In adversarial sample
generation, we first input a benign image and add noise to obtain 7. During the reverse process, we use adversarial denoising
to gradually restore the noisy x back to x. In adversarial denoising, x; and the predicted noise form a benign distribution,
while the adversarial perturbation and residual image guide the shift of the image distribution from benign to adversarial. The
subsequent x;_; is sampled from this adversarial distribution. Finally, the output of the diffusion model is the adversarial

image.

where z ~ N (u + gX, ¥), p is the mean of the pretrained
diffusion model, X is the variance. ¢; and ¢y are constants,
and g is the gradient computed by the classifier used to guide
the diffusion model, which is g = Vg, logp (y | 1), ¢ is
the parameter of the classification model.

Methodology
Preliminary

Let X = {(«;, yi)}j\[:1 denote a training set consisting of
N images labeled with L classes, where x; represents the i-
th image, and y, represents its corresponding label. Specif-
ically, y; = [yi1,¥i2, - - -, viz] € {0,1}F denotes the multi-
label vector associated with x;, where y;; = 1 indicates that
x; belongs to class j. For a given image x;, its hash code
can be obtained by the following expression:

h; = H (z;) = sign (F (z;)) hic {-1,1}* @

where F'(-) denotes a deep hashing model, and F' (x;) is the
output of the last hash layer. The sign(-) function is a sign
function, binarizing the output to either -1 or 1, and K is the
bit length of the hash code.

In targeted image hashing retrieval attack, for a given be-
nign image « and a target label vy, ,., the goal is to gen-

S.t.
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erate an adversarial example, which should be visually im-
perceptible and capable of making the retrieval results se-
mantically similar to y,,,.. We need to obtain the optimal
O : (x,Y;,.) — Tadv to generate effective and efficient
adversarial image. In short words, the goal is to generate ad-
versarial samples that make the hash retrieval system yield
results closer to a target category than the original one.

Formulation

Overall framework We introduce HUANG, which is ca-
pable of generating effective adversarial examples with dif-
fusion models under black-box scenarios to fool hashing
retrieval systems. The overall framework of our method is
shown in Figure 1. Structurally, HUANG comprises two
stages: Semantic learning and Adversarial generation, where
the former contains the target fusion module 7 F and target
adaptation module 74, and the latter contains the Diffusion
model DM.

Semantic learning The target label contains critical cate-
gory information, and the target image holds significant tar-
get semantic information. These two modalities complement
each other. Therefore in 7 F, we first integrate their features
to obtain the target semantic f°.



To enrich f* with more semantic and category informa-
tion from the targeted model, we design 7. A to generate a
reconstructed label and prototype code:

U, h? =TA(f° | O14) (5)

where g is the reconstructed label obtained from f° through
T A, h? is the prototype code, and ©7 4 represents the pa-
rameters of 7.4. We control this optimization process using
reconstruction loss L. and similarity loss Lg;,.

The reconstruction loss L,.... ensures that f° contains the
target category information. It is expressed as follows:

~ 2
E'rec = Z ||yz - yi||2
7

where || - ||2 represents the {5 norm. The similarity loss L.,
controls the Hamming distance between the prototype code
generated by f° and the ground truth code generated by
the targeted model. Similar to the triplet loss, the similar-
ity loss minimizes the Hamming distance between the pro-
totype code and the ground truth code, while maximizing
that between the prototype code and codes from unrelated
categories. It is expressed as follows:

Loim =Y > (558 —log (L+¢27)) (D)
i g

where s;; represents the similarity between x; and x;, s;; =
1 if they share at least one category, and O otherwise, and

Ay =3 (kY )" h;. Thus, the loss function for the semantic
learning is Lg1, = Lyec + Alsim. Through the target adap-
tation process, the target semantic f° offers high discrimi-
native capability via the reconstructed label. By fitting pro-
totype code to the ground truth code, it enhances the attack
ability, leading to more destructive attacks. When semantic
learning finishes, its parameters are fixed.

(6

Adversarial denoising When using a pretrained dif-
fusion model to generate images, the reverse process
that transforms noise into an image is typically em-
ployed. In each step, the image x;_; is sampled from
N (pg(xe,t), Xo(x¢,t)). Generally, the image obtained
from the reverse process will have similar semantics to the
benign image. However, by incorporating adversarial de-
noising into this process, the benign distribution is gradu-
ally shifted towards the adversarial distribution, resulting in
an adversarial image. To achieve this, we modify the reverse
process of pg (x;—1 | x¢) in (1) to a conditional distribution:

Po (Ti—1 | @, Trar) = C1po (i1 | 4) Po (Ttar | ch(i)g)
where @, is the target image, C'; is a normalization factor.
(Dhariwal and Nichol 2021) has demonstrated that a Gaus-
sian distribution with a shifted mean can be used to approxi-
mate the distribution. We approximate the distribution using
the following equation:

Do (wtfl | wt)pe (wtar | wtfl)
= N(/J' + Evmt 10gp0 (mtar ‘ wt) 5 E)
where pg (Tiar | T¢) Cs exp (sDady (Tiar, 1)) can

be seen as the probability that x;_; will be recov-
ered to an adversarial image, and Dgg, (Ttar, Tt)

©))
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Algorithm 1: Adversarial denoising

Input: Benign image xp.,, target image a,,, pretrained
diffusion model €y, timestep 7', scaling factor s, target
semantic f°, interpolation function Z;

Output: Adversarial image x,q,;

1z ~N(0,1);

2: T = \/QrTpen, + V1 — arz;

3: fort=T,T—1,---,1do

4 r= Tt — Then;

500 ¥= :tglﬁt;

6 1= (o de (@) );

T g = vmtDadv (wta :Btar) + I (thDsim (mt; fs));
8: a1 < sample from N'(u + s2g — vVEr, X);
9: end for

10: o440 = To.

11: return x,q,.

—+H (©107)" H (;) + 1 measures the hamming distance.
po (x¢—1 | o) is the unconditional reverse process that we
already possess, Cs is a normalization factor, s is a scaling
factor.

The same operation can be done on the target semantic

oo (f° ) xe) = Csexp ($Dsim (f°, x+)), in which:

s fS'T‘F(mhytar)
Diim ; = S
oo ) = T F @) |

where TF (€, Yy,,) is TF output with input ; and y,,,..
Denote g = vmt’Dadu (mtara mt) +Z (vme%’m (fs’ mt))a
where 7 is an interpolation funtcion, we modify the mean
of the conditional distribution by s3g, and we can sample
@1 from distribution N (s + sXg, X).

However, solely relying on adversarial perturbations to
guide the distribution shift in the reverse process may lead
to excessive deviations, resulting in generated images with
significant visual differences from benign ones. To address
this, we supervise the distribution shift using the residual
image © = Ty — Tpen- By subtracting this noise from the
mean of the distribution, the mean shifts towards the benign
distribution, thereby generating images that are more simi-
lar to benign images. Finally, x;_; can be viewed as being
sampled from the distribution:

N(p+ s2g — VEr, %) (11)

The incorporation of adversarial perturbations and the de-
noising process create a dynamic interplay, significantly en-
hancing the robustness of the final adversarial image. After
the reverse process we obtain the adversarial image. Algo-
rithm 1 shows the process of adversarial denoising. In it,
B¢ controls the noise intensity added at each diffusion step,
o =1—0;,and a; = HZZI ay. They are all defined in the
diffusion model (Ho, Jain, and Abbeel 2020).

(10)

Experiments
Datasets

We conduct experiments on three datasets: FLICKR-25K
(Huiskes and Lew 2008), NUS-WIDE (Chua et al. 2009),



FLICKR-25K NUS-WIDE MS-COCO
Model Method
16bits  32bits  48bits  64bits  16bits  32bits  48bits  64bits  16bits  32bits  48bits  64bits
Original 55.52 5591 56.06 5476 4632 4639 4647 4762 3481 35.61 3847 40.52
DHTA 56.69 5721 5941 5636 46.68 48.42 4876 48.89 36.04 3949 4276 44.17
ProS-GAN 2693 58.17 6026 57.62 46.81 4887 49.13 4925 38.14 42.62 4359 4592
DPSH THA 59.14 59.01 60.88 6276 49.01 49.13 4941 49.15 37.80 4096 43.01 44.85
PTA 61.07 6255 6094 60.85 46.02 46.16 46.35 4624 3988 43.05 4647 48.73
SAAT 6243 63.07 6555 60.02 49.82 5128 51.63 51.72 41.82 4568 4834 50.61
HUANG 71.64 78.15 73.66 7132 61.74 6349 6650 68.08 5231 5590 57.85 6141
Original 4337 47.02 4890 48.16 3047 3385 3528 3776 2194 2455 24.63 26.85
DHTA 4923 5099 51.14 51.69 3123 36.25 3983 4129 26.62 2833 2947 31.88
ProS-GAN  50.16 51.10 52.82 53.13 3529 37.06 4095 4348 2842 30.84 3336 34.80
HashNet THA 47.01 4761 4821 4858 36.62 38.39 4232 4491 30.65 3133 3391 35.26
PTA 5726  59.13 60.45 6098 3895 4136 44.61 46.04 32.89 3426 36.75 37.49
SAAT 5492 5636 58.64 59.38 43.82 4620 49.52 5038 35.11 37.15 38.79 40.61
HUANG 64.18 68.67 64.67 66.63 5244 56.11 58.69 61.53 4382 4591 47.16 49.77
Original 51.02 52.16 5132 50.78 39.11 4148 3945 38.07 2820 3043 31.17 31.79
DHTA 53.59 5649 5457 53.08 41.22 4423 4267 4031 3142 3435 3365 32.88
ProS-GAN 56.74 5799 5874 60.39 43.01 4519 4392 41.15 3489 36.71 35.61 3421
CSQ THA 56.79 60.19 5940 57.88 44.65 47777 4686 4454 3595 3771 3508 32.51
PTA 5743 59.81 6041 5837 4359 4686 47.33 4788 37.66 38.65 3944 40.36
SAAT 59.21 6142 60.78 59.67 4649 4895 4937 49.59 4047 41.63 4328 44.62
HUANG 70.15 7356 7294 71.65 57.24 5987 60.77 6243 4783 4936 51.89 53.67

Table 1: The targeted attack performance comparison between HUANG and other advanced attack methods. The evaluation

metric is t-MAP.

benign
images

adversarial
images

FLICKR-25K

NUS-WIDE

MS-COCO

Figure 2: Visual comparison of benign images and adversarial images generated by HUANG on three datasets.

and MS-COCO (Lin et al. 2014).

The FLICKR-25K dataset comprises 25,000 images la-
beled across 38 categories, from which we have selected
1,700 images as our query set, 5,000 images for the train-
ing set, and the remaining images to form the database.

The NUS-WIDE dataset consists of 193,734 images la-
beled across 21 categories, with 2,100 images chosen as
the query set, 10,000 for training, and the remaining images
serving as the database.

The MS-COCO dataset contains 123,287 images labeled
across 80 categories, with 5,000 images designated as the
query set, 10,000 for training, and the remaining images
serving as the database.

Experiment Setting

The experimental setup is anchored by a hardware environ-
ment running Windows 11 and powered by a GeForce RTX
4080 GPU. The software environment utilizes Python 3.8
and the PyTorch 2.0.0 + cull8. All images are resized to
224 x 224. The Adam optimizer is employed, with hyperpa-
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rameters set to 81 = 0.9 and By = 0.999. The perturbation
threshold is established at 8/255.

We select DPSH (Li, Wang, and Kang 2016), HashNet
(Cao et al. 2017) and CSQ (Yuan et al. 2020) as the models
to be attacked, with DPSH being the primary target. For tar-
geted hash attacks, we utilize targeted mean average preci-
sion (t-MAP) as the evaluation metric, considering the target
label as the reference label. A higher t-MAP value indicates
greater precision in retrieving images related to the target
label, thereby indicating a more effective attack.

Results

Targeted attack performance Table 1 demonstrates t-
MAP of various targeted attack methods on the above
datasets. Our method, HUANG, consistently outperforms
competitors across different hash bit lengths and datasets
against a range of targeted attack methods including DHTA
(Bai et al. 2020), ProS-GAN (Zhang et al. 2022), THA
(Wang et al. 2021), PTA (Zhao et al. 2023), and SAAT
(Yuan et al. 2023). Using the primary targeted model DPSH
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Figure 3: Comparison of t-MAP of HUANG and other SOTA algorithms after three kinds of defense methods.

Method FLICKR-25K NUS-WIDE MS-COCO

t-MAP 1 Perceptibility | t-MAP 1 Perceptibility | t-MAP 1 Perceptibility |
DHTA+FGSM  51.34 2.97 36.25 2.94 28.33 2.95
DHTA 57.21 0.69 48.42 0.64 39.49 0.54
ProS-GAN 58.17 2.38 48.87 1.75 42.62 2.11
HUANG 78.15 1.29 63.49 1.10 55.90 0.98

Table 2: t-MAP(%) and perceptibility (x10~2) of different attack methods for the hashing model with 32-bits code length.

on the FLICKR-25K dataset, HUANG achieved an average
t-MAP improvement of 10.93% over the previous SOTA
model, SAAT. For the other two targeted models, Hash-
Net and CSQ, our HUANG achieved more than a 10% per-
formance boost over the previous best algorithms. From a
dataset perspective, HUANG outperformed SAAT by an av-
erage of 10.48% on FLICKR-25K, 11.68% on NUS-WIDE,
and 8.98% on MS-COCO. Notably, HUANG demonstrated
even stronger performance on smaller datasets, attributed to
its exceptional ability to capture fine-grained semantic in-
formation of target labels. From a targeted model perspec-
tive, HUANG surpassed SAAT by an average of 11.68% on
DPSH, 19.67% on HashNet, and 10.49% on CSQ. This in-
dicates HUANG possesses superior robustness and transfer-
ability, effectively leveraging the representational strengths
of the attacked models.

Perceptibility & Efficiency In evaluating the quality of
generated adversarial images, perceptibility is as crucial
as attack performance. We calculate perceptibility using

\/ £ ||’ — |3, where Z is the total number of pixels,

normalized between [0,1]. A lower perceptibility indicates
higher quality images. We assessed t-MAP, perceptibility,
and generation time for 32-bit DPSH, as detailed in Table 2.
HUANG consistently delivers superior targeted attack per-
formance across all datasets while maintaining high visual
quality. Although DHTA demonstrates the least percepti-
bility, its extensive iteration requirements reduce efficiency
and lack practicality. Both DHTA+FGSM and ProS-GAN
produce adversarial images quickly but compromise on at-
tack performance and image quality, failing to adequately
deceive the model. HUANG, while slightly more percepti-
ble, significantly outperforms in attack performance. It has
15.96% higher t-MAP than DHTA on average. The visual
quality of HUANG's adversarial images is also noteworthy,
with the adversarial images appearing nearly identical to be-
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nign ones, as shown in Figure 2.

Robustness against adversarial defense methods To
validate the effectiveness of HUANG in enhancing the ro-
bustness of adversarial images, we evaluated its performance
against three adversarial defense methods: JPEG compres-
sion (JPEG) (Dziugaite, Ghahramani, and Roy 2016), fea-
ture squeezing (FS) (Xu, Evans, and Qi 2018), and random-
ized smoothing (RS) (Cohen, Rosenfeld, and Kolter 2019).

The robustness against the three defense methods is illus-
trated in Figure 3. It is evident that previous SOTA meth-
ods experience a significant decrease in t-MAP when sub-
jected to the three defense methods, showing the weakest
robustness against RS. In contrast, our HUANG maintains
high robustness under all three defense methods, with only
a slight decrease in t-MAP, indicating minimal impact from
the adversarial defenses. The high robustness of HUANG is
attributed to the dynamic interplay between denoising and
the addition of adversarial perturbations in the adversarial
denoising process, allowing the adversarial image to achieve
high attack potency while preserving robustness.

Transferability

In adversarial attacks on image hashing retrieval, the concept
of cross-hash bit transferability refers to the ability of ad-
versarial images generated for one hash bit configuration to
be applicable to other. We conducted experiments on cross-
hash bit transferability, and the results are presented in Table
3. It is observable that the adversarial images possess strong
robustness across different hash bits, achieving comparable
t-MAP values across various configurations. Compared to
the previous SOTA model SAAT, HUANG exhibits signif-
icantly enhanced cross-hash bit transferability, demonstrat-
ing the robustness of our approach.
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Figure 4: t-MAP and image quality of HUANG on three datasets when varying timestep 7'
Method Code length FLICKR-25K NUS-WIDE MS-COCO
16 bits 32 bits 64 bits 16 bits 32 bits 64 bits 16 bits 32 bits 64 bits
16 bits 62.43 58.91 56.48 49.82 46.19 42.83 41.82 39.13 36.76
SAAT 32 bits 59.28 63.07 57.86 45.64 51.28 46.44 38.62 45.68 46.80
64 bits 57.10 58.12 60.02 41.72 45.88 51.72 35.40 44.45 50.61
16 bits 71.64 69.86 69.13 61.74 58.73 57.66 52.31 50.94 48.16
HUANG 32 bits 69.09 78.15 70.25 59.99 63.49 65.48 51.15 55.90 55.17
64 bits 68.46 69.25 71.32 59.15 64.79 68.08 50.43 56.67 61.41
Table 3: Transferability comparison result of HUANG and SAAT on DPSH.
Parameter Analysis FLICKR-25K ~ NUS-WIDE  MS-COCO
Experiments on time steps 7" use SSIM for image quality SAAT 63.07 51.28 45.68
evaluation, where lower values indicate better quality. In w/oTF  72.55 60.14 52.97
Figure 4, as T increases, SSIM decreases, this is because wloTA 7540 62.85 54.16
larger T results in larger degree of noise, thus increasing w/o AP 61.74 50.06 41.52
denoising complexity. Regarding target attack performance, W; 0 ?é gggg gzgg j;%g
when 7' is smaller, the adversarial perturbations are insuffi- HUANG  78.15 63.49 55.90

ciently introduced, leading to suboptimal transferability of
the adversarial examples. However, an excessively large 7'
results in an overabundance of noise, which diminishes the
effectiveness of the adversarial disturbance, making it harder
for perturbations to manifest within the dynamic interplay.

Ablation Study

To validate the enhancement capabilities of each component
module in HUANG for generating adversarial images, we
conducted ablation experiments on the aforementioned three
datasets. The results are illustrated in Table 4. In this con-
text, TF, TA, AP, RI, and TS represent target fusion, target
adaptation, adversarial perturbation, residual image, and tar-
get semantic, respectively. It is evident that removing any
module from HUANG results in a decline in overall attack
performance, underscoring the importance of each module.
Specifically, take FLICKR-25K as an example, the t-MAP
decreases by 16.41% and 12.30% upon removing AP and
TS, respectively, indicating these two modules play a criti-
cal role in enhancing the attack potency. Similarly, the TF,
TA, and RI modules are also crucial, as they effectively cap-
ture the semantic information of the target categories.
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Table 4: Ablation results on different module components
on different datasets, here w/o means without.

Conclusion

We propose HUANG, a hashing retrieval adversarial attack
model for black-box targeted scenarios. HUANG operates
in two stages: semantic learning and adversarial generation.
Semantic learning fuses features from target label and im-
age to extract target semantics, which guide the diffusion
model. Adversarial generation stage introduces adversarial
denoising, leveraging perturbations and predicted noise to
shift image distributions, producing adversarial images. Su-
pervised by multiple losses, HUANG achieves superior at-
tack performance. Extensive experiments on three datasets
demonstrate that HUANG significantly outperforms previ-
ous SOTA algorithms, setting a new benchmark in this field.
Moreover, due to the dynamic interplay between denoising
and adding adversarial perturbations in adversarial denois-
ing, HUANG’s robustness is greatly enhanced.
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