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Abstract

The development of text-to-image generative models has en-
abled the creation of images so realistic that distinguishing
between Al-generated images and real photos is becoming a
challenge. This progress offers new possibilities but also raises
concerns over privacy, authenticity, and security. Detecting
Al-generated images is crucial to prevent misuse. To assess the
generalizability and robustness of Al-generated image detec-
tion, we present a large-scale dataset, referred to as WildFake.
This dataset features cutting-edge image generators, a wide
variety of generator categories, and generators for various ap-
plications, organized in a hierarchical framework. WildFake
collects fake images from the open-source community, en-
riching its diversity with a broad range of image classes and
image styles. Its design significantly improves the effective-
ness of detection algorithms, making it a valuable resource for
enhancing Al-generated image detection in practical applica-
tions. Our evaluations offer insights into the performance of
generative models at various levels, showcasing WildFake’s
unique hierarchical structure’s benefits.

1 Introduction

The development of generative models has markedly im-
proved the creation of realistic images, simplifying the pro-
cess of producing Al-generated images (i.e., fake images).
This boosted accessibility has amplified concerns regarding
the widespread spread of false information. Characterized
by their impressive visual clarity, Al-generated images are
particularly persuasive and have the potential to significantly
influence public opinion in critical domains such as politics
and economics. To counteract such harmful activities, the
development of technologies capable of detecting altered
images is essential.

Generative models typically introduce unique patterns,
which don’t appear in real images and vary depending on the
model and its corresponding training data (Marra et al. 2019).
Recent research in synthetic image detection has focused on
identifying these irregular patterns through methods like color
pattern analysis, light intensity evaluation, and Fourier spec-
trum analysis (Corvi et al. 2023; Frank et al. 2020). While
traditional techniques based on manually selected features

*Corresponding author.
Copyright © 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

3500

and frequency analysis show limited efficacy, deep CNN mod-
els are more effective in pattern detection (Marra et al. 2018).
However, with the range of models available—from Gen-
erative Adversarial Networks (GANSs) (Alanov et al. 2023;
Sauer, Schwarz, and Geiger 2022; Pehlivan, Dalva, and Dun-
dar 2023; Karras, Laine, and Aila 2019; Esser, Rombach,
and Ommer 2021; Choi et al. 2020; Brock, Donahue, and
Simonyan 2018; Tao et al. 2023, 2022; Kang et al. 2023)
to Diffusion Models (DMs) (Saharia et al. 2022; Rombach
et al. 2022), users can now easily produce high-quality and di-
verse images with different types of model with personalized
weights. These images, often distributed across various so-
cial media platforms, present a significant challenge in terms
of generalization and robustness for detection technologies.
Existing detectors still face difficulties with generative mod-
els not encountered during their training phase (Aghasanli,
Kangin, and Angelov 2023; Wu, Zhou, and Zhang 2023;
Lorenz, Durall, and Keuper 2023; Wang et al. 2023). To aid
in the development of detectors, many datasets for general
Al-generated images are built (Wang et al. 2020; Verdoliva,
Cozzolino, and Nagano 2022; Sha et al. 2022; Bird and Lotfi
2023; Wang et al. 2022; Rahman et al. 2023; Zhu et al. 2023;
Wang et al. 2023; Lu et al. 2024). However, these existing
datasets often exhibit significant limitations. They are gener-
ally restricted to one or two types of generators, constrained
to producing images within fixed categories, or largely depen-
dent on low-quality, user-generated images. These constraints
hinder the effectiveness and adaptability of detectors in rec-
ognizing a broader range of Al-generated images.

In this paper, we present WildFake, a comprehensive, large-
scale dataset specifically designed for the detection of Al-
generated images. We summarize the comparison among fake
image detection datasets in Table 1. WildFake stands out by
generating a diverse array of rich, stylistically varied, and
high-quality images. Within the WildFake dataset, to aug-
ment the dataset’s diversity, fake images are produced either
through our extensive generation pipeline or sourced from
open-source communities, where users share images created
with their personalized generative models. Real images are
gathered from open datasets used in various tasks like image
captioning, generation, and classification, ensuring a broad
spectrum of styles and content. We have conducted a series
of experiments on the WildFake dataset to assess the gen-
eralization capabilities of detectors trained on fake images,



Datasets } G ANSG‘e]r;el\l/‘Iasto‘rsO Thers } Communities | Available | Hierarchies } lf,:ll;ge N‘umbl::ﬁsﬂ
CNNSpot (Wang et al. 2020) v X X X 4 X 362,000 362,000
IEEE VIP Cup (Verdoliva, Cozzolino, and Nagano 2022) v v X X X X 7,000 7,000
DE-FAKE (Sha et al. 2022) X v X X X X 20,000 60,000
CiFAKE (Bird and Lotfi 2023) X v X X 4 X 60,000 60,000
Genlmage (Zhu et al. 2023) v v X X v X 1,331,167 | 1,350,000
DiffusionDB (Wang et al. 2022) X v X v v X 14,000,000 0
ArtiFact (Rahman et al. 2023) v v X X 4 X 1,521,900 962,200
MPBench (Lu et al. 2024) v v v X v X 2,300,000 | 2,250,000
DiffusionForensics (Wang et al. 2023) X v X X v X 439,020 92,000
WildFake v v v v v v 2,557,278 | 1,013,446

Table 1: Comparison among WildFake and existing fake image detection datasets.

demonstrating WildFake’s potential to enhance the under-
standing of fake image detection in a multitude of real-world
scenarios. Additionally, we have implemented a series of
degradation tests on the WildFake testing set, illustrating the
robustness of these detectors in challenging conditions. Be-
sides, Distinct from existing datasets, WildFake categorizes
generative models into three primary groups: GANs(Karras,
Laine, and Aila 2019; Karras et al. 2020, 2021; Choi et al.
2018, 2020; Brock, Donahue, and Simonyan 2018; Kang et al.
2023; Tao et al. 2023), DMs (Gu et al. 2022b; Holub 2022;
Ho, Jain, and Abbeel 2020; Song, Meng, and Ermon 2020;
Nichol et al. 2022; Ramesh et al. 2022; Rombach et al. 2022;
OpenAl 2023), and Others (Van Den Oord, Vinyals et al.
2017; Esser, Rombach, and Ommer 2021; Feichtenhofer et al.
2022; Chang et al. 2023). Based on these methods, WildFake
uniquely features four levels of categorization, each based
on different dimensions, as depicted in Figure 1. WildFake
comprehensively incorporates multiple generator types, vari-
ous architectures, different model weights, and versions of
the same model series. Such a structure is conducive to a de-
tailed analysis of various image generators, offering insights
into their characteristics. WildFake dataset are available at
https://github.com/hy-zpg/AIGC-Image-Detection-Dataset

2 Related Works

We offer a brief yet thorough exploration of the image gener-
ation methods, existing Al-generated image datasets, and ex-
isting Al-generated image detection approaches in Appendix
Section A.

3 WildFake Dataset Construction

In this section, we present the proposed dataset, WildFake.
Section 3.1 provides the objectives and an overview of the
dataset. Section 3.2 details the hierarchical structure of Wild-
Fake. Finally, Section 3.3 describes the methodologies em-
ployed for data collection.

3.1 Dataset Overviews

Addressing the critical need for assessing the generalizabil-
ity of both datasets and detectors (i.e., the ability of training
detectors to accurately identify unseen images from the open
world or different datasets) and robustness of detectors (i.e.,
maintaining high performance despite various corruptions to
fake images) of fake image detectors, we have developed the
“WildFake” dataset, which has two main characteristics:
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Diverse Content with Wild Collection: WildFake includes a
wide array of high-quality fake images sourced from open-
source websites, along with images produced using both
user-trained and officially provided pre-trained generative
models. This diverse collection ensures a comprehensive
set of fake images, significantly enriching the understand-
ing of fake image detection across numerous real-world
contexts, and enhancing the generalizability and robustness
of detectors.

Hierarchical Structure: The dataset is organized hierarchi-
cally, encompassing cross-generators, cross-architectures
within the same type of generator, cross-weights within
identical architectures, and cross-time analysis either
within the same generator type or across different versions
of the same model series. This structure facilitates in-depth
analysis of various image generators.

3.2 Hierarchical Organization of WildFake

As is shown in Figure 1, the proposed WildFake dataset
consists of five levels consisting of cross-generator, cross-
architecture, cross-weight, cross-time, and cross-version.

* Cross-Generator: This level encompasses DMs, GANs, and
Other generators, providing a comprehensive overview of
the diverse generative models in use.

* Cross-Time: Focusing on GANs and Other generators
known for high-quality synthesis, we categorize them
into “Early” and “Latest” groups. “Early” represents well-
established, popular models, whereas “Latest” includes
recent advancements. Early GANS (resp., latest GANs) con-
sists of BigGAN (Brock, Donahue, and Simonyan 2018),
StyleGANs (Karras, Laine, and Aila 2019; Karras et al.
2020, 2021), and StarGANs (Choi et al. 2018, 2020), (resp.,
GigaGAN (Kang et al. 2023), DF-GAN (Tao et al. 2022),
and GALIP (Tao et al. 2023)). Similarly, for Others gener-
ators, “Early” includes VQVAE (Van Den Oord, Vinyals
et al. 2017) and VQGAN (Esser, Rombach, and Ommer
2021), while “Latest” encompasses Muse (Chang et al.
2023) and MAE (Feichtenhofer et al. 2022).

Cross-Architecture: Considering the rapid development of
DMs generators, nine kinds of DMs generators comprise
cross-architecture level, consisting DALLE (Ramesh et al.
2022), ADM (Dhariwal and Nichol 2021), Imagen (Sa-
haria et al. 2022), DDPM (Ho, Jain, and Abbeel 2020),
DDIM (Song, Meng, and Ermon 2020), VQDM (Gu et al.
2022b), Midjouney (Holub 2022), and SD (Rombach et al.
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Figure 1: Overview of WildFake. At the cross-generator level, the dataset categorizes generators into DMs, GANs, and Others.
The cross-architecture level distinguishes between various models/architectures within DMs, such as DALLE (Ramesh et al.
2022), Imagen (Saharia et al. 2022), Midjourney (Holub 2022), SD (Rombach et al. 2022), etc.. Furthermore, fake images
from SD are divided into three subsets at the cross-weight level. A cross-version level also segments different generators into

typical/advanced categories.

2022). Please note that DDPM and DDIM are commonly
known as generation sampling methods. Here we use the
names representing their corresponding released models
in (Ho, Jain, and Abbeel 2020; Song, Meng, and Ermon
2020)

* Cross-Weight: Open-source SD (Rombach et al. 2022) has
been widely spread in academia and industry, officially re-
leased pre-trained models armed with updated architecture
trained on large datasets, and users also adopt different
finetuning strategies such as finetuning several modules
of SD (Rombach et al. 2022) or finetuning with Dream-
Booth (Ruiz et al. 2023) to obtain personalized models.
Besides, many works focus on training different adaptors
to combine with the base SD model to achieve control-
lable generation. ControlNet (Zhang, Rao, and Agrawala
2023) relies on paired image-prior data to control different
prior information of generated images like edge, segmenta-
tion mask, style, and etc.. Lora-based methods, including
Lora (Hu et al. 2021) and LyCORIS (Yeh et al. 2023) are
also proposed to train extra low-rank layers to incorporate
new content into the base model. Also, there are some
methods (Gal et al. 2022; Voynov et al. 2023) to learn new
tokens on the user-provided data for customized image
generation. Thus, we classify SD-based generators into
Original SD, Personalized SD, and SD with adaptors for
cross-weight evaluation.

e Cross-Version: DALLE (Ramesh et al. 2022), Mid-
jouney (Holub 2022), Imagen (Saharia et al. 2022), and
SD (Rombach et al. 2022) have been widely known
in academia and industry, due to the superiority of the
quality of generated images. Fake images generated by
DALLE (Ramesh et al. 2022) (resp., Midjouney (Holub

2022)) are divided into “Typical” and “Advanced” subsets
along the cross-version level.

3.3 Diverse Image Collection

Utilizing the hierarchical structure and the corresponding gen-
erators, we synthesize fake images and gather real images to
construct the WildFake dataset. It’s crucial to underline that
the primary aim of an Al-generated image detection dataset
is to achieve robust and generalizable detection capabili-
ties, rather than focusing solely on the image quality for
quality assessment purposes. A diverse and rich collection
guarantees that the dataset encompasses a wide range of im-
age categories, enabling detailed evaluations of Al-generated
image detection algorithms and their effectiveness across
various contexts.

Fake Image Collection: The guiding principle for collect-
ing fake images is to ensure maximal diversity. We give
priority to generating additional fake images using the most
recent generators due to their superior quality. To collect
diverse fake images from different resources, we have es-
tablished a generation pipeline. This pipeline facilitates the
production of images using popular generative mechanisms,
including GANs, DMs, and Others generators. We strive to
generate diverse content, covering people, landscapes, ob-
jects, and scenes as much as possible. Besides, we sourced
user-created images from open-source platforms such as Civ-
itai (hello@civitai.com 2022) and Midjourney (Holub 2022).
On these platforms, users generate new images using either
original open-source models or personalized models fine-
tuned with their data. Unlike datasets primarily composed of
author-generated images, such as DiffusionForensics (Wang
et al. 2023), ArtiFact (Rahman et al. 2023), and Genlm-
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Figure 2: Overview of data distribution of WildFake. The top subfigure illustrates the distribution of real images from open-source
datasets and fake images sourced from various generators, while the bottom subfigure depicts the distribution of fake images
originating from different architectures within these generators.
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Figure 3: Samples of real and fake images from WildFake.

age (Zhu et al. 2023), our approach of collecting from open
sources offers a more representative sample of the average
quality of generated images. This ensures that the evalua-
tion of detection models on our dataset is reflective of real-
world applicability. For gathering images from GANs and
Others, we primarily utilize official GitHub repositories and
model cards from HuggingFace. When these GitHub repos-
itories include generated samples, we directly extract fake
images from there. In cases where the methods are associ-
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ated with text-to-image generation, new images are produced
by randomly sampling captions from their respective testing
datasets. For other scenarios, we randomly generate images
using the pretrained models available.

Real Image Collection: The rule of collecting real images is
to similar to the training set of the generators. Considering
the fact that fake images from GANs and Others are limited
to specific domains determined by training datasets such as
COCO (Lin et al. 2014), FFHQ (Karras, Laine, and Aila
2019), ImageNet (Deng et al. 2009), LSUN Church (Yu et al.
2015), CelebA-HQ (Karras et al. 2017), AFHQ (Choi et al.
2020) dataset, we sample parts of real images from those
datasets. Besides, recent text-to-image generators mostly
trained on Laion-5B (Schuhmann et al. 2022) or Chinese
cross-modal Wukong (Gu et al. 2022a) datasets, we also in-
clude real image samples from these text-to-image datasets,
which are commonly utilized for training DMs. This ensures
a comprehensive collection of real images, facilitating a more
robust and realistic evaluation of real-fake image detection.

Statistics and Settings: Examples of images from Wild-
Fake’s various categories are displayed in Figure 3. To an-
alyze WildFake, we illustrate the distribution of both real
and fake images from various sources in Figure 2 for fake
images and Figure 2 for real images. The WildFake dataset
contains a total of 3,570,724 images, comprising 1,013,446
real images and 2,557,278 fake images. We split real images
(resp., fake images) into the training set and testing set as
the ratio of 4 : 1. In detail, for all generators in Figure 2,



.. Testing Dataset

Detectors and Training Datasets |y, onForensics | Genlmage | DiffusionDB | ArtiFact | WildFake Ave
ResNet50-Genlmage 84.2/95.6/77.9 | 99.7/99.9/99.9 | 93.0/96.3/943 | 61.3/66.1/52.8 | 71.6/92.1/79.0 | 81.9/90.0/80.7
ResNet50-DiffusionDB 84.2/84.1/49.4 | 50.1/49.3/48.5 | 99.9/100/100 | 61.3/61.4/50.0 | 81.1/82.7/72.8 | 75.3/75.5/64.1
ResNet50-ArtiFact 85.4/94.9/76.7 | 76.5/84.8/32.9 | 64.1/69.9/68.1 | 97.2/99.5/99.3 | 85.4/94.9/76.7 | 81.7/38.8/30.74
ResNet50-WildFake 87.2/96.6/83.4 | 80.9/89.9/89.3 | 96.3/99.2/99.2 | 68.0/84.7/75.3 | 99.6/99.9/99.9 | 86.4/94.1/89.42
ViT-Genlmage 84.2/97.2/853 | 99.6/99.9/99.9 | 97.2/99.0/98.6 | 61.3/61.1/49.8 | 76.8/93.8/833 | 83.8/90.2/83.4
ViT-DiffusionDB 84.2/83.6/47.8 | 50.0/46.4/42.8 | 99.9/100/100 | 61.2/61.5/502 | 80.4/31.9/71.4 | 75.2/74.6/62.4
ViT-ArtiFact 84.2/96.1/82.5 | 78.5/88.1/85.0 | 68.4/75.3/732 | 96.8/99.6/99.5 | 84.2/96.1/52.5 | 82.4/91.0/84.4
ViT-WildFake 95.8/99.1/97.2 | 88.6/53.6/89.7 | 99.3/99.8/99.9 | 62.2/81.9/68.8 | 99.1/99.9/99.9 | 89.0/92.84/91.1
MultiLID-Genlmage 58.8/50.9/51.5 | 75.8/73.9/74.9 | 59.1/60.4/52.0 | 49.9/453/42.9 | 50.5/61.5/54.3 | 58.8/60.2/55.1
MultiLID-DiffusionDB 50.0/50.8/45.6 | 47.0/46.5/44.9 | 77.272.4/73.4 | 49.9/51.9/49.0 | 51.0/49.4/48.9 | 55.0/54.2/52.3
MultiLID-ArtiFact 55.7/61.4/54.7 | 53.6/59.6/58.4 | 49.9/50.9/49.7 | 71.0/72.7/73.5 | 50.8/59.7/51.9 | 562/60.9/57.4
MultiLID-WildFake 56.7/58.8/54.4 | 52.1/58.2/58.1 | 62.1/64.5/64.6 | 51.2/55.1/56.0 | 743/75.9/75.9 | 59.2/62.5/61.8
DIRE-Genlmage 82.9/93.9/76.7 | 99.5/99.9/99.9 | 91.3/94.592.5 | 59.1/61.8/52.7 | 72.1/92.3/80.4 | 80.9/88.4/80.4
DIRE-DiffusionDB 82.7/82.7/53.4 | 50.0/49.3/47.1 | 99.9/99.9/99.9 | 60.3/60.3/50.1 | 79.1/81.0/72.0 | 74.4/74.6/64.5
DIRE-ArtiFact 79.5/883/74.6 | 75.4/82.0/82.3 | 59.9/64.8/62.5 | 92.4/92.6/92.4 | 69.8/83.4/70.2 | 75.4/82.2/76.4
DIRE-WildFake 85.597.5/84.9 | 77.3/85.1/84.5 | 97.2/99.3/99.3 | 67.6/84.0/74.8 | 89.3/89.6/89.7 | 83.4/91.1/86.6
IFDL-Genlmage 86.4/95.9/81.4 | 99.6/99.9/99.9 | 93.7/96.895.0 | 61.4/67.4/55.1 | 74.2/93.7/83.9 | 83.0/90.7/83.0
IFDL-DiffusionDB 88.3/88.1/53.9 | 52.9/51.8/51.0 | 99.9/100/100 | 63.4/62.4/53.5 | 85.5/85.9/76.5 | 78.0/77.6/66.9
IFDL-ArtiFact 87.9/95.8/80.0 | T8.3/87.1/349 | 66.2/72.1/69.1 | 97.6/99.6/99.6 | 71.9/90.0/75.5 | 80.3/88.9/81.8
IFDL-WildFake 88.6/97.9/92.8 | 85.1/95.0/89.9 | 97.7/99.5/99.7 | 67.7/82.1/72.4 | 99.3/99.9/99.9 | 87.6/93.9/99.0
LASTED-Genlmage 87.6/96.2/83.7 | 99.8/99.9/99.9 | 943/97.9/95.7 | 63.4/66.7/57.0 | 78.8/94.3/86.9 | 84.7/91.0/84.6
LASTED-DiffusionDB 90.7/90.5/58.4 | 53.1/53.2/52.3 | 99.9/100/100 | 65.4/66.5/55.9 | 88.2/90.0/79.1 | 79.4/80.0/69.1
LASTED-ArtiFact 01.3/098.6/84.1 | 80.2/89.1/89.2 | 69.5/75.7/72.6 | 98.2199.7/99.6 | 73.0/92.0/77.8 | 82.4/91.1/84.7
LASTED-WildFake 94.9/98.1/96.2 | S7.0/91.4/93.8 | 98.9/99.7/99.8 | 71.4/89.0/79.1 | 99.7/99.9/99.9 | 93.0/95.6/93.7

Table 2: Evaluating the generalized performance across different datasets and detectors. Performance metrics including (ACC(%),

AP(%), and AUC(%)) are reported.

20% samples are randomly selected as the testing set from
fake images generated by each generator, with the remainder
forming the training set. A similar splitting strategy is applied
to the real datasets shown in Figure 2.

4 Experiments
4.1 Experimental Settings

Baselines. For benchmarking purposes, we select high-
quality and Al-generated image datasets (see Table 1) as
baseline datasets, including DiffusionDB (Wang et al. 2022),
ArtiFact (Rahman et al. 2023), Genlmage (Zhu et al. 2023),
and DiffusionForensics (Wang et al. 2023). Each of these
datasets follows their original train-test split strategies. The
relatively smaller-scale dataset, DiffusionForensics, is ex-
cluded from training considerations. DiffusionDB lacks real
images, we incorporate real images from WildFake to train
detectors on the DiffusionDB dataset. Additionally, Wild-
Fake’s performance is compared with the recently introduced
dataset, MPBench (Lu et al. 2024), in the appendix. The base-
line Al-generated image detectors selected for evaluation
in our study include DIRE (Wang et al. 2023), IFDL (Guo
et al. 2023), multiLID (Lorenz, Durall, and Keuper 2023),
LASTED (Wu, Zhou, and Zhang 2023), ViT (Dosovitskiy et al.
2020) and ResNet50 (He et al. 2016). For comprehensive in-
sights into these detectors, please refer to supplementary. In
terms of baseline methodologies, our experiments conform
to the configurations specified in the respective original pa-
per. For ResNet50 and ViT, we employ pretrained models to
execute binary classification distinguishing between real and
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fake images. All training images are resized to 224 x 224,
with the Adam optimizer and Exponentially Decay scheduler
with an initial learning rate of le — 4, and batch size (resp.,
epoch) is set as 1024 (resp., 15).

Evaluation Metrics. We report accuracy (ACC) and aver-
age precision (AP) in our experiments to evaluate the Al-
generated image detectors. The threshold for computing ac-
curacy is set to 0.5. Besides, we include the Area Under the
ROC Curve (AUC) as another critical metric.

4.2 Comparing Generalizability of WildFake to
Baseline Datasets

In our comparative analysis with WildFake, baseline datasets
including DiffusionDB (Wang et al. 2022), ArtiFact (Rah-
man et al. 2023), and Genlmage (Zhu et al. 2023), along with
DiffusionForensics (Wang et al. 2023), are selected based on
their volume and diversity for training detectors and evalu-
ating their performance. We utilized foundational detectors
such as ResNet50 (He et al. 2016) and ViT (Radford et al.
2021)), and advanced models like DIRE (Wang et al. 2023),
IFDL (Guo et al. 2023), multiLID (Lorenz, Durall, and Ke-
uper 2023), and LASTED (Wu, Zhou, and Zhang 2023) for
this analysis. It was observed that across all detectors, each
dataset demonstrated superior performance on its respective
test set. However, WildFake stood out by not only excelling in
its test set but also showcasing the second-best performance
across the other four datasets. WildFake’s dataset average
performance is remarkable, leading by a significant margin
against the second-best, GenImage. WildFake emerged as
the dataset with the highest average test performance among



Testing Dataset

Training Dataset DiffusionForensics | GenImage DiffusionDB | ArtiFact [ WildFake Avg
WildFake(1/16) 72.9/84.8/72.6 67.4/72.8/73.4 | 85.2/87.4/89.4 | 58.6/71.8/63.0 | 91.9/92.1/91.7 | 75.2/81.8/78.1
WildFake(1/8) 76.2/87.0/75.3 71.7/77.4/78.0 | 88.9/91.3/92.4 | 60.3/74.2/66.0 | 94.8/94.9/95.0 | 78.4/84.9/81.3
WildFake(1/4) 79.1/90.1/78.7 74.3/81.7/82.2 | 91.8/94.9/95.0 | 62.1/78.2/70.3 | 96.9/96.9/97.0 | 80.8/88.4/84.6
WildFake(1/2) 81.8/93.3/81.2 77.8/86.9/86.4 | 93.9/97.8/97.9 | 65.2/81.3/72.8 | 98.2/98.3/98.3 | 83.4/91.5/87.5
Genlmage 84.2/95.6/77.9 99.7/99.9/99.9 | 93.0/96.3/94.3 | 61.3/66.1/52.8 | 71.6/92.1/79.0 | 81.9/90.0/80.7
DiffusionDB 84.2/84.1/49.4 50.1/49.3/48.5 | 99.9/100/100 | 61.3/61.4/50.0 | 81.1/82.7/72.8 | 75.3/75.5/64.1
ArtiFact 85.4/94.9/76.7 76.5/84.8/82.9 | 64.1/69.9/68.1 | 97.2/99.5/99.3 | 85.4/94.9/76.7 | 81.7/88.8/87.4
WildFake 87.2/96.6/83.4 89.0/89.9/89.3 | 96.3/99.2/99.2 | 68.0/84.7/75.3 | 99.6/99.9/99.9 | 86.4/94.1/89.4
Table 3: Cross-dataset experiments with fractions of WildFake.
DownSample Compression Geometric Transformation Watemarks o
Method } 128 \ 64 \ q=70 \ q=35 } Flip \ Crop } Text \ Tmage } Color Trans
ResNet50 | 91.1/95.5/93.1 | 71.3/65.0/39.8 | 84.6/95.9/92.5 | 85/93.1/87.7 | 95.1/98.4/96.4 | 91.3/98.7/96.9 | 91.0/98.8/94.1 | 90.8/98.8/93.9 | 87.9/97.3/94.8
ViT 91.8/94.6/92.4 | 79.3/78.2/66.2 | 92.4/98.1/96.0 | 86.6/95.1/95 | 97.1/99.8/99.4 | 98.9/99.9/99.1 | 93.6/99.3/96.6 | 92.9/99.3/96.5 | 98.5/99.9/99.8
DIRE 85.8/88.9/87.6 | 61.6/56.3/33.9 | 75.6/82.7/81.0 | 65.4/75.5/71.2 | 85.0/91.8/89.3 | 86.3/92.5/91.6 | 87.7/94.2/90.6 | 86.5/93.8/89.4 | 81.3/89.1/86.8
IFDL 91.3/95.2/93.4 | 73.1/69.6/49.4 | 87.4/97.8/95.1 | 82.9/94.1/89.3 | 94.1/99.4/98.2 | 94.9/99.6/99.1 | 93.8/99.3/96.9 | 91.3/99.1/94.9 | 96.0/98.2/97.1
Multi-LID | 59.3/62.4/61.5 | 51.3/50.2/35.8 | 55.7/58.6/57.5 | 53.3/56.8/54.6 | 58.9/64.1/61.6 | 59.5/64.4/63.3 | 60.0/61.2/59.1 | 58.0/62.2/59.0 | 58.3/59.4/61.6
LASTED | 92.5/96.5/93.2 | 75.8/71.3/51.8 | 89.6/97.7/95.0 | 88.5/95.7/91.5 | 96.1/99.3/99.0 | 98.0/99.6/99.6 | 95.4/99.4/97.6 | 94.7/99.5/97.4 | 92.3/99.8/99.6

Table 4: Robustness evaluation of various detectors trained on WildFake.

\ Testing Subset

Training Subset ‘ DMs ‘ GANs ‘ Others
DMs 99.7/99.9/99.9 | 86.4/95.9/89.8 | 79.3/93.5/84.5
GANs 77.1/83.2/74.3 | 98.1/99.0/99.6 | 91.4/97.2/94.6
Others 76.4/77.2/70.1 | 82.5/96.0/91.2 | 99.6/99.9/99.9

Table 5: Cross-generator evaluation of WildFake results from
DMs generators on diverse training and testing subsets via
ViT detector.

all considered detectors. All these findings highlight Wild-
Fake’s excellent generalizability. The comprehensive nature
of WildFake, featuring a wide variety, and hierarchical quality
of fake images generated by various generators, contributes
to the enhanced performance of detectors trained on it. This
distinct advantage over other baseline datasets highlights
WildFake’s significant contribution to improving the gen-
eralizability and efficacy of Al-generated image detection
algorithms.

4.3 Necessity of Large Volume of WildFake For
Generalizability

To elucidate the impact of data volume on detection perfor-
mance, we conducted experiments utilizing ResNet50 across
variously sized subsets of the WildFake dataset. These sub-
sets were randomly selected, representing fractions from 1/2
to 1/16 of each category within the dataset. The compara-
tive outcomes of these experiments are detailed in Table 3,
with ResNet50 as the selected detector. The results distinctly
highlight the correlation between dataset size and improved
performance, thereby affirming the critical importance of
substantial data volumes in enhancing detection capabili-
ties. Please note even when scaled down to half, WildFake
still outperforms Genlmage, ArtiFact, and DiffusionDB
All these datasets are larger than half of WildFake’s volume.
WildFake remains highly competitive even when reduced
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to a quarter of its size. This evidence of the high quality of
WildFake, despite diminished dataset sizes, emphasizes the
superior quality of data within WildFake for Al-generated
image detection tasks.

4.4 Robustness Performance of Detectors on
WildFake

Image degradation issues, such as low resolution, noise, and
watermarks, often occur during propagation, presenting sig-
nificant challenges for detectors (Schettini and Corchs 2010).
Evaluating a detector’s resilience to such degradation is es-
sential for its real-world application. To this end, we applied
a series of degradation techniques to the testing set images
of the WildFake dataset to examine the robustness of de-
tectors trained on it. The degradation methods include: (1)
DownSample: down-sampling the high-resolution images to
resolutions of 128 or 64. (2) Compression: introducing com-
pression artifacts to the testing set by applying JPEG com-
pression with quality ratios on the original test images. (3)
Geometric Transformation: Randomly flipping or cropping
the images from the testing set. (4) Watermark: randomly
adding textual or visual watermarks on the random position
of images from the testing set. (5) Color Transformation: we
randomly change the brightness, contrast, saturation, and hue
of images from the testing set. The robustness of six detec-
tors (ResNet50, ViT, DIRE, IFDL, multiLID, and LASTED)
against these degraded images was evaluated, with results
detailed in Table 4. The analysis indicates that comparing
ViT and ResNet-50, the ViT outperforms the ResNet-50 on
degraded images, showcasing superior robustness, especially
in scenarios involving geometric and color transformations.
ResNet-50 shows greater sensitivity to these types of degra-
dations, whereas ViT exhibits better resistance. Specifically,
ViT achieves the best performance on geometric transfor-
mations, while LASTED shows enhanced effectiveness in
handling watermarks. Both ViT and LASTED demonstrate



Testing

Training } ADM | DALLE | DDIM | DDPM | JImagen | VQDM | Midjourney | SD
ADM 100/100/100 | 93.3/98.9/97.8 | 78.6/90.9/84.0 | 80.5/92.0/86.1 | 96.9/99.3/99.0 | 90.6/97.6/96.0 | 84.4/92.8/89.3 | 87.6/97.0/94.1
DALLE | 90.0/91.8/90.6 | 99.9/99.9/99.9 | 99.7/99.9/99.9 | 98.3/99.8/99.7 | 99.9/99.9/99.9 | 79.0/77.7/71.1 | 80.4/78.8/72.3 | 85.7/89.7/86.9
DDIM | 89.9/91.0/87.1 | 99.7/99.9/99.9/ | 99.9/99.9/99.9 | 99.7/99.9/99.9 | 99.9/99.9/99.9 | 75.6/79.9/71.0 | 76.2/85.5/78.0/ | 88.5/90.7/86.1
DDPM | 92.0/89.9/88.5 | 99.7/99.9/99.8 | 99.9/99.9/99.9 | 99.8/99.9/99.9 | 100/100/100 | 76.0/74.1/64.9 | 77.0/75.7/67.8 | 89.1/88.7/86.1
Imagen | 80.3/92.4/85.2 | 98.6/99.7/99.3 | 95.0/98.5/97.1 | 94.7/98.3/96.4 | 100/100/100 | 81.8/89.1/85.4 | 84.0/89.8/86.9 | 77.3/91.3/82.7
VQDM | 91.8/98.1/96.7 | 88.4/96.5/91.3 | 79.7/85.4/79.6 | 71.0/84.0/67.1 | 98.1/99.4/98.6 | 99.9/99.9/99.9 | 95.7/98.7/97.4 | 93.5/98.0/95.8
Midjourney | 99.9/99.9/99.9 | 99.9/99.9/99.9 | 99.6/99.9/99.9 | 99.4/99.9/99.9 | 100/100/100 | 99.9/99.9/99.9 | 99.9/99.9/99.9 | 99.8/99.9/99.9
SD 99.9/99.0/99.9 | 100/100/100 | 99.7/99.9/99.9 | 99.3/99.9/99.9 | 100/100/100 | 99.9/99.9/100 | 99.9/100/99.9 | 100/99.9/100

Table 6: Cross-architecture evaluation of WildFake results from DMs generators on diverse training and testing subsets via ViT

detector.

commendable robustness against DownSample and Compres-
sion effects. Furthermore, the analysis highlights that lower
resolutions and lower quality significantly impair the accu-
racy of all trained detectors, underscoring the importance of
robustness in detector design for handling various forms of
image degradation in practical deployments.

4.5 Generalizability Evaluation inside WildFake
Hierarchies

The unique hierarchical structure of the WildFake dataset
allows for an in-depth analysis of trained detectors’ gener-
alization capabilities across different hierarchical levels, an
aspect not readily feasible with other baseline datasets. As
depicted in Figure 1, WildFake is systematically divided into
five distinct levels: the first level is cross-generators consist-
ing of three types of generators, the second level is cross-
architecture in DMs generators consisting of eight types of
DMs architectures, the third level is the cross-weight in SD
consisting of three types of weights, the last two levels are
cross-version and cross-time in three types of generators
consisting of typical (resp., early) generators and advanced
(resp., latest) generators. We utilize the baseline detector
ViT to conduct comprehensive generalization experiments:
(1) Cross-generator experimental comparison is designed to
evaluate the gap among different generators in Table 5. (2)
Comparison among cross-architecture is designed to evaluate
the effects of DMs generators with different architectures in
Table 6. (3) Cross-weight evaluation of SD, cross-time evalu-
ation of GANS (resp., Others), and cross-version evaluation
of Midjourney (resp., SD) are reported in Appendix.

Evaluation on Cross-Generator. We first assess the perfor-
mance of the ViT detector when trained and tested on images
generated by the same type of generator within WildFake.
Our WildFake dataset consists of three types of generators
including DMs, GANSs, and Others. Accordingly, we divide
the WildFake dataset into three subsets, each with its training
and testing set, based on the generator type. We then train
the ViT model separately on each generator type and evalu-
ate its performance on the corresponding testing set of each
type. The results in Table 5 indicate that the in-domain gen-
eralization ability is significantly superior to cross-domain
generalization. Notably, models trained on DMs exhibit a
lesser degree of generalization compared to those trained on
GANSs and Others. This suggests that the disparity between
DMs and GANSs (resp., Others) is more pronounced than that
between GANs and Others. We hypothesize that this is due
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to the distinct image generation approaches: while Others
and GANSs typically employ one-step inference for image
generation, DMs utilize multiple denoising steps.
Evaluation on Cross-Architecture of DMs Considering
the high quality of images generated by DMs, we further
classify images from DMs into § categories according to the
difference of architectures consisting of SD, DDPM, DDIM,
ADM, DALLE, Imagen, Midjourney, and VQDM. In Ta-
ble 6, we can see that in-architecture testing performance
reaches to high level. The performance of detectors over
cross-architecture scenarios is observed to be worse than that
of in-architecture validations. This suggests that different
architectures within DMs might produce fake images with
varying levels of sophistication. Another notable finding is
that models trained on Midjourney and SD demonstrate su-
perior generalization ability compared to other architectures.
The reasons for this are threefold: (1) The volume of train-
ing images from Midjourney and SD is greater than that of
other architectures, offering a more extensive learning base.
(2) The content diversity of fake images from Midjourney
and SD is richer, providing a broader spectrum of data for
model training. (3) A portion of the fake images in Midjour-
ney and SD are sourced from open community platforms,
typically exhibiting higher quality compared to those from
other architectures.

5 Conclusion

We present a large-scale dataset WildFake, to assess the gen-
eralizability and robustness of fake image detection. The
dataset includes fake images generated by various types of
generators, encompassing GANSs, diffusion models, and other
generative models. The key strengths of WildFake notably en-
hance the generalization and robustness of detectors trained
with this dataset, showcasing its significant applicability and
effectiveness in real-world scenarios for Al-generated image
detection. Furthermore, our in-depth evaluation experiments
are designed to provide substantial insights into the capabili-
ties of generative models at different levels, a unique benefit
derived from WildFake’s distinct hierarchical structure.
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